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In this paper, a novel optical encryption algorithm for multiple images based on chaos and DNA-blend in gyrator transform domain is proposed. Firstly, the multispectral image is divided into eight parts regularly. Subsequently the pixel positions of the blocked images are scrambled according to the pixel values of the chaotic sequences generated by 4D Lorenz system. Furthermore, eight kinds of deoxyribonucleic acid (DNA) matrices in binary form are also considered and utilized among the eight blocked fragments. Finally, the scrambled images are encoded and transformed in optical gyrator transform light field and the ciphertext is scrambled by Arnold transform to enhance the security. The proposed cryptosystem can be implemented by an electro-optical hybrid setup. Some parameters of the chaos system and gyrator transform serves as the extra keys of the encryption scheme. Some numerical simulations are implemented to testify the validity and robustness of the proposed cryptosystem for multiple images.

Introduction

With the rapid development of Internet technology, the security of the confidential information is facing threat of cyber-attack. The digital image, as one of the important carrier of information transmission, is also under various threats both in storage and transmission process. The optical image encryption technique has attracted considerable attention due to its superiority since the double random phase encoding (DRPE) technology was first proposed by Refregier and Javidi in 1995 [START_REF] Refregier | Optical image encryption based on input plane and Fourier plane random encoding[END_REF]. The optical information security technology has been extensively developed due to its advantage of parallel processing and high speed calculation. Various cryptosystems based on different kinds of optical system have been proposed, such as Fresnel transform, fractional Fourier transform, gyrator transform and interference of polarized light [START_REF] Refregier | Optical image encryption based on input plane and Fourier plane random encoding[END_REF][START_REF] Matoba | Encrypted optical memory system using three-dimensional keys in the Fresnel domain[END_REF][START_REF] Meng | Two-step phase shifting interferometry and its application in image encryption[END_REF][START_REF] Liu | Random fractional Fourier transform[END_REF][START_REF] Zhu | Optical image encryption based on interference of polarized light[END_REF][START_REF] Alfalou | Dual encryption scheme of images using polarized light[END_REF][START_REF] Chen | Optical double-image cryptography based on diffractive imaging with a laterally-translated phase grating[END_REF][START_REF] Liu | Image encryption scheme by using iterative random phase encoding in gyrator transform domains[END_REF][START_REF] Lang | Image encryption based on the reality-preserving multiple-parameter fractional Fourier transform and chaos permutation[END_REF][START_REF] Chen | Optical spectrum encryption in associated fractional Fourier transform and gyrator transform domain[END_REF][START_REF] Abuturab | Multiple information encryption by user-image-based gyrator transform hologram[END_REF][START_REF] Zhong | Silhouette-free image encryption using interference in the multiple-parameter fractional Fourier transform domain[END_REF]. Most of the optical transform based cryptosystem are implemented with some pixels modulate operation, which can enhance the security of the encryption scheme, such as Arnold transform [START_REF] Joshi | Triple color image encryption based on 2D multiple parameter fractional discrete Fourier transform and 3D Arnold transform[END_REF], logistic map [START_REF] Liansheng | Double-image encryption based on interference and logistic map under the framework of double random phase encoding[END_REF] and discrete cosine transform [START_REF] Wu | Image encryption scheme based on random fractional discrete cosine transform and dependent scrambling and diffusion[END_REF].
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In the past decades, the chaos based optical encoding and encryption systems have attracted great attention due to its fundamental characteristics, such as pseudo-randomness, aperiodicity and extremely sensitively to initial condition [START_REF] Elshamy | Optical image encryption based on chaotic baker map and double random phase encoding[END_REF][START_REF] Liansheng | Optical multiple-image encryption based on the chaotic structured phase masks under the illumination of a vortex beam in the gyrator domain[END_REF][START_REF] Xie | Exploiting optics chaos for image encryptionthen-transmission[END_REF][START_REF] Jiang | Physical secure optical communication based on private chaotic spectral phase encryption/decryption[END_REF][START_REF] Kumar | Optical colour image encryption using spiral phase transform and chaotic pixel scrambling[END_REF]. Recently, Zhou et al proposed an optical system for simultaneously compression and encryption based on optical compressive imaging system and RSA public-key cryptographic algorithm [START_REF] Gong | An optical image compression and encryption scheme based on compressive sensing and RSA algorithm[END_REF]. In this scheme, the deoxyribonucleic acid (DNA) sequence operations are employed to change the pixel values. In fact, various of DNA computing have been introduced into the cryptography for increasing the security [START_REF] Wei | A novel color image encryption algorithm based on DNA sequence operation and hyper-chaotic system[END_REF][START_REF] Hu | An image encryption scheme combining chaos with cycle operation for DNA sequences[END_REF][START_REF] Chen | Cryptanalysis of a DNA-based image encryption scheme[END_REF][START_REF] Wen | Colour light field image encryption based on DNA sequences and chaotic systems[END_REF][START_REF] Liu | Image encryption using DNA complementary rule and chaotic maps[END_REF][START_REF] Liu | A RGB image encryption algorithm based on DNA encoding and chaos map[END_REF]. In most of these DNA based schemes, different kinds of DNA operations, such as DNA addition, subtraction and XOR operation, are employed to randomize the image matrix [START_REF] Wei | A novel color image encryption algorithm based on DNA sequence operation and hyper-chaotic system[END_REF][START_REF] Hu | An image encryption scheme combining chaos with cycle operation for DNA sequences[END_REF][START_REF] Chen | Cryptanalysis of a DNA-based image encryption scheme[END_REF][START_REF] Wen | Colour light field image encryption based on DNA sequences and chaotic systems[END_REF]. Another approach is applying the well transformed decimal matrices values of DNA coefficients or adopting a dynamic DNA encoding rule to design the cryptosystem [START_REF] Liu | Image encryption using DNA complementary rule and chaotic maps[END_REF][START_REF] Liu | A RGB image encryption algorithm based on DNA encoding and chaos map[END_REF]. Hu and his colleagues proposed an image encryption algorithm using chaotic system and DNA sequence [START_REF] Hu | An image encryption scheme combining chaos with cycle operation for DNA sequences[END_REF]. Zhang et al reported a novel image encryption scheme based on chaotic system, DNA sequences and MixedLinear-Nonlinear Coupled MapLattices [START_REF] Zhang | An image encryption scheme based on the MLNCML system using DNA sequences[END_REF]. However, most of these DNA-based cryptosystems are designed for single image or RGB color image [START_REF] Wei | A novel color image encryption algorithm based on DNA sequence operation and hyper-chaotic system[END_REF][START_REF] Wen | Colour light field image encryption based on DNA sequences and chaotic systems[END_REF][START_REF] Liu | A RGB image encryption algorithm based on DNA encoding and chaos map[END_REF]. Recently, some optical multiple image encryption schemes have been reported [START_REF] Ye | Multi-image compression-encryption scheme based on quaternion discrete fractional Hartley transform and improved pixel adaptive diffusion[END_REF][START_REF] Gong | An image compression and encryption algorithm based on chaotic system and compressive sensing[END_REF][START_REF] Mosso | Asymmetric multiple-image encryption system based on a chirp z-transform[END_REF].

In this paper, we present a novel scheme for optical image encryption based on chaos theory, DNA-blend and gyrator transform. For a multispectral image, the cube data is blocked as eight parts regularly. Each part of the matrices then rearranged according to the chaotic sequences generated by Lorenz system. Subsequently the scrambled images are XORed with eight kinds of DNA matrices in binary form. Then, the disordered images are encoded and transformed in optical gyrator transform light field. Finally, the Arnold transform is employed to enhance the security of the ciphertext. An electro-optical hybrid setup can be used for implementation of the presented cryptosystem. To increase the security of the encryption algorithm, the parameters of the chaos system and gyrator transform are the additional keys.

The rest outline of this paper is arranged in the following sequence. In Section 2, the proposed encryption/decryption algorithm is introduced in detail. In Section 3, numerical simulation results and performance evaluations are given to demonstrate the capability of the algorithm. Finally, the concluding remarks are summarized.

The cryptosystem

The 4D Lorenz system

Referring to [START_REF] Chen | Securing color image by using hyperchaotic system in gyrator transform domains[END_REF], the characteristics of hyper-chaotic 4D Lorenz system, such as extremely sensitive to initial condition and random-like behavior, provide new approach for increasing the security of encryption system. Furthermore, some evidences indicate that the higher dimensional chaotic system generate higher randomness due to the more complex dynamical behavior [START_REF] Zhu | Optical image encryption based on interference of polarized light[END_REF]. Therefore, a 4D Lorenz hyperchaotic system is considered and utilized to generate the random data for the encryption system. The 4D Lorenz system can be written as follows (
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where a, b, c and k represent the constant parameters of the equation group described above. Note that when the constant parameters a b, c, k equal to 35, 8 / 3 , 28 and 5, the Lyapunov exponents of the chaos system are 1 0.3997 λ = , 2 0.3113 λ = , 3 0 λ = and 4

14.3776 λ = -. Apparently, the 4D Lorenz system is in a chaotic state. This chaos system can be solved by fourth order Runge-Kutta algorithm. Based on the 4D Lorenz system mentioned above, the hyperchaotic sequences can be calculated as follows [START_REF] Liu | Random fractional Fourier transform[END_REF] 4 10 ( 10 ), [START_REF] Refregier | Optical image encryption based on input plane and Fourier plane random encoding[END_REF][START_REF] Matoba | Encrypted optical memory system using three-dimensional keys in the Fresnel domain[END_REF][START_REF] Meng | Two-step phase shifting interferometry and its application in image encryption[END_REF][START_REF] Liu | Random fractional Fourier transform[END_REF].

i i i r r round r i * = × - × = (2) 
where i r denotes the original chaos data described in Eq.1. The symbol i r * represents the final improved hyperchaotic sequence derived from chaotic data.

DNA-blend operation

The deoxyribonucleic acid (DNA) sequence has been deeply researched in basic biological filed, such as forensics, genetics and diagnostic. As we all know that there are four kinds of nucleic acids in the DNA sequence: A (adenine), T (thymine), G (guanine) and C (cytosine). According to the rules of base pairing, A always matches with T, while G always matches with the C. Note that A and T are complementary, and G and C are also complementary. These relationships are also called Watson-Crick base pairing rules.

The idea of DNA base pairing rules can be extended into binary base. Similarly, binary codes 00 and 11, 10 and 10 are considered complementary. For the binary system, there are 24 kinds of coding schemes, however, only 8 kinds of coding schemes satisfy the Watson-Crick complementary rule. The coding schemes listed in Table 1 are considered to encode the image matrixes in the encryption approaches. In the encryption algorithm, the original data is first blocked into eight parts regularly. Each part of the matrices then rearranged according to the chaotic sequences and then XORed with eight kinds of DNA matrices in binary form. Here, the DNA-blend operation can be expressed as follows This scrambling operation can be implemented as follows. Firstly, the chaotic sequences are encoded into image format, call it chaotic mask ( , ) CM u v . The pixel position of CM is rearranged according to the value of the each pixel, which can be expressed as

'( , ) [ ( , ) ] , , , 1, 2,3,..., 256 '( , ) [ '( , )] , 1, 2,3,..., 256 t k i j t k t k CM u v sort CM u v i j t k I x y array CM u y t k  = =   = =   (4) 
where the parameters ' i ', ' j ', ' t ' and ' k ' denote the pixel position of the chaotic mask. The symbol ' ' means the value of the pixels in the matrix ( , )

i j CM u v . Besides, ' sort ' and ' array ' represent the operation of rearrangement by the specified position. ' I is the scrambled image according to the chaotic mask.

Optical gyrator transform

To implement the optical setup of the proposed cryptosystem, the gyrator transform is introduced briefly in this section. The gyrator transform can be regard as one kind of liner canonical transform and it has only two dimensional versions [START_REF] Simon | Structure of the set of paraxial optical systems[END_REF]. When the input function is a two dimensional image ( , ) I x y , the mathematical definition of optical gyrator transform can be written as follows ( )

( , ) [ ( , )]( , ) + cos 1 ( , ) exp[ 2 ]d d . sin sin F u v G I x y u v xy uv xv yu I x y i x y α α π α α = -- = ∫∫ (5)
where ' G α ' represent the gyrator transform with rotation angle α . The function ( , ) F u v is the output of gyrator transform. The parameter x and y are the pixel position of the input image ( , ) I x y at spatial domain, while u and v denote the output coordinates in gyrator domain. Note that the gyrator transform is reversible and the inverse gyrator transform

G α is G α -or 2 G α π -+
. Besides, the optical transform has the similar property with Fourier transform, such as index additively, energy conversation and linearity. The hardware implementation of optical gyrator transform has been verified by using six thin cylinder lenses [START_REF] Rodrigo | Experimental implementation of the gyrator transform[END_REF]. In this paper, the optical gyrator transform is considered to implement the encryption algorithm cooperate with chaos system and binary DNA-blend scheme.

The cryptosystem

To introduce the proposed algorithm more clearly, the flowchart of the intact cryptosystem is illustrated in Fig. 1. As shown in Fig. 1, the optical gyrator transform, 4D Lorenz system, binary DNA-blend and pixel scrambling operation are utilized to complete the encryption process.

Firstly, the original multispectral image is divided into eight parts regularly. Based on the randomized chaotic sequences, the pixel position of the separated image is rearranged by different kinds of random sequences. Subsequently the scrambled data are XORed with eight kinds of binary DNA matrices. Here the different parts of the images are calculated with different DNA matrix, and their correspondence is recorded by a sequence which can be regarded as the extra key of the encryption algorithm. Finally, the substituted scrambled images are encoded and transformed in optical gyrator transform light field and the encrypted pattern can be recorded at the output plane of the gyrator transform. To enhance the security of the cryptosystem, the ciphertext is scrambled by Arnold transform. In this proposed cryptosystem, some of the parameters and chaotic sequences sever as the extra keys to enhance the security. For the decryption process, the secret image can be retrieved by employing the inverse encryption algorithm with all the correct keys. Here, the parameters in gyrator transform initial conditions of the 4D Lorenz and the chaotic DNA sequences can be regarded as the decryption keys of the proposed cryptosystem. Note that the decrypted results are random pattern when any of the keys is missing or tampered. In the following section, some corresponding experiments are made to test the security of the proposed algorithm by using the incorrect or incomplete keys. Since each section of the proposed cryptosystem is reversible, the encrypted image can be obtained when the decryption approaches are corresponding to the encryption process. Both the encryption and decryption processes of the presented cryptosystem can be implemented by an electro-optical hybrid device drawn in Fig. 2. For the implementation of the encryption algorithm, the optical gyrator transformation and its inverse calculation are accomplished by the optical lenses system. In addition, the calculation of pixel scrambling and generating the 4D Lorenz sequences will be achieved by the computer. The data communication between the optical system and electronic system can be realized by spatial light modulator (SLM) and charge coupled device (CCD). At the output plane of the optical gyrator lenses system, the amplitude information of the transformed data is recorded by CCD. The phase information can be obtained by employing the in-line holography technique at the output plane. In fact, the presented encryption system can work in a hardware-based cryptographic.

Fig. 2 The electro-optical implementation for the proposed encryption algorithm.

Numerical simulation

In this section, some numerical simulations are made to testify the performance of the proposed cryptosystem. For encrypting the secret multispectral image, the initial conditions of the 4D Lorenz system 0

x , 0 y , 0 z and 0 u are taken -7, -8, -9 and -10, respectively. The parameter α in gyrator transform is set as 0.5. Note that the rotation angle α can be replaced by a variable parameter in practical applications to enhance the security. Furthermore, the DNA base pairing rules are employed randomly according to the chaotic sequences and the corresponding chaotic sequence serves as an extra key. Nineteen band images extracted from a hyperspectral image 'Sandiego' are regarded as the secret multispectral image, in which each band of the image having 256 256 × pixels. The pseudo color format of the multispectral image is illustrated in Fig. 3. By using the parameters mentioned above, the encrypted pattern of the original image (pseudo color format) and the corresponding decrypted result are depicted in Fig. 4(a) and Fig. 4(b), respectively. Apparently, the encrypted result is random pattern and one cannot extract any valuable information about the secret image. Simultaneously, it is quite clear that the correct retrieved image has acceptable quality in human vision. The quantitative analysis is presented in the following subsection. It is worth to note that the displayed results in this paper are the amplitude part of the complex data, since the output function of optical gyrator transform is complex function. The experimental results are calculated by using a computer with Core i7, CPU 2.2GHz and 8GB memory under Windows 7 system. 

where the parameter M and N represent the size of the input image. Besides, the letters 'd' and 'o' are short for decrypted image and original image, respectively. In terms of value, the larger PSNR means the higher similarity of the two input functions. On the contrary, the lower value of PNSR indicates the greater the difference between the two images. Another evaluation criterion for the original/attacked images Normalized cross correlation (NCC) is introduced to test the sensitivity of the parameters in the cryptosystem. The mathematical definition of NCC can be written as 

( , ) ( , ) ( , ) ( , ) ( , ) ( , ) ( , ) 
× = × × × ∑ ∑ ∑ (7)
Similarly, the function o I and d I represent the original image and decrypted image, respectively. The higher NCC value demonstrate higher similarity between the two input image and the result of NCC is at the range of [0, 1].

As described above, eight blocked area of the multispectral image are rearranged according to the chaotic sequences and the corresponding chaotic sequences can be regarded as the extra key of the cryptosystem. In the following experiment, the performance of the chaotic sequence used to record image pixel positions test. Suppose that eight chaotic sequences are kept by different users and all the other keys are known. In the decryption experiment, the decryption process are executed by using the accurate position sequences, part of the accurate position sequences and completely wrong position sequences, respectively. In calculation, the wrong position sequence is filled by the random data. For the sake of simplifying the calculation, the fifth band of the multispectral image is considered to decrypt by different kinds of position sequences. The encrypted and correct decrypted data of the fifth band image are depicted in Fig. 5(a) and 5(b), respectively. Furthermore, the decrypted results using the incomplete position chaotic sequences are displayed in Fig. 5(c), 5(d) and 5(e), respectively. As shown in Fig. 5(c-e), it is quite clear that the decrypted areas using the wrong key are noise-like pattern and the secret information is under protect well. Finally, the decrypted result based on wrong position chaotic sequence is illustrated in Fig. 5(f), in which one cannot observe any visual information about the original image. In the following step, some experiments are made to test the security performance of the DNA-blend matrix on protecting the secret information. It is no doubt that it is impossible to decrypt the original image without or using the wrong binary DNA matrix due to its high randomness and large space. Firstly, the fifth band of the cipher-image are attacked by a false binary matrix and the corresponding decryption result is shown in Fig. 6(a). Note that in this experiment, both the decryption scheme and other keys are implemented accurately in the attack experiment. Another possible situation is that the attacker obtains the correct binary matrix, but not the DNA pairing rule. Under this circumstances, the decrypted result is depicted in Fig. 6(b), in which the secret information is still well protected. The high sensitivity of the chaos system is the most significant feature used for encryption. Therefore, it is necessary to test the sensitivity of the initial condition of the 4D Lorenz chaotic system in protecting the secret information. As mentioned above, the initial condition of the hyperchaotic system [ 0 x , 0 y , 0 z and 0 u ] is set as [-7, -8, -9, -10]. In this experiment, we use the tampered chaos data to decrypt the multispectral image and the corresponding tampered data is obtained by using a false initial condition which is very close to the real one. In calculation, the encrypted image is attacked by employing the two tampered chaos data generated by false initial condition [-7.00000001, -8, -9, -10] and [-6.99999999, -8, -9, -10], respectively. The corresponding attacked results are shown in Fig. 7, in which the secret information could not be obtained from the noise-like image even 0

x is so close to -7. Note that the minor change of the other initial condition will also cause the similar result. To illustrate the sensitivity of all the initial conditions of the chaos system, the PSNR and NCC values between the attacked result and the original image are list in the Table .1, respectively. Apparently, any of the initial condition can protect the secret information indecently even if there is only extremely tiny change appears in the conditions. The calculation results shown in Table 1 verify the high sensitive of the conditions in hyperchaotic system. Note that the results are calculated by the fifth band. In the proposed encryption scheme, the rotation angle of the optical gyrator transform is regarded as the additional key to enhance the security of the cryptosystem. In the next step, the performance of the parameter α is checked in protecting the original multispectral data. To simplify the calculation, the parameter α is taken at 0.5 for the whole band of the original image. Subsequently, the decrypted image is attacked 100 times by using the variable α changing around the true key with sampling step length 0.005. Consequently, the decryption process will be implemented many times with different additional key α and the corresponding PSNR curve calculated between the original images and the attacked results is drawn in Fig. 8. Obviously, the narrow peak appears in the PSNR curve indicates the high sensitivity of the extra key. Besides, two decrypted images using incorrect α are illustrated in Fig. 8 and the retrieved results are noise-like images even the incorrect α are so close to the true one. The high sensitivity performance of the extra key demonstrates the high security of the proposed cryptosystem. Note that this experiment is implemented for the fifth band of the multispectral image and the other band has the similar result. The PSNR values of in Fig. 8 are calculated before the XOR operation. At the aspect of robustness analysis, the experiments of noise attack and occlusion attack are considered to test the proposed encryption scheme. The noise attack experiment is considered first. In calculation, the ciphertext of the proposed cryptosystem is added the noise information before the decryption process. The encrypted pattern is checked by employing a noise model as follow x y σ represents the random matrix and its mean value is 0 and standard deviation is 1. Besides, the symbol p is the parameter to control the noise intensity. In the attack experiment, the decryption process is implemented by using the various p from 0 to 1 and the corresponding PSNR curve is illustrated in Fig. 9. Furthermore, two decrypted results using =0.05 p and =0.1 p are shown in Fig. 9 and the outline information of the original image can be identified. In the following step, the occlusion attack experiment is implemented to verify the robustness of the proposed encryption algorithm. In this experiment, three bands of the multispectral image are encrypted simultaneously. Subsequently, the encrypted images are occluded partly with different area and the corresponding occluded images are decrypted by using the correct keys and decryption approach. Here, the occlusion pixels of the image are filled with the value 0 in simulation, which display in black on the computer screen. As shown in Fig. 10(a-c), the ciphertexts are occluded with 1/8, 1/4 and 1/2 and the corresponding attack results are illustrated in Fig. 10(d-f), respectively. Here, the PNSR values between the original images and attacked results are 12.992, 10.6565 and 9.0433. Obviously, the silhouette information can be recognized by human vision when the encrypted data is occluded with 1/8 and 1/4, which verifies the capability of resisting the attack. Finally, the known plaintext attack [START_REF] Peng | Known-plaintext attack on optical encryption based on double random phase keys[END_REF] and chosen plaintext attack [START_REF] Peng | Chosen-plaintext attack on lensless double-random phase encoding in the Fresnel domain[END_REF] are considered and implemented to test the robustness of the proposed encryption scheme simultaneously. To complete the attack experiment, an encryption model is introduced and the mathematical definition can be written as follow

1 2 ( , ) { ( , ) exp[ ( , )]}exp[ ( , )] E u v G I x y i x y i x y α φ φ ′ ′ = ⋅ ⋅ (9) 
where the symbol ' G α ' represents the optical gyrator transform with rotation angle α as described in Eq.5. The functions 1 ( , )

x y φ and 2 ( , )

x y φ ′ ′ are two random phase matrix having the same size of the input image ( , ) I x y . In addition, the ( , ) E u v is the output function of this encryption model.

Based on the encryption mentioned above, the iterative phase retrieval algorithm and impulse function are implemented in the known plaintext attack and chosen plaintext attack experiment, respectively. For the sake of simplifying the calculation, only one single band of the multispectral image is considered to test. Firstly, two single band test images having 128 128 × pixels are encrypted by employing the proposed encrypted algorithm, respectively. The test images are shown in Fig. 11(a-b) and the corresponding encrypted results are displayed in Fig. 11(c-d). Subsequently, we suppose that the original image shown in Fig. 11(a) and its encrypted data shown in Fig. 11(c) are obtained by the attacker. Under this circumstance, the encrypted pattern displayed in Fig. 11(d) is attacked by using the iterative phase retrieval algorithm and impulse function, respectively. Note that in the known plaintext attack, the iterative phase retrieval algorithm is implemented 700 iterations. Besides, the impulse function in chosen plaintext attack is calculated for 16384 times. The corresponding attack results are illustrated in Fig. 11(e-f), in which the secret information of the original image cannot be recognized entirely. The correlation coefficients between the original image and decrypted image are nearly 0. 

Conclusion

In summary, we have presented a novel optical encryption scheme for multispectral image by using chaos theory and DNA-blend operation in gyrator transform domains. Firstly, every single band of the original multispectral image is divided into eight parts regularly and each part of the matrices then rearranged according to the chaotic sequences generated by a hyperchaotic system. Subsequently, the disordered images are XORed with eight kinds of DNA matrices randomly in binary form. Finally, the scrambled data are encoded and transformed in optical gyrator transform light field. The proposed cryptosystem performances well when facing the potential attacks since some high sensitive parameters are embedding in the encryption process. Various numerical simulations have been made to test and verify the robustness of the proposed cryptosystem.

  k I denotes the -th k part of the original multispectral image. * ( , , , ) x y z u r is the improved hyperchaotic sequence derived from Lorenz attractors ( , , , ) x y z u according to Eq.2. ( ) binary I rule k represents the binary DNA matrix composed by the -th k rule. Besides, ' rearrange ' stand for the operation of scrambling the image by using the randomized pixel position.
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 3 Fig.3 The pseudo color image of the hyperspectral image (the 4 th , 8 th and 15 th band)
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 4 a) the encrypted pseudo color image and (b) the corresponding decrypted image. The peak signal-to-noise ratio (PSNR) function is often considered to estimate the difference between two images. For complete the quantitative analysis experiments, the mathematical definition of PSNR is introduced in briefly. For the decrypted image d ( , ) I x y and the original image ( , ) o I x y , the PSNR function can be expressed as
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 5 The test of decryption: (a) the encrypted image, (b) the correct decrypted image, (c-e) decrypted results using incomplete key and (f) decrypted result using wrong position chaotic sequences.
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 6 Attack result by using (a) the incorrect binary DNA matrix and (b) the incorrect pairing rules.
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 9 Fig.9The experiment result: PSNR curve of noise attack using various parameter p .
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 10 Fig.10 The test of occlusion attack:(a) the 1/8 occluded encrypted image, (b) 1/4 occluded encrypted image, (c) 1/2 occluded encrypted image, (d) the attack result of (a), (e) the attack result of (b) and (f) the attack result of (c).
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 11 The experiment results of known plaintext attack and chosen plaintext attack: (a) the first original image, (b) the second original image, (c) the encrypted result of (a), (d) the encrypted result of (b), (e) the result of known plaintext attack and (f) the result of chosen plaintext attack.

Table . 1 DNA binary base encoding map rules.

 . 

		A	T	C	G
	Rule 1	11	00	01	10
	Rule 2	11	00	10	01
	Rule 3	00	11	01	10
	Rule 4	00	11	10	01
	Rule 5	10	01	00	11
	Rule 6	01	10	00	11
	Rule 7	00	11	01	10
	Rule 8	00	11	10	01

Table . 1 The decryption experiments by using tampered initial conditions.

 . 

	0 x	-7.00000001	-7	-7	-7	-7
	0 y	-8	-8.00000001	-8	-8	-8
	z	0	-9	-9	-9.00000001	-9	-9
	0 u	-10	-10	-10	-10.00000001	-10
	PSNR	12.7070	12.3796	12.3366	12.3702	317.0337
	NCC	0.1283	0.0529	0.0435	0.0509	1
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