N

N

FPGA implementation of an optimized A5/3 encryption
algorithm
Mahdi Madani, Camel Tanougast

» To cite this version:

Mahdi Madani, Camel Tanougast. FPGA implementation of an optimized A5/3 encryption al-
gorithm. Microprocessors and Microsystems: Embedded Hardware Design , 2020, 78, pp.103212.
10.1016/j.micpro.2020.103212 . hal-03492091

HAL Id: hal-03492091
https://hal.science/hal-03492091

Submitted on 22 Aug 2022

HAL is a multi-disciplinary open access L’archive ouverte pluridisciplinaire HAL, est
archive for the deposit and dissemination of sci- destinée au dépot et a la diffusion de documents
entific research documents, whether they are pub- scientifiques de niveau recherche, publiés ou non,
lished or not. The documents may come from émanant des établissements d’enseignement et de
teaching and research institutions in France or recherche francais ou étrangers, des laboratoires
abroad, or from public or private research centers. publics ou privés.

Distributed under a Creative Commons Attribution - NonCommercial 4.0 International License


https://hal.science/hal-03492091
http://creativecommons.org/licenses/by-nc/4.0/
http://creativecommons.org/licenses/by-nc/4.0/
https://hal.archives-ouvertes.fr

Version of Record: https://www.sciencedirect.com/science/article/pii/S0141933120303756
Manuscript_6¢cfceed96d32c454df4bf16230a70aff

FPGA Implementation of an Optimized A5/3
Encryption Algorithm

Mahdi Madani
Laboratory ImViA, University of Bourgogne Franche-Comté , Dijon, France
Email:mmadani4 9@ gmail.com
Camel Tanougast

Laboratory LCOMS, University of Lorraine, Metz, France
Email:camel.tanougast@univ-lorraine. fr

Abstract

A radio link connecting users to network services is one of the most sensitive
parts of mobile networks. This wireless channel is not protected physically to
prevent unauthorized access to the carried information. Therefore, network
providers use a security mechanism mainly based on cryptographic algorithms.
For example, data protection (confidentiality) in the second and third gener-
ations of mobile networks is ensured using the A5/3 encryption algorithm (f8
function) standardized by the Third Generation Partnership Project (3GPP).
In this work, we defined two main objectives for obtaining an optimized archi-
tecture of the A5/3 algorithm. The first one focuses on the optimization of the
algorithm’s kernel (the KASUMI block cipher) by simplifying its internal archi-
tecture. The second one aims at the optimization of the A5/3 algorithm using
a single block of the simplified KASUMI, unlike the standard A5/3 algorithm
based on five blocks of the basic KASUMI. As a result, good performance has
been achieved by considering the tradeoff between high throughput and required
hardware logic resources compared to previous works. The proposed architec-
ture was implemented on several Xilinx Virtex Field Programmable Gate Arrays
(FPGA) technology devices. The synthesis results obtained after place and route
have demonstrated the feasibility and efficiency of our solution. This promis-
ing technique can be applied to provide real-time data protection on embedded
applications of mobile networks.

Keywords: A5/3 encryption algorithm, KASUMI block cipher, Mobile
security, Hardware optimization, FPGA implementation, Logic synthesis.

1. Introduction

Nowadays, mobile networks are widely used in our lives where much of our
personal information is transmitted over weak radio links connecting users to
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network services. As a result, all transmitted data are encrypted to ensure confi-
dentiality and integrity. For example, the A5/1 and A5/2 stream ciphers are the
first encryption algorithms used in mobile networks (second generation). They
where cryptanalyzed a few years later [1-4] and replaced by the A5/3 algorithm
which was also cryptanalyzed [5]. However, considering that the A5/3 algorithm
is until widely used in Universal Mobile Telecommunication Systems (UMTS)
networks (to perform the f8 confidentiality and 9 integrity functions), investi-
gations are still proposed to improve the security optimization of the KASUMI
algorithm [6-8]. Therefore, A5/3 optimization is yet very relevant. The tech-
nical specifications of this algorithm are standardized by the Third Generation
Partnership Project (3GPP). The Quality of Services (QoS) is an important
parameter considered by mobile networks. It is required to ensure communi-
cation in real-time (high throughput) using an embedded application (mobile
phone). Therefore, it is necessary to implement the complex architecture of the
encryption algorithm using a design that ensures low logical hardware resources
and high throughput, which is the purpose of this work.

Our study consists to propose an optimized architecture of the A5/3 encryp-
tion algorithm used in the Global System for Mobile communications (GSM)
and UMTS networks to ensure data confidentiality. This paper is an improve-
ment of the work presented in the IEEE-2017 7th International Conference on
Circuits, System and Simulation (ICCSS 2017) [9].

To achieve our objective, we divided the work into two main parts. In the
first part, we proposed an optimized architecture of the KASUMI block cipher
by simplifying its internal structure. We started to combine the initial S7 and
S9 Substitution Boxes (S-boxes) in one Global S-Box (GS). Then, we replaced
the initial FI function built upon S7 and S9 by a simplified FI’ function based
on the proposed GS. After that, we replaced the initial FO function founded on
the initial FI function by a simplified FO’ function based on the proposed FI’
function. Finally, we used two initial FL function blocks and two simplified FO’
function blocks to form the optimized KASUMI block cipher. In the second
part, we proposed an optimized A5/3 algorithm based on the proposed opti-
mized KASUMI to ensure the same functionalities (produce 228-bits each 4.615
ms [10]) of the original A5/3 algorithm made up five components of the original
KASUMI block cipher [11, 12]. In this study, we used the synthesis architec-
tural technique corresponding to the reuse by factorization of logic/arithmetic
operators [13]. This technique allows the connection between different internal
components which are managed by a tailored control unit based on Moore’s
Finite State Machine (FSM).

To illustrate the performance improvement, the proposed architecture was
implemented in several Field Programmable Gate Arrays (FPGA) technology
devices, and a comparison with previous works was performed. The synthesis
implementation results show the good performance of the proposed solution in
terms of throughput and hardware logic resources. Indeed, the proposed archi-
tecture is still able to ensure data confidentiality in real-time communications
and is also able to minimize the required area for its implementation in mobile
phones.
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Figure 1: Mobile networks encryption/decryption.

The rest of this paper is organized as follows. We present briefly in Section 2
the original architecture of the A5/3 encryption algorithm. Section 3 is devoted
to describing the optimized KASUMI block cipher, which forms the kernel of the
principal algorithm. The proposed A5/3 architecture and its processing steps
are presented in Section 4. The hardware implementation results in terms of
internal functions and FPGA logic resources are presented in Section 5. Section
6 gives a synthetic discussion and performance comparison with previous works.
Finally, conclusion and future work are given in Section 7.

2. A5/3 encryption algorithm overview

A5/3 is an encryption algorithm designed for data protection in mobile
networks (GSM and UMTS networks) where data are transmitted in real-
time [14, 15]. The communications between users and networks are synchro-
nized in the uplink (mobile to the network) and downlink (network to mobile)
directions. Therefore, the A5/3 algorithm treats two sequences at the same
time. It generates two keystream sequences of size 144-bits under the control
of the Cipher Key (CK) of 64-bits size and the input variable (COUNT) of
22-bits size [9]. The first generated keystream sequence is combined with the
plaintext (P1) using a XOR operation to form the transmitted ciphertext (C1),
and the second sequence is combined with the received ciphertext (C2) to re-
cover the plaintext (P2). At the reception, the same process is used. It is based
on symmetric encryption process as illustrated in Figure 1 [16].

The internal architecture of the A5/3 algorithm is based on five KASUMI
components, as standardized by 3GPP (see Figure 2). To generate output
keystream, it uses CA, CB, CC, C D, CFE initialization standardized parameters
(see Table 1), CK, and the fixed Key Modifier (KM) as inputs.
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Figure 2: The A5/3 internal architecture [15].

CO (0 to 227)

Block 1 (0 to 113)

A5/3
CA 00001111
CB 00000
CC INPUT
CD DIRECTION
CE 0000000000000000
CK Cipher Key repeated to fill 128-bits
CO Block1/Block2 (114-bits/114-bits)
KM | 0x55555555555555555555555555555555

CO (192 to 227)

Table 1: Standardized parameters for the A5/3 encryption algorithm.
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3. KASUMI block cipher

This section presents an overview of the standard KASUMI block cipher and
details the architecture of the optimized KASUMI block cipher used in order to
enhance the implementation performance of the A5/3 encryption algorithm.

8.1. Standard KASUMI block cipher

KASUMTI is a block cipher standardized by 3GPP standards [11]. It is based
on the optimization of the MISTY1 block cipher [17]. It was designed by the
Security Algorithms Group of Experts (SAGE), part of the group of European
standards of the European Telecommunications Standards Institute (ETSI),
which is the organism of the European normalization in telecommunications
domain [12]. Tt is used to ensure the confidentiality and integrity of the user’s
data over GSM and UMTS networks [18-20]. Its architecture is formed by a
Feistel structure of eight rounds (see Figure 3). At each round, it executes
two main FL (see Figure 3(d)) and FO (see Figure 3(b)) functions to generate
output blocks of 64-bits size under the CK control of 128-bits size. The FO and
FL functions are executed in reverse order between odd and even rounds, as
illustrated in the detailed KASUMI architecture presented in Figure 3(a). Our
first objective in this work is to implement this complex architecture requiring
many logical resources while maintaining good performance.

3.2. Optimized KASUMI block cipher

The first contribution of this work is the optimization of KASUMI archi-
tecture. Unlike the standard design based on the Feistel structure, we propose
an optimized design based on two blocks of the main FL and simplified FO’
functions. The purpose is to reduce the required and limited logic resources
on embedded systems. The processing steps of the proposed architecture are
detailed in the following subsections.

3.2.1. Global S-box

In the first step, we proposed to join S7 and S9 S-Boxes of the standard
algorithm to form one specific Global S-box (GS) characterized by a 16-bits
input/output block. It is designed in the way that the right part (7-bits) and
the left part (9-bits) substitute S7 and S9 input/output blocks, respectively. The
proposed GS is implemented using one combinational design performing a high
execution time and consuming low cost of the logic FPGA resources (hardware
area). This technique consists mainly to simplify the logical implementation
and to perform the acceleration of operations execution.

3.2.2. Simplified FI’ function

In the second step, we used the proposed GS to form a simplified FI’ function
which can be executed on two parallel rounds instead of four rounds in the
original FI function. For this purpose, in the first round, the FT’ input (16-bits)
is divided into two parts, left L (9-bits) and right R (7-bits), to form the GS
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inputs. After this step execution, GS generates two outputs that are stored on
Regl (9-bits) and Reg2 (7-bits) registers. In the second round, the content of
Regl and Reg?2 registers forms the novel GS inputs. After this execution step,
GS generates two new outputs, which are saved on Reg3 (9-bits) and Reg4 (7-
bits) registers. Thereby, the output of the simplified FI’ function (16-bits) is set
up by the concatenation of Reg3 and Reg4 registers. Consequently, the proposed
simplification allows for twice-faster execution. The detailed architecture is
given in Figure 4.

8.2.3. Simplified FO’ function

In the third step, we considered our simplified FI' function to realize one
simplified FO’ function deeply difference with the original function based on the
FI function. Indeed, the proposed FO’ function is executed on three rounds. In
the first round, the FO’ input (32-bits) is divided into two parts, left L (16-bits)
and right R (16-bits). L part is combined with subkey KO1 (16-bits) using
bitwise XOR operation to form the first FI” input (16-bits). Then, the output is
combined with the R part using a bitwise XOR operation to generate the first
output saved on the Regl (16-bits) register. In the second round, the L part is
combined with subkey KO2 (16-bits) using bitwise XOR operation to produce
the second FI” input. Next, the output is combined with Regl using bitwise XOR
operation to generate the second output stored on the Reg2 (16-bits) register.
In the third round, Regl is combined with subkey KO3 (16-bits) using bitwise
XOR operation to form the third FI” input. At this step, the output is combined
with Reg2 using bitwise XOR operation to generate the third output to update
the Regl register value. Thus, the output of the simplified FO’ function (32-
bits) is set up by the concatenation of Regl and Reg2 registers. The detailed
architecture is depicted in Figure 5.
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3.2.4. Simplified KASUMI block

Finally, we proposed to optimize the KASUMI block cipher by executing
in the order the proposed FL and simplified FO’ functions to perform the odd
or even (reverse execution order) rounds. The switching execution between the
odd and even rounds is managed by a specific control unit based on FSM. The
final output keystream is generated after four rounds of execution of each block
case. However, at each round before the final one, the FSM allows for updating
the intermediate Regl and Reg2 registers to memorize the required input for the
next round. The output keystream of the proposed architecture is carried out
by concatenating the last contents of the Regl and Reg2 intermediate registers.
Note that the initial state of the Regl and Reg2 intermediate registers are equal
(32-bits) left and right parts of the initial input (64-bits), respectively. The
detailed architecture of the proposed design is given in Figure 6.

The operating principle of the FSM unit is the control of the two-block
functions based on the round loop by considering three different possible cases



as follows:

1. At the even round, block case one is executed and the Reg2 register is
updated.

2. At the odd round, block case two is executed and the Regl register is
updated.

3. At the final round, the Regl and Reg?2 registers are concatenated to gen-
erate the output keystream.

4. Optimized A5/3 algorithm

In this section, we describe the proposed architecture and the processing
steps of the optimized A5/3 encryption algorithm. The purpose is to improve
the algorithm performance in terms of logic resources, ciphering throughput,
and power consumption providing a good ciphering keystream designed for data
encryption suitable for embedded applications.

Contrary to the regular A5/3 algorithm founded on five KASUMI block
cipher components, the proposed architecture is built upon only one optimized
KASUMI cipher block presented in the previous section. To generate output
keystream (64-bits), two input words are required corresponding a key of 128-
bits length and a principle input of 64-bits length. For each input, two cases
are possible as shown in Figure 7. Therefore, the processing of the algorithm is
divided into two operating modes:

4.1. Initialization mode
In this mode, inputs to the optimized KASUMI cipher block are:

1. The CA, CB, CC, CD, CF initialization standardized parameters (see
Table 1), which are concatenated, and then loaded to form the first input
signal of 64-bits length. Note that the remaining bits of the parameter
CC are forced to zero.

2. The main CK is combined with KM using a bitwise XOR operation to
form the second input signal of 128-bits length.

This mode is executed for one cycle, and the first 64-bits output word is saved
in the reference register (A), which will be used during all following rounds in
the keystream mode. Note that Select signal is set up at ”0”.

4.2. Keystream mode
In this mode, inputs to the optimized KASUMI cipher block are:

1. The content of the A reference register which is combined using bitwise
XOR operations with the contents of keystream word and the BLocK
CouNTer dynamic register (BLKCNT) initially set to zero. The result of
this operation forms the first input signal of 64-bits length.

2. The second input signal is CK of 128-bits length.
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This mode is executed n times. n is the number of 64-bits blocks to be encrypted
or decrypted by the algorithm. The generated output keystream is combined
with the plaintext using a bitwise XOR operation to produce the ciphertext
in encryption procedure, and the reverse operation is applied in the decryption
procedure (see Figure 7). Note that the BLKCNT value is incremented after
each round, and the Select signal is set up at ”1”.

5. Hardware implementation results

In this section, we present the hardware implementation results in terms of
internal components and FPGA logic resources used by the proposed architec-
ture.

5.1. Required internal functions

The internal structure of the proposed architecture is based on one compo-
nent of the optimized KASUMI block cipher (see Section 4). Indeed, the FL
and simplified FO’ functions are the two main units of the A5/3 algorithm. Ta-
ble 2 summarizes the number of the required functions for the proposed A5/3
algorithm.

10



Component Amount
Kasumi block cipher 1
FL function 2
FO’ function 2

Table 2: The number of required functions for the proposed A5/3 algorithm.

Algorithm Optimized A5/3 proposed design
Device Virtex XC5v{x70t-1{f1136
Number of slice registers 1323 / 44800

Number of occupied slice 987 / 11200

Number of slice LUTs 1877 / 44800

Number of fully used LUT-FFpairs | 1081 / 2119

Number of bonded IOBs 229 / 640

Number of BUFG/BUFGCTRLs 5 /32

Maximum frequency (Mhz) 250

Throughput (Mbps) 2000

Power (Watts) 1.46

Table 3: FPGA implementation results of the proposed algorithm.

5.2. FPGA implementation and logic resources

The Register Transfer Level (RTL) description of the proposed architecture
has been implemented on Xilinx Virtex-5 FPGA (XC5v{x70t-1) through the
ML507 Virtex development platform [21] using VHSIC Hardware Description
Language (VHDL) structural description. Integrated Synthesis Environment
(ISE) 13.2 of Xilinx tools have been used for this digital implementation allow-
ing us to obtain the logic resource requirements and the associated real-time
constraints. The synthesis results after a place and route show the performance
of our implementation in Table 3. This table depicts the hardware resources in
terms of the occupied logic slice, slice register, slice LUT, slice Flip-Flops num-
bers and power consumption. It shows that the proposed digital implementation
on a Xilinx Virtex-5 device requires only 1323 slice registers, 1877 slice LUT,
and no block RAMs. In addition, the low power consumption estimated by 1.46
Watts as well as the high throughput of 2000 Mbps is suitable for embedded
applications designed for real-time communications (mobile networks).

6. Comparison and discussion

In this section, we give a comparison of the proposed architecture with pre-
vious works.

6.1. Internal structure and implementation
We consider in this subsection, the comparison between the proposed ar-
chitecture with the structural and internal architectures of the most previous

11



Original [22] [9]Initial work | Proposed work
Kasumi components 5 1 2 1
FL function 40 8 8 2
FO function 40 8 8 2
Decreased area - 65.62% 78.75% 95%

Table 4: The A5/3 combinatory logic resources comparison results.

works on the A5/3 encryption algorithm (original A5/3, A5/3 presented in [22]
and initial optimized A5/3 [9]).

The main unit of the A5/3 encryption algorithm is the KASUMI cipher block
(5 components used) founded on main units which are FL and FO functions.
The FL function is formed by 1 OR logic operator, 1 AN D logic operator, and
2 XOR logic operators. The FO function is based on 3 FI functions and 6 XOR
logic operators. The FI function is formed by 4 Substitution boxes (S — bozes)
and 6 XOR logic operators (see Figure 3(c)). The proposed A5/3 architecture
is formed by 3 multiplexers, 1 control unit, 4 XOR logic operators, and one
optimized KASUMI cipher block built upon 2 FL and 2 simplified FO’ func-
tions, 2 multiplexers, 1 control unit, 2 XOR logic operators, and 2 intermediate
registers. The simplified FO’ function is formed by a simplified FI’ function, 5
multiplexers, 1 control unit, 2 XOR logic operators, and 2 intermediate regis-
ters. The simplified FI’ function is formed by GS, 1 control unit, 7 multiplexers,
4 XOR logic operators, and 4 intermediate registers.

Table 4 gives a comparison between the proposed architecture, the original
architecture of the A5/3 encryption algorithm, our initial work presented in
the IEEE-2017 7th ICCSS [9], and the implementation proposed in [22]. The
comparison is performed with respect to the number of KASUMI component,
and the number of internal FL and FO functions. In addition, the Figure 8 gives
a graphical illustration to highlight the decreased area in the proposed design.
According to those results, we conclude that the optimized A5/3 encryption
algorithm (based on 2 FL and 2 modified FO’ functions) proposed in this work,
is the best one considering it allows to reduce the required area approximatively
by & 95% compared to the original A5/3 algorithm (requiring 40 FL and 40 FO
functions).

6.2. Time performance comparison

In this subsection, we compare the proposed architecture, in terms of max-
imum time-frequency and height throughput, to previous works [22-34] im-
plementing the KASUMI, the A5/3 algorithm used in GSM and UMTS (by
performing the {8 function) as described by the standard guidelines [11, 14, 18]

Through the analysis of the comparison results presented in Table 5, we ac-
knowledge that the described design in this study achieves the highest through-
put compared to previous works due to its high processing clock frequency.
Therefore, the proposed architecture allows speed encryption of user’s data,

12
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Architecture Device Freq (Mhz) | Debit (Mbps)
KASUMI in [23] XCV300E-6BG 432 20.88 167.04
KASUMI in [24] Virtex-E 20 110
KASUMI in [25] XCV300E-6BG432 58.14 66.45
KASUMI in [25] XCV300E-8BG432 68.13 77.86
KASUMI in [26] XCV300E-8BG432 41.14 165
KASUMI in [27] XCV300E-8BG432 41.63 222
KASUMI in [28] - 71 68
KASUMI in [29] XCV300E-8BG432 54 432
KASUMI in [30] XCV300E-8BG432 79.45 318
KASUMI in [31] Virtex-I1 96.33 385.32
KASUMI in [32] XCV300E-6BG432 31.93 36.09
KASUMI in [32] XCV300E-8BG432 394 44.54
A5/3 in [22] XC2V500-6FG456 130 166
f8_Comb in [23] XCV300E-6BG432 20.52 162.1
f8_LUT in [23] XCV200E-6FG456 33.14 261.8
f8_Comb in [33] XCV300E-6BG432 16.93 135
f8_LUT in [33] XCV600E-6BG432 46.56 372
f8_typel in [24] - 19.5 154
£8_type2 in [24] - 52 411
f8_synth1 in [25] XCV300E-8BG432 30.12 240.96
8_synth2 in [25] XCV300E-8BG432 25.80 206.40
f8_RIJINDAEL (ROM) [34] | XCV300E-8BG432 104 822
f8_RIJNDAEL (L XCV300E-8BG432 53.5 423
Proposed A5/3 XC2V500-6FG456 183.37 1466.96
Proposed A5/3 XCV200E-6FG456 95.55 764.4
Proposed A5/3 XCV300E-6BG432 95.56 764.48
Proposed A5/3 XCV300E-8BG432 119.56 956.48
Proposed A5/3 XCV600E-6BG432 95.56 764.48
Proposed A5/3 XC5VFXT70T-FF1136 | 250 2000

Table 5: A5/3, {8, and KASUMI time performance comparison results.

which is considered as a critical parameter in real-time applications, in partic-
ular for mobile network communications.

6.3. Generated outputs comparison

To prove the efficiency of the proposed implementation, we used the 3GPP
test set vector [19] designed to help implementers in their realization. This
document provides test data for the algorithms as well as details on the internal
states of the algorithms when they process the input data. For example, the
test set vectors 1 is defined as follows.

e The algorithm inputs are presented in Table 6.

e The plaintext and the corresponding ciphertext are presented in Table 7.

14




Key = 2BD6459F82C5B300952C49104881 F F48

Count = T2A4F20F

Bearer = 0oC

Direction = 1

Length = 798bits

Table 6: 3GPP Test set vectorl inputs.

Plaintext Ciphertext
TEC61272743BF161 D1E2DE70EEF86C69
4726446 A6C38CED1 64FB542BC2D460A A
66F6CA76EB543004 BFAA10A4A093262B
4286346CEF130F92 7TD199E706FC2D489
922B03450D3A9975 1553296910F3A973
E5BD2EAOEBS5ADSE | 012682E41C4E2B02
1B199E3EC4316020 BE2017B7253BBF93
E9A1B285E7627953 09DE5819CB42ER19
59B7TBDFD39BEF4B2 | 56F4C99BC9765CAF
484583D5AFEO82AE 53B1D0BB8279826 A
E638BF5FD5A6061 DBBC5522E915C120
3901A08F4AB41AAB A618A5A7TF5E89708
9B134880 9339650F

Table 7: 3GPP Test set vectorl plaintext/ciphertext.

15
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Figure 9: The optimized A5/3 algorithm output.

To validate the outputs generated by the proposed algorithm, we used the 3GPP
reference data presented in Tables 6 and 7 and the ISE Simulator (ISim). The
simulation results (VHDL test bench waveform) are shown in Figures 9.

By comparing the ciphertext generated by the original algorithm presented
in Tables7 with the ciphertext generated by the optimized algorithm presented
in Figures 9, it is clear that the proposed implementation generates the same
and expected outputs as the original one. Consequently, we conclude that the
optimized A5/3 design proposed in this study can ensure the same functionalities
compared to the original A5/3 design.

Note that the proposed algorithm satisfies all of the test data sets provided in
[19].

6.4. Discussion

According to the results presented in Tables 4 and 5, it is clear that the pro-
posed architecture requires lower hardware resources (slice register, occupied
slice, slice LUTs) and internal components (KASUMI block cipher, FL and FO
functions) while allowing a high throughput to ensure the same functionalities of
the standard algorithm. The proposed architecture presents one simple and low
complexity implementation on a hardware device (FPGA technology). In addi-
tion, the characterizing high performance proves that the proposed architecture
is more suitable for being used in GSM and UMTS networks. Consequently, our
architecture can replace the old version of the A5/3 encryption algorithm while
satisfying the network requirements (time constraint, size of data, etc.). Note
that it is not significant to compare the occupied logic area of each cited works
considering the different technologies used for implementations. For that, we
mainly focused our comparison on time-performance. Finally, we conclude that
the optimized A5/3 encryption algorithm proposed in this work is also suitable
for embedded applications (handsets), in particular for mobile phone in our
case study. In terms of security, the proposed architecture is robust against the
linear and nonlinear cryptanalysis similarly to the original version of the A5/3
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algorithm. However, in the last decade, KASUMI and A5/3 were the subjects
of many cryptanalysis attacks [5, 35-40].

7. Conclusion

In this work, two main contributions were proposed. First, we have opti-
mized the KASUMI block cipher, which forms the kernel of the GSM and UMTS
security. We have also proposed an optimization of the A5/3 algorithm based
on the modified KASUMI cipher block unlike the original algorithm founded on
five KASUMI components. The proposed architecture has been performed and
implemented on an FPGA Virtex technology using VHDL structural descrip-
tion. The hardware and synthesis implementation results after a place and route
show good performance of the optimized A5/3 architecture. Consequently, the
final proposed design allows us to decrease the occupied area in the handset
by almost compared to the original version. Furthermore, our proposed algo-
rithm increases the encryption speed to achieve a throughput of 2000 Mbps in
Virtex-5 technology. By considering the obtained good trade-off between time
performance and logic resources, compared with previous works, we conclude
that the proposed design forms the best-designed algorithm to ensure data pro-
tection (confidentiality and integrity) in the second and third generations of
mobile networks. Besides, this proposed architecture is still satisfying the real-
time and embedded systems properties, while preserving the 3GPP standardized
requirements (key length, data size, etc.). Therefore, it is possible to replace
the old A5/3 encryption algorithm with the proposed optimized version, which
can ensure the same functionalities with better performance.

The future works will mainly focus on the robustness enhancement of the
KASUMI encryption algorithm, which is still largely used in countries using
UMTS mobile networks. To achieve this objective, we consider this proposed
optimized-architecture which can be combined with previous works [6-8] to
increase data protection against the usual cryptanalysis attacks.
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