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Abstract

The personalization—privacy paradox persists because consumers appreciate the value of
personalization, yet marketers’ exploitation of consumers’ personal information to provide such
personalization raises privacy concerns. Consumers then may refuse to provide personal
information, which limits personalization efforts. Attempts to rely on information technology
(e.g., anonymizing techniques, peer-to-peer communication) to address privacy concerns largely
have proven ineffective, often because they are overly sophisticated for consumers. Thus, even if
the personalization—privacy paradox seemingly arose with mobile technologies, it must stem
from a theoretical foundation. Prior information systems literature tends to adopt micro-oriented
theories to understand the paradox, but this perspective article instead seeks to investigate the
personalization—privacy paradox at a macro level, with an attention economy lens. By
investigating the relationship among personalization, privacy, and attention, this study seeks to
offer insights pertaining to the ecology of attention, choice architectures, and stylistic devices, as
well as some relevant implications for research and practice.
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The Personalization—Privacy Paradox

in the Attention Economy

Abstract

The personalization—privacy paradox persists because consumers appreciate the value of
personalization, yet marketers’ exploitation of consumers’ personal information to provide
such personalization raises privacy concerns. Consumers then may refuse to provide personal
information, which limits personalization efforts. Attempts to rely on information technology
(e.g., anonymizing techniques, peer-to-peer communication) to address privacy concerns
largely have proven ineffective, often because they are overly sophisticated for consumers.
Thus, even if the personalization—privacy paradox seemingly arose with mobile technologies,
it must stem from a theoretical foundation. Prior information systems literature tends to adopt
micro-oriented theories to understand the paradox, but this perspective article instead seeks to
investigate the personalization—privacy paradox at a macro level, with an attention economy
lens. By investigating the relationship among personalization, privacy, and attention, this
study seeks to offer insights pertaining to the ecology of attention, choice architectures, and

stylistic devices, as well as some relevant implications for research and practice.
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1. Introduction

“The more people use their addictive-by-design social media, the more
attention social-media companies can sell to advertisers—and the more data

about the users’ behaviour they can collect for themselves.”

The Economist (2017)

The personalization—privacy paradox refers to a continuous tension, between a firm’s
need for consumer information to personalize consumer experiences and a consumer’s need
for privacy. The tension has intensified with the rise of modern technology, such that
consumers may allow firms to access their personal information through technology-based
channels without fully understanding the conditions of this consent (Bornschein et al., 2020).
Firms generally use the information to personalize consumers’ online navigation and improve
their online experience, but the risks of misuses also create privacy concerns. In the effort to
find a balance—between gathering personal data to provide valuable, expedient consumer
targeting and reducing consumers’ privacy concerns—a more comprehensive theoretical
framework may be necessary (Bélanger and James, 2020; Bleier et al., 2020). That is, the
paradox clearly affects consumers’ and firm behaviors, but the related trade-offs also have
implications for platforms (Gal-Or et al., 2018), especially those that rely on the FAANG
business model (referring to the model adopted by firms like Facebook, Amazon.com, Apple,

Netflix, and Google) (Casadesus-Masanell and Hervas-Drane, 2020, 2015).

In efforts to deal with the challenging paradox, these FAANG-type firms have
implemented various consumer privacy controls (Amazon, 2019; Apple, 2019; Facebook,

2019; Google, 2019; Microsoft, 2019). Researchers also have proposed options for addressing
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it, by leveraging advanced information and communication technologies (ICT) (e.g.,
anonymizing techniques, peer-to-peer communication) that tend to be highly sophisticated
and thus less accessible to average consumers (Bleier et al., 2020; Sutanto et al., 2013).
According to Sutanto et al. (2013) and Solove (2020) not only do these studies lead to
solutions that lack sufficient ease of use, but their empirical analyses also suffer significant
methodological limitations. For example, information systems literature that applies micro-
oriented theories (e.g., privacy calculus, game, information boundary) ignores the macro-
level, as might be represented by the attention economy. Such a view seems highly relevant
though, especially for platform firms, for which personalization efforts inherently seek to
capture consumers’ attention, which they then can market to advertisers (The Economist,
2017). That is, in the attention economy, “a system of agents (senders) ... try to attract the
attention of subjects (receivers) by producing and distributing information packages
(signals).... promoting products, persons or ideas” (Falkinger, 2007, p. 268). The attention
economy requires a larger range of buyers that firms can reach through advanced ICT, such
that the market reaches sufficient size at the international level, so that firms can attract global
consumer attention, through media intermediation (Falkinger, 2008; Galperti and Trevino,

2020).

In this pursuit for consumers’ attention though, senders confront a limitation, in that
people have limited resources to process information (Avoyan and Schotter, 2020), which
“consumes the attention of its recipients [such that] a wealth of information creates a poverty
of attention” (Simon, 1971, p. 40). Such issues become even more pressing in the presence of
big data, leading economists and choice theorists to call for more research consideration of
attention (Hefti and Heinke, 2015). In particular, they note that distraction is nearly ubiquitous
for multiscreen users, who receive frequent notifications from various devices. Even without

active notifications, almost 90% of students indicate that they feel "phantom vibrations"



(Drouin et al., 2012); when they do receive them, 72% of teens and 48% of adults feel
compelled to respond immediately to notifications (Common Sense Media, 2016; Pielot et al.,
2014). The result of such distractions may also imply a general lack of attention to any source
of information, as predicted by attention theories, which suggest that people manage different
tasks simultaneously with varying degrees of attention. Their attention capacity also may
shift, depending on the difficulty and degree of practice they have with a task (Avoyan and
Schotter, 2020; Benlian, 2015). In relation to the ongoing personalization—privacy paradox,
such predictions imply that as they gain experience with trading off their privacy for greater
personalization, or when that effort becomes easier, consumers might adjust their views. In
this sense, beyond affecting how consumers interact with or react to messages from sources,
diminished attention likely determines their assessments of the personalization—privacy
paradox. According to an enhanced Antecedents—Privacy Concerns—Outcomes (APCO)
model (Dinev et al., 2015) (Figure 1), the cognitive effort required to make privacy-related
decisions requires attention, so the level of attention devoted to a decision moderates the

impacts of various antecedents on information disclosure outcomes.

Antecedents Privacy Concerns
(e.g., experience with (e.g., beliefs, attitudes,

personalization) perceptions)

Information Disclosure
(e.g., for personalization)

[ Risks/Costs

[ Benefits

Privacy Calculus



FIGURE 1. Enhanced APCO Model (adapted from Dinev et al., 2015)

Such predictions highlight the need to include attention in investigations of the
personalization—privacy paradox; Van Knippenberg et al. (2015, p. 655) effectively
summarize this concern, noting that “the information age prompts management scholars to
rethink and refresh insights and theories on how individuals and organizations operate and
thrive in this new context” and cautioning that the lack of application of attention theories to
the personalization—privacy paradox has caused theoretical advances to fall off businesses’
and policymakers’ agendas. Investigating personalization—privacy trade-offs through an
attention lens thus offers a promising research avenue, with potentially related benefits for
marketers that seek to capture consumers’ attention through their personalization efforts
(Aguirre et al., 2016; Kannan and Li, 2017). In marketing studies of the effects of privacy on
stakeholders, including its societal implications (Martin and Murphy, 2017), researchers have
addressed some relevant issues (e.g., ad effectiveness), yet the technology advances require
continuous reassessment of privacy research (Grewal et al., 2020). Such an accounting may
require a combination of economic theories (e.g., attention economy) (Avoyan and Schotter,
2020) with insights from marketing literature. This effort would reflect the general
recommendation that economists and management scholars should adopt interdisciplinary

approaches (Festré and Garrouste, 2015).

Therefore, for this article, the author draws on prior literature to derive a new
conceptual framework that links the personalization—privacy paradox to attention, depending
on the level of competition for attention and consumers’ perceptions of manipulation. Using
insights from an attention economy perspective, this article also compliments considerations

of the personalization—privacy paradox with concepts pertaining to the ecology of attention,



choice architecture, and stylistic devices. With this foundation, this study offers implications

for research and stakeholders in practice, including consumers, managers, and policymakers.

2. Conceptual Framework

Due to its pervasiveness, technology may seem intrusive; consumers constantly face
the threat of interruptions and conflicting demands. As part of their business model, FAANG
firms deploy innovative approaches to capture and retain their attention. For example, through
personalization, they determine consumers’ preferences, adapt the elements of their marketing
mix accordingly, then confirm the effectiveness of each action (Wedel and Kannan, 2016).
The three stages—capturing, adapting, and evaluating—together produce adaptive
personalization systems, which enable automated attention analyses (Wedel and Kannan,
2016). This constant feedback helps ensure that personalization cues enhance users’
enjoyment and intrinsic motivation; in turn, they capture and retain attention and facilitate
information processing (Kamis et al., 2008). Features that increase such attention include the
size of recommendation sets (Tsekouras et al., 2020), as well as the accuracy of the
personalized offer (Yoganarasimhan, 2020). Depending on the perspective taken,
personalization thus might attract (selective) attention or constitute a distraction from another

information source that also might evoke information overload (Bleier and Eisenbeiss, 2015).

2.1. Towards a Better Understanding of the Personalization-Privacy Paradox

Researchers have used several theoretical frameworks to understand the central

paradox, as detailed in Table 1.



TABLE 1 - Theoretical Frameworks Related to the Personalization—-Privacy Paradox

THEORIES ARTICLES MAIN FINDINGS
Chellappa & Sin
The value of personalization has a positive effect on
(2005)
personalization use, contrary to privacy concerns.
Chellappa & Giving consumers full rights and control over their
Shivendu (2007) personal information is beneficial for society.
pri Sheng, Nah, & Siau Consumers more readily adopt personalized
rivacy
(2008) services in an emergency situation.
calculus
Personalization increases consumers’ information
theory Xu, Teo, Tan, & . . )
disclosure, contrary to perceived risks.
Agarwal (2009)

Xu, Luo, Carroll, &

Rosson (2011)

Li & Unger (2012)

The effect of personalization depends on the type of
information systems.
Personalization quality can outweigh privacy

concerns for service use.

Game theory

Lee et al. (2011)

Casadesus-Masanell
& Hervas-Drane

(2015)

Gal-Or et al. (2018)

Avoyan & Schotter

Protecting consumers’ privacy is a competition-
mitigating mechanism.

Competition is less intense when consumers are
heterogeneous in their privacy preferences.
Providing consumers with control decreases

targeting differentiation.




(2020)

Hoffmann et al.

(2020)

Sutanto et al. (2013)

Personalization is more beneficial when privacy

Information
concerns are low.
boundary .
K tzki, Dytynko, ) . )
anwatz yynxo Privacy-safe applications lead to higher content
theory Trenz, & Veit (2017) .
gratification.
Utility
Awad & Krishnan Consumers’ desire for information transparency
maximization
(2006) leads to lower behavioral intentions.
theory
Technology Privacy concerns moderate the effect of perceived
Albashrawi &
Acceptance usefulness on customer satisfaction, contrary to
Motiwalla (2019)
Model personalization

Such theories are insufficient for understanding the personalization—privacy paradox

though, because they largely ignore attention, even though gaining attention is central to any

personalization effort and thus the resulting trade-off with privacy. For example, when a

consumer encounters many competing signals (Falkinger, 2007; Galperti and Trevino, 2020),

such as a range of personalized cues, it may be more difficult to evaluate and compare

alternatives (Bettman et al., 1998) using cognitive heuristics (Dinev et al., 2015). Rather than

process the pertinent information closely, many consumers agree to exchange their



information for personalization or access, without fully understanding the associated
conditions (Bornschein et al., 2020). Without sufficient attention paid to the transaction,
consumers also cannot evaluate the trustworthiness of their exchanges of privacy for

personalization (Rosenthal et al., 2019; Walker, 2016).

2.2. Competition for Attention

With greater information (Tong et al., 2020), firms must vie fiercely for consumers’ limited
attention (Avoyan and Schotter, 2020; Falkinger, 2008; Galperti and Trevino, 2020;
Hoffmann et al., 2020). The resulting competition is a feature of the attention economy, in
which firms accrue costs (e.g., buying consumers’ data from secondary markets) (Banerjee,
2019; Casadesus-Masanell and Hervas-Drane, 2015) to attract attention, by sending signals.
In addition, consumers’ perceptual filters inform this type of economic competition, as are
determined by consumers’ characteristics and the intensity of competition for each consumer.
Furthermore, the environment might attract users’ attention and influence their decision
making (Taylor and Thompson, 1982). In particular, a market environment might establish
which attributes (e.g., design) attract customers’ attention (Tversky et al., 1988). Through
their personalization efforts, firms compete in this environment, for consumer attention (Lee

et al., 2011).

However, marketers that exploit consumer information for advertising reduce
consumers’ attention costs (Casadesus-Masanell and Hervas-Drane, 2015). When they focus
on a particular object, people also must deal with interferences from competing, nonfocal
objects (Janiszewski et al., 2013), so “The speed or efficiency of the processing is reduced
when other stimuli are processed at the same time” (Pashler, 2002, p. 101). When competition

for consumers’ attention increases, it may result in lower prices (Anderson and de Palma,
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2012; Hoffmann et al., 2020), because the competition for personalized pricing also

intensifies as consumers actively search for information online (de Corniere, 2016).

On platforms (Casadesus-Masanell and Hervas-Drane, 2015), competition also
increases with consumers’ privacy concerns (Gal-Or et al., 2018). For example, intrusive
personalization that interferes with consumers’ cognitive processes and attention (Bleier and
Eisenbeiss, 2015) tends to increase their privacy concerns and reactance. When
personalization is highly visible or even obtrusive, it thus may be inefficient (Goldfarb and

Tucker, 2011).

2.3. Perceptions of Manipulation

In Lanier’s opinion (2013), computer scientist at Microsoft Research, privacy is
power, that is “the arbiter of who gets to be more in control” (p. 66) among the stakeholders.
In the information age, firms seem to have an advantage, as highlighted by Zuboff (2019):
“Every casual search, like, and click [is] claimed as an asset to be tracked, parsed, and
monetized by some company” (p. 52). Zuboff call the frictions to opt-out from these practices
the “dictatorship of no alternatives”. Such inefficiencies may stem from consumers’ sense that
they are being manipulated. Personalization technologies offer more convenience for
consumers but also more information for vendors. In their pursuit of such consumer
information, firms also might turn to covert marketing practices (Slepchuk and Milne, 2020),
as well as purchase or sell the information in secondary markets (Banerjee, 2019; Casadesus-
Masanell and Hervas-Drane, 2015). Consider, as an example, advertising on social networks,
which represents a relevant channel to target consumers and acquire new members. In studies
of opt-in and opt-out privacy policies, researchers determine that asking consumers to provide

their personal information helps them feel more in control, so they are easier to reach (Kumar
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et al., 2014). When consumers can set ad preferences, they also are more likely to grant access
to their information to the set of vendors they choose, which represents a critical competitive
advantage for those sellers (Gal-Or et al., 2018; Krafft et al., 2017; Kummer and Schulte,
2019). Another tactic to alleviate privacy concerns involves granting control over the use or
flow of their personal information (Bleier et al., 2020; Brandimarte et al., 2013). Consumers
value such privacy controls, as a form of empowerment (Martin et al., 2017) that promises to
reduce their vulnerability (Martin et al., 2017), feelings of violation (Kumar et al., 2014;

Tucker, 2014), uncertainty, and perceptions of sneakiness (Martin et al., 2017).

But in many cases, these controls are perceptual; they do not genuinely change any
access to people’s focal data (Bleier et al., 2020; Brandimarte et al., 2013; Xu et al., 2012). In
this sense, despite the huge financial implications of privacy controls (Palmatier and Martin,
2019), they have little impact on the level of protection of personal information (Brandimarte
et al., 2013). In some cases, the persistent lack of protection results from consumers’ failure to
apply the necessary controls (Crossler and Bélanger, 2019; Klasnja et al., 2009), their inability
to assess the substantial amount of privacy information (Temming, 2018), or their lack of
motivation (Crossler and Bélanger, 2019). Ultimately though, privacy controls that give
consumers a sense of empowerment can be harmful, according to a control paradox
(Brandimarte et al., 2013), because these consumers tend to disclose personal information

even in risky situations.
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Perception of
Manipulation

Competition

Information
Disclosure

Ambivalence

Competition

Personalization

FIGURE 2 - Proposed Framework for the Personalization-Privacy Paradox in the

Attention Economy

Figure 2 represents the proposed personalization—privacy paradox framework,
reflecting notions associated with the attention economy. People value personalization, but
privacy concerns make them reluctant to disclose information in exchange for it, which
strengthens the competition for their attention (e.g., firms devote more effort to reach a target
consumer using an ad blocker). The more firms personalize, the stronger the competition for

attention becomes, because the level of personalization exceeds the level of consumers’
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attention. If the competition for attention becomes obtrusive, consumers begin to feel

manipulated, which increases their privacy concerns further.

3. Insights from the Attention Economy

3.1. Ecology of Attention

At the interweaving of virtual and real worlds (Busca and Bertrandias, 2020),
consumers already suffer attention deficiencies and ICT can further disrupt their life balance
(Kao et al., 2020). This is made possible by the analysis of trajectory patterns (Ghose et al.,
2019b, 2019a). Consider the example of public transportation. When more people move to
cities, urban crowding increases, provoking anxiety. According to behavioral constraint
theory (Blut and Iyer, 2019), they will seek strategies to avoid this discomfort (Milgram,
1970), so on crowded trains for example, people turn to their mobile devices, to achieve
immersion and perceive an escape from the physical crowd. By turning inward and
purposefully intensifying their attention to their device, they likely become more responsive
to personalized ads (Andrews et al., 2016). However, the intense competition for such
attention also can create congestion externality, as might be manifested in excessive
advertising (Anderson and de Palma, 2012). While seeking distraction from an anxiety-
inducing crowd for example, consumers might confront the additional anxiety of constant
notifications that also divert their attention from their desired use of their mobile device (e.g.,
to consume entertaining content) (Citton, 2017; Sciandra et al., 2019). This fierce competition
for their attention depletes consumers’ overall attention and intellectual resources (Citton,
2017), which then can lead to uncertainty, vulnerability, and risk (Bornschein et al., 2020).

Arguably then, behavioral constraint theory might provide insights for striking an attention
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balance, enabling consumers to regain self-control over their “thoughts, feelings, and
behavior” (Petersen and Posner, 2012, p. 82) and avoid pathologies (e.g., burnout) (van
Knippenberg et al., 2015). For marketers then, an appropriate goal might be to pursue better

quality of consumers’ attention, rather than more quantity (van Knippenberg et al., 2015).

3.2. Scarcity of Attention and Choice Architecture

Information processing differs with the level of cognitive effort (Dinev et al., 2015). In
the preattention stage, attention is at its lowest point. Then, in a focal attention stage, the
consumer may be executing a secondary task but still receives some personalized messages.
With low to moderate motivation, consumers pay attention to the message but still rely on
heuristic assessments. Moderate motivation implies central processing; consumers use their
prior knowledge and experience. Next, when they exhibit involvement, consumers relate their
personal experiences to the message, and finally, consumers add their own attributes, even

those not included in the message, when fully processing it.

Consumers’ attention capacity together with the volume of appealing signals shape
attention (Falkinger, 2008; Galperti and Trevino, 2020). That is, attention capacity defines a
receiver (Falkinger, 2007), and it varies across individual receivers, their concentration
abilities, and their psychological characteristics. Furthermore, the strength and volume of the
signals exert impacts (Falkinger, 2007). Attention tends to be scarce if the receiver is exposed
to many competing signals (Falkinger, 2007), all of which consume people’s attention in their
attempt to deal with those nonfocal signals, so they have fewer resources available to process
information about focal items (Hong et al., 2004; Kahneman, 1973). Another description of
attention specifies a spectrum, from experiencing (e.g., immediate physical environment) to

mind-wandering (e.g., thoughts) (Rahinel and Ahluwalia, 2015). When stimuli change, they
14



can alter people’s judgment, by evoking an experiencing (vs. mind-wandering) mode to detect

and understand the change (Rahinel and Ahluwalia, 2015).

Analyses of attention have appeared in some interdisciplinary research, such as
integrations of psychology and economy concepts (Kahneman, 1973; Simon, 1971), yet it
generally has been ignored by economists until relatively recently (Avoyan and Schotter,
2020; Falkinger, 2008, 2007; Galperti and Trevino, 2020). In contrast, researchers in
marketing domains often note the conditional character of consumers’ decision making (Hefti
and Heinke, 2015). Attention accordingly is a core issue for marketers, who seek to orient
consumers’ limited attention in ways that enhance their choices of the marketed offering

(Gardner, 1983; Jiang and Punj, 2010; Mackenzie, 1986; Wright and Rip, 1980).

3.3. Altering Behavior through Stylistic Devices

According to Lanham (2006), the Internet “constitutes an economics of attention in its
pure state,” where “attention is everything” (p. 233). In online settings, consumers’ data fuels
firms’ personalization, so the personalization—privacy paradox triggers a feeling of
surveillance (Acquisti et al., 2016; Plangger and Montecchi, 2020). In capitalism systems,
surveillance claims “human experience as free raw material for translation into behavioral
data” (Zuboff, 2019, p. 14). If “human attention is surely an aggregative, a social, event as
well as an individual characteristic” (Lanham, 2006, p. 265), researchers should investigate
the personalization—privacy paradox through the lens of Foucault’s (1978) concept of
governmentality. Governmentality refers to the manifold practices that organizations or
governments use to govern populations, which themselves depend on the environment, which
affects consumers’ attention. In this sense, it offers a route to reconcile micro- and macro-

level views. As Lemke (2001, p. 203) explains:
15



The analysis of governmentality not only focuses on the integral link between
micro- and macro-political levels (e.g. globalization or competition for
“attractive” sites for companies and personal imperatives as regards beauty or a
regimented diet), it also highlights the intimate relationship between “ideological”
and “political-economic’ agencies (e.g. the semantics of flexibility and the

introduction of new structures of production).

By providing a means to manage stylized effects (Lanham, 2006), governmentality reveals
how marketers might “build attention traps” and “create value by manipulating the ruling
attention structures” (p. 53). Analyzing the personalization—privacy paradox from a
governmentality lens then might enable researchers to integrate insights from economics and

marketing.

4. Implications for Privacy Controls

Reports of misuses of personal information (e.g., Cambridge Analytica) have become
common, but the personalization—privacy paradox remains an issue, especially because even
as people grow more concerned about privacy, they do not change their privacy-related
behaviors. According the economics literature on privacy, stakeholders (e.g., firms,
consumers) often have conflicting objectives; privacy concerns are constantly evolving; and
privacy regulation should be individualized to specific markets (Acquisti et al., 2016). Prior
literature on the personalization—privacy paradox also provides some policy
recommendations, related to both self-imposed and external regulations (Acquisti et al., 2016;
Bleier et al., 2020; Hoffmann et al., 2020). Regarding self-imposed regulation, providing

consumers with perceptual privacy controls benefits firms, with no negative effect on
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personalization effectiveness (Tucker, 2014). In addition to evoking consumer positive
responses (e.g., higher click-through rates), perceptual privacy controls increase social and
personal interactions (Tucker, 2014). As noted previously, more perceived control over
personal information leads to increased willingness to disclose sensitive information (see also
Mothersbaugh et al., 2012; Brandimarte et al., 2013). In the resulting control paradox,
consumers divulge more sensitive information, because their willingness to disclose increases
with their (sometimes inaccurate) sense of control. Cavusoglu et al. (2016) also note an effect
of privacy controls on content sharing, following an exogenous policy change by Facebook in
December 2009. Specifically, they find that privacy controls increase the number of messages
on newsfeeds but decrease the number of private messages. Leveraging permission marketing
thought, Krafft et al. (2017) identify, in a survey of German consumers, two boundary
conditions on the negative relationship between privacy concerns and granting permission: the
level of entertainment value and personal relevance. In their event study, Martin et al. (2017)
find that after data breaches, privacy controls limit the negative effects of perceived consumer
vulnerability. Furthermore, Gal-Or et al. (2018) investigate platform competition with a two-
stage game model that reveals that privacy controls reduce the capacity to use personalization
as a differentiation advantage between platforms. According to Crossler and Bélanger (2019),

personal motivation is essential to encourage consumers to use privacy controls.

A major limitation of these previous studies is that they are reactive (Walker, 2016).
Dealing with the personalization—privacy paradox and attention management requires
educating consumers (Karwatzki et al., 2017; Walker, 2016). In this sense, granting
consumers control over their personal information may function like a relationship tool that
reduces consumer reactance to marketing practices (Martin et al., 2017). It also might give
firms a means to exploit a persistent consumer behavior; despite its substantial financial value

(Palmatier and Martin, 2019), consumers do not really protect their personal information
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(Brandimarte et al., 2013). Some might not know how (Crossler and Bélanger, 2019; Klasnja
et al., 2009), whether due to their varying levels of digital literacy or their limited attention
resources. Others may feel overwhelmed by the amount of information or the range of
possible choices (Temming, 2018), or have insufficient motivation (Crossler and Bélanger,

2019).

This assessment represents a dark side view; providing consumers with increased
privacy controls also could constitute sincerely valuable empowerment. Equipped with
appropriate tools, individual consumers might be enabled to choose how to share their data
with firms, according to the type of information, its granularity, and its frequency. New
regulations, such as the EU’s General Data Protection Regulation, require platforms to enable
users to configure their privacy settings, sometimes in great detail. To ensure they truly
empower consumers in the attention economy, such approaches must do more than provide an
illusion of privacy control; in particular, transparency is critical. At the same time,
policymakers could implement effective, dedicated attention management policies to decrease
the attention-related pressures stemming from the personalization—privacy paradox (Ayyagari

etal., 2011).

In line with bounded rationality theory, Brandimarte et al. (2013, p. 341) note that

people often fail to engage in conditional thinking. To the degree that
people fail to do so (i.e., not asking themselves the question of what
might happen to information if they were to release it), they may focus
on the most proximate level of control they have—control over
release—at the expense of contemplating the actual consequences of

information access and usage.
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Yet with more privacy education, consumers might feel better equipped to control the
personalized cues they received. Such attention management would benefit not just
consumers but also the senders of personalized advertising messages. It would support an
effective balance. That is, if consumers grow too reluctant to enter into online exchanges, they
lose access to their benefits. As privacy research in a context of limited attention indicated
(Anderson and de Palma, 2012; Armstrong et al., 2009; Hoffmann et al., 2020; Johnson,
2013; Van Zandt, 2004), a “prisoner’s dilemma” can arise (Acquisti et al., 2016; Kummer and
Schulte, 2019; Montes et al., 2019): If all consumers opt out of personalization—privacy trade-

offs completely, price competition diminishes, so costs rise for all consumers.

5. Conclusion

The pursuit of a better understanding of the trade-off between personalized advertising
effectiveness and consumer privacy in the attention economy remains critical. Prior research
on privacy controls focus on their direct effects on consumers’ decision making. Continued
empirical research should examine the relationship between more education about privacy
controls and satisfaction with personalized ads. In relation to attention management,
additional research also might investigate how and why giving consumers control over their
personal information has beneficial effects on advertising performance. Most studies explain
the effect according to a cognitive-based mechanism, but research into the link between social
media and affective constructs, such as happiness or well-being (Munzel et al., 2018b, 2018a),
suggests another perspective. Consumer’s own attention management efforts also require
consideration, because their choice or effort to limit their attention can hamper online social

exchanges by leaving them unable to exert full control over all aspects of their privacy.

19



References

Acquisti, A., Taylor, C., Wagman, L., 2016. The Economics of Privacy. J. Econ. Lit. 54, 442—

492. https://doi.org/10.1257/jel.54.2.442

Aguirre, E., Roggeveen, A.L., Grewal, D., Wetzels, M., 2016. The Personalization-Privacy
Paradox: Implications for New Media. J. Consum. Mark. 33, 98-110.

https://doi.org/10.1108/JCM-06-2015-1458

Albashrawi, M., Motiwalla, L., 2019. Privacy and Personalization in Continued Usage
Intention of Mobile Banking: An Integrative Perspective. Inf. Syst. Front. 21, 1031-

1043. https://doi.org/10.1007/s10796-017-9814-7

Amazon, 2019. New Ways Alexa Makes Life Simpler and More Convenient [WWW

Document].

Anderson, S.P., de Palma, A., 2012. Competition for Attention in the Information (Overload)

Age. RAND J. Econ. 43, 1-25. https://doi.org/10.1111/3.1756-2171.2011.00155.x

Andrews, M., Luo, X., Fang, Z., Ghose, A., 2016. Mobile Ad Effectiveness: Hyper-
Contextual Targeting with Crowdedness. Mark. Sci. 35, 218-233.

https://doi.org/10.1287/mksc.2015.0905

Apple, 2019. Improving Siri’s Privacy Protections [WWW Document]. URL
https://www.apple.com/newsroom/2019/08/improving-siris-privacy-protections/

(accessed 9.1.19).

Armstrong, M., Vickers, J., Zhou, J., 2009. Consumer Protection and the Incentive to Become

Informed. J. Eur. Econ. Assoc. 7, 399-410. https://doi.org/10.1162/JEEA.2009.7.2-3.399

20



Avoyan, A., Schotter, A., 2020. Attention in Games: An Experimental Study. Eur. Econ. Rev.

124. https://doi.org/10.1016/j.euroecorev.2020.103410

Awad, N., Krishnan, M., 2006. The Personalization Privacy Paradox: An Empirical
Evaluation of Information Transparency and the Willingness to Be Profiled Online for

Personalization. MIS Q. 30, 13-28.

Ayyagari, R., Grover, V., Purvis, R., 2011. Technostress: Technological Antecedents and

Implications. MIS Q. 35, 831-858. https://doi.org/10.2307/41409963

Banerjee, S., 2019. Geosurveillance, Location Privacy, and Personalization. J. Public Policy

Mark. 38, 484-499. https://doi.org/10.1177/0743915619860137

Bélanger, F., James, T.L., 2020. A Theory of Multilevel Information Privacy Management for

the Digital Era. Inf. Syst. Res. isre.2019.0900. https://doi.org/10.1287/isre.2019.0900

Benlian, A., 2015. Web Personalization Cues and Their Differential Effects on User
Assessments of Website Value. J. Manag. Inf. Syst. 32, 225-260.

https://doi.org/10.1080/07421222.2015.1029394

Bettman, J.R., Luce, M.F., Payne, J.W., 1998. Constructive Consumer Choice Processes. J.

Consum. Res. 25, 187-217. https://doi.org/10.1086/209535

Bleier, A., Eisenbeiss, M., 2015. The Importance of Trust for Personalized Online

Advertising. J. Retail. 91, 390-4009. https://doi.org/10.1016/j.jretai.2015.04.001

Bleier, A., Goldfarb, A., Tucker, C., 2020. Consumer Privacy and the Future of Fata-based
Innovation and Marketing. Int. J. Res. Mark.

https://doi.org/10.1016/j.ijresmar.2020.03.006

21



Blut, M., Iyer, G.R., 2019. Consequences of Perceived Crowding: A Meta-Analytical

Perspective. J. Retail. https://doi.org/10.1016/j.jretai.2019.11.007

Bornschein, R., Schmidt, L., Maier, E., 2020. The Effect of Consumers’ Perceived Power and
Risk in Digital Information Privacy: The Example of Cookie Notices. J. Public Policy

Mark. 39, 135-154. https://doi.org/10.1177/0743915620902143

Brandimarte, L., Acquisti, A., Loewenstein, G., 2013. Misplaced Confidences: Privacy and
the Control Paradox. Soc. Psychol. Personal. Sci. 4, 340-347.

https://doi.org/10.1177/1948550612455931

Busca, L., Bertrandias, L., 2020. A Framework for Digital Marketing Research: Investigating
the Four Cultural Eras of Digital Marketing. J. Interact. Mark. 49, 1-19.

https://doi.org/10.1016/j.intmar.2019.08.002

Casadesus-Masanell, R., Hervas-Drane, A., 2020. Strategies for Managing the Privacy

Landscape. Long Range Plann. https://doi.org/10.1016/.1rp.2019.101949

Casadesus-Masanell, R., Hervas-Drane, A., 2015. Competing with Privacy. Manage. Sci. 61,

229-246. https://doi.org/10.1287/mnsc.2014.2023

Cavusoglu, Huseyin, Phan, T.Q., Cavusoglu, Hasan, Airoldi, E.M., 2016. Assessing the
Impact of Granular Privacy Controls on Content Sharing and Disclosure on Facebook.

Inf. Syst. Res. 27, 848-879. https://doi.org/10.1287/isre.2016.0672

Chellappa, R.K., Sin, R.G., 2005. Personalization Versus Privacy: An Empirical Examination

of the Online Consumer’s Dilemma. Inf. Technol. Manag. 6, 181-202.

Citton, Y., 2017. The Ecology of Attention. Polity Press, Cambridge, UK.

22



Common Sense Media, 2016. Dealing with Devices: The Parent-Teen Dynamic [WWW
Document]. URL https://www.commonsensemedia.org/technology-addiction-concern-

controversy-and-finding-balance-infographic (accessed 10.1.19).

Crossler, R.E., Bélanger, F., 2019. Why Would I Use Location-Protective Settings on My
Smartphone? Motivating Protective Behaviors and the Existence of the Privacy
Knowledge—Belief Gap. Inf. Syst. Res. 30, 995-1006.

https://doi.org/10.1287/isre.2019.0846

de Corniere, A., 2016. Search Advertising. Am. Econ. J. Microeconomics 8, 156—188.

https://doi.org/10.1257/mic.20130138

Dinev, T., McConnell, A.R., Smith, H.J., 2015. Informing Privacy Research Through
Information Systems, Psychology, and Behavioral Economics: Thinking Outside the

“APCO” Box. Inf. Syst. Res. 26, 639-655. https://doi.org/10.1287/isre.2015.0600

Drouin, M., Kaiser, D.H., Miller, D.A., 2012. Phantom Vibrations Among Undergraduates:
Prevalence and Associated Psychological Characteristics. Comput. Human Behav. 28,

1490-1496. https://doi.org/10.1016/j.chb.2012.03.013

Facebook, 2019. Improving Location Settings on Android [WWW Document]. URL

https://newsroom.fb.com/news/2019/02/location-settings-android/ (accessed 9.1.19).

Falkinger, J., 2008. Limited Attention as a Scarce Resource in Information-Rich Economies.

Econ. J. 118, 1596-1620. https://doi.org/10.1111/j.1468-0297.2008.02182.x

Falkinger, J., 2007. Attention Economies. J. Econ. Theory 133, 266-294.

https://doi.org/10.1016/j.jet.2005.12.001

Festré, A., Garrouste, P., 2015. The ‘Economics of Attention’: A History of Economic

23



Thought Perspective. OEconomia 5, 3—36. https://doi.org/10.4000/oeconomia.1139

Foucault, M., 1978. Governmentality, in: Burchel, G., Gordon, C., Miller, P. (Eds.), The
Foucault Effect: Studies in Governmentality. Harvester Wheatsheaf, Hemel Hempstead,

pp. 87-104.

Gal-Or, E., Gal-Or, R., Penmetsa, N., 2018. The Role of User Privacy Concerns in Shaping
Competition Among Platforms. Inf. Syst. Res. isre.2017.0730.

https://doi.org/10.1287/isre.2017.0730

Galperti, S., Trevino, 1., 2020. Coordination Motives and Competition for Attention in

Information Markets. J. Econ. Theory 188. https://doi.org/10.1016/j.jet.2020.105039

Gardner, M.P., 1983. Advertising Effects on Attributes Recalled and Criteria Used for Brand

Evaluations. J. Consum. Res. 10, 310-318. https://doi.org/10.1086/208970

Ghose, A., Kwon, H.E., Lee, D., Oh, W., 2019a. Seizing the Commuting Moment: Contextual
Targeting Based on Mobile Transportation Apps. Inf. Syst. Res. 30, 154-174.

https://doi.org/10.1287/isre.2018.0792

Ghose, A., Li, B., Liu, S., 2019b. Mobile Targeting Using Customer Trajectory Patterns.

Manage. Sci. 65, 5027-5049. https://doi.org/10.1287/mnsc.2018.3188

Goldfarb, A., Tucker, C.E., 2011. Online Display Advertising: Targeting and Obtrusiveness.

Mark. Sci. 30, 389—404. https://doi.org/10.1287/mksc.1100.0583

Google, 2019. Privacy That Works for Everyone [WWW Document]. URL
https://www.blog.google/technology/safety-security/privacy-everyone-io/ (accessed

9.1.19).

24



Grewal, D., Hulland, J., Kopalle, P.K., Karahanna, E., 2020. The Future of Technology and
Marketing: A Multidisciplinary Perspective. J. Acad. Mark. Sci. 48, 1-8.

https://doi.org/10.1007/s11747-019-00711-4

Hefti, A., Heinke, S., 2015. On The Economics of Superabundant Information and Scarce

Attention. OEconomia 5, 37-76. https://doi.org/10.4000/oeconomia.1104

Hoffmann, F., Inderst, R., Ottaviani, M., 2020. Persuasion Through Selective Disclosure:
Implications for Marketing, Campaigning, and Privacy Regulation. Manage. Sci.

https://doi.org/10.1287/mnsc.2019.3455

Hong, W., Thong, J.Y.L., Tam, K.Y., 2004. Does Animation Attract Online Users’ Attention?
The Effects of Flash on Information Search Performance and Perceptions. Inf. Syst. Res.

15, 60-86. https://doi.org/10.1287/isre.1040.0017

Janiszewski, C., Kuo, A., Tavassoli, N.T., 2013. The Influence of Selective Attention and
Inattention to Products on Subsequent Choice. J. Consum. Res. 39, 1258-1274.

https://doi.org/10.1086/668234

Jiang, Y., Punj, G.N., 2010. The Effects of Attribute Concreteness and Prominence on
Selective Processing, Choice, and Search Eperience. J. Acad. Mark. Sci. 38, 471-489.

https://doi.org/10.1007/s11747-009-0182-9

Johnson, J.P., 2013. Targeted Advertising and Advertising Avoidance. RAND J. Econ. 44,

128-144. https://doi.org/10.1111/1756-2171.12014

Kahneman, D., 1973. Attention and Effort. Prentice-Hall, Englewood Cliffs.

Kamis, A., Koufaris, M., Stern, T., 2008. Using an Attribute-Based Decision Support System

for User-Customized Products Online: An Experimental Investigation. MIS Q. 32, 159-

25



177. https://doi.org/10.2307/25148832

Kannan, P.K., Li, H. “Alice,” 2017. Digital Marketing: A Framework, Review and Research

Agenda. Int. J. Res. Mark. 34, 22-45. https://doi.org/10.1016/j.ijresmar.2016.11.006

Kao, K.-Y., Chi, N.-W_, Thomas, C.L., Lee, H.-T., Wang, Y.-F., 2020. Linking ICT
Availability Demands to Burnout and Work-Family Conflict: The Roles of Workplace
Telepressure and Dispositional Self-Regulation. J. Psychol. 154, 325-345.

https://doi.org/10.1080/00223980.2020.1745137

Karwatzki, S., Dytynko, O., Trenz, M., Veit, D., 2017. Beyond the Personalization—Privacy
Paradox: Privacy Valuation, Transparency Features, and Service Personalization. J.

Manag. Inf. Syst. 34, 369—400. https://doi.org/10.1080/07421222.2017.1334467

Klasnja, P., Consolvo, S., Jung, J., Greenstein, B.M., LeGrand, L., Powledge, P., Wetherall,
D., 2009. “When I Am on Wi-Fi, I Am Fearless,” in: Proceedings of the 27th
International Conference on Human Factors in Computing Systems. ACM Press, New

York, New York, USA, pp. 1993-2002. https://doi.org/10.1145/1518701.1519004

Krafft, M., Arden, C.M., Verhoef, P.C., 2017. Permission Marketing and Privacy Concerns —
Why Do Customers (Not) Grant Permissions? J. Interact. Mark. 39, 39-54.

https://doi.org/10.1016/j.intmar.2017.03.001

Kumar, V., Zhang, X. (Alan), Luo, A., 2014. Modeling Customer Opt-In and Opt-Out in a
Permission-Based Marketing Context. J. Mark. Res. 51, 403—419.

https://doi.org/10.1509/jmr.13.0169

Kummer, M., Schulte, P., 2019. When Private Information Settles the Bill: Money and

Privacy in Google’s Market for Smartphone Applications. Manage. Sci. 65, 3470-3494.

26



https://doi.org/10.1287/mnsc.2018.3132

Lanham, R.A., 2006. The Economics of Attention. University of Chicago Press, Chicago.

Lanier, J., 2013. How Should We Think about Privacy? Sci. Am. 309, 64-71.

https://doi.org/10.1038/scientificamerican1113-64

Lee, D., Ahn, J., Bang, Y., 2011. Managing Consumer Privacy Concerns in Personalization:
A Strategic Analysis of Privacy Protection. MIS Q. 35, 423—-444.

https://doi.org/10.2307/23044050

Li, T., Unger, T., 2012. Willing to Pay for Quality Personalization? Trade-Off between

Quality and Privacy. Eur. J. Inf. Syst. 21, 621-642. https://doi.org/10.1057/ejis.2012.13

Mackenzie, S.B., 1986. The Role of Attention in Mediating the Effect of Advertising on

Attribute Importance. J. Consum. Res. 13, 174-195. https://doi.org/10.1086/209059

Martin, K.D., Borah, A., Palmatier, R.W., 2017. Data Privacy: Effects on Customer and Firm

Performance. J. Mark. 81, 36-58. https://doi.org/10.1509/jm.15.0497

Martin, K.D., Murphy, P.E., 2017. The Role of Data Privacy in Marketing. J. Acad. Mark.

Sci. 45, 135-155. https://doi.org/10.1007/s11747-016-0495-4

Microsoft, 2019. Increasing Transparency and Customer Control over Data [WWW
Document]. URL https://blogs.microsoft.com/on-the-issues/2019/04/30/increasing-

transparency-and-customer-control-over-data/ (accessed 9.1.19).

Milgram, S., 1970. The Experience of Living in Cities. Science (80-. ). 167, 1461-1468.

https://doi.org/10.1126/science.167.3924.1461

Montes, R., Sand-Zantman, W., Valletti, T., 2019. The Value of Personal Information in

27



Online Markets with Endogenous Privacy. Manage. Sci. 65, 1342-1362.

https://doi.org/10.1287/mnsc.2017.2989

Mothersbaugh, D.L., Foxx, W.K., Beatty, S.E., Wang, S., 2012. Disclosure Antecedents in an
Online Service Context. J. Serv. Res. 15, 76-98.

https://doi.org/10.1177/1094670511424924

Munzel, A., Galan, J.-P., Meyer-Waarden, L., 2018a. Getting By or Getting Ahead on Social
Networking Sites? The Role of Social Capital in Happiness and Well-Being. Int. J.

Electron. Commer. 22, 232-257. https://doi.org/10.1080/10864415.2018.1441723

Munzel, A., Meyer-Waarden, L., Galan, J.-P., 2018b. The Social Side of Sustainability: Well-
being as a Driver and an Outcome of Social Relationships and Interactions on Social
Networking ites. Technol. Forecast. Soc. Change 130, 14-27.

https://doi.org/10.1016/j.techfore.2017.06.031

Palmatier, R.W., Martin, K.D., 2019. Data Privacy Marketing Audits, Benchmarking, and
Metrics, in: The Intelligent Marketer’s Guide to Data Privacy. Springer International

Publishing, Cham, pp. 153-168. https://doi.org/10.1007/978-3-030-03724-6_8

Pashler, H.E., 2002. The Psychology of Attention. MIT Press, Cambridge, MA.

Petersen, S.E., Posner, M.1., 2012. The Attention System of the Human Brain: 20 Years After.

Annu. Rev. Neurosci. 35, 73—-89. https://doi.org/10.1146/annurev-neuro-062111-150525

Pielot, M., Church, K., de Oliveira, R., 2014. An In-situ Study of Mobile Phone Notifications,
in: Proceedings of the 16th International Conference on Human-Computer Interaction
with Mobile Devices & Services - MobileHCI *14. ACM Press, New York, New York,

USA, pp. 233-242. https://doi.org/10.1145/2628363.2628364

28



Plangger, K., Montecchi, M., 2020. Thinking Beyond Privacy Calculus: Investigating
Reactions to Customer Surveillance. J. Interact. Mark. 50, 32—44.

https://doi.org/10.1016/j.intmar.2019.10.004

Rahinel, R., Ahluwalia, R., 2015. Attention Modes and Price Importance: How Experiencing
and Mind-Wandering Influence the Prioritization of Changeable Stimuli. J. Consum.

Res. 42, 214-234. https://doi.org/10.1093/jcr/ucv016

Rosenthal, S., Wasenden, O.-C., Gronnevet, G.-A., Ling, R., 2019. A Tripartite Model of
Trust in Facebook: Acceptance of Information Personalization, Privacy Concern, and

Privacy Literacy. Media Psychol. https://doi.org/10.1080/15213269.2019.1648218

Sciandra, M.R., Inman, J.J., Stephen, A.T., 2019. Smart Phones, Bad Calls? The Influence of
Consumer Mobile Phone Use, Distraction, and Phone Dependence on Adherence to
Shopping Plans. J. Acad. Mark. Sci. 47, 574-594. https://doi.org/10.1007/s11747-019-

00647-9

Sheng, H., Nah, F., Siau, K., 2008. An Experimental Study on Ubiquitous commerce
Adoption: Impact of Personalization and Privacy Concerns. J. Assoc. Inf. Syst. 9, 344—

376. https://doi.org/10.17705/1jais.00161

Simon, H.A., 1971. Designing Organizations for an Information-Rich World., in:
Greenberger, M. (Ed.), Computers, Communication, and the Public Interest. Johns

Hopkins University Press, Baltimore, pp. 37-52.

Slepchuk, A.N., Milne, G.R., 2020. Informing the Design of Better Privacy Policies. Curr.

Opin. Psychol. 31, 89-93. https://doi.org/10.1016/j.copsyc.2019.08.007

Solove, D.J., 2020. The Myth of the Privacy Paradox. George Washington Law Rev.

29



https://doi.org/https://ssrn.com/abstract=3536265

Sutanto, J., Palme, E., Tan, C.-H., Phang, C.W., 2013. Addressing the Personalization-Privacy
Paradox: An Empirical Assessment from a Field Experiment on Smartphone Users. MIS

Q. 37, 1141-1164. https://doi.org/10.25300/MISQ/2013/37.4.07

Taylor, S.E., Thompson, S.C., 1982. Stalking The Elusive “Vividness” Effect. Psychol. Rev.

89, 155-181. https://doi.org/10.1037//0033-295X.89.2.155

Temming, M., 2018. Smartphone Overshare. Sci. News 193, 18-21.

The Economist, 2017. Once Considered a Boon to Democracy, Social Media Have Started to
Look Like Its Nemesis [WWW Document]. URL
https://www.economist.com/briefing/2017/11/04/once-considered-a-boon-to-democracy-

social-media-have-started-to-look-like-its-nemesis (accessed 7.20.18).

Tong, S., Luo, X., Xu, B., 2020. Personalized Mobile Marketing Strategies. J. Acad. Mark.

Sci. 48, 64-78. https://doi.org/10.1007/s11747-019-00693-3

Tsekouras, D., Dellaert, B.G.C., Donkers, B., Hiaubl, G., 2020. Product Set Granularity and
Consumer Response to Recommendations. J. Acad. Mark. Sci. 48, 186-202.

https://doi.org/10.1007/s11747-019-00682-6

Tucker, C.E., 2014. Social Networks, Personalized Advertising, and Privacy Controls. J.

Mark. Res. 51, 546-562. https://doi.org/10.1509/jmr.10.0355

Tversky, A., Sattath, S., Slovic, P., 1988. Contingent Weighting in Judgment and Choice.

Psychol. Rev. 95, 371-384. https://doi.org/10.1037//0033-295X.95.3.371

van Knippenberg, D., Dahlander, L., Haas, M.R., George, G., 2015. Information, Attention,

30



and Decision Making. Acad. Manag. J. 58, 649-657.

https://doi.org/10.5465/amj.2015.4003

Van Zandt, T., 2004. Information Overload in a Network of Targeted Communication. RAND

J. Econ. 35, 542-560. https://doi.org/10.2307/1593707

Walker, K.L., 2016. Surrendering Information Through the Looking Glass: Transparency,
Trust, and Protection. J. Public Policy Mark. 35, 144-158.

https://doi.org/10.1509/jppm.15.020

Wedel, M., Kannan, P.K., 2016. Marketing Analytics for Data-Rich Environments. J. Mark.

80, 97-121. https://doi.org/10.1509/jm.15.0413

Wright, P., Rip, P.D., 1980. Product Class Advertising Effects on First-Time Buyers’

Decision Strategies. J. Consum. Res. 7, 176—188. https://doi.org/10.1086/208805

Xu, H., Luo, X. (Robert), Carroll, J.M., Rosson, M.B., 2011. The Personalization Privacy
Paradox: An Exploratory Study of Decision Making Process for Location-Aware

Marketing. Decis. Support Syst. 51, 42-52. https://doi.org/10.1016/j.dss.2010.11.017

Xu, H., Teo, H.-H., Tan, B.C.Y., Agarwal, R., 2012. Effects of Individual Self-Protection,
Industry Self-Regulation, and Government Regulation on Privacy Concerns: A Study of
Location-Based Services. Inf. Syst. Res. 23, 1342-1363.

https://doi.org/10.1287/isre.1120.0416

Xu, H., Teo, H.-H., Tan, B.C.Y., Agarwal, R., 2009. The Role of Push-Pull Technology in
Privacy Calculus: The Case of Location-Based Services. J. Manag. Inf. Syst. 26, 135—

174. https://doi.org/10.2753/M1S0742-1222260305

Yoganarasimhan, H., 2020. Search Personalization Using Machine Learning. Manage. Sci.

31



66, 1045-1070. https://doi.org/10.1287/mnsc.2018.3255

Zuboff, S., 2019. The Age of Surveillance Capitalism: The Fight for a Human Future at the

New Frontier of Power. PublicAffairs, New York, NY.

32





