IT'S ALL LINKED: HOW COMMUNICATION TO THE PUBLIC AFFECTS INTERNET ARCHITECTURE
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The architecture of the Internet is changing. A novel expansive construction of communication and making available to the public has been shaking the Internet ecosystem. It reaches into basic online activities, such as linking. Departing from well-established international approaches, the Court of Justice of the European Union (CJEU) has recently decided a multitude of cases that redesigned the notion of communication to the public in the Internet, while discussing linking activities in particular. This jurisprudence stands against a fluid legal framework searching for the optimal allocation of intermediary liability of information service providers. Communication to the public is at the center stage of this legislative process as well. EU copyright legislative reform makes Online Content Sharing Service Providers (OCSSP)-the large majority of UGC platformscommunicating to the public. In doing so, the Copyright in the Digital Single Market Directive changes the fundamental rules under which online platforms operate and UGC content is created for a large portion of the connected world. This, in turn, is forcing online intermediaries to remodel the architecture of the Internet accordingly. Proactive filtering-rather than ex ante review of allegedly infringing content and links-is set to become the first commandment governing the Internet of tomorrow.

INTRODUCTION

Fundamental changes are occurring to Internet content regulation. Invisibly, a new construction of copyright technicalities might lead to game-changing repercussions by incentivising Internet architects and gatekeepers to re-engineer the Network. Like a blob, the notion of communication to the public is expanding relentlessly. It has reached deep into the very essence of the Internet: linking. Meanwhile, twitching the notion of communication to the public changes the UGC ecosystem profoundly, making proactive filtering the default rule online.

This expansive construction of the notion of communication to the public has been set in motion by a recent discussion investigating the legal status of linking. In this context, different approaches have been increasingly emerging in different jurisdictions. US and Canadian case law seem to have long established that linkers do not directly infringe copyright, construing linking as no more than digital references. In contrast, European courts have been wrestling with this question until recently and have apparently reached opposite conclusions. This [2019] THOU SHALT NOT LINK evolution resulted from a number of landmark cases decided by the Court of Justice of the European Union (CJEU) in the last few years, starting from earlier cases discussing the question of the legal status of linking per se. The CJEU later tackled the thornier issue of linking to unauthorized materials, while expanding the notion of communication to the public as far as reaching some online platforms and other information society intermediaries. A critical question lies beneath these developments: to which extent this expansive notion of communication to the public changes the landscape of liabilities and obligations for online intermediaries, such as search engines, UGC platforms and other online intermediaries? Answering this question becomes then especially sensitive in the aftermath of the enactment of the Copyright in the Digital Single Market (DSM) Directive (C-DSM Directive). 1 This article does provide some coordinates to construe communication and making available to the public in Europe and elsewhere. In doing so, I will investigate first how case law related to linking has initiated a process of expansion of the notion of communication to the public in the EU, departing from well-established precedents and a quite consistent international approach. My review will increasingly focus on dissecting this new approach to communication to the public and how it becomes relevant for platform liability, the EU DSM and Internet architecture at large. Once crystalized in Art. 17(1) of the C-DSM Directive, this expansive notion of communication to the public turns into a major tool for governing intermediary liability-that becomes primary rather that secondary. Enhanced liability, in turn, incentivizes intermediaries to make changes to the Internet architecture to better preserve their business models. In this regard, my discussion aims at contextualizing legal notions within the relevant policy debate and related market externalities that follow from legal interpretation and policy decisions. Therefore, in conclusion, this article also considers how inconsistencies in regulating communication to the public might affect global Internet activities and architecture, with special emphasis on negative externalities on users' rights.

INTERNATIONAL APPROACH TO LINKING: ONLINE CITATION, SECONDARY OR PRIMARY INFRINGEMENT?

There has been a long-standing debate on whether linking to third party content-and related activities 2 -may trigger liability for copyright infringement. 3 It is within this debate that 2 At the outset, some taxonomical clarifications should be given. Linking is a hypertextual link to online content. Framing, instead, refers to linking to a content made available on a third-party website but displayed on the linking website. Again, surface linking, refers to linking to the home page of the website where the target content is hosted. Deep linking is the action of linking to the targeted content on a third-party webpage without accessing the home page. Finally, inlinking or hotlinking would be a form of linking to an object on a third-party web page, which is launched automatically regardless of whether the user clicks on the link or even has knowledge that a hyperlink has been opened. See also for a detailed discussion of technical aspects of linking, Alessandro Cogo, 'Linking e framing al vaglio della Corte di giustizia dell'Unione Europea', (2014) an expansive notion of communication to the public has been slowly emerging. In particular, this expansion of communication to the public has brought about primary liability for copyright infringement for the majority of professional online platforms and outlets. Of course, this has not been the case until recently in the EU and other jurisdictions still hold on an opposite approach.

In considering the legal status of linking-and potential interferences with copyrights-three possible scenarios might apply. First, linking has been often compared to a digital, or hypertextual, citation. 4 The European Court of Human Right has recently noted, for example, [T]he very purpose of hyperlinks is, by directing to other pages and web resources, to allow Internet-users to navigate to and from material in a network characterised by the availability of an immense amount of information. Hyperlinks contribute to the smooth operation of the Internet by making information accessible through linking it to each other. […] Hyperlinks, as a technique of reporting, are essentially different from traditional acts of publication in that, as a general rule, they merely direct users to content available elsewhere on the Internet. 5 Developing upon this comparison, a citation to a copyrighted work could be envisioned including information where to retrieve the work. Could this reference ever infringe upon the cited work's copyright? Could an interest to prevent the citation be claimed? Would it be relevant from a copyright perspective whether the citation refers to an infringing work, which is hard to retrieve? Would it be relevant that the author of the work that has been plagiarized informed the party citing the infringing work of such infringement? In case of analog citations, the conclusion should be on the negative as one citing does not reproduce, make available or communicate the work. The party citing to an infringing work does merely provide a research tool. In addition, proper balancing of freedom of expression against intellectual property rights would weigh heavily against contrary conclusions.

There is a second scenario where an argument is made that the rightholder does not have an interest to prevent linking to her protected works. This depends on the fact that linking is the privileged tool of Internet search. Therefore, linking makes linked content visible, increases online traffic targeting that content and, correspondently, the advertisement revenues that online traffic triggers. In this scenario, the absence of an interest to prevent linking-and rather the advantages that linking would provide to the rightholder-would be construed as an implicit consent from the rightholder that would clear infringement's claims. 6 This very principle has been applied by a Canadian Federal Appellate Court, establishing that linking to a picture made available online with the rightholder's consent does not trigger copyright infringement. 7 According to the Court, even if the linking communicated the protected work to the public-an issue that the Court actually has not considered-such communication would occur in any event with the implicit consent of the rightholder as access to the work was always "within the applicant's full control and if he did not wish it to be communicated by telecommunication, he could remove it from his websites as he eventually did." 8 For example, this construction should easily apply to surface linking. 9 It would hardy sustainable the argument that a rightholder does not have an interest-and implicitly consent-that users are taken to her website. Online presence itself would confirm that the webmaster has an interest to be visited by users.

Third, there is a scenario-which actually takes up the center stage in this review-where rightholders have an interest to prevent linking to protected content, such as in the case of framing, deep linking or, more importantly, linking to unauthorized content. How should this linking activity be treated? This hotly debated question has received at least three set of possible answers: (1) linking does not trigger any infringement of third party rights; (2) linking triggers secondary liability for copyright infringement; 10 (3) linking triggers direct liability for copyright infringement, in particular of the right of communication to the public, as provided 6 See Cogo (n 2) 2202-2203; Taina Pihlajarinne, 'Setting the limits for the implied license in copyright and linking discourse -the European perspective' (2012) 43(6) IIC 700-710; Orit Fischman Afori, 'Implied License: An Emerging New Standard in Copyright Law ' (2009) 25 Santa Clara High Tech L J 275; Strowel and Ide (n 2) 109-114; Nicos Tsilas, 'Minimizing Potential Liability Associated with Linking and Framing on the World Wide Web ' (2000) 8 CommLaw Conspectus 85-86. 7 See Warman, 2012 FC 803 (Federal Court of Appeal 2012). See also De Beer e Burri (n 3) 111.

8 Warman (n 7) § 38. The German Bundesgerichtshof put forward a similar argument in the Paperboy case by noting that the rightholder publishing open access content takes the chance that infringing uses might occur, which can actually be avoided by taking the online publication down. Bundesgerichtshof (BGH) Paperboy [17 July 2003] I ZR 259/00. See also Cogo (n 2) 2202. 9 Ibid 2205. 10 Cf, for an explanation of the causal link leading to the secondary liability of one making available the link for the infringement of the user reproducing the work on screen without authorization, Cogo (n 2) 2202. See contra C-360/13, Meltwater (2014) ECLI:EU:C:2014:1195 (excluding copyright infringement for unauthorized on screen reproduction of protected content). See also Irini Stamatoudi, ''Linking', 'Framing' and 'Browsing'. The EU Court of Justice's recent case law' in Tana Pistorius, Intellectual Property Perspectives on the Regulation of New Technologies (Edward Elgar Publishing 2016) (supporting CJEU's stance).

for example by Art. 3 of Directive 2001/29/EC, 11 although infringement of other exclusive rights might be claimed in jurisdictions that do not specifically feature such right.

What the regulatory approach to linking-and the reach of the notion of communication to the public-should be has been, at least at the EU level, highly debated. 12 For example, pending the Svensson decision, 13 which addressed first the issue of the legal status of linking under EU law, ALAI and the European Copyright Society (ECS) endorsed dichotomic approaches. While ALAI supported the construction of linking as communication to the public, 14 ECS rejected that position and instead insisted that linking should be treated as a mere online citation. 15 Again, the same discussion emerged during the preparatory works of the European Parliament Resolution of 9 July 2014 on the implementation of Directive 2001/29/EC. The initial draft of the Resolution provided that the Parliament "stresses that the ability to freely link from one resource to another is one of the fundamental building blocks of the internet; calls on the EU legislator to make it clear that reference to works by means of a hyperlink is not subject to exclusive rights, as it does not consist in a communication to a new public." 16 This statement was later expunged from the Resolution as finally approved. 17 2000) OJ (L 178) 1, 13, art 14. However, Directive 2000/31 does not include a specific exemption for linking and so-called "information location tools" as U.S. Digital Millennium Copyright Act or some national implementation of the EU Directive do. See Digital Millenium Copyright Act of 28 October 1998, 17 US Code § 512(d). See also Joris van Hoboken, 'Legal space for innovative ordering: on the need to update selection intermediary liability in the EU' (2009) 13 Int'l J of Communications Law and Policy 49-69. In particular, the Spanish implementation of the Directive, does so by applying to linking a "knowledge and takedown" mechanism as for the hosting exemption. See Ley 11 July 2002, 34/2002, Art 17 15 See European Copyright Society (n 4) (noting that a construction of linking as a communication to the public does theoretically imply an obligation to obtain a licence for any hypertextual link, as such introducing a highly dysfunctional regulatory framework for online activities fundamentally based on linking). 16 communication to the public. 18 This construction was famously deployed, for example, in the German Paperboy case. In Paperboy, the Bundesgerichtshof-the German Supreme Court- 18 There is no harmonized regulation on secondary liability for copyright infringement at the EU level. However, the CJEU has extended the reach of the direct infringement of some exclusive rights to third parties contributing to the infringement. See C-5/11 Donner (2012) ECLI:EU:C:2012:370 (construing advertisement, shipping and payment services allowing users to receive infringing copies of protected works as "distribution to the public". In addition, there are CJEU decisions providing on the applicability of Directive 2000/31/EC's liability exemptions for intellectual property infringement for mere conduit and hosting providers 5) Common Market L Rev 1455, 145-1461. In France, for example, general tort law principles have been relied upon to expand liability to additional actors than the material infringer. Extra-contractual liability obliges to repair damages caused with fault or negligence (responsabilité délictuelle and quasi-délictuelle). Traditionally, intermediaries were placed under a duty to take all necessary measures to prevent infringement of others' rights in order to avoid liability. Later, the Cour de Cassation found this general duty-that derailed into a judicially made notice and stay-down system-uncompliant with the prohibition of general monitoring under EU law, therefore copyright holders must now monitor the content of websites themselves and notify intermediaries for each new infringement of protected content. Arrêt n° 831 Google France v. Bach films, (Cour de cassation 12 July 2012); Arrêt n° 828 Google France v. Bac films (Cour de cassation, 12 July 2012); André Lucas, Henri Jacques Lucas and Agnès Lucas-Schloetter, Traité de la Propriété Littéraire et Artistique (LexisNexis 4th ed 2012) 901; Angelopoulos, supra, at § 2. In UK law, intermediaries would be generally held liable for the infringements of their users, if they have either authorised those infringements, procured or induced them or acted pursuant to a common design with its users to achieve them. See CDPA 1988, §16 (stating that a copyright in a work is also infringed by "any person who, without the licence of the copyright owner, authorises another person to do any of the restricted acts"). Claimants bringing suits against secondary infringers have to prove an additional mental element, i.e. that the defendant knew or had reason to believe that he was dealing with infringing copies, providing the means for making infringing copies or that the performances for which he had permitted the use of premises or had provided necessary apparatus was infringing. See Dramatico Entertainment Ltd v British Sky Broadcasting Ltd (No. 1) [2012] EWHC 268 (Ch); Sophie Stalla-Bourdillon, 'Liability Exemptions Wanted! Internet Intermediaries' Liability under UK Law' (2012) 7(4) JICLT 289, 293-299; Angelopoulos supra; Paul Davis, 'Accessory Liability: Protecting Intellectual Property Rights' (2011) 4 IPQ 390. In Germany, intermediary liability in copyright is almost invariably handled through the doctrine of Störerhaftung-as an alternative to joint tortfeasance for which intermediaries hardly qualify. This doctrine-embedded in BGB, §1004-grants a permanent injunctive relief to the proprietor against anybody who has caused an interferencestörer means interferer-with the property, unless it would be unreasonable to burden the interferer with a duty to examine whether his behaviour could interfere with the (intellectual) property of a third person. Again, a recent Spanish copyright reform expanded intermediary liability by introducing, inter alia, doctrines of secondary liability-inducement, contributory and vicarious liability-in the Spanish legal system. See Real Decreto Legislativo (RDL) 1/1996, de 12 de abril, por el que se aprueba el texto refundido de la Ley de Propiedad Intelectual, regularizando, aclarando y armonizando las disposiciones legales vigentes sobre la materia, BOE-A-1996-8930, Art. rejected the conclusion that linking-and deep linking in that specific case-was a communication to the public. 19 Similar decisions have been issued in Austria, France, UK, Spain and Italy. 20 In 2011, the Austrian Supreme Court noted that only the person possessing the original or a copy can make that work available to the public with modalities that allow to control access. A person […] making available a mere link allowing to display the work where was originally made available, in any event, only facilitates access to that file […] without being that person to make the work available under the meaning of Art. 18 of copyright law. Under these circumstances, [the linker] does not control access to the work as the file can be removed without any intervention on his side. 21 In Paramount Home Entertainment, the High Court of England and Wales concluded that "it is arguable that the mere provision of a hyperlink is not enough to constitute communication to the public." 22 Italian case law has customarily construed linking, both for civil and criminal law purposes, as a "facilitating contribution" to copyright infringement, rejecting a construction of linking as a direct infringement of the right of communication to the public. 23 In addition, an 138, as amended by Ley 21/2014, de 4 de noviembre, BOE-A-2014-11404 (Spain) (imposing liability-unless the intermediary is sheltered by the Directive 2001/29/EC's exemptions-on anyone who either knowingly induces the infringement, or knowing or having reason to know about the infringement cooperates to it, or having a direct economic interest in the results of the infringement has the ability to control the infringer's conduct). 19 See Paperboy (n 8) (noting that deep linking could have possibly triggered liability for unfair competition, which was finally excluded in that specific case). See also Maurizio Borghi, 'Collegamento ipertestuale a opere protette da diritto d'autore: la Corte europea riscrive il diritto di comunicazione al pubblico ' (2016) A further distinguishing feature of hyperlinks, compared to acts of dissemination of information, is that the person referring to information through a hyperlink does not exercise control over the content of the website to which a hyperlink enables access, and which might be changed after the creation of the link -a natural exception being if the hyperlink points to contents controlled by the same person. Additionally, the content behind the hyperlink has already been made available by the initial publisher on the website to which it leads, providing unrestricted access to the public.

See Magyar Jeti ZRT (n 5) 75. 22 See Paramount Home Entertainment International Ltd v British Sky Broadcasting Ltd [2014] ECDR 7, 32. Italian Regulation implementing Directive 2001/29/EC stated, in accordance with the mentioned case law, that links (and torrents) "do not entail nor a transmission of a work, nor a communication to the public, therefore they cannot be autonomously relevant as direct copyright infringement." 24 In Spain, the Audiencia Provincial de Madrid acquitted Rojadirecta's owners from criminal charges for copyright infringement in a case promoted by Audiovisual Sports. Rojadirecta is a website offering an exhaustive, well-maintained database of links to sporting events streamed over the Internet by other entities, mostly illegally. The Madrid appellate court saw Rojadirecta as a "mere intermediary" simply providing links to enable users to watch sport events, without any involvement with the actual infringement that was occurring elsewhere. 25

United States

In a similar fashion, US case law has traditionally excluded that linking and framing triggered direct copyright infringement. 26 Initially, earlier jurisprudence rejected both any primary or secondary liability for copyright infringement that might have occurred through linking. 27 Later, secondary liability has been considered-but rejected-by the 9 th Circuit in the Perfect 10 case. The Court maintained that links available on the search engine "Google Image" linking to images owned by Perfect 10 and made available online without the consent of the rightholder were irrelevant for copyright infringement purposes. 28 In this regard, the Court rejected the hypothesis that linking might constitute a direct violation of any exclusive rights, in particular 24 See Delibera 12 December 2013 n. 680/13/CONS, Regolamento in materia di tutela del diritto d'autore sulle reti di comunicazione elettronica e procedure attuative ai sensi del decreto legislativo 9 aprile 2003, n. 70, § 76. 25 See Auto 364/2010 AP Madrid of 27 April 2010, Cendoj: 28079370012010200371. However, recently, the Criminal Court of Appeal of Castellón rejected the earlier assumption by Spanish courts that operators of websites linking to infringing contents online cannot be held criminally liable because they do not engage in acts of communication to the public. The Court upheld a previous decision charging the webmaster of the website Bajatetodo.com with a eighteen-month prison term under Article 270 of the Spanish Criminal Code. The website used to provide links to a miscellaneous array of infringing materials available online. See 'Spanish Court Criminalizes Linking to Copyright Infringing Materials and Reverses a Consolidated Case Law' (CIS Blog, February 2015) <http://cyberlaw.stanford.edu/page/spanish-court-criminalizes-linking-copyright-infringing-materials-andreverses-consolidated>. 26 Corp. v. Tickets.com. Inc. 54 USPQ2d (BNA) 1344, 1346 (CD Cal 2000) (noting that "hyperlinking does not itself involve a violation of the Copyright Act (whatever it may do for other claims) since no copying is involved. […] This is analogous to using a library's card index to get reference to particular items, albeit faster and more efficiently"). 28 See Perfect 10 v Google Inc, 508 F.3d 1146(9 th Cir 2007). See also Meng Ding, 'Perfect 10 v. Amazon.com: A Step Toward Copyrights Tort Law Roots' (2008) 28 Berkley Tech L J 373. the right of public display. 29 This position has been known as the 'server test' or 'server rule', according to which 'in-line' or 'framing' hyperlinking do not infringe the exclusive right of public display or performance unless the linker also possesses a copy of the protected works residing on his servers. 30 Flava works v. Gunter confirmed the same principle by reinstating that linking cannot directly infringe any exclusive copyright. 31 In Flava works, Justice Posner had to answer the question whether links made available on the platform "myVidster" were infringing copyright. MyVidster allows users to save and list links to embedded videos on a personal page. These links taking the form of "thumbnails" can take users to copyrighted materials made available without permission elsewhere in the Internet, although the video would be displayed in a frame on the myVidster page. 32 Actually, Flava work had also far reaching effect on a Rojadirecta case pending at that time in the United States. In 2011, entities owning the rights to broadcast sporting events prevailed on U.S. authorities to seize the rojadirecta.com and .org domain names as part of the ''Operation in Our Sites" anti-piracy campaign. 33 Rojadirecta filed an appeal with the Second Circuit arguing that links to streaming video are not themselves infringing, therefore Rojadirecta was not directly or secondarily liable for criminal copyright infringement, and the domain name therefore should be returned. 34 Meanwhile, the influential Judge Posner issued his opinion in Flava works. The parallels with Rojadirecta were clear, and soon thereafter, the U.S. Department of Justice agreed to return the Rojadirecta domain names to the registrant. 35 Recently, however, U.S. courts have been challenging previous approaches regarding the interplay between linking and copyright protection. A California District Court dismissed a 29 See Perfect 10 (n 28) 1159-1161 (discussing infringement of the exclusive right of "display" provided by 17 U.S.C.

§ 106(5) and noting that "the owner of a computer that does not store and serve the electronic information to a user is not displaying that information, even if such owner in-line links to or frames the electronic information», quindi «[Perfect 10] was unlikely to succeed in its claim that Google's in-line linking to full-size infringing images constituted a direct infringement". Actually, the Court continues, "Google does not, however, display a copy of fullsize infringing photographic images for purposes of the Copyright Act when Google frames in-line linked images that appear on a user's computer screen. Because Google's computers do not store the photographic images, Google does not have a copy of the images for purposes of the Copyright Act. In other words, Google does not have any «material objects ... in which a work is fixed ... and from which the work can be perceived, reproduced, or otherwise communicated" and thus cannot communicate a copy".) 30 For a comprehensive review of the 'server rule' in the US, see Jane complaint against Boing Boing from Playboy alleging copyright infringement for linking but noted that such liability "exists if the defendant engages in personal conduct that encourages or assists the infringement." 36 A full reconsideration of previous jurisprudence instead occurred in Goldman v. Breitbart decided by a New York district Court. 37 In Goldman, a photographer sued several publishers for the unauthorized embedment in their publications of a tweet including an unlicensed image of American football quarterback Tom Brady that he had taken. The complaint alleged direct infringement of the public display right as provided by §106(5) of the Us Copyright Act. However, the defendants never copied or saved the image on their own servers. 38 The Court found for the plaintiff by noting that "when defendants caused the embedded Tweets to appear on their websites, their actions violated plaintiff's exclusive display right; the fact that the image was hosted on a server owned and operated by an unrelated third party (Twitter) does not shield them from this result." 39 The Court openly disagreed with Perfect 10's proposition that "inline linking can never cause a display of images or videos that would give rise to a claim of direct copyright infringement" and instead held that "a website's servers need not actually store a copy of the work in order to 'display' it." 40 In doing so, the Court appears to reject the so-called Perfect 10's "server test" according to which the direct liability for copyright infringement depends on whether an image is hosted on the publisher's own server or is embedded or linked from a third-party server. 41 Similar conclusions have been reached also by the District Court for the Northern District of Texas rejecting the 'server rule' in Leader's Institute v Jackson. 42 Although Goldman, Leader's Institute and Playboy are merely district court decisions, which should be tested against the landmark appellate precedents they reject once and if they are appealed, this might sign nonetheless an alignment with the treatment of linking emerging in Europe. 43

Canada

Canadian courts have weighed in on this debate by following into the footsteps of the predominant US jurisprudence and mirroring the position of the European Copyright Society. Actually, the Canadian Supreme Court has not been tackling directly linking to copyright infringing content but, instead, linking to defamatory statements made available online. 44 Supreme Court of Canada held that merely providing a hyperlink-even straight to the page in question-is not a communication or publication for the purpose of defamation law. According to the Court: Hyperlinks thus share the same relationship with the content to which they refer as do references. Both communicate that something exists, but do not, by themselves, communicate its content. And they both require some act on the part of a third party before he or she gains access to the content. The fact that access to that content is far easier with hyperlinks than with footnotes does not change the reality that a hyperlink, by itself, is content-neutral -it expresses no opinion, nor does it have any control over, the content to which it refers. 45 Although stated in a defamation rather than copyright infringement case, commentators have been sustaining that the principle that "hyperlinks are, in essence, references […] [b]oth communicate that something exists, but do not, by themselves, communicate its content," 46 should be equally applicable to copyright infringement cases. 47

COMMUNICATION TO THE PUBLIC IN THE EU: A BROAD NOTION

As to be discussed soon, CJEU jurisprudence has recently decided several cases focusing on online infringement and multiple online activities such as linking, live streaming and peer-topeer file sharing, while redefining the notion of communicating and making available to the public online. 48 These decisions build upon-and update-an already very prolific CJEU jurisprudence dealing with the notion of communication to the public. 49 Before proceeding further, it is of essence to describe the legal contours of this notion and how it started to expand in EU law. 50 Art. 3 of the Directive 2001/29/EC provides "authors with the exclusive right to authorise or prohibit any communication to the public of their works, (a) by wire or wireless means, (b) including the making available to the public of their works (c) in such a way that members of the public may access them from a place and at a time individually chosen by them." According to Recital 23 in the Directive "this right should be understood in a broad sense covering all 45 Ibid 30.

46 ibid § 27-30. 47 See De Beer and Burri (n Error! Bookmark not defined.) 112. 48 The notion of "making available to the public" was introduced by the WIPO Treaties. communication to the public not present at the place where the communication originates."51 CJEU case-law repeatedly stressed that the aim of the directive is to establish a high level of protection for authors and that the concept of 'communication to the public' must therefore be interpreted broadly. 52 Further in Recital 23, the Directive attempts also to provide a positive definition of the notion of communication to the public that should perhaps limit an expansive interpretation of the right by noting that "[t]his right should cover any such transmission or retransmission of a work to the public by wire or wireless means, including broadcasting. This right should not cover any other acts." 53 Therefore, it covers both broadcasting for all members of the public simultaneously, including "linear" transmissions or "push services", and "making available" for each member of the public at a time and place of their own choosing, including "on-demand" or "pull" services or "non-linear" transmissions.

So, besides these scanty textual references, when does communication to the public takes place according to EU law? Several relevant criteria can be extracted by the CJEU case law. The concept of 'communication to the public' combines two cumulative elements: (1) an 'act of communication' that is (2) directed to a 'public'. According to the Directive, the first criterion is limited to the extent that "the mere provision of physical facilities for enabling or making a communication does not in itself amount to communication." 54 Therefore, communication includes any transmission of a copyright work, irrespective of the medium used or the technical means employed. Each transmission or retransmission of a work that uses a specific technical means should be in principle individually authorised by the relevant rightholder. 55 In SGAE v. Rafael Hotels, the ECJ confirms that while the mere provision of physical facilities does not suffice, the distribution of a TV signal does. 56 In FAPL, communication covers transmission of the broadcast works, via a television screen and speakers. 57 In Airfield v. Sabam, 58 communication encompasses satellite broadcasting and ITV. v. TV Catch-up extends the notion of communication to streaming or any transmission or retransmission of TV broadcast over the Internet. 59 A debated issue is whether transmission is actually required. 60 While it is true that "in the case of making available, the actual transmission of the work takes place only potentially and on the initiative of the recipient", the question, as the AG Szpunar puts it, is whether, "the ability of the copyright holder to prevent the communication arises at the actual time of making available, irrespective of whether and when transmission actually takes place." 61 Theoretically, reading Recital 23 above, "communication to the public" should cover only "transmission and retransmission" and exclude any other acts, therefore excluding any other acts that make the transmission possible. Otherwise, it becomes impossible to provide a meaningful interpretation of the specific exclusion of "any other acts" in Recital 23. However, the CJEU seems to have overlooked this textual reference and the logical fallacy that derives from a different interpretation. According to the CJEU, transmission in making available would already occur when a work is made available online (for example uploading content on an OA website) so that members of the public can access it, rather than when it is actually downloaded. 62 The term 'public' refers to an indeterminate number of potential recipients, and also implies a fairly large number of people, 63 which includes, for example, hotel guests, customers present at a public house or a bar. Factual differences among cases can, however, lead to different, and apparently inconsistent outcomes. For example, Reha Training found that transmission to the public rooms to a rehabilitation center qualified as "public," 64 while instead, transmission of a radio broadcast to the waiting room of a private dentist did not. 65 Uniformity of meaning of the concept of communication and distribution to the public remains still an open question, which is actually under review before the CJEU. 66 Third, it is necessary to take into consideration that infringement of the right of communication to the public only occurs in case of a deliberate intervention by the user, in full knowledge of the consequences without which the public would not be able to access the work. 67 According to long-standing CJEU jurisprudence, there must be an indispensable role of the user without whom the public would not, in principle, have access to the copyright work in question. 68 This requirement, however, as to been seen soon, have been fundamentally relaxed by the most recent CJEU jurisprudence discussing linking and online infringement.

Copyright Society (n 4). See, for a review of this doctrinal positions, Eleonora Rosati, 'GS Media and Fourth, if the same technical means are used, then the copyrighted work has to be communicated to a 'new public'. 69 The "new public" criterion was introduced for the first time in the Rafael Hoteles decision, not being specifically mentioned in EU law. 70 Further CJEU jurisprudence has turned it into a fundamental condition for protection. In this scenario, to fall within the concept of 'communication to the public' a work must be directed to an audience that was not taken into account by the relevant rightholder when he authorised the initial communication of the work. 71 However, if the communication takes place through specific technical means different from those previously used by the copyright holder, a new public is not necessary for having communication to the public. 72 In TVCatchup, the CJEU found a communication to the public even though those subscribers of an online streaming service are within the area of reception of that terrestrial television broadcast and may lawfully receive the broadcast on a television receiver. 73 Actually, different technical means, such as satellite or on line streaming rather than terrestrial broadcasting, would imply a "public which was not taken into account by the authors of the protected works within the framework of an authorization given to another person" 74 as the authorization was given for a certain technical means rather than the different one through which the communication now takes place.

Since its creation, the "new public" requirement and the "specific technical means" theory have been deemed in conflict with international norms and treaties, such as the Berne Convention, the WCT and the WPPT, and the EU Directives that implement them. 75 According to settled case-law, EU law must be interpreted in a manner that is consistent with international law, in particular where its provisions are intended specifically to give effect to an international agreement. 76 By limiting the rights of authorizing further communications to the public, critics of the "new public" criterion would construe it as an indirect application of the principle of exhaustion, which does not apply to the right of communication to the public. 77 Communication to the public, including the 'making available to the public', refers to services rather than goods and the principle of exhaustion does not apply to services, in particular online services. 78 As a result, a protected work needs to be authorized by the rightholder each time it is made available to the public.

In contrast, the criterion of new pubic has been justified under the implied consent theory. 79 The new public would be essentially a legal fiction that stands for implied consent. Although not defined in Directive 2001/29/EC, consent should be construed in a uniform manner in the EU in conjunction with consent in the Trademark Directive and "can either be expressed (in writing) or be inferred from the facts or circumstances of the case". 80 As the author already communicated the work to the same public, it could be inferred the author's implicit consent for any subsequent communication, by a linker for example.

Fifth, the profit-generating nature of the action has been introduced as an additional factor that might be relevant for finding infringement of the exclusive right of communication to the public. According to the CJEU, it is not irrelevant that a communication is of profit-making nature. 81 However, the CJEU also noted that a profit-making nature is not essential for the existence of a communication to the public and cannot be conclusive to determine whether a retransmission is a communication. 82 Recently, however, the CJEU has crafted e new enhanced role for "for profit" motives in its linking-related case law. The extent to which an act over the Internet is considered to be a service rather than an online distribution of goods is a matter of fact and should be judged on the basis of the particular characteristics of each case"). 79 See C-301/15 Marc Soulier and Sara Doke v Premier ministre and Ministre de la Culture et de la Communication (2016) ECLI:EU:C:2016:878, para 35-37 (for the first time explicitly connecting the notion of new public with a classical and more familiar legal concept such as the author's implied consent). 80 Stamatoudi and Torremans (n 78) para. 11.57 81 See FAPL (n 57) para 204; Rafael Hotels (n 52) para 44. 82 See Rafael Hotels (n 53) para 42-43 (noting also that a retransmission funded by advertising is of a profit-making nature). in order to determine whether there has been a communication to the public, account has to be taken of several complementary criteria, which are not autonomous and are interdependent. Since those criteria may, in different situations, be present to widely varying degrees, they must be applied both individually and in their interaction with one another. 83

THE CJEU LINKING SAGA AND THE EXPANSION OF COMMUNICATION TO THE PUBLIC

As anticipated, like a saga now in its sixth season, the CJEU defined the legal contours of linking in Svensson, BestWater, C More Entertainment, GS Media, Filmspeler and Ziggo. These decisions-building on the prolific jurisprudence that was just mentioned-contributed to the relentless expansion of the notion of communication to the public. This expansion has led to a growing involvement of online intermediaries, platforms and other service providers in Internet content regulation and sanitization.

Svensson: Is Linking a Communication?

The linking saga starts with a quite surprising finding-as any exciting saga should do, I would say. Linking is a communication within the meaning of EU copyright law. 84 In saying so, the CJEU departed from consistent case law of European national courts and courts of other jurisdictions. As the Advocate General Wathelet noted in a later opinion, up to that point, the CJEU was asking for an indispensable intervention of the user in order to have a communication. 85 That appeared to be a conditio sine qua non for Article 3(1) to apply. Actually, with linking, that intervention seemed hardly possible as the protected content is made available by third-parties elsewhere, absent any control of the linker over that content. As to be seen soon, however, the CJEU will be later replacing the notion of "indispensable intervention" with that of "essential" intervention.

Svensson involved journalists claiming that the website Retriever Sverige had improperly linked to news articles they had authored, thereby making those articles available to the public without permission, in violation of copyright law. 86 As said, the CJEU announced a rule that links communicate works to the public. Nonetheless, the CJEU decided that links to authorized works freely available online do not infringe the exclusive right of communication to the public. This conclusion depended on the application of the notion of new public, which the CJEU had already developed in previous cases. 

Svensson: Is Linking a Communication to a New Public?

Svensson said that links are not infringing and do not need additional authorization from the copyright owner unless they make the work available to a new public or the communication occurs with new technical means, which is not the case of linking. 87 According to Svensson: in order for there to be a communication to the public, that user must, in full knowledge of the consequences of its actions, give access to the […] protected work to an additional public and that it appears thereby that, in the absence of that intervention those 'new' viewers are unable to enjoy the […] works. 88 A new public must include people other than those who can access the work thanks to the rightsholders' initial authorization. It is a public that must not have been taken into consideration by the rightholders when authorizing the communication. 89 In other words, if the rightsholder publishes the work online, anyone can link to it without further permission. As the authorised communication was meant to reach the internet public in its entirety, as much as the communication through linking does, there is no new public. Therefore, no right of communication to the public would be infringed. 90 This criterion has been further clarified with emphasis on a relative, individualized notion of new public to be taken into account. In Renckhoff, the CJEU decided a case focussing on reposting on a different website of a picture that was originally made available elsewhere without access or copy restrictions. 91 Renckhoff concerned posting of a picture, which entails reproduction of protected content and making available from a server under the control of the alleged infringer. In clarifying the notion of new public, the CJEU seems to depart from Svensson's conclusions by noting that the posting of the picture on the new website 'must be treated as making such a work available to a new public' because 'the public [initially] taken into account by the copyright holder […] is composed solely of users of that site and not of users of the website on which the work was subsequently published without the consent of the 87 ibid § 24-28. This is the first CJEU decision considering copyright holders that authorized the initial communication of works on the Internet. See Peguera (n 50) 1105 (noting that, although the new public criterion was nothing new for the CJEU, this was actually the first time the CJEU found that there was no new public to which the work is communicated). 88 Svensson (n 13) para 46. rightholder, or other internet users. 92 Therefore, in contrast to Svensson, the public taken into account is only the users of the first website rather than all internet users. The CJEU has reconciled this apparent dichotomy by distinguishing Renckhoff's posting from Svensson's linking and noting that this notion of new public would not apply to linking cases as linking must receive a different treatment to assure the functioning of the Internet. 93 According to the CJEU defining the new public lies on an individualized assessment. While in case of linking, the public seeing the content through linking must be inherently taken into account given the customary functioning of the Internet, in case of posting of content on a different website without authorization and in violation to the right of reproduction that public cannot have been taken into account by the rightholder. Obviously, a rightholder cannot be deemed to take into account a public that is reached in violation of his exclusive rights. Therefore, the standard for triggering violation of the right of communication to the public must be construed in terms of new public taken-or that ought to be taken-into account by a specific rightholder at the time of the initial authorization rather than an absolute notion of new public. This individualized standard for defining the public taken into account has been applied recently by the High Court of England and Wales in Warner Music v TuneIn. 94 TuneIn is an online platform enabling its users to access the online feeds of radio stations from around the world by providing hyperlinks to radio streams that are freely available on the Internet. In TuneIn, the Court found that the unlicensed provision to UK-based users of links to radio stations that are already licensed in the UK is not an act of communication to the public, 95 while the unlicensed provision to UK-based users of links to radio stations that are not licensed in the UK or are not licensed at all is an act of communication to the public. 96 The Court argued that, for the purpose of triggering infringement of communication to the public of musical recordings in the UK through linking, only UK-based users should constitute the public to be taken into account at the time of initial authorization as radio licencing schemes are territorial and rightholders would inherently take into account only national-based public when authorizing the first communication. In fact, Renckhoff and TuneIn do not depart from the fundamental rule set up by Svensson and earlier CJEU's case law defining the notion of 'new public' but clarify that that notion should be assessed in light of the public taken-or that ought to have been inherently taken-into account by the rightholders at the time of the first authorization. That public could be all Internet users as in Svensson, the public of a specific website as in Renckhoff or the UK-based users as in TuneIn according to an individualized assessment based on the specific circumstances of each case.

Svensson: Is Framing a Communication to the Public?

Svensson also considers whether framing or deep linking would deserve a special regulatory approach. Because only a link that communicates the work to a "new public" infringes 92 ibid, para 35 (emphasis added). 93 ibid, para 37 and 40. copyright, inserting a copyrighted work, freely available elsewhere, on a website through a link using the technique of "framing" cannot be described as "communication to the public" under EU law. 97 As the public does not change, framing-as well as linking-does not entail a new public. Although differences might be critical from an anti-competitive perspective, the CJEU's decision of providing linking and framing with the same treatment appears sound from a copyright perspective. 98 Technically, this is the same communication. A difference lies instead in the users' perception of that communication. However, a technically-savvy user could obviously perceive that content has been linked from an external website. Therefore, to construe that communication taking place while framing as infringing, a personal element should be introduced, which would be attached to the user's perception of the communication, depending on which infringement can be triggered. However, although the CJEU has been recently introducing complementary criteria based on personal elements of culpability to regulate linking to infringing materials, 99 infringement of the right of communication to the public-as well as any other exclusive rights provided for by copyright law-is traditionally construed as a strict liability tort. Therefore, infringement should occur regardless of personal elements of conduct. 100 Also, in this instance, the mentioned personal criteria would be hardly applicable as proof of the users' perception will be difficult to give and that perception will change from user to user. Instead, rather than an infringement of copyright law, deep linking or framing might be construed as anti-competitive practices. The CJEU, while limiting its analysis to copyright infringement, does not exclude the possibility that other remedies might be available, such unfair competition law. 101 97 See Svensson (n 13) para 30. Apparently, copyright law would not offer any redress for the practice of framing. However, the ECJ does not exclude the possibility that courts may still sanction this practice under some circumstances as a form of unfair competition. 98 Contra Alessandro Cogo, 'Note to CJEU, 21 October 2014, BestWater, C-466/12, EU:C:2014:76' (2015) AIDA 433, 339 (noting, in accordance with the interpretation of the BGH referring the case to the CJEU, that practical differences between linking and framing matter also from a copyright perspective because the framer would use protected content to "make a communication that is normally distinguishable from the original both in form and content" as the context where the publication occurs would be relevant to trigger this new communication.) 99 See infra. After Svensson, the ECJ endorsed the conclusion that linking is a communication to the public, if a new public is reached. This conclusion leaves open many complicated questions. For example, what if the copyright owner removes the linked-to material, or puts it behind a paywall? In practice, the links will probably not infringe, because they will be dead, or will direct the web user to the paywall. Another related question is whether publishing a link that allows users to circumvent a paywall or other restrictions put in place to limit public access to a work would be a copyright infringement. As a corollary to the principle enunciated above, Svensson obviously concluded that a link enabling users to circumvent a paywall would communicate the work to a new public and would be infringing:

[o]n the other hand, where a clickable link makes it possible for users of the site on which that link appears to circumvent restrictions put in place by the site on which the protected work appears in order to restrict public access to that work to the latter site's subscribers only, and the link accordingly constitutes an intervention without which those users would not be able to access the works transmitted, all those users must be deemed to be a new public, which was not taken into account by the copyright holders when they authorised the initial communication, and accordingly the holders' authorisation is required for such a communication to the public. This is the case, in particular, where the work is no longer available to the public on the site on which it was initially communicated or where it is henceforth available on that site only to a restricted public, while being accessible on another Internet site without the copyright holders' authorisation. 102 Of course, the circumvention makes the content available to a larger-and new-public that that taken originally into consideration by the rightholders. Somehow, this question was later considered also in C More Entertainment, where the ECJ had to decide whether linking to live internet streams of sport events infringed on the exclusive related rights of broadcasting organizations. In this Swedish case, the online broadcaster C More Entertainment challenged the legality of Mr. Sandberg's website hosting links enabling users to circumvent a paywall to watch its live streams of hockey matches. 103 Svensson could not reach the question raised in C More Entertainment as live streamed sport events were not valid subject matter of protection both under Art. 3(1) and Art. 3(2) of Directive 2001/29/EC. C More Entertainment does not own a copyright in the underlying sport event, which does not reach the level of originality required for copyright protection. 104 Instead, C More Entertainment enjoys a related right in the broadcasting of the sport event. 105 provide broadcasting organizations with "the exclusive right to authorize or prohibit the making available" of fixations of their broadcasts to the public, "in such a way that members of the public may access them from a place and at a time individually chosen by them.") according to the ECJ, C More Entertainment's live streams of hockey matches would fall out of the scope of the neighbouring rights granted by EU law to broadcasting organizations, which only apply to 'interactive on-demand transmissions' characterized by the fact that members of the public may access them from a place and at a time individually chosen and "that is not the case of transmissions broadcast live on internet." 106 Therefore, the ECJ was asked whether EU law should be interpreted as precluding national legislation from extending the exclusive right of the broadcasting organizations to acts of communication to the public encompassing broadcasts of sporting fixtures made live on internet. 107 Actually, the referral form the Swedish Supreme Court to the CJEU centred on such a norm that had been enacted in Sweden. 108 The ECJ concluded that national legislation may extend the exclusive right of the broadcasting organizations to new acts of communication to the public, such as those encompassing broadcasts of sporting fixtures made live on internet. 109 In sum, C More Entertainment confirmed that it would be illegal to publish links allowing to circumvent content access protection measures and extended this finding to neighbouring right not covered by Art. 3(2) of Directive 2001/29/EC.

BestWater: Is Embedding Communication to the Public?

Next, what if the rightsholder published the work on one website, but there's an infringing copy on another site? A user links to the infringing rather than authorized copy. Is the linker infringing? In BestWater, the Court issued a reasoned order ex Article 99 of the Rule of Procedure of the European Court of Justice, 110 which applied the findings of the Svensson decision to this scenario. The case concerned the lawfulness under EU law of the practice of inserting on websites clickable links that use the technique of "embedding"-a form of "framing"-and through which the user was directed to a film on which BestWater maintained the exclusive rights. 111 BestWater manufactures and markets water filter systems. For advertising needs, she produced a short film on the water pollution that was originally published on BestWater website. 112 The film was also available on the video platform YouTube apparently without BestWater's consent. Mebes and Potsch-independent sales agents who act on behalf of a competitor of BestWater International-allowed the visitors to their websites to view BestWater's film through an embedded web link. 113 The ECJ confirmed that-regardless 106 C More Entertainment (n 103) para 23-27.

107 ibid para 22.

108 ibid para 19.

109 ibid para 37. See also Giancarlo Frosio, (C) whether the YouTube video to which the defendants linked was also a copyright violationembedding content from another website does not constitute a communication to the public if the rightholder did not restrict access to the content and communicated it to the whole Internet community. 114 In truth, BestWater presented marked differences when compared to Svensson. 115 Actually, the linking via embedding directs to a video uploaded without authorization on YouTube, after having been made available open access on a different website with rightholders' authorization. 116 BestWater serves as a good example of potential unfair-competition issues that may emerge with framing, embedding and deep linking. A protected work, which was created for advertising purposes, is communicated to the public to promote competitors' activities. However, although critical differences emerge from a competition perspective, it is harder to distinguish the two cases from a copyright perspective as far as the notion of communication to the public is concerned. Even if the content was uploaded on YouTube without authorization, that video was previously made available open access online by the rightholders, therefore can never be communicated to a new public. 117 It could be argued again that framing or embedding would not change the nature of the communication but merely its perception by the public. Obviously, this line of reasoning can be sustained only equating linking to an unauthorized copy to linking to an authorized copy, as the CJEU seems to do. If an authorized copy is freely available, no new public can subsist. This conclusion might lead to unexpected scenarios, though. What if the copyright owner takes the authorized copy down or protects access to it through technological protection measures? At this point, the work is no longer available on the site where it was initially communicated or it is available on that site only to a restricted public, 'while being accessible on another Internet site without the copyright holders' authorization'. 118 According to the court's reasoning, the link that was once arguably legal might suddenly be infringing as it communicates to a new public. If this interpretation of the ECJ's decision is correct, websites could have to constantly monitor that materials they link to are still freely available on some authorized website.

However, seeking infringement of the right of communication to the public is unfit to protect competition in cases of framing. If a new public is necessary for triggering infringement of the 114 ibid para 20. See also Mezei, 'Enter the matrix: the effects of CJEU case law on linking and streaming technologies' ( 2016) 11(10) JIPLP 778. The principle has been immediately applied by national courts in Europe. See eg Tribunal of Rome 29 November 2016 n. xxx, Kisstube.tv (stating that embedding files from YouTube does not entail criminal infringement of copyright law and cannot support an order of seizure of a website). 115 See Cogo (n 2) (noting how the CJEU used a reasoned order and equated framing to linking without properly considering the legal differences between the two techniques); Borghi (n 19) (also criticising the hasty assimilation of linking to framing operated by the CJEU). 116 See BestWater (n 110) para 4. It is, however, unclear how the video was uploaded on YouTube and why BestWater did not seek a take-down of the unauthorized copy. 117 See BestWater (n 110) para 16. right of communication to the public, 119 there is no room to bend this right to the protection of anti-competitive behaviours that might arise with linking, framing or embedding. In these instances, the communication does not reach a new public, although the unsophisticated viewers might perceive it as originating from a different source than the rightful uploader. From a copyright perspective, this communication might nonetheless entail the violation of moral rights of attribution, which obviously cannot be enforced by the CJEU as EU law has not yet harmonized moral rights. 120 In framing videos on their website, the defendants in BestWater would have deceived the public into believing that they created the videos for promoting their clients' business activities. 121 Of course, as mentioned earlier, unfair competition remedieswhich are unharmonised at the EU level-can be claimed before a national court.

GS Media and Beyond: When is linking to Unauthorized Content a Communication to the Public?

In the fourth episode of the linking saga, GS Media, 122 the CJEU must now decide the most critical question, which Svensson left unanswered; would a link to materials that the copyright holder didn't authorize be communication to the public? What about a link to images that were not properly licensed, or to a leaked document? To a certain extent, this was also the question that was before the 9 th Circuit in the Perfect 10 case in 2007. There, the U.S. court decided that links to full-size unauthorized copies of copyrighted pictures from thumbnails in Google Image search engine do not infringe copyright. 123 Following Svensson's reasoning, this linking should be infringing as it is directed to a new public or, again, as there cannot be any implied consent. In this scenario, the rightholder either has not authorised the communication to any online public or has authorized the communication to a specific public. In GS Media, the defendant is a popular Dutch blog-GeenStijl managed by GSMedia-that posted links to photos meant for publication in the Dutch version of Playboy magazine, but which were leaked on an Australian server by an unknown uploader. 124 However, applying Svensson's conclusions literally to unauthorised linking might lead to unwanted consequences. The CJEU seems aware of this possibility when acknowledging the importance of linking for the functioning of the Internet, and for the freedom of receiving and imparting information. 125 In order to protect these superior interests, the CJEU introduced an "individual assessment" featuring "several complementary criteria". 126 The CJEU borrows from consolidated jurisprudence that already spelled out the principle according to which in order to assess the existence of a communication to the public "several complementary criteria, which are not autonomous and are interdependent […] must be applied both individually and in their interaction with one another". 127 GS Media would introduce these criteria to balance a "high level of protection of authors" and a broad interpretation of the right of communication to the public 128 with users' fundamental rights. 129 In this context, knowledge of the unauthorised illegal nature of the linked content emerges as a primary criterion next to the presence of a new public. 130 Such knowledge-or the knowledge that the link allows to circumvent access restriction to the work where originally published with authorization-would trigger infringement of the right of communication to the public. 131 In GS Media, for example, Sonoma noticed GS Media of the infringing nature of the linked material-asking for removal of the link multiple times. 132 However, the CJEU manipulates the construction of the knowledge requirement by introducing the additional accessory criterion of the profit nature of the linking activity in order to facilitate Internet activities and the enjoyment of fundamental rights. 133 On one side, the CJEU realizes that checking whether contents have been published without authorization or OA by the rightholders elsewhere in the Internet would be too burdensome for the average Internet users, especially given that contents in the linked site can be modified 125 ibid para 44-45. 126 ibid para e 47. 129 ibid para 31. 130 See Peguera (n 50) 1106-1107 (considering how the CJEU tried to justify the introduction of the knowledge requirement as a natural consequence of its previous jurisprudence seeking 'full knowledge of the consequences' of the actions leading to a communication and a 'deliberate intervention' of the user for triggering an infringement of the right of communication to the public). 131 Ibid para 49 and 50.

132 ibid para 9-13. 133 Cf Borghi (n 19) (noting correctly that if there is knowledge, then it becomes irrelevant whether linking is for profit or not). This conclusion is confirmed also by GSMedia (n 7) para 53 ("copyright holders may act […] also against any person posting for profit a hyperlink to the work illegally published on that website and, under the conditions set out in paragraphs 49 and 50 of the present judgment, against persons having posted such links without pursuing financial gain") (emphasis added).

after linking has occurred without knowledge from the linker. 134 According to the CJEU, therefore, the average internet user does not intervene with full knowledge of the consequences of his conduct when linking to illegal content-which would be a requisite for infringing the right of communication to the public. 135 By deploying this construction of the knowledge requisite, the CJEU, as a general rule, exonerate the majority of Internet users from liability for potential infringement of the right of communication to the public when linking to online content.

However, on the other side, the CJEU also seeks a manner to impose liability on online intermediaries profiting from linking to unauthorised content and having enough resources to cope with the transaction costs of monitoring links to infringing content online. Therefore, the CJEU introduces an additional complementary criterion to reach the goal of imposing liability for linking to infringing content depending on the nature of the linker: when the posting of linking is carried out for profit, there is a rebuttable presumption regarding the knowledge of the illegal nature of the linked content. 136 Professional websites linking to infringing content are under the obligation to carry out the necessary checks to expunge their networks from links to infringing content, otherwise they will be communicating that content to the public. 137 Obviously, this criterion poses considerable challenges. First and foremost, it draws a blurred line between professional and unprofessional internet users generating profits though online advertisement. According GSMedia, a multitude of unprofessional websites-such as blogs, news and political sites, and plenty of pro-bono platforms dedicated to miscellaneous purposes-might be subject to GSMedia's rebuttable presumption, if they collect revenues from advertisement as they customarily do. In this regard, a set of open questions remain apparently unanswered, in particular because the CJEU refers both to the notion of providing links "for profit" and for the "pursuit of financial gain", which appear to be two distinct concepts. The spectrum of financial gain seems broader than "for profit". Is every income (even "indirect") sufficient or a commercial profit is needed? Is attracting more website viewers by including links to popular works considered a form of "financial gain"? Should the linking activity itself be for profit or financial gain or the online outlet where that linking activity occurs?

A literal interpretation of GSMedia would lead to believe that the broader spectrum of "financial gain", rather than "for profit", would apply as the CJEU makes specific reference to that broader concept and it does so in particular, and solely, in the ruling. Again, as the "pursuit 134 ibid para 47.

135 ibid para 48.

136 ibid para 51. 137 ibid. However, national courts applying GSMedia are arguing that this presumption should apply only in cases in which for profit websites can be reasonably expected to carry on the necessary checks. In a case where the linking activities are performed algorithmically and link to well-known websites (e.g. Amazon.de), the GSMedia's presumption would be economically unjustifiable. See Landgericht (LG) Hamburg, 13 June 2017, case no 310 O 4117/17. This conclusion seems to apply the German property law doctrine of Störerhaftung according to the BGH's finding that obligations against online intermediary cannot be imposed if they jeopardize their business of financial gain" refers specifically to the provision of links, it might be argued that it is the linking activity itself that must produce a financial gain rather than the online business activity at large. However, a teleological interpretation of the case building upon the CJEU's reasoningwhich is actually emphasizing the need of crafting complementary requirements to protect Internet users' fundamental rights-might support a different conclusion where a distinction might be first drawn between no profit website collecting revenues from online advertising and for profit website, excluding the former from the applicability of the rebuttable presumption. Otherwise, any attempt to apply an individual assessment to protect users' fundamental rights would be devoid of practical impact.

Actually, a number of European national courts have been busy at work applying GSMedia's findings. 138 First, a fundamental question has obviously arisen: where does GSMedia leave search engines and other information location tools? Should they determine whether every image, video clip, or article on the websites to which they link has been authorized by the relevant copyright holders before providing you a search result? The German Supreme Court has authoritatively answered in the negative and plainly stated that GSMedia's presumption:

does not apply to search engines and to hyperlinks leading to a search engine because of the particular importance of Internet search services for the functionality of the Internet. The provider of a search function cannot be expected to check whether the images found by the search engine in an automated process have been legally posted on the Internet in first place before listing them as thumbnails on its website. 139 The BGH's arguments in support of its conclusion seem to mirror those made by the CJEU when choosing an individual assessment that can properly balance intellectual property rights and internet users' rights. This might confirm a wider applicability of the same conclusions if other national courts were asked to answer the same question.

Multiple national courts, then, have answered the thorniest issue relating to the scope of the notion of "for profit" and "financial gain". Their conclusions, however, have been inconsistent, especially when deciding whether "financial gain" should specifically be proved in connection to the posting of the links or the website at large. For example, a German court in Hamburg concluded that it is not necessary that the link itself be provided "for financial gain", e.g. through cost-per-click calculations. 140 It is instead sufficient that the link is provided on a website that is operated for financial gain, i.e. run with the intention to realising profits, irrespective of the commercial impact of the particular link. 141 Similarly, French and Czech jurisprudence concluded that revenue generated from general advertising on the website would qualify for applying to that website the GSMedia's rebuttable presumption. 142 In contrast, the Court of Appeal of Athens found for the defendant linking to infringing content by noting that he did not receive profits generated from the transmission of the works per se. 143 It's a thorny issue with which national courts might struggle for some time. In this context, Eleonora Rosati highlights that CJEU jurisprudence might suggest that that financial gain refers to the surrounding environment where the link is offered, rather than the link itself. 144 In Rafael Hoteles and FAPL has been irrelevant whether the content itself was made available for profit. Rather, the CJEU found that transmitting works from the own establishment of the defendant in order to attract customers makes the profit-making nature of the communication apparent. 145 Although not conclusive, the analogy with the case of linking in GS Media has some merit.

ZIGGO AND WULLEMS: MAKING BAD PLATFORMS DIRECTLY LIABLE…WHAT NEXT?

This trend towards enhanced liability for professional online outlets stands out in the latest decisions of the CJEU dealing with linking and communication to the public: Wullems and Ziggo. Wullems considered the legal status of a multimedia player carrying preinstalled applications linking to infringing content, 146 while Ziggo, reviewed the lawfulness of "ThePirateBay" (TPB), a search engine listing file torrents that allow to download unauthorized content. 147 The CJEU concluded that the concept of "communication to the public" covers both the sale of a player like Filmspeler and the making available and management of platforms like ThePirateBay. 148 Again, Ziggo and Wullems align themselves to the recent post-Svensson jurisprudence of the CJEU but depart from well-established understanding of European national courts. Before the Dutch Supreme Court referral to the CJEU, the Court of Appeal in The Hague dismissed the case against Ziggo and XS4ALL under the assumption that it is the users of the services of the access providers, and not TPB, which directly infringe copyright. 149 Apparently, the CJEU's case law would promote a criterion requiring a looser involvement of the user (i.e. the platform or the intermediary) for infringing the right of communication to the public: an "essential", rather than "indispensable", role of the user would suffice. 150 Wullems and Ziggo qualified this notion of essential intervention by extending it to circumstances not only where, absent that intervention, customers would not be able to access the work but also where they "would be able to do so only with difficulty". 151 In particular, Ziggo concludes that without the TPB's operators making the platform available and managing it, the users could not share the works or, "at the very least, sharing them on the internet would prove to be more complex". 152 At first sight, these decisions seem to extend the notion of communication to the public dangerously within a domain that should be preserved by the notion of technological neutrality. However, important caveats are in place. According to the CJEU, there are special circumstances that distinguish Filmspeler and TPB from other service providers and lead to cast upon them enhanced liabilities. First, both Wullems and Ziggo seems to assume that the defendants have willfully induced copyright infringement. 153 In this regard, the CJEU would repurpose the "inducement theory" that the US Supreme Court introduced in Grokster. 154 In that case as well the finding of liability was based on factual evidence, such as email exchanges among platform's operators planning an aggressive advertising campaign that showed costumers opportunities for downloading unlawful content by using the platform. 155 In a similar fashion, Ziggo concludes that ThePirateBay's "operators expressly display, on blogs and forums available on that platform, their purpose to make protected works available to the users, and encourage the latter to make copies of those works". 156 Similarly Wullems finds that the defendant advertised the player Filmspeler by claiming that it can be used to watch on a TV screen, easily and for free, protected content made available on the Internet without the authorization of the rightholders: 157 Never pay for films, series, sport again, watch them directly without commercial breaks or waiting times (no subscription fees, plug&play). This means that Netflix is a thing of the past! […] Watching films, series, sport free of charge? Yes please! […] Never go to the movies again thanks 150 See Wullems (n 146) para 32; Ziggo (n 147) para 26 e 37. This distinction might not be clearly spelled out in all national translations, such as the Italian rendering both terms with "imprescindibile". 151 Ziggo (n 147) para 26.

152 ibid para 36. The Advocate General Szpunar, actually, refers to the role played by websites such as TPB in P2P file-sharing as "crucial" and "unavoidable". Ziggo, Opinion of AG Szpunar (n 61) para 26-27. Szpunar adds that the works made available by users "would not be accessible and the operation of the network would not be possible, or would at any rate be much more complex and its use less efficient, without sites such as TPB, which enable works to be found and accessed. The […] role [of the operators of those sites] may therefore be regarded as necessary". ibid para 50. 153 to our optimised XBMC software. Free HD films and series, including films fresh from the cinema, thanks to XBMC. […] Are you looking for a Media player so you can watch your favourite films and series FREE OF CHARGE on any TV in HD Full HD or 3D? Then one of our Android Filmspelers (X5 X7 or X9) is right for you! […] You just connect the Filmspeler to your TV/monitor. Plug and play, easy peasy. 158 Second, the CJEU seems to assume also that both technologies, Filmspeler and TPB, do not have substantial non infringing uses. 159 According to the evidence collected by the CJEU, the overwhelming majority of the users would be using the TPB platform or the Filmspeler player for accessing protected content without authorisation and infringing copyright. 160 Arguably, these further criteria-and those spelled out in GS Media161 -qualify the recent CJEU's jurisprudence and delimitate potential liability of online platforms. Absent these factual conditions, it cannot be assumed that other online intermediaries would be liable for infringing the right of communication to the public, although the conduct-and the technology-under review in Ziggo closely resembles that of any search engines. Actually, if so narrowly construed, this latest CJEU case law aligns itself with national decisions discussing similar scenarios. At national level, intermediaries have been already held directly liable for their users' copyright infringement under similar circumstances when their involvement in the infringement is so substantial that they have been found to have communicated the works themselves, rather than being used by others to perform the communication. 162 The further sensitive question thus remains whether, according to the CJEU, also other platforms, such as UGC platform, would be communicating to the public. In fact, two cases already pending before the CJEU to clarify the matter. On 13 September 2018, the Bundesgerichtshof asked the CJEU whether an online video sharing platform, such as YouTube, performs an act of communication to the public when its users upload copyright infringing content to its platform. 163 The German Supreme Court made specific reference to internet video platforms (1) earning advertising revenues, (2) uploading content automatically without the operators review, (3) receiving worldwide, non-exclusive and royalty-free licence for the videos, (4) pointing out in the T&Cs that infringing content cannot be posted, (5) providing tools to rightholders to block infringing content, (6) ranking, categorizing search results and recommending them to users on the basis of previously viewed content, (7) and not being specifically aware of the infringing content or, after becoming aware, expeditiously removing it disabling access to it. 164 In a second case, Elsevier has taken to court Cyando, a shared hosting service, and again the Bundesgerichtshof asked the CJEU if Cyando communicates to the public given that, in addition to some of the points above: (1) the service is used for lawful applications but the operator knows that a considerable amount of infringing works is available;

(2) there is no directory or search function on Cyando but the download links that the platform provides are posted by third parties elsewhere in the Internet in link collections including information regarding the source files; (3) a remuneration based on number of downloads creates an incentive to upload content protected by copyright; (4) Cyando allows anonymous uploads, increasing the probability of users not to be held accountable. The decision taken by the CJEU will clarify how broad the construction of the notion of communication to the public should be in CJEU's view and whether it should reach beyond Internet players whose business models is based on copyright infringement. Several criteria in the Cyando's referral relates to a scenario where the platform's involvement in the infringement is so substantial that both platform and user are jointly liable. Actually, setting up a remuneration scheme based on of downloads that incentivizes upload of infringing content and allowing anonymous uploads resembles closely standards for common design found by UK courts in similar cases. 165 EWHC 2058 (Ch) (UK) (finding that-in the case of a link aggregator of unlawfully streamed sport events-(i) the aggregation of a large number of streams (ii) the indexing of those streams for the convenience of the users (iii) the provision of a simple link to click in order to have access to the stream, and (iv) the fact that the stream is presented in FirstRow's frame or window makes the site directly liable for the communication); FAPL v BT [2017] EWHC 480 Ch[2017] EWHC 480 Ch [32]- [38] (finding that the operators of streaming servers which are being used to deliver infringing live streams of Premier League footage to UK consumers are communicating to the public; therefore ordering an injunction which required access providers to block access by their customers to these servers). 163 See C-682/18 LF v Google LLC, YouTube Inc., YouTube LLC, Google Germany GmbH, Request for a preliminary ruling from the Bundesgerichtshof (Germany) lodged on 6 November 2018. 164 ibid.

for profit making purposes. 175 In this respect, the Directive further clarifies that the notion of optimising content-and promoting it for profit making purposes-would include amongst others "categorising it and using targeted promotion within it." 176 In sum, platforms like YouTube, Facebook, DailyMotion would apparently fall within the scope of the provision. 177 The imposition of direct liability for copyright infringement is combined with an elevated standard of care and due diligence that is exemplified through a three-tiered framework of direct liability. 178 Firstly, OCSSPs are required to make their 'best efforts' to obtain the authorization of the relevant copyright owners before communicating any copyright protected content to the public. 179 Secondly, they are required to make their 'best efforts' to ensure the unavailability of specific works concerning which rightholders have provided the relevant and necessary information. 180 Thirdly, upon receiving a sufficiently substantiated notice from the rightholders, OCSSPs are required to act expeditiously to disable access or to remove from their websites the particular work and furthermore, to make their 'best efforts' to prevent the future upload of that content (i.e. 'stay-down' of infringing content). 181 As noted above, the limitation of liability under Article 14 of the EC D is made expressly inapplicable to situations covered under Article 17. 182 This arrangement represents a radical shift from the prevailing regulatory framework under the ECD that imputes secondary liability based on knowledge and take-down. 183 It also constitutes an extension of the notion of 'communication to the public' under EU law which traditionally stressed on the 'indispensable' or 'essential' role of the user in giving access to a copyright protected work to an additional public. As seen in the previous pages, characterizing hosting providers as "communicating to the public" has never been an obvious conclusion under EU law. 184 Absent all those cumulative circumstances that the CJEU singled out, traditionally, intermediaries have been held secondary liable, rather than primarily. In most EU jurisdiction, secondary liability requires highly demanding conditions that are derived from miscellaneous doctrines of tort law, 185 such as the doctrines of joint tortfeasance, authorization, inducement, common design, contributory liability, vicarious liability, or extra-contractual liability. In contrast, under Article 17, OCSSPs-and therefore the majority of hosting providers-would be automatically assumed to infringe copyright and be held directly liable for acts of copyright infringement that are materially committed by users who upload unauthorized content onto online services provided by them.

CHANGING INTERNET POLITICS, CHANGING INTERNET ARCHITECTURE

Regulation of communication to the public online-in connection to miscellaneous activities, such as linking, framing, embedding, streaming, filesharing, or user-generated content distribution-has profound repercussion on innovation politics. Recent case law and legislation will obviously affect the digital environment, both in terms of network design and business models. The next few pages will be mapping these dynamics and their effects over online intermediaries and users.

Intermediary Liability Expansion

Arguably, there are sensitive policy choices that affect regulation of communication to the public online, linking and broadly online content regulation. Internet governance and regulation of online intermediaries emerged as a strategic battlefield in the information digital society with huge economic and geopolitical implications. Therefore, recent legal developments can be situated within a trend towards the expansion of the liabilities-and responsibilities-of online intermediaries. 186 This emerging innovation policy choice reversed an earlier approach that provided online intermediaries with substantial liability exemptions to incentivize their capacity to develop Internet infrastructure and applications. 187 2017) 555 final, para 3 (establishing the principle that online intermediaries and platforms should ensure a safe online environment for users, hostile to criminal and other illegal exploitation, which should be deterred and prevented by (1) allowing prompt removal of illegal content, (2) encouraging the use of automated monitoring and filtering technology and (3) adopting effective proactive measures to detect and remove illegal content online, rather than limiting themselves to reacting to notices. See also, for a discussion of these global phenomenon, Giancarlo Frosio, 'Why Keep a Dog and Bark Yourself? From Intermediary Liability to Responsibility' (2017) 25 Oxford JLIT 1, 1-33; Giancarlo Frosio, 'Internet Intermediary Liability: WILMap, Theory and Trends' (2017) 13 Indian J of Law and Tech 16. 187 See James Boyle, Intellectual Property? Two Pasts and One Future, Information Influx International Conference, Amsterdam 2-4 luglio 2014, <https://www.youtube.com/watch?v=gFDA-G_VqHo> (describing this evolution of Internet policies). See also Bruce Lehman, Intellectual Property and the National Information Infrastructure: The Report of the Working Group on Intellectual Property Rights (DIANE Publishing 1995) 114-124 policy makers might want to switch the enormous transaction costs of online content regulation to online intermediaries as they might be the least cost avoiders, in particular given their economies of scale. 188 This policy trend has been emerging markedly in Europe. Compared to the United States, Europe has a limited control over Internet resources, thus has less concerns in switching transaction costs of enforcement on online intermediaries, mostly U.S. conglomerates.

Imposing direct liability to online intermediaries and platforms as part of a novel construction of communication to the public and linking in the EU is just one of multiple symptoms of this policy trend. There are plenty other tools that characterize it. In particular, enhanced responsibilities for online intermediaries result from proactive monitoring obligations, automated monitoring and filtering, 189 voluntary measures, 190 administrative enforcement of copyright online, 191 widespread use of blocking orders ex Art. 8(3) of Directive 2001/29/EC and 11 Dir. 48/2004, 192 and extra-territorial application of court ordered obligations against intermediaries. 193 In addition, this trend-and the deployment of most of the measures just mentioned-extends well beyond copyright or IP enforcement, reaching the sanitization of any potentially illegal content online. 194 In this respect, the expansion of the making available and communication rights and the politics of linking strengthen a general trend, especially marked at the EU level, imposing enhanced obligations and responsibilities to online intermediaries and platforms, who are called to bear the costs of content regulation in the Internet. GS Media's emphasis on for profit professional online outlets can be construed as turning point exemplifying this policy approach. GSMedia sets apart non-professional online users from professional Internet players for purposes of Internet content regulation. It concludes that professional online service providers must be held directly liable for the very reason that they have the technical and economic means for efficiently monitoring the Internet for links to allegedly infringing content, therefore being best placed for curbing online infringement as "least-cost avoiders". 195 Obviously, the recent copyright reform in the DSM-and its overall goal of closing a value gap between online platforms and right holders-should be construed as an additional moment of this policy development. In truth, multiple instruments that have been implementing the DSM Strategies have endorsed a policy approach that seeks enhanced involvement of Internet intermediaries in content regulation online. 196

The Road to Harmonisation or Hybridisation?

Traditionally, communication to the public depends on the degree of control over the work made available. 197 Therefore, only those exercising that power of control could infringe copyright directly. Otherwise, there was accessory-or secondary-infringement that triggered secondary liability. Linking activities, for example, have been long construed as providing only mere support to others making content available and thus triggering secondary liability. Actually, for a long time, the CJEU case law required an indispensable contribution of the useri.e. the linking party or the platform operator-then recanting this construction to endorse the notion of an essential role of the user merely facilitating access to the infringing works. This relaxation of the concept of 'indispensable intervention' has broadened the notion of who makes an act of communication to the public, which expands third-party intermediary liability for online infringement. 198 In taking its new stance, the CJEU jurisprudence contaminates direct liability for copyright infringement with criteria usually required in a secondary liability scenario. Traditionally, liability for copyright infringement is construed as strict liability that applies regardless of subjective elements. 199 In contrast, secondary liability depends on subjective elements-often related to the knowledge of the infringing activity or for-profit motives-and negligent or omissive conducts that might facilitate or aggravate the infringement. 200 Instead, the most recent CJEU case law seems to conclude that-in case of linkers, operators of certain platforms and sellers of certain digital devices that can be used to infringe copyrights-a number of subjective criteria, such as (1) the knowledge of the infringement, (2) a for-profit motive that makes such knowledge presumed, and (3) a wilful conduct to induce or facilitate copyright infringement, become relevant to operate the "individualized assessment" required by the court for finding whether an infringement of the right of communication to the public has occurred.

Therefore, the latest CJEU jurisprudence dealing with communication to the public and infringement in the digital environment witnesses the emergence of a hybrid regime at the intersection of primary and secondary liability. 201 Copyright primary liability's objective criteria become entangled with subjective criteria of extra-contractual or tort liability. This expansionand hybridization-of the right of communication to the public occurs for two main reasons. There is first a structural reason. Lack of EU harmonization of secondary liability for copyright infringement leads the court to seek a common solution to avoid that "liability, and ultimately the scope of the copyright holders' rights, would depend on the very divergent solutions adopted under the different national legal systems". 202 Ultimately, the CJEU believes that seeking a solution to online copyright infringement in unharmonized national secondary liability doctrines would undermine the objective of the EU legislature to harmonise the substantial scope of the rights enjoyed by authors and rightholders within the single market. 203 Therefore, the CJEU, in a way, pushes its own harmonized construction of the acquis communautaire to fill in loopholes left unaddressed by the legislators. 204 The second reason is substantial. The CJEU is seeking a solution that can balance authorship rights with other competing fundamental rights. For this very reason, the notion of communication to the public includes any act facilitating access to protected works but its that, instead, the CJEU might have applied by analogy EU law that already addresses the issue of secondary liability as in the case of art. 7 of Directive 2009/24/EC regulating software programs, as it has been done with the notion of originality that, from vertical legislation dedicated to databases, software and photographs, was ported horizontally to all copyright subject matters by CJEU jurisprudence; otherwise, the CJEU might have recognised its own incompetence, leaving the matter to national law as the CJEU has done in Circul Globus Bucureşti (n 51) and C-30/14 Ryanair v PR Aviation (2015) ECLI:EU:C:2015:10).

infringement is limited by subjective elements, such as actual or presumed knowledge, forprofit motives and wilful conduct inducing infringement. In doing so, however, the CJEU forces the EU legal framework to a point of structural tension by blurring established doctrinal conclusions and thus unleashing unpredictability. 205 In a similar context,206 a dissenting opinion from the US Supreme Court spelled out its concerns in applying copyright direct liability in domains traditionally regulated by secondary liability doctrines by noting that "disregarding widely accepted rules for service-provider liability […] will sow confusion for years to come".207 

Internet Regulation and Fundamental Rights

These policy choices have important consequences on competing fundamental rights. 208 Departing from traditional approaches construing linking that violates copyright as tort-based secondary infringement, the recent CJEU case law reads linking as a copyright-relevant communication, which triggers a direct infringement of the right of communication to the public if it is directed to a new public. Pragmatically, the CJEU develops, through abundant case law, a flexible regulation according to specific factual and subjective circumstances in order to assure the balancing of competing fundamental rights. This approach results in the construction of an hybrid model introducing several secondary liability subjective criteria next to the common primary liability objective criteria. This model allows linking from non-professional Internet users, while imposing additional liability and obligations on professional users, such as information society service providers. Such a pragmatic approach would like to preserve freedom of expression and information in the Internet by carving out a liability-free space of manoeuvre for generic Internet users. However, imposing more direct liability to online intermediaries and platforms for their users' behaviour might also create negative externalities for society at large by causing "chilling effects" and thus limiting freedom of expression, especially if online enforcement occurs though algorithmic tools. In addition, it might create further negative externalities-especially for players with limited market power-by restricting freedom of business and relenting innovative processes as a result of the costs of monitoring and filtering.

Balancing Copyright Expansionism with Fundamental rights: A Ray of Hope…

Apparently, recent CJEU jurisprudence might stand for a maximalist copyright approach that surfaces from the constant reference to high levels of protection. 209 In this respect, this expansive construction of the notion of communication to the public follows in the footsteps of a recurrent attempt of rightholders to leverage their monopoly power over new uses made possible by technological innovation, 210 linking being just one recent example, among many others. 211 Actually, there is more to it. Copyright expansionism offers only a partial view of the EU jurisprudential evolution. There is next to it a progressive perspective, which is rebalancing regulation of online content. GS Media emphasises the need to balance property rights with competing fundamental rights, such as freedom of expression and information and users' rights. Furthermore, GS Media concerns itself with safeguarding the functioning of the Internet as a fundamental tool to guarantee personal realization and exchange of information and opinions. 212 In this respect, GS Media signals a critical moment in the evolution of the EU jurisprudence. It embraces a progressive vision of copyright and cultural policies that focuses on public interest and user's access to content, rather than on a perspective purely individualistic and propertarian. This development has been steadily taking place since a "fair balance" approach was sought in the Promusicae case. 213 In UPC Telekabel, the CJEU stated that in order to strike that "fair balance" between competing fundamental rights, measures to be applied, such as blocking orders, most "not unnecessarily deprive internet users of the possibility of lawfully accessing the information available and […] have the effect unauthorized access […] or , at least, of making it difficult to achieve". 214 L'Oreal, Scarlet and Netlog, the CJEU banned general monitoring obligations by highlighting their disproportional negative externalities over 209 See CJEU jurisprudence cited.

fundamental rights, such as the right to receive and impart information, the right to privacy and freedom of business. 215 Finally, a recent trifecta of CJEU decision has placed fundamental rights and exceptions and limitations-thus the public interest perspective of the copyright paradox-at the center stage, noting inter alia that, in striking a balance between exclusive rights of the author and the rights of the users, a court must "rely on an interpretation […] which, whilst consistent with their wording and safeguarding their effectiveness, fully adheres to the fundamental rights enshrined in the Charter of Fundamental Rights of the European Union [("Charter")]". 216 In addition, the level of protection of fundamental rights provided by the Charter-as well as the primacy, unity and effectiveness of EU law-can never be compromised by national implementations or national courts' application of national standards. 217 For Geiger and Izyumenko, this recent jurisprudence is contributing to a "constitutionalization" of intellectual property with the influence of fundamental rights on the scope of exceptions and limitations never being so relevant. 218 However, the CJEU does not go as far as implementing an external freedom of expression defense, which would undermine EU law harmonization and certainty. The CJEU clearly spells out that "[f]reedom of information [is] not capable of justifying, beyond the exceptions or limitations provided for in Article 5(2) and (3) of Directive 2001/29, a derogation from the author's exclusive rights of reproduction and of communication to the public". 219 In a way, recent CJEU jurisprudence on regulation of content in the Internet exposes-and addresses-a growing tension between fairness and personality theories, on one side, and welfare and cultural theories on the other side, with the latter being increasingly relevant in the EU law IP discourse. 220 6.3.2. …in the Darkness: Innovation, Competition and Globalization Direct liability for linking and other making available online constricts freedom of business by imposing more responsibility on online intermediaries and, thus, more transaction costs. Given that knowledge of infringement is presumed for professional Internet users operating for profit, online intermediaries and platforms will be de facto under the obligation of monitoring their networks to take down links to allegedly infringing content. As the CJEU stated multiple times, unlimited and generalized monitoring might result in a serious limitation of freedom of business. 221 The recent CJEU jurisprudence might results in a contraction of innovative business models based on linking activities, which represent a core process of the Internet. In this respect, the policy approach endorsed by the CJEU and recent EU copyright legislation might weaken the DSM, rather than promoting it, by limiting market innovation capacities and foreign investments. Globalization makes this policy approach even more troubling from a market innovation and investment perspective. Innovators and investors might decide to localize their activities in jurisdictions that do not burden linking-based innovation with obligations and specific liability.

In addition, from a specific EU market perspective, recent obligations might put the European high-tech industry and innovators at a competitive disadvantage as they lack proprietary software solutions to monitor their networks in order to limit or avoid liability. In contrast, this technology has been already developed and widely deployed by overseas hightech conglomerates. European start-ups will be forced to face additional costs for software development or licence technological solutions from competitors already established on the market. 222

Towards Algorithmic Enforcement

Algorithmic enforcement is a further consequence of recent CJEU jurisprudential trends and legislative reforms expanding notions of communication to the public, regulating linking activities and imposing enhanced liabilities and duties of care on online intermediaries and platforms. 223 Lessig and others have explained that the code is the law of cyberspace. 224 Therefore, enforcement can become implicit by modifying the architecture of the Internet. 225 Increasingly, policy making seeks to turn the internet into a space of control rather than access and openness. New legislative obligations and judicial trends would like to force online intermediaries to implement architectural changes leading to sanitisation of allegedly infringing content-possibly legit freedom of expression-by design. Given the unsustainable transaction costs related to manual checking of infringing content and linking to infringing content, online intermediaries will be forced to deploy algorithmic tools to perform monitoring and filtering, and limit their liability. 226 As the CJEU made clear in Scarlet and Netlog, automated filtering tools cannot properly balance intellectual property rights and other competing fundamental rights, such as freedom of expression, freedom of business and privacy. 227 In particular, present algorithmic filtering tools impinge upon freedom of expression as they might be unable to identify uses made by applying exceptions and limitations or might not discern the public domain status of works. 228 Again, algorithmic enforcement appears to be inherently unsuitable to apply "fair use" doctrines, which require an equity-thus inherently human-judgement. 229 Automated and algorithmic copyright enforcement implies a number of policy choices, which are operated by platforms and rightholders and subject freedom of expression and online cultural participation to a new layer of "private ordering". 230 In practice, automated filtering determine online behaviour far more "than whether that conduct is, or is not, substantively in compliance with copyright law". 231 A legal system switching the liability equilibrium on online intermediaries-which can more than any other manipulate Internet architecture-can actually lead to fundamental architectonical changes to limit that liability. This process might likely bring about pervasive over-enforcement, which becomes invisible and leads users to get accustomed to an online ecosystem with less links, less access, less freedom of expression and less innovation. 226 See, for a discussion of this very issue in connection to the enactment of Art. 17 of Directive 2019/790/EU, references in (n 189). 227 See eg Netlog (n 215) para 51; C-70/10 Scarlet Extended SA v SABAM (2011) ECLI:EU:C:2011:771, para 53. See also Art. 52 (1) of the Charter: "any limitation on the exercise of the rights and freedoms recognized by this Charter must be provided for by law and respect the essence of those rights and freedoms. Subject to the principle of proportionality, limitations may be made only if they are necessary and genuinely meet objectives of general interest recognised by the Union or the need to protect the rights and freedoms of others." 228 Netlog (n 215) para 50.
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THE DSM REFORM: MAKING ALL PLATFORMS COMMUNICATING TO THE PUBLIC?

However, the EU legislator has rushed forward making perhaps most of the questions just raised moot. In 2015, The EU Commission's Digital Single Market Strategy (DSMS) announced steps to be taken "towards a connected digital single market" and plans to reform EU copyright and intermediary liability in the digital environment. 166 As part of the DSMS, the Commission presented its platform-sensitive update of the EU copyright policy in a proposal for a Directive on Copyright in the Digital Single Market, 167 which is part of a larger package aiming at modernizing EU copyright rules and achieving a fully functioning Digital Single Market. 168 The draft legislative provision has been subject to numerous amendments and-following its approval by the Parliament-was finally adopted by the Council in April 2019 ("DSM Directive"). 169 The reform extends the scope of the notion of communication to the public by making Online Content Sharing Service Providers (OCSSPs) 170 directly liable for copyright infringement based on the assumption that they "perform an act of communication to the public or an act of making available to the public" and should "therefore obtain an authorisation from the rightholders". 171 The reasons for this characterization are quite apparent. If platforms communicate to the public, they can be obliged to enter into licencing agreements. 172 The reform would apply to active user-generate-content (UGC) hosting providers. First, the Directive refers only to those who "store and give access to the public" to copyright protected content-restricting therefore its scope to hosting providers. 173 Second, the content must be "uploaded by its users." 174 Third, the Directive assumes that hosting providers must play an active role, therefore excluding the application of the hosting liability exemption ex Article 14, eCommerce Directive. It redeploys the language in L'Oréal v. eBay by linking the active role to the optimization of the presentation of the uploaded works and the promotion of that content 170 ibid Art 2(6) (defining an OCSSP as "a provider of an information society service of which the main or one of the main purposes is to store and give the public access to a large amount of copyright-protected works or other protected subject-matter uploaded by its users, which it organises and promotes for profit-making purposes"). (emphasis added). 171 ibid Art 17(1). See also Martin Husovec and Joao Pedro