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This paper proposes a novel formal approach based on the Stochastic Real-Time BIP (Behavior Interaction Priority) framework. It provides a rich component-based modeling formalism, and a statistical model-checking tool for reliability assessment. The approach is applied to a data center.

INTRODUCTION

Assessing the safety and the performances of industrial systems is a major issue in the design and operation of current and future electrical installations. It is the subject of continuous improvement efforts that include methods and tools based on modeling and analysis of complex systems. In order to improve electrical systems assessment, new methods and tools are being developed based on Distributed Stochastic Hybrid Automata (DSHA) to model Piece-wise Deterministic Markov Processes (PDMP), such as the framework PyCATSHOO [START_REF] Chraibi | Dynamic reliability modeling and assessment with PyCATSHOO: Application to a test case[END_REF]. It allows modeling the dynamics of complex systems thanks to faithful representations of systems behavior, thus limiting conservatisms compared to traditional methodologies used in Probabilistic Safety Assessment (PSA) with static event-tree (ET) / fault-tree (FT) methods [START_REF] Sanny | Dynamic probabilistic risk assessment with PyCATSHOO: The case of the emergency power supply of a nuclear power plant[END_REF]. Thus, it does not presume the consequences of the physical phenomena of the studied systems, better, it models them beside the stochastic discrete behaviors.

As any new methodology, it induces side effects. In fact, taking into account systems physical dynamics increases the difficulty of processing and validating the models. We believe that this can be addressed using formal methods on discrete stochastic models, which will increase its robustness. It also offers the possibility to use advanced verification methods using statistical model-checking techniques [START_REF] Nouri | Statistical model checking QoS properties of systems with SBIP[END_REF] or fault detection, isolation and recovery techniques [START_REF] Dragomir | Designing systems with detection and reconfiguration capabilities: a formal approach[END_REF]. This paper proposes a novel formal approach to model and analyze electrical systems and more generally stochastic real-time systems (see Fig. 1), taking into account both functional and dysfunctional properties including Common Cause Failures (CCFs). It is based on the Stochastic Real-Time BIP (Behavior Interaction Priority) framework [START_REF] Basu | Modeling heterogeneous realtime components in BIP[END_REF], a strong component-based modeling formalism with a formal operational semantic given in terms of Generalized Semi Markov Process (GSMP) [START_REF] Nouri | Performance evaluation of stochastic real-time systems with the SBIP framework[END_REF] and structural operational semantic derivation rules [START_REF] Bliudze | The algebra of connectors-structuring interaction in BIP[END_REF]. The reliability assessment of those models is performed with a statistical model-checking technique [START_REF] Nouri | Statistical model checking QoS properties of systems with SBIP[END_REF]. The approach is illustrated through a case study to evaluate the cascade loss of electrical power sources in a data center. This paper is organized as follows. Section II gives a brief description of the use case. Section III presents the modeling formalism with a description of the system model. Section IV presents a novel and simple approach for the Common Cause Failures (CCFs) modeling. Section V presents the statistical model-checking technique and gives the results of the system reliability, before a conclusion is drawn in Section VI.

II. USE CASE: CASCADE LOSS OF ELECTRICAL POWER SOURCES IN A DATA CENTER

The purpose of this prospective study is to apply a novel formal approach to evaluate scenarios leading to the loss of electrical sources, considering the functional and dysfunctional conditions of the system.

A. System description

The data center system is supplied by an electrical distribution, two divisions for Instrumentation and Control (I&C) cabinets and cooled by two air conditioners. Fig. 2 is a schematic representation of the considered system. The electrical distribution is composed of four electrical generators (EG1 to EG4), two back up batteries (B1 and B2) lasting two hours each, and two emergency electrical generators (EEG1 and EEG2). They supply two I&C divisions (IC1 and IC2) and two air conditioner systems (AC1 and AC2). The electrical power transmission from the sources are manually controlled by four human operators acting on manual switches (SW1 to SW4).

1) Power supply of the I&C division

The I&C division IC1 is initially powered by the electrical source EG1. When EG1 fails, the switch SW2 is asked to connect IC1 to EG2. In case EG2 is not functioning, the battery B1 is started to supply IC1. (Same behavior for IC4.)

2) Power supply of the ventilation

The ventilation AC2 is initially powered by the electrical source EG2. When EG2 fails and EG1 is still running, the switch SW1 is asked to close, so that EG1 supplies AC2. 

3) Functioning of the I&C division

The I&C division IC1 receives a signal when an electrical generator (EG) fails. If at least three electrical generators fail, IC1 sends an actuation signal to the emergency electrical generator EEG1. This sending can only happen when IC1 is powered and the switch SW1 is disconnected. If SW1 is connected, IC1 sends a signal of disconnection to SW1. (Same behavior for IC4.)

4) Failures and Common Cause Failures (CCFs)

Power sources (EGs, EEGs, batteries) have two failure modes, either a failure to start or a failure to run. The human actions on switches (SWs) may fail, while ICs may fail to send start signals to EEGs.

The failures on demand are triggered with instantaneous laws, associated to failure probabilities, while the functioning failures are triggered with exponential laws, associated to failure rates.

We recall that a common cause failure is a failure that might affect several entities of a group of redundant components, simultaneously or in a short interval of time, being the result of a shared cause. A group of components is made up of several components which are identical or similar, and is associated to a failure mode.

Under the system specification, only electrical generators EGs and EEGs may be affected by common cause failures.

B. Risk assessment scenarios

The system critical situation we are interested in studying is the total loss of electrical power leading to the data center blackout. We are going to study and quantify the following scenarios, given the component reliability data and its mission time.

 Scenario 1: The loss of all four EGs, principal power sources;

 Scenario 2: The need for EEGs to be started, to study the paths leading to emergency power sources activations;

 Scenario 3: The failure to start the EEGs;

 Scenario 4: The total loss of electrical power.

The achievement of Scenario 3 could be due to four causes: the loss of all power supplies of ICs, the failure on demand to send a signal from ICs, the failure on demand to disconnect SWs, the failure on demand to start EEGs.

III. DYNAMIC RELIABILITY MODELING

This section presents the BIP formalism, used to model an electrical knowledge base, and provides examples of component model.

A. BIP modeling formalism

Modeling with the BIP language is based on a unique well-defined semantic model [START_REF] Basu | Modeling heterogeneous realtime components in BIP[END_REF]. A system is described in three layers: Behavior, which is made of simple atomic components, Interaction, which describes communication between components, Priority, which decides between interactions.

Atomic components are used to model system elementary behaviors. They are timed automata, extended with stochastic timing constraints. Variables are used to store local data. Ports are action names that may be associated with variables. They are used for interacting with other components. A transition is a step, labeled by a port, from a control location to another. It has an associated Boolean condition, called a guard, and an action which is a computation defined on local variables.

Formally, an atomic component is defined by:  a finite set of states S;  a finite set of ports P;  a finite set of variables V, partitioned into two sets T and U for timed and non-timed variables;

 a finite set of transitions.

A transition is associated to a port p ϵ P, from a source state s ϵ S to a target state s' ϵ S. It is noted (s, p, g, f, s') u , where g is its guard, that is, the condition for the transition to be triggered, and f is the action to be executed when the transition is triggered. Finally, u ϵ {eager, lazy, delayable} defines the level of urgency of timed guards.

In Stochastic Real-Time BIP [START_REF] Nouri | Performance evaluation of stochastic real-time systems with the SBIP framework[END_REF], one can use discrete probabilities, obtained by sampling random variables, and probability distributions associated to timed guards.

To describe interactions between components, the notion of connectors [START_REF] Bliudze | The algebra of connectors-structuring interaction in BIP[END_REF] is used. Connectors allow interactions between ports belonging to different components. An interaction represents a synchronization of the components transitions labeled by the involved ports. One can also specify data exchange patterns within the interaction.

Finally, priorities define rules to decide between enabled interactions.

B. Electrical knowledge base modeling formalism

A knowledge base is composed of the basic elements that will allow to build the system model.

We define an electrical atomic component with both its interface and its behavior, as shown in Fig. 3. 2) The Nominal Behavior of a component is composed of several sections modeled by state-transition automata. The upstream electrical flow section handles the reception of an inflow fin from an upstream component. The downstream electrical flow section manages the propagation of an outflow fout towards a downstream component. The functional behavior section describes the functional behavior of the component without failure. The data transmission section allows to centralize information reception on a unique state.

3) The Failure Behavior section describes the behavior of the component under failure occurrence. It may stop the propagation of outflow fout, if any.

C. Electrical Generator (EG) and I&C division (IC) modeling

The electrical knowledge base built for the system is composed of nine types of atomic components following the BIP semantic principle.

In order to illustrate the modeling method, two main component models are presented, that is, the source EG (Fig. 4) as an electrical power generator and the I&C division IC (Fig. 5) as a power consumer and signal processor.

1) Description of the EG model a)

The Interface As an electrical power source, the component EG has a port Output to propagate a downstream electrical flow. It also has a port Start to receive a start signal, and a port Starting to notify other components that it has succeeded to start. The port TriggeredFailure allows the activation of a failure mode and port Failure is used to communicate the failure status to other components.

b) The Nominal behavior

The electrical generator is initially in place OFF. When it receives the Start signal, it goes from place OFF to place START. It actually starts by moving from place START to place ON and then sets the outflow data fout to true for propagation. At place OUT, it continuously propagates the flow through the port Output. The electrical generator may fail when it is asked to start (place START) or when it is running (place ON). When a failure happens, the EG goes to place KO. The outflow fout is then set to false and variable failure is set to true.

Failure to start and failure to run are both triggered by the port TriggeredFailure, whether it be independent failures or common cause failures. CCFs will be explained in the next section.

2) Description of the IC model a) The Interface

The I&C division has a Signal port DisconnectSW, which orders the disconnection of the switch, before the starting of the EEG. The latter is ordered through Signal port Send.

The port NoConnection prevents the connection of the switch if EEG is to be started. The status of the switch is tracked with the ports ConnectedSW and DisconnectedSW, which allow to know whether its connection and disconnection have succeeded.

The I&C division also has a port Input to receive the electrical flow, a port Failure to track its failure status, and a port UpdateEGs which receives the EGs failure status. If at least three EGs are in failure and the I&C division is power supplied, it sets the variable no_connection to true, to disable connection orders of SW. Then, it orders the disconnection of SW through the port DisconnectSW and goes to place WAIT. If the disconnection is successful thanks to the SW, the I&C division goes from place WAIT to place READY. From this place, it sends a starting order to the EEG through the port Send.

c) The Failure behavior The I&C division may fail to send the start signal from the place READY, with a probability of failure psend. The function isFailure draws a realization x of X ~ U ([0, 1]). If this realization x is lower or equal than psend, then the variable failure is set to true. Then the I&C division is considered to be in failure on demand, and it gets stuck on place KO. Otherwise, its variable failure is set to false: there is no failure and the signal can be sent through the port Send.

D. Modeling components interactions

This subsection presents different types of connections in the system, by describing some of the I&C division interactions with other components.

1) Electrical flow propagation

The connections shown in Fig. 6 manage the flow transmission towards the I&C division. For instance, IC1 can be supplied by EG1, EG2 through SW2, or B1. If one of those propagates a true outflow fout, then the inflow fin of IC1 is set to true. If all its power sources propagate a false outflow fout, then the inflow fin of IC1 is set to false. All of this is encoded into the connector.

2) Management of the power supply choice

Connectors are used to model power supply priorities of the I&C divisions and the air conditioners. These connectors handle the order in which power sources will be actuated. For instance, the available power sources for IC1 are EG1, EG2 and B1. In order to enable the power supply from EG2, the connector ConnectSW2 connects the port Connect of SW2 and the ports Failure of EG1 and EG2. When the condition EG1.failure ˄ ¬EG2.failure is satisfied, then the interaction involving the three ports is executed, thus SW2 is asked to close.

3) Reception of EGs failure status

The ports Failure of each EG are synchronized with the ports UpdateEGs of IC1 and IC4 through a connector FailureEGs (Fig. 7). As soon as an EG status changes, each counter k of IC1 and IC4 is updated to match the number of EGs in failure. We assume that even when an I&C division has not been started, is not supplied or is in failure, it receives the failure status from other components.

4) Management of SW1

Thanks to the port NoConnection of IC1, SW1 does not receive any connection order through the connector ConnectSW1 (Fig. 7) if the start signal has already been (or is about to be) sent from IC1 to EEG1. SW1 may be asked for disconnection through the connector DisconnectSW1, to allow IC1 to send the start signal. SW1 informs the I&C division IC1 of its connection (resp. disconnection) success through the connector IC1Connecting (resp. IC1Disconnecting).

5) Start of EEG1

When all conditions are met, the I&C division IC1 can finally send the start signal via the connector IC1StartEEG1 (Fig. 7).

IV. COMMON CAUSE FAILURE MODELING

In the system, electrical generators EGs and EEGs may be affected by common cause failure on demand (CCFD) to start and by common cause functioning failure (CCFF). Hence, four groups of components are used to model common cause failures: the four EGs associated to the failure to start, the four EGs associated to the failure to run, the two EEGs associated to the failure to start and the two EEGs associated to the failure to run. Thus four CCF automatons will be used: one automaton per group of components associated to a failure mode.

The CCFD and the CCFF automata will only be presented for EGs. Since all of them are started together, only one CCFD may happen, but several CCFFs may affect them successively. For instance, two EGs may fail due to a CCFF, and the other two may also be affected by a CCFF later. 

A. Common Cause Failure on Demand automaton for EGs

The modeling of the Common Cause Failure on Demand (CCFD) automaton for the four EGs is presented in Fig. 8.

1) Interface

The CCFD automaton has a port Start, to detect when and how many EGs have received the start order. It also has a port TriggerFailure, to trigger the failure on demand to the affected EGs.

2) Behavior

When k EGs receive the order Start, the function whichFailureOnDemand is called, with the four probabilities or order-i CCFD as arguments. This function returns the failure order which is possible. To this end, it draws a realization x of a random variable X with a uniform distribution on [0, 1]. It checks if an order-i failure is possible, for all i ϵ [1, k] (where k is the number of EGs that received the demand to start, four in this case), that is if:

x ϵ [ ∑ 1 ≤ m ≤ i -1 pm, ∑ 1 ≤ m ≤ i pm ] ( 1 
)
where pm is the probability of order-m failure.

If the function returns an order between 1 and k, then the chosen failure is spread through the transition TriggerFailure. Otherwise, then the automaton goes directly to place TRIGGER through an internal transition and the four EGs start normally.

B. Common Cause Functioning Failure automaton for EGs

The modeling of the Common Cause Functioning Failure (CCFF) automaton for the four EGs is presented in Fig. 9.

1) Interface

The CCFF automaton has a port Starting, to detect when and how many EGs have effectively started. It also has a port TriggerFailure, to trigger the functioning failure to the affected EGs 

2) Behavior

Failure times are drawn according to exponential distributions with the four order-i failure rates.

After the EGs effectively started through the port Starting, the automaton continuously checks whether a failure may happen.

A failure of order i is possible if the clock x has reached the failure time ti. The automaton chooses a possible order of failure by taking one of the transitions Order1, Order2, Order3, or Order4. The chosen failure is then spread through the transition TriggerFailure. After a triggered failure, the automaton goes back to the place DECIDE through an internal transition.

C. CCF connections

The connections between the four EGs and their CCF automatons are represented in Fig. 10.

1) Starting of EGs

The CCFD (resp. CCFF) automaton receives the number of EGs that are in a state where they can fail on demand (resp. to run) through the port Start (resp. Starting).

2) Failure occurrence

Each CCF automaton checks whether there is indeed a failure or not. The CCFD tests this only once, while the CCFF tests this continuously, until the end of the simulation.

3) Failure trigger

The CCF are triggered with a hierarchical connector (see Fig. 11) made up from two connector types: DecideFailure and ApplyFailure.

Each connector DecideFailure has a variable order that represents the number of components for which a failure has to be triggered. Each connector looks if the current component is a potential candidate to be affected by the failure, i.e. if its port TriggeredFailure is enabled. The nesting of several connectors DecideFailure (Fig 11 .) enables to determine all combinations of order components that may be affected by the failure. Next, the connector ApplyFailure verifies whether some combinations have been found. If this is the case, then one combination among those feasible is randomly chosen. Finally, the corresponding failure is spread with a broadcast through the hierarchical connector. This modeling preserves the random behavior of the common cause failures occurrence. In addition, for a group of N components, instead of describing each of the 2 N combinations, one has to describe only N + 1 transitions (Order1 to OrderN and TriggerFailure) and to instantiate N + 1 connectors. Moreover, the removal or the addition of one component to the group is easily implemented by removing or adding one transition and one connector, following the same structure.

V. RISK ASSESSMENT

This section first presents statistical model-checking, and in particular the BIP Statistical Model-Checking (BIP-SMC) tool. Then, it shows how the studied scenarios can be expressed in order to use BIP-SMC for the system. Finally, it gives quantitative and qualitative results coming from the statistical model-checking executions of the system model.

A. Statistical model-checking

This subsection presents the languages used to specify properties on studied systems, the statistical model-checking technique, and the BIP-SMC tool.

1) Property specification languages

Two property specification languages will be presented: Linear Temporal Logic (LTL) and Metric Temporal Logic (MTL).

a) Linear Temporal Logic

Linear Temporal Logic (LTL) is a modal logic that associates a value true or false to an LTL formula. This kind of formula is made up of propositional variables (i.e. Boolean variables), logical operators (as the negation operator ¬, the conjunction operator ˄, etc.) and temporal modal operators. The temporal operators that we will use are Globally (G), eventually or in the Future (F), Next (N), Until (U) and Release (R). For instance, F(φ) is true when φ becomes true at least at one ulterior step. Among other properties, LTL enables to express liveness properties ("something good happens") and safety properties ("nothing bad happens").

Temporal modal operators can also be used in their bounded version, namely Gn, Fn, N, Un, Rn, where n is the number of execution steps. It represents the trace length one wants to simulate. For instance, F{1000}(EEG1.fout == 1) is the liveness property that for a trace of 1000 steps, the outflow fout of EEG1 will eventually be true.

b) Metric Temporal Logic Metric Temporal Logic (MTL) is an extension of Linear

Temporal Logic with timing constraints. Indeed, while LTL formulas are expressed in term of execution steps, MTL formulas are expressed in term of time intervals. For instance, F[0, 24] (EEG1.fout == 1) is the expression that in the first 24 time units, the outflow fout of EEG1 will eventually be true.

2) Statistical model-checking technique

The statistical model-checking (SMC) technique aims at evaluating formal properties of a stochastic model.

a) Principle

An SMC tool takes as input a stochastic system, a formal property and some SMC parameters, like the required precision. It renders as output the probability of the given property. It is usually made of a simulator, a monitor and an SMC algorithm [START_REF] Agha | A survey of statistical model checking[END_REF], as shown in Fig. 12. The simulator generates execution traces from the stochastic system, upon request of the SMC algorithm. Each trace generated by the simulator is then processed by the monitor. It checks whether the finite execution trace satisfies the given property. This local verdict is collected by the SMC algorithm. It computes a stop criterion with the given SMC parameters and possibly the collection of local verdicts, depending on the algorithm. If the stop criterion is reached, then the algorithm terminates and renders the global verdict. Otherwise, it triggers the simulator again, and so on.

The SMC technique does not require any abstraction nor restriction on model structures or on probability distributions. The model simply needs to be simulated by a discrete-event simulation engine.

b) Quantitative request

An SMC tool can answer quantitative requests of the type: "What is the probability for the property φ to be verified?" By denoting p the probability to be estimated, an SMC tool determines an estimation p' with a given precision δ and a given risk level α, such that P( | p' -p | ≤ δ) ≥ 1 -α. An SMC tool can also answer qualitative requests of the type: "Is the probability for φ to be satisfied greater or equal than a given threshold θ?" To answer this question, a hypothesis test is carried out with a given precision δ. The null hypothesis (H0): p ≥ θ + δ is tested against the alternative hypothesis (H1): p ≤ θδ.

We recall that a hypothesis test is characterized by its type I error α and its type II error β, whose relation to (H0) and (H1) can be found in the Table I.

TABLE I. ERROR TYPES: PROBABILITY TO DECIDE ON A VERDICT WITH RESPECT TO THE TRUTH OF (H0) AND (H1)

Verdict Reality

Accepting (H0) Rejecting (H1)

Rejecting (H0) Accepting (H1)

(H0) is true, (H1) is false > 1 -α ≤ α (H0) is false, (H1) is true ≤ β > 1 -β
Note that when there is not enough data to conclude, there cannot be any verdict on (H0) and (H1). It corresponds to the case where p ϵ ] θ -δ, θ + δ [, the indifference region.

3) BIP Statistical Model-Checking

BIP Statistical Model-Checking (BIP-SMC) [START_REF] Nouri | Statistical model checking QoS properties of systems with SBIP[END_REF] is a statistical model-checking tool which allows to validate BIP models by evaluating probabilities of feared events with high confidence. It estimates probabilities of bounded LTL properties or time-bounded MTL properties, by sampling finite execution traces.

a) Algorithms used for SMC requests

To determine an estimation of a given property φ, BIP-SMC applies the PESTIM algorithm [START_REF] Hérault | Approximate probabilistic model checking[END_REF], [START_REF] Laplante | Probabilistic abstraction for model checking: An approach based on property testing[END_REF], which is based on the Chernoff-Hoeffding bound [START_REF] Hoeffding | Probability inequalities for sums of bounded random variables[END_REF]. This algorithm enables to know in advance the number of simulations required to estimate the probability of φ, given the precision δ and the risk level α.

To answer a qualitative request, BIP-SMC relies either on the Single Sampling Plan (SSP) algorithm [START_REF] Sen | Statistical model checking of black-box probabilistic systems[END_REF], [START_REF] Younes | Verification and planning for stochastic processes with asynchronous events[END_REF], or on the Sequential Probability Ratio Test (SPRT) algorithm [START_REF] Younes | Verification and planning for stochastic processes with asynchronous events[END_REF], [START_REF] Wald | Sequential tests of statistical hypotheses[END_REF]. With the SSP algorithm, the first step consists in calculating the number of simulations needed to reach a verdict that would be significant. Then, the computed number of simulation traces are sampled and a decision is made based on the whole set of traces. On the contrary, with the SPRT algorithm, the number of simulation traces is not set in advance. Simulation traces are sampled one by one until a verdict (accepting (H0) or not) can be reached. This criterion is based on inequalities between the likelihood ratio statistic and values depending on the SMC parameters α and β. This enables to use a minimum number of simulation traces. The number of simulations needed for SPRT is usually smaller than the one needed for SSP, unless θ is equal to 0 or 1, in which case SSP is optimal. b) Differences from the Monte-Carlo simulation Three SMC algorithms were presented: PESTIM with the Chernoff-Hoeffding bound, SSP, and SPRT. Another SMC algorithm could be the classical Monte-Carlo simulation, with a user-specified number of simulations to generate [START_REF] Agha | A survey of statistical model checking[END_REF].

We will now point out some differences.

Unlike the classical Monte-Carlo simulation, the three algorithms presented automatically choose an optimal number of simulations, depending on the given SMC parameters. Actually, with user-specified number of simulations, there may be too few simulation traces, so that the results would not be significant. There may also be too many simulations sampled, so that the results would cost unnecessary time and data. Here, user-given SMC parameters, such as the risk level or the precision, naturally define a confidence interval.

Note also that SMC techniques enable to check path formula on execution traces, while pure Monte-Carlo simulation usually computes numerical values.

B. Feared scenarios expression

Applying the MTL syntax, the scenarios are expressed into formal properties. The scenarios are studied for a given mission time, denoted by mission.

The IC component keeps track of the number of EGs in failure with a counter k. It enables to express the loss of all EGs as:

F[mission] (IC1.k == 4) (2) 
The EEGs triggering condition is the loss of at least 3 EGs, which can be expressed as:

F[mission] (IC1.k ≥ 3) (3) 
When at least 3 EGs are lost, the failure to start both EEGs may occur if a start signal is not sent by some IC or if some EEG fail to start. This can be expressed as:

F[mission] (IC1.k ≥ 3 ˄ (4) (G[mission] (¬IC1.sent ˅ EEG1.failure_to_start)) ˄ (G[mission] (¬IC4.sent ˅ EEG4.failure_to_start)))
The total loss of electrical power is equivalent to the loss of at least 3 EGs and the non-sending of signal from ICs or the loss of EEGs: 

F[mission] (IC1.k ≥ 3 ˄ (5) 

C. Analysis results

Table II gives a recap of all the components failure modes and reliability data used for the study. The mission time is seven days. We recall the studied scenarios:

 Scenario 1: The loss of all four EGs;  Scenario 2: The need for EEGs to be started;  Scenario 3: The failure to start the EEGs;  Scenario 4: The total loss of electrical power. These results show that although the probability for the EEGs triggering condition to be satisfied is high (Scenario 2), at least one EEG succeeds to start (Scenario 3). Nevertheless, the probability to lose all power sources (Scenario 4) is quite high. This is due to the fact that even if one EEG successfully started, it may also fail to run later, during its operating time.

Two examples of traces obtained with BIP-SMC are provided in Table IV andTable V. These traces present the main events happening during the mission time. The first trace (Table IV) matches Scenario 1 and Scenario 2. The EEGs triggering condition is satisfied at time t4, when three EGs are in failure. The battery B4 is started, so both ICs are power supplied and begin the process of starting EEGs. IC1 asks for the disconnection of SW1, but SW1 fails to disconnect. It is stuck in closed position, so EEG1 will never be started. Still, IC4 sends the start signal to EEG4, which starts correctly.

The main point in this trace is the failure to disconnect SW1. Any progress for IC1 is blocked and it cannot send the start signal to EEG1. Ultimately, one EEG is started, which is an acceptable consequence, even if not the best. The second trace (Table V) matches Scenario 1 to Scenario 4. The EEGs triggering condition is satisfied at time t5. At this time, IC4 has already lost all its power sources (EG4, EG3, and B4), therefore it will never start EEG4. Meanwhile, IC1 is still power supplied by EG1, so it sends the start signal to EEG1. But EEG1 fails to start: none of the EEGs are operating. Finally, at time t6, EG1 fails and B1 is started. And 2 hours later, B1 ends.

In this trace, the key issue is that IC4 loses its power supplies before the EEGs triggering condition is satisfied. So it is clear straightaway that EEG4 will never start. Then, at time t5, when EEG1 is asked to start, it fails on demand. In the end, at time t7, there is no functioning power source left.

In conclusion, we could make two recommendations from these results.

The first one is that batteries could be started only when the EEGs triggering condition is satisfied. In this way, we could avoid to waste the 2-hour power supply of a battery (as in Table V), which is the last supply of ICs before the sending of the start signal.

The second one is that each IC could send the start signal to both EEGs. In this way, even if one IC cannot send the signal, whether because of lack of power supply or failure of involved components, the other one could still activate both EEGs.

VI. CONCLUSION

The Stochastic Real-Time BIP framework provides a modeling language with the formal semantic of GSMP, and a statistical model-checking tool BIP-SMC. We have presented how we modeled a use case of data center, and how we performed reliability assessment using BIP-SMC.

There are two main promising elements. First, the CCF modeling appears to provide a convenient, compact and modular representation. Secondly, BIP-SMC enables to validate the model, by quantifying formal temporal properties on execution traces. The traces satisfying the properties showed meaningful information about the reasons why we observed a feared event. It enabled to extract recommendations for the system robustness.

We are currently working on extending the methodology, in order to use model-checking methods in addition to the statistical model-checking method. We want to extract exhaustively the sequences leading to the feared event, and to cluster these sequences into scenario. The latter will improve the qualitative knowledge on how a feared event can be reached. Their quantification with BIP-SMC will enable to highlight the most important patterns. We are also planning to work on fault detection, isolation and recovery techniques.
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 1 Fig. 1. Formal methodology to model and analyze stochastic real-time systems, and in particular electrical systems, based on the Stochastic Real-Time BIP framework
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 2 Fig. 2. Use case: cascade loss of electrical power sources in a data center Finally, it is power supplied by the emergency electrical generator EEG1. (Same behavior for AC3.)

Fig. 3 .

 3 Fig. 3. Generic structure of an electrical atomic component 1) The Interface allows different types of interactions between components through ports. In order to propagate electrical flows, port types Input and Output are used, respectively associated with Boolean data fin for the reception and fout for the transmission. Port type Signal allows the transmission or reception of control commands. Port type Data allows data exchange between components. Port type Trigger enables to trigger the occurrence of a failure in the component. Finally, port type Failure exposes the failure status of a component via the exported Boolean variable failure.
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 4 Fig. 4. Knowledge base: Electrical Generator (EG) component c) The Failure behaviorThe electrical generator may fail when it is asked to start (place START) or when it is running (place ON). When a failure happens, the EG goes to place KO. The outflow fout is then set to false and variable failure is set to true.
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 5 Fig. 5. Knowledge base: I&C division component
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 6 Fig. 6. Knowledge base: Connections of I&C division for electrical flow propagation
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 7 Fig. 7. Knowledge base: Connections of I&C division for behavior
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 8 Fig. 8. Knowledge base: CCFD automaton for the group of four EGs
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 9 Fig. 9. Knowledge base: CCFF automaton for the group of four EGs.

Fig. 10 .

 10 Fig. 10. Knowledge base: Interactions between the two CCF automata and the four EGs

Fig. 11 .

 11 Fig. 11. Knowledge base: Hierarchical connectors between a CCF automaton and the four EGs

Fig. 12 .

 12 Fig. 12. Structure of an SMC tool c) Qualitative requestAn SMC tool can also answer qualitative requests of the type: "Is the probability for φ to be satisfied greater or equal than a given threshold θ?" To answer this question, a hypothesis test is carried out with a given precision δ. The null hypothesis (H0): p ≥ θ + δ is tested against the alternative hypothesis (H1): p ≤ θδ.

(

  G[mission] (¬IC1.sent ˅ EEG1.failure)) ˄ (G[mission] (¬IC4.sent ˅ EEG4.failure)))

TABLE II

 II 

			.	COMPONENTS FAILURE MODES AND RELIABILITY DATA
	Parameter	Value	Description
					Power supply
	p start	1/4	9.10 -2	Probability of independent failure to start
	p start	2/4	3.10 -3	Probability of CCF to start of order 2
	p start	3/4	3.10 -4	Probability of CCF to start of order 3
	p start	4/4	10 -4	Probability of CCF to start of order 4
	λ run	1/4	9.10 -3	Rate of independent failure to run
	λ run	2/4	3.10 -4	Rate of CCF to run of order 2
	λ run	3/4	3.10 -5	Rate of CCF to run of order 3
	λ run	4/4	10 -5	Rate of CCF to run of order 4
					External power supply
	p start	1/2	2.10 -3	Probability of independent failure to start
	p start	2/2	2.10 -3	Probability of CCF to start of order 2
	λ run	1/2	4.10 -4	Rate of independent failure to run
	λ run	2/2	4.10 -4	Rate of CCF to run of order 2
					Battery
	p start	10 -2	Probability of failure to start
	λ run	10 -4	Rate of short failure to run
					Human operator
	p open	10 -2	Probability of failure to open
	p close	10 -2	Probability of failure to close
					I&C System
	p send	10 -4	Probability of failure to send the signal
	The quantitative results obtained through estimation
	queries are provided in the Table III below.

TABLE III . QUANTITATIVE RESULTS Scenario Probability estimation Used traces Precision δ Risk level α

 III 

	1	8.90 . 10 -1	73778	5.10 -3	5%
	2	9.59 . 10 -1	73778	5.10 -3	5%
	3	9.9 . 10 -4	73778	5.10 -3	5%
	4	2.7 . 10 -2	73778	5.10 -3	5%

TABLE IV .

 IV TRACE 1 

	Time	Event
	t1 = 0	EG1 to EG4 start
	t2 = 15h 45min	EG2 fails SW1 connects
	t3 = 20h 37min	EG4 fails SW3 connects
		EG3 fails
		B4 starts
	t4 = 3d 18h 28min	IC1 asks SW1 to disconnect SW1 fails to disconnect
		IC4 asks EEG4 to start
		EEG4 starts
	t5 = 3d 20h 28min	B4 ends
	t6 = 3d 21h 5min	EG1 fails B1 starts
	t7 = 3d 23h 5min	B1 ends

TABLE V .

 V TRACE 2 

	Time	Event
	t1 = 0	EG1 to EG4 start
	t2 = 9h 15min	EG4 fails SW3 connects
	t3 = 1d 15h 6min	EG3 fails B4 connects
	t4 = 1d 17h 6min	B4 ends
		EG2 fails
	t5 = 2d 7h 56min	IC1 asks EEG1 to start
		EEG1 fails to start
	t6 = 2d 15h 30min	EG1 fails B1 starts
	t7 = 2d 17h 30min	B1 ends

ACKNOWLEDGMENT

This research work has been carried out under the leadership of EDF R&D from the risk assessment group and VERIMAG. Special thanks to Jacques Combaz and Ayoub Nouri for their help with the use of the BIP Framework.