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L'application de profils de vie réalistes est crucial dans FIDES. Pour les construire, nous présentons une méthodologie utilisant des données de terrain enregistrées dans les logfiles d'imprimantes. Les résultats sont comparés avec le cas où ces profils de vie sont construits par expertise.

I. INTRODUCTION

In today's competitive electronic products market, Model Based Reliability Prediction (MBRP) is one of the key factors to save money, as well as to shorten the Time-To-Market (TTM). In fact, it allows to reduce tests intended to forecast whether reliability goals, such as MTBF (Mean Time Between Failure), can be reached. It also allows reliability engineers to identify the main contributors to the unreliability in terms of stresses and weak components.

Several reliability prediction standards allow to predict the reliability of an electronic system, subsystem or component. The input data varies from one standard to another, but includes generally data such as device ratings, temperatures, thermal cycling amplitudes, number of cycles, vibration, operating parameters, and environmental conditions. The result of a reliability prediction analysis is a failure rate or a Mean Time Between Failures (MTBF).

The historical roots of these standards are in the military and defense sector. The MIL HDBK 217F [START_REF] Hamouda | Military handbook: reliability prediction of electronic equipment[END_REF], established by the US Department of Defense in the 1950s. however, it is no longer updated. Other standards have been adapted and broadened for use in a wide range of industries. For example, Bellcore-Telecordia and Siemens updated the same data for the components and products used within their own specific industries. The French Ministry of Defense encouraged a consortium of French companies in January 2004 to develop a more precise reliability handbook: the FIDES methodology [START_REF]Reliability Methodology for Electronic Systems[END_REF]. FIDES is based on physics of failures built from the analysis of test data, field data and existing models. It is thus distinguished from former methods developed mainly from statistical interpretation of field data. FIDES is updated periodically in order to cover technological evolutions to extend its scope and to include any improvements. The predictive models developed for the various families of components follow the state of the art as technologies evolve. For these reasons, we decided to apply the FIDES methodology in our work. Many commercial tools have implanted the FIDES standard. We are using the λ-Predict tool from Reliasoft ® .

Life profiles are one of the key inputs in FIDES. They consist of describing the operating phases, their duration, as well as the related stress conditions (temperature, thermal cycles, humidity, …). According to the FIDES guide [START_REF]Reliability Methodology for Electronic Systems[END_REF], models have been designed to be sensitive to physical contributing factors. It emphasizes that choosing unrealistically severe life profiles, will weaken the prediction relevance of the methodology. An assessment of this sensitivity was performed in [START_REF] Creuzot | Profil de vie fides: sensibilite aux variations des parametres, 21e[END_REF]. Therefore, using realistic life profiles is crucial to have a relevant estimation of Acceleration Factors (AF).

While the FIDES guide [START_REF]Reliability Methodology for Electronic Systems[END_REF] proposes guidelines to define life profiles, the probabilistic coverage of customers having different usage profiles is not addressed. Our contribution is then to build representative Life Profiles instead of a nominal Life Profile. To do, we defined and implemented a process to collect and to analyze field data.

In the next section, we will present the case study we used to implement our approach. In section 3, we will present a brief recall of FIDES standard and illustrate its sensitivity to the use conditions accuracy. Then, in section 4, we will present the process we defined and implemented to build Customer Usage Profiles. The last section will focus on the using of CUPs as life profiles in FIDES. 

II. CASE

A. Failure rate calculation in FIDES

The FIDES general model is used to calculate the failure rate of an electronic product before any redundancy or architectural consideration. As shown in Eq.1, the global failure rate of an electronic product is obtained by summating all failure rates for each of its constituent items.

𝜆 𝑝𝑟𝑜𝑑𝑢𝑐𝑡 = ∑ 𝜆 𝑖𝑡𝑒𝑚 𝑛 𝑖𝑡𝑒𝑚𝑠
Eq.1

According to the FIDES guide [START_REF]Reliability Methodology for Electronic Systems[END_REF], the failure rate of an item is calculated through the following equation:

𝜆 𝑖𝑡𝑒𝑚 = 𝜆 𝑃ℎ𝑦𝑠𝑖𝑐𝑎𝑙 . П 𝑃𝑀 . П 𝑃𝑟𝑜𝑐𝑒𝑠𝑠
Eq.2 where

• 𝜆 𝑃ℎ𝑦𝑠𝑖𝑐𝑎𝑙 represents the physical contribution.

• П 𝑃𝑀 (PM for Part Manufacturing) represents the quality and technical control over manufacturing of the item.

• П 𝑃𝑟𝑜𝑐𝑒𝑠𝑠 represents the quality and technical control over the development, manufacturing and usage process for the product containing the item.

We are focusing here only on the physical contributor, which is calculated according to Eq. 3.

𝜆 𝑃ℎ𝑦𝑠𝑖𝑐𝑎𝑙 = [∑ (𝜆 0 . П 𝑎𝑐𝑐𝑒𝑙𝑒𝑟𝑎𝑡𝑖𝑜𝑛 ) 𝑃ℎ𝑦𝑠𝑖𝑐𝑎𝑙 𝑠𝑡𝑟𝑒𝑠𝑠 ]. П 𝑖𝑛𝑑𝑢𝑐𝑒𝑑 Eq. 3
Where

• The П 𝑖𝑛𝑑𝑢𝑐𝑒𝑑 induced factor represents the contribution of induced factors, also called overstresses, inherent to an application field. It is related to the influence of the item placement in the equipment, the usage environment for application of the product containing the item and influence of the policy for taking account of overstresses in the product development (see [START_REF]Reliability Methodology for Electronic Systems[END_REF] for more details).

• The term between brackets represents the contribution of normal stresses.

• 𝜆 0 is the basic failure rate of the item related to reference use conditions (e.g. T°=25°C). Basic failures were defined using field feedbacks from manufacturers, as well as tests. A library of electronic components (resistance, capacitance, etc.) and their corresponding basic is provided by FIDES and implemented in tools like λ-Predict in Reliasoft®.

• П 𝑎𝑐𝑐𝑒𝑙𝑒𝑟𝑎𝑡𝑖𝑜𝑛 is an Acceleration Factor (AF) translating the sensitivity to use conditions. It is related to physical stresses normally applied to the product during its operational use, i.e. thermal, temperature cycling, electrical, mechanical and chemical stresses.

The acceleration models related to these stresses are presented in the next section.

B. Acceleration Factor calculation in FIDES

An AF is the ratio between the product life under reference conditions (e.g. temperature = 25°C) and its lifetime under customer use conditions (e.g. temperature = 40°C). TABLE I. gives the models already implemented in FIDES to calculate AF depending on the stress type. An overview of these acceleration models is given in [START_REF]Reliability Methodology for Electronic Systems[END_REF] and [START_REF]Electronic components -Reliability -Reference conditions for failure rates and stress influence models for conversion[END_REF]. For example, the AF related to temperature is calculated according to the Arrhenius model, as shown the following equation:

𝐴𝐹 = 𝑒 𝐸 𝑎 𝐾 𝐵 ( 1 𝑇 1 - 1 𝑇 2 )
Eq.4 Where:

• Ea is the apparent activation energy (eV).

• k is Boltzmann's constant (8.62 × 10 -5 eV/K).

• T1 is the reference temperature (generally 293 K).

• T2 is the application temperature (K).

The reference conditions (e.g. T1 in Eq. 4) are predefined in the prediction standards [START_REF]Reliability Methodology for Electronic Systems[END_REF] [START_REF]Electronic components -Reliability -Reference conditions for failure rates and stress influence models for conversion[END_REF]. The use conditions (e.g. T2 in Eq. 4) have to be defined in the Life Profile by the reliability engineer.

C. FIDES sensitivity to Life Profile accuracy

TABLE II. presents a comparison between the AF related to an application temperature T2 =50°C and the AF related to an application temperature T2 =40°C. It shows that underestimating the application temperature by 10°C (i.e. 40°C instead of 50°C), engenders and overestimation of the related AF by approximately 2. Thereby, the predicted failure rate will be overestimated by 2. An extensive study of FIDES sensitivity to Life Profile parameters is given in [START_REF] Creuzot | Profil de vie fides: sensibilite aux variations des parametres, 21e[END_REF]. An overestimation of the product life could have a dramatic impact on the field reliability and thereby on the customer satisfaction. On the other hand, an underestimation of the product life could engender over cost. Therefore, it is crucial to use accurate Life Profiles in FIDES.

D. Life Profiles building in FIDES

As said before, using realistic and accurate Life Profile is a key to success when applying FIDES. The FIDES guide [START_REF]Reliability Methodology for Electronic Systems[END_REF] proposes the following process to build a Life Profile. It consists of defining:

• The use context: determine the location of the component in the system, the geographic or climatic region and the type of use.

• The use phases: describe the different usage situations as completely as possible. A specific phase has to be determined every time that environmental conditions change significantly in terms of stresses encountered.

• The phases duration: durations are chosen to describe the product activity as realistically as possible. These durations are expressed in hours. The total life profile should be built up with a total duration of 1 year (i.e. 8760 hours).

• The applicability domain: an applicability domain is proposed for each physical contributing factor. The related physical contributing factors are: temperature, thermal cycling, humidity and vibration.

An example of FIDES life profile is given in TABLE III. below.

TABLE III. EXAMPLE OF A FIDES LIFE PROFILE

As it can be noticed in TABLE III., no statistical information is given or used about the life profile representativeness regarding the wide range of usages our customers could have. In fact, aAccording to the FIDES guide [START_REF]Reliability Methodology for Electronic Systems[END_REF], the life profile doesn't aim at describing a real usage case. It is intended to be as close as possible to reference conditions for each physical contributing factor. This type of Life Profile is not satisfactory in our domain because each of our customers uses the product in a certain way and not all customers could be represented by the same life profile. For example, while clients in India operate under 45°C, our customer in Russia operate under cold environmental conditions. Same goes for the industrial segment, clients who are in the pharmaceutical field and who operate under a strict temperature level could not be represented in the same profile as clients in the tubes & cables sector, which is exposed to harsh environment (dust, temperature).

In many cases, a worst-case Life Profile is considered to perform the prediction of a product's reliability, but, as shown in the previous section, this could be misleading because FIDES is very sensitive to stress levels. Therefore, using representative life profile is essential. This is the aim of this paper. In the next section, we will present the process we developed and implemented to build representative Customer Usage Profiles (CUPs).

IV. USING FIELD DATA TO BUILD REPRESENTATIVE CUSTOMER USAGE PROFILES

In this paper, we use the concept of "Customer Usage Profile" to mean "Life Profile", "Mission profile", "Usage Profiles" or "Use Conditions", which are commonly used in literature.

A. State of the art

Customer Usage Profiles are defined as a distribution of relevant environmental and functional loads to which a system, module or component will be exposed during its full life cycle [START_REF] Elsayed | Overview of reliability testing[END_REF][6] [START_REF] Jerke | Mission profile aware IC design -A case study[END_REF][8]:

• The environmental factors arise from the ambient environment of the system/component. They include mechanical loads, temperature, humidity, water, chemical factors, dust and radiation.

• The functional loads represent the operation and userelated stresses. They include electrical loads (voltage, current, sparks, …) and mechanical loads (number of cycles/hours/miles, vibrations, forces, pressure, …).

These stress factors are then analyzed regarding several criteria such as the geographical location, the season and the sector of activity.

While the previous two definitions mentioned only the environmental and functional loads, authors in [START_REF] Geiger | Data-Driven Design for Reliability[END_REF] described the CUP as a representation of the usage, use mode, and stress conditions that happen in the real world. In this case, usage is the use-rate of a product. The use mode is the use conditions under which a customer operates. The stress is the environmental/operational load the product is used in. 
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In [START_REF] Anthony | Fiabilite expérimental : dimensionnement optimale d'essais sous contraintes[END_REF], two notions are defined to describe a CUP:

• The damaging factors, which include the environmental and functional stresses described above.

• The "Synthesis Damaging Factors", which include time, miles or number of cycles spent at a given level of stress.

A CUP is then defined as the time/miles/cycles spent at a given damaging factor (stress) level. In this paper, we consider this definition, which is commonly used in automotive domain.

Real field data is the key input to build CUPs. In fact, according to [START_REF] Geiger | Data-Driven Design for Reliability[END_REF] the only way to have a trustworthy CUP is to gather data that correctly reflects what customers do with the product, as well as the loads, which can be seen due to the usage. Authors specify several data sources that help to derive the customer usage profiles: return of experience from field and test, transient measurement data from sensors containing information about the stress in the field, data from surveys and user studies, data from literature reviews and common knowledge and finally benchmarking of specs and requirements.

In [START_REF]ZVEI Handbook for Robustness Validation of Semiconductor Devices in Automotive Applications[END_REF], the author notes that CUP building requires the preexistence of tools and processes which are missing. Most industries in the world aren't aware of its importance nor its role in reliability engineering and robustness validation. Therefore, CUP building is usually a manual task handled by the design and reliability teams.

In the Software domain and especially in the Web domain, several tools already exist. In [START_REF] Curro | Building Usage Profiles Using Deep Neural Nets[END_REF], machine learning is applied to recognize user actions and thereby to build CUP. These CUPs are then used to develop test scenarios for SW validation. In [START_REF] Neelima | An Overview on Web Usage Mining[END_REF], a review of Web Usage Mining (WUM) techniques is given. These techniques allow to extract useful web usage patterns.

However, when it comes to mechanics and electronics, data collection and analysis are time consuming and costly, usually relying on surveys and user studies. More and more industries are implementing IoT (Internet of Things) to collect data and using Machine Learning to analyze it.

B. Our methodology to build accurate CUPs

The process we are proposing to build representative CUPs is based on field data collection and analysis. it consists of two main steps: field data collection and field data processing to build CUPs.

1) Field data collection

In our case study, logfiles (.txt files) are recorded and saved automatically in our hundreds of thousands of printers used by our customers in the field. Several stress and functional parameters are recorded in time series format (running hours, ink temperature, print head temperature, ink pressure, etc.).

Today, unfortunately, we don't have systematic or remote collection of these logfiles. So, we launched a campaign to collect them. We asked our technicians (many hundreds around the world) to download the logfiles when they 1 For confidential reason, the figures were changed intervene in the field to perform a curative or preventive maintenance.

More than ten thousand logfiles were collected during the last 10 months. Python was used to extract and clean this data. As it could be noted in Fig. 1, we need more logfiles to have better coverage of geographical locations, as well as industrial sectors. That's why the data collection campaign is still ongoing. In the next sections, we will assume that this sample is representative. 

2) CUPs building

The first step consists of identifying the main damaging factors, as well as the synthesis of damaging factors for the PCB. To that end, we performed a FMEA analysis. In this paper, we will focus only on the temperature stress as damaging factor. We also consider the time spent at each temperature level as the synthesis factor (see definition in section IV).

The second step consists of extracting and cleaning the data related to the stress selected, i.e. the temperature. The temperature recording during 10 days for a given customer is presented in Fig. 2. The third step consists of building, for each customer, the distribution of time spent at each temperature over one year (or a given period, depending on the scope of the study). We call that distribution "individual CUP", since it is specific to a given customer. The individual CUP presented in Fig. 3 is none other than the histogram obtained from Fig. 2, extrapolated to one year of operation in the field.

According to Fig. 3, customer 1 spends approximatively 87% of his operating time under 30°C 1 (cumulative percentage). A "global CUP" is then obtained by calculating the average time spent at each temperature level, while considering all the individual CUPs.

For example, the "global CUP" presented in Fig. 4 shows that our customers spend approximatively 71% of total operating time under 30°C (cumulative percentage) 2 . The whole process of CUP building is described in Fig. 5 below. In the first step, we used the λ-Predict module in Reliasoft ® to build a FIDES model including all the PCB components and their related characteristics.

In the second step, we asked our technical service department to define the Life Profile for FIDES. The results are presented in TABLE IV. below. This Life Profile describes the temperature, the related operating times, the number of thermal cycles, their amplitudes, the vibration stress levels and the chemical stress. This Life Profile was based only on experience, i.e. no factual data was used to build it. 2 For confidential reason, the figures were changed In the third step, we used the CUP we built in the previous section (see Fig. 4) as a "Life Profile" in the FIDES model. TABLE V. presents the results of the MTBF estimated by FIDES for both Life Profiles (i.e. the one based on experience and the one based on field data). The Life Profile defined by experts seems too severe, a sort of worst case, compared to the one built from field data. In fact, the MTBF related to the expert Life Profile is approximately two times lower than the MTBF related to the field Life Profile. The MTBF target established by our quality department is 300.000 hours. If only expert Life Profiles have been considered, designers would have taken the decision to modify the design. This would have had an impact on the development cost and time. The results obtained based on filed CUP gave us more confidence and thereby allowed to avoid the modification of the design.

VI. CONCLUSION AND FUTURE WORK

We used FIDES to compare the MTBF estimated for the same PCB using two Life Profiles: the first one was defined by experience and the second was built based on field data (printers logfiles). The difference was significant. The MTBF based on expert Life Profile underestimates the expected life. Using a Life Profiles based on real field data allowed us to be more confident with the current PCB design and to avoid its modification and the related extra development cost and time.

However, additional work is required to confirm these results. We have four main actions as perspectives. The first one is already underway. It consists of performing an Accelerated Life Test (ALT). 30 units were put in a climatic chamber under 80°C and 65 HR%. The aim is to estimate the MTBF by testing and to compare it to the MTBF predicted by FIDES.

The second action will consist of considering an old PCB, already used in the field, since 2015. We will use FIDES to perform two reliability predictions of this PCB: the first one will consider the expert Life Profile. The second prediction 
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will consider our field Customer Usage Profile. Then, we will compare the MTBF predicted via FIDES with the MTBF calculated from the returns. This is possible because all our printers' failures occurring in the field are reported in our SAP system (Systems, Applications and Products for data processing).

The third action will consist of making the same comparison but for the new PCB, when the field data will be available.

The last action is intended to collect more field data about the use conditions of our printers in order to build more accurate CUPs. With an increasing implementation of IOT (Internet Of Things) and increasing connection of our printers to the Cloud, this target will be achieved in the mid-term.
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Fig. 1 .

 1 Sectors coverage (a) and regions coverage (b) by the logfiles collected a. For confidential reason, the names of regions and sectors were hidden

Fig. 2 .

 2 Fig. 2. Temperature recording for one customer (X-axi=time, Y-axi=Temperature)

Fig. 3 .

 3 Fig. 3. A specific Temperature CUP: time spent by a customer at several ranges of temperature over one year. b. For confidential reason, the figures were changed

Fig. 4 .

 4 Fig. 4. A global Temperature CUP: time spent by all customers at several ranges of temperature over one year c. For confidential reason, the figures were changed

Fig. 5 .

 5 Fig. 5. Process to build a global Temperature CUP using field data V. USING CUP IN FIDES TO ESTIMATE THE PCB RELIABILITY

TABLE I .

 I EXAMPLES OF MODELS TO CALCULATE AF

	Stress type	Model to calculate AF
	Thermal	Arrhenius
	Thermal Cycling	Norris-Landzberg
	Mechanical	Basquin
	Humidity	Peck
	Thermal Electrical Eyring

TABLE II

 II 

	.	ARREHINUS MODEL SENSITIVITY TO USAGE TEMPERATURE
		Arrhenius		
		model's	Case 1 Case 2	Unit
		parameters		
		Ea:	0.45		eV
		k:	0,00008617	eV/Kelvin
		T1:	20		°C
		T2:	40	55	°C
		AF	3.1	6.7

TABLE IV .

 IV LIFE PROFILE DEFINED BASED ONLY ON EXPERIENCE (NO

FACTUAL DATA FROM THE FIELD)

TABLE V .

 V MTBF ESTIMATON: EXPERT LIEFE PROFILE VERSUS FIELD LIFE PROFILE

MTBF estimation with "expert" Life

Profiles MTBF estimation with FCUPs 150.000 hours 430.000 hours