Hang Chen 
email: hitchenhang@foxmail.com
  
Zhengjun Liu 
  
Camel Tanougast 
  
Feifei Liu 
  
Walter Blondel 
  
Optical cryptosystem scheme for hyperspectral image based on random spiral transform in gyrator domains

Keywords: Gyrator transform, cryptography, Spiral phase transform, Hyperspectral image

A novel chaotic cryptosystem for hyperspectral image, in this paper, is proposed by using a 4D hyperchaotic system in gyrator transform domains. In encryption process, a random spiral phase function (RSPF) is designed to generate variable spiral phase mask, which can be used for phase encoding with the hyperspectral image. Subsequently, the 4D hyperchaotic system is utilized to generate the chaotic sequences and these chaotic data is employed in designing RSPF, scrambling the hyperspectral image and synthesizing complex ciphertext, respectively. Finally, an improved spiral phase transform (SPT) in gyrator domains is implemented to obtain the ciphertext. To enhance the security of the encryption scheme, the ciphertext is reorganized according to the hyperchaotic attractor. Theoretical simulation analysis is given to demonstrate the validity and robustness of the proposed cryptosystem.

Introduction

In the past decades, the information security technology has attracted more and more attention both in civil and military fields. As the most famous and traditional encryption schemes, the advance encryption standard (AES) and Data encryption standard (DES) are widely used in secret data storage and transmission. However, these traditional encryption algorithm were reported may be vulnerable when resisting some differential cryptanalysis using parallel process and exhaustive attack due to the short key length [START_REF] Coppersmith | The Data Encryption Standard (DES) and its strength against attacks[END_REF][START_REF] Akhtar | Enhancing the Security of Simplified DES Algorithm Using Transposition and Shift Rows[END_REF][START_REF] Shan | Machine learning based side-channel-attack countermeasure with hamming-distance redistribution and its application on advanced encryption standard[END_REF][START_REF] Blondeau | Differential-linear cryptanalysis revisited[END_REF]. Also, the key of AES can be retrieved by some side channel attack in hardware. The highly unpredictable and extremely sensitive to initial conditions feature of the chaotic system are suitable in designing the encryption scheme. Various cryptosystem based on chaotic and hyperchaotic systems have been proposed [START_REF] Som | Confusion and diffusion of color images with multiple chaotic maps and chaos-based pseudorandom binary number generator[END_REF][START_REF] Wang | A chaotic image encryption algorithm based on perceptron model[END_REF][START_REF] Ye | An efficient chaotic image encryption algorithm based on a generalized Arnold map[END_REF][START_REF] Ye | Chaotic image encryption algorithm using wave-line permutation and block diffusion[END_REF][START_REF] Sahari | A pseudo-random numbers generator based on a novel 3D chaotic map with an application to color image encryption[END_REF][START_REF] Luo | A parallel image encryption algorithm based on the piecewise linear chaotic map and hyper-chaotic map[END_REF][START_REF] Zhu | A novel image encryption scheme based on improved hyperchaotic sequences[END_REF][START_REF] Özkaynak | Cryptanalysis of a novel image encryption scheme based on improved hyperchaotic sequences[END_REF][START_REF] Zhao | A novel image encryption scheme based on an improper fractional-order chaotic system[END_REF][START_REF] Norouzi | Breaking a novel image encryption scheme based on an improper fractional order chaotic system[END_REF][START_REF] Valencia | Phase chaotic encryption and efficiency evaluation for an image multiplexing method[END_REF][START_REF] Fu | A chaos-based digital image encryption scheme with an improved diffusion strategy[END_REF][START_REF] Liansheng | Information encryption based on the customized data container under the framework of computational ghost imaging[END_REF][START_REF] Wu | Security enhancement for OFDM-PON using Brownian motion and chaos in cell[END_REF]. In these reported encryption algorithm, the nonlinear feature of the chaotic and hyperchaotic data are deeply researched to break the algebraic dependency. In Ref. [START_REF] Zhu | A novel image encryption scheme based on improved hyperchaotic sequences[END_REF], Zhu proposed an image encryption scheme using improved hyperchaotic sequences. However, Özkaynak and his colleagues report the existing algebraic dependencies and break the encryption scheme using only a few pair of plaintext/ciphertext [START_REF] Özkaynak | Cryptanalysis of a novel image encryption scheme based on improved hyperchaotic sequences[END_REF]. Zhao proposed an image encryption scheme based on 2 an improper fractional-order chaotic system and claimed the key length is large enough to against any attacks [START_REF] Zhao | A novel image encryption scheme based on an improper fractional-order chaotic system[END_REF]. Unfortunately, Norouzi soon reported a break method for this encryption algorithm since the keystream is generated independently and the whole algorithm is using the same key, which make it easy to break by employing plaintext attack [START_REF] Norouzi | Breaking a novel image encryption scheme based on an improper fractional order chaotic system[END_REF]. Therefore, the issues of algebraic dependencies and key designing are worth paying attention in chaotic based cryptosystem.

In [START_REF] Norouzi | Breaking a novel image encryption scheme based on an improper fractional order chaotic system[END_REF][START_REF] Valencia | Phase chaotic encryption and efficiency evaluation for an image multiplexing method[END_REF][START_REF] Fu | A chaos-based digital image encryption scheme with an improved diffusion strategy[END_REF][START_REF] Liansheng | Information encryption based on the customized data container under the framework of computational ghost imaging[END_REF][START_REF] Wu | Security enhancement for OFDM-PON using Brownian motion and chaos in cell[END_REF][START_REF] Yu | Optical image encryption algorithm based on phase-truncated short-time fractional Fourier transform and hyper-chaotic system[END_REF][START_REF] Zhou | Learning-based attacks for detecting the vulnerability of computer-generated hologram based optical encryption[END_REF][START_REF] Liansheng | Optical image hiding under framework of computational ghost imaging based on an expansion strategy[END_REF][START_REF] Diab | Secure image cryptosystem with unique key streams via hyperchaotic system[END_REF], some chaotic-based encryption algorithms in optical transform domains are presented. In fact, some inherent properties of optical information security techniques have significant potential for image encryption [START_REF] Abuturab | Asymmetric multiple information cryptosystem based on chaotic spiral phase mask and random spectrum decomposition[END_REF]. For instance, the properties of fast computing of high parallel processing and multiple complex degrees of freedom processing such as polarization, diffraction, interference, wavelength, amplitude and phase [START_REF] Chen | Optical single-channel color image asymmetric cryptosystem based on hyperchaotic system and random modulus decomposition in Gyrator domains[END_REF]. Optical techniques in information security have been deeply explored soon after the classical double random phase encoding (DRPE) was first proposed by Refregier and Javidi in 1995 [START_REF] Refregier | Optical image encryption based on input plane and Fourier plane random encoding[END_REF]. In some of these chaotic-based optical encryption schemes [START_REF] Norouzi | Breaking a novel image encryption scheme based on an improper fractional order chaotic system[END_REF][START_REF] Valencia | Phase chaotic encryption and efficiency evaluation for an image multiplexing method[END_REF][START_REF] Fu | A chaos-based digital image encryption scheme with an improved diffusion strategy[END_REF][START_REF] Liansheng | Information encryption based on the customized data container under the framework of computational ghost imaging[END_REF][START_REF] Wu | Security enhancement for OFDM-PON using Brownian motion and chaos in cell[END_REF][START_REF] Yu | Optical image encryption algorithm based on phase-truncated short-time fractional Fourier transform and hyper-chaotic system[END_REF][START_REF] Zhou | Learning-based attacks for detecting the vulnerability of computer-generated hologram based optical encryption[END_REF][START_REF] Liansheng | Optical image hiding under framework of computational ghost imaging based on an expansion strategy[END_REF][START_REF] Diab | Secure image cryptosystem with unique key streams via hyperchaotic system[END_REF][START_REF] Abuturab | Asymmetric multiple information cryptosystem based on chaotic spiral phase mask and random spectrum decomposition[END_REF][START_REF] Chen | Optical single-channel color image asymmetric cryptosystem based on hyperchaotic system and random modulus decomposition in Gyrator domains[END_REF], the random data produced by the chaotic system are modulated as the phase mask and placed in the light path to complete the encryption system. To enhance the security of the cryptosystem, some parameters in designing the electrooptical hardware setup or optical transform, such as fractional Fourier transform (FrFT) [START_REF] Yu | Optical image encryption algorithm based on phase-truncated short-time fractional Fourier transform and hyper-chaotic system[END_REF], gyrator transform [START_REF] Zhou | Learning-based attacks for detecting the vulnerability of computer-generated hologram based optical encryption[END_REF] and Hartley transform [START_REF] Liansheng | Optical image hiding under framework of computational ghost imaging based on an expansion strategy[END_REF], are considered as the extra key to protect secret images. Kumar and his colleagues proposed an encryption algorithm using spiral phase transform (SPT) with Fresnel propagations [START_REF] Kumar | Optical image encryption in Fresnel domain using spiral phase transform[END_REF]. In [START_REF] Kumar | Optical colour image encryption using spiral phase transform and chaotic pixel scrambling[END_REF], an optical color image cryptosystem based on spiral phase transform is reported, in which the chaotic data is utilized to scramble the image pixels. However, to our best knowledge, the spiral phase transform has not been explored in cryptosystem for hyperspectral image. As one of the most important image form, the hyperspectral image has been widely used in geological exploration remote sensing, military target recognition. In the previously presented encryption for hyperspectral image [START_REF] Chen | Opto-digital spectrum encryption by using Baker mapping and gyrator transform[END_REF][START_REF] Chen | Optical spectrum encryption in associated fractional Fourier transform and gyrator transform domain[END_REF], the parameters used for each band of the hyperspectral image are the same or similar one, which make the intact encryption system vulnerable even only one of the bands is cracked by the illegal attacker. The different hyperchaotic data are considered to be employed in different bands of the hyperspectral image to improve the security of the cryptosystem.

In this paper, a novel hyperchaotic-based encryption algorithm in optical gyrator domains is presented. This proposed encryption system protect each band of the hyperspectral image by using different spiral phase function and different keys. The input hyperspectral image is considered as a three-dimensional data having dozens components. Firstly, the independent components of hyperspectral image are modulated with the different spiral phase masks, which generated by RSPF with hyperchaotic data. Simultaneously, the 4D hyperchaotic system is implemented to produce the hyperchaotic sequences. Then part of the chaotic sequences is converted into image format and considered as position matrix for scrambling the twodimensional image. Finally, an improved spiral phase transform (SPT) in gyrator domains is designed and employed to obtain the ciphertext. In this encryption system, the hyperchaotic data can be regarded as the main keys, the parameters in gyrator transform and RSPF is the additional keys to enhance the security. Various attack experiments are made and discussed to verify the feasibility and robustness of the proposed cryptosystem.

The rest of the paper is arranged in the following sequence. In Section 2, the intact methodology is introduced in detail. In Section 3, various numerical simulation and attack experiments are made to support the capability of the algorithm. In the final section, concluding remarks are summarized.

The hyperchaotic-based cryptosystem

In this section, the 4D hyperchaotic system, the improved SPT and gyrator transform are brief introduced and discussed, respectively. Further, the intact encryption scheme based on gyrator transform is presented in detail.

Hyperchaotic system

The hyperchaotic dynamics is a significant research branch of complexity science, which is expected to provide a fast and efficient way for enhancing the security of the cryptosystems. Cryptosystem based on hyperchaotic system has significant and widely application both in civil and military fields due to its features of high initial condition sensitivity and security. Generally speaking, the low-dimensional chaotic system is easier to set up based on hardware platform but usually weak of secrecy [START_REF] Zhao | A novel image encryption scheme based on an improper fractional-order chaotic system[END_REF]. Consequently, the high-dimensional hyperchaotic attracted more attention on cryptanalysis in recent decades due to its high randomness and extremely sensitive to initial conditions. Furthermore, compared to the traditional chaotic data, the larger key space and more complex dynamical behavior in high-dimensional hyperchaotic system improve the security level of the cryptosystem effectively [START_REF] Zhu | A novel image encryption scheme based on improved hyperchaotic sequences[END_REF]. In this section, a 4D hyperchaotic system is introduced to complete the intact cryptosystem for protecting hyperspectral image.

The mathematical definition of the 4D hyperchaotic system can be written as follows ( ), , , .
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where α , β , δ and η are the constant parameters of the hyperchaotic system. Here, the constant parameters are set as =35 α , respectively. Apparently, the system exhibits a hyperchaotic behavior under the conditions mentioned above. In calculation, all the initial conditions are set as 5

in the following experiments and the two-dimensional and three-dimensional hyperchaotic Lorenz attractor illustrated in Fig. 1 can be obtained by implemented by fourth order Runge-Kutta algorithm. 

Gyrator transform

The gyrator transform is first proposed by Simon in 2000 and implemented in the optical system composed of six thin cylinder lenses by Rodrigo in 2007 [START_REF] Simon | Structure of the set of paraxial optical systems[END_REF][START_REF] Rodrigo | Experimental implementation of the gyrator transform[END_REF]. This optical transform only has two-dimensional format, which is suitable and widely used in image processing algorithm. Suppose that the image ( , ) g x y is an image to be processed, the mathematical definition of the gyrator transform can be described as
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where ( , )

G u v represent the output pattern of the gyrator transform. The parameter α is the fractional order in gyrator transform. Apparently, the expression of the gyrator transform becomes the definition of Fourier transform when the fractional order equal to / 2 π . Similar to traditional Fourier transform, the gyrator has the properties of index additivity and linearity. Besides, the inverse transform of the gyrator transform α ξ is α ξ -or 2 α π ξ -+ since the properties of periodicity. Note that the optical setup of gyrator transform has been reported and verified by Rodrigo in 2007 [START_REF] Rodrigo | Experimental implementation of the gyrator transform[END_REF]. The gyrator transform is implemented to accomplish the proposed encryption system.

Improved spiral phase transform in gyrator domains

The standard spiral phase transform (SPF) is designed in Fourier transform domains as described in [START_REF] Kumar | Optical image encryption in Fresnel domain using spiral phase transform[END_REF][START_REF] Kumar | Optical colour image encryption using spiral phase transform and chaotic pixel scrambling[END_REF]. Firstly, the spiral phase function, also called signum function, used in the definition of two-dimensional Hilbert transform is introduced [START_REF] Larkin | Natural demodulation of two-dimensional fringe patterns. I. General background of the spiral phase quadrature transform[END_REF][START_REF] Lu | Fast demodulation of pattern images by spiral phase transform in structured-illumination reflectance imaging for detection of bruises in apples[END_REF]. In spatial frequency space, the mathematical definition of two-dimensional spiral phase function can expressed as follows

2 2 i ( , ) exp[i ( , )] u v SPF u v u v u v ϕ + = = + (3) 
where ( , ) u v represents the polar coordinates, while the function ( , ) u v ϕ denotes the polar angle in frequency domain. Note that for addressing the singularity, the signum function has not been defined at the origin [START_REF] Lu | Fast demodulation of pattern images by spiral phase transform in structured-illumination reflectance imaging for detection of bruises in apples[END_REF].

To improve the randomness of the cryptosystem, a random spiral phase function (RSPF) is designed by using random parameters generated by the hyperchaotic system. Here, the random parameters represent the number of singularities, which refer to the undefined point of SPF. The random spiral phase function can modeled as follows

( , ) exp[i ( , )] RSPF u v p u v ϕ = ⋅ ⋅ (4)
where the random order p is a random number generated by the hyperchaotic system mentioned above. In the encryption approach, the random order is a changing coefficient for different bands of the hyperspectral data. The schematic diagram of random spiral phase in optical encryption system is depicted in Fig. 2. For the specific order p , the corresponding spiral phase functions are shown in the bottom left of Fig. 2. According to the random spiral phase function, we proposed a random spiral phase transform in optical gyrator transform domain. For the two-dimensional image ( , ) I x y , the mathematical definition of random spiral phase transform is defined as follows
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where the symbol ' α ξ ' and ' -α ξ ' denote the optical gyrator transform and its reverse version as described in section 2.2. In addition, the inverse RSPT can be modeled as follows

- [ ( , )] {conj( ). [ ( , )]} IRSPT I x y RSPF I x y α α ξ ξ = (6) 
where conj( ) RSPF represents the conjugation result of RSPF. The optical implementation of the random spiral phase transform can be composed by a gyrator lenses group and spatial light modulators (SLM), which will be presented in the following subsection.

The cryptosystem for hyperspectral image

The flow diagram of the proposed intact encryption system is illustrated in Fig. 3. The hyperspectral image is separated according to the wavelength in spectrum domain firstly. A 4D hyperchaotic system is introduced to generate 4 hyperchaotic sequences, which will be used as the random data to improve the security of the cryptosystem. As shown in Fig. 3, one hyperchaotic sequence x is transmitted into RSPF and the corresponding spiral phase functions sever as the input of RSPT.

Fig.3 The flowchart of the proposed hyperspectral image encryption system

In the next step of the encryption approach, the RSPT in optical gyrator transform domain is employed to mix the spectral image and spiral phase function. As shown in Fig. 3, another hyperchaotic sequence z is considered and utilized as the rotation angle in gyrator transform. Note that the rotation angles of the gyrator transform for different band images are assigned by different random data, which can increase the randomness of the cryptosystem. Therefore, the proposed encryption system can protect each band of the hyperspectral cube by using different spiral phase function and different keys. Subsequently, the results of RSPT will be scrambled by the chaotic data y and u according to the random pixel position array. In fact, one sequence ( y and u ) can also scramble data. Finally, the disrupted images are converted back to threedimensional format to obtain the ciphertext. As mentioned above, the hyperchaotic data can be regarded as the main keys, while the parameters in gyrator transform and RSPF sever as the extra keys to enhance the security.

As shown in Fig. 2, a hybrid electro-optical hardware system is designed to implement the proposed hyperspectral image cryptosystem. Refer to [START_REF] Rodrigo | Experimental implementation of the gyrator transform[END_REF], the gyrator transform can be performed by a lenses group composed by three thin cylinder lenses. In RSPT, each band of the hyperspectral image and each spiral phase are converted by optical gyrator transform individually. For the optical implementation, a combination of SLMs, gyrator lenses group, beam splitter and CCD are utilized. Other calculation, like the 4D hyperchaotic data generation and pixel position scrambling are achieved by the computer. Besides, the off-line holography technique is introduced to record the phase information in the output plane. Therefore, the proposed scheme can be operated in the hybrid electro-optical hardware cryptographic. Note that the unwanted effects, such as speckle noise are not considered.

Fig. 4 The hybrid electro-optical hardware system for proposed encryption scheme

Numerical simulation

A series of numerical experiments are performed based on the optical setup illustrated in Fig. 4 to verify the feasibility and effectiveness of the proposed optical information encryption scheme. In numerical experiments, a hyperspectral image 'Sandiego' from AVIRIS having 256 256 60 × × pixels is considered as the secret information needs to be encrypted in the following experiments. A color composites combined of red, green and blue wavelength band and the corresponding spiral phase with random index [START_REF] Kumar | Optical colour image encryption using spiral phase transform and chaotic pixel scrambling[END_REF][START_REF] Zhou | Learning-based attacks for detecting the vulnerability of computer-generated hologram based optical encryption[END_REF][START_REF] Blondeau | Differential-linear cryptanalysis revisited[END_REF]) p = are depicted in Fig. 5(a) and 5(b). The parameters θ in the gyrator transform before and after added spiral phase information are set as 0.8. The wavelength of the collimated wave is 632.8 nm. For the hyperchaotic generator, the constant parameters and initial condition are defined as mentioned in section 2.1. By performing the cryptosystem using the parameters described above, the corresponding encrypted and decrypted results are illustrated in Fig. 6(a) and Fig. 6(b), respectively. Apparently, any valid information cannot be discerned visually from the encrypted. Besides, the decrypted image displayed in Fig. 6(b) shows no visual degradation observed with naked eyes. Some quantitative analysis will be considered in the following section.

The calculation results shown in this paper are executed by a computer with 2GBs memory under Windows 7 system. The encryption process and decryption processes for one band image take 0.071s and 0.069s, respectively. Note that the encrypted/decrypted images shown in this paper are the RGB color pattern since the high-dimensional image cannot be displayed. For the quantitative analysis between the decrypted data and original image, the peak signalto-noise ratio (PSNR) function is introduced and expressed as 

The d I and 0 I represent the decrypted image and original image, respectively. The parameter M and N denote the size of the two images in this calculation. The higher PSNR value stands for higher similarity between two images. It is generally believed that two images cannot be distinguished by naked eyes when the PSNR value is larger than 50.

The capability of the random index in spiral phase on protecting the secret information will be test first. When different spiral phases are sequentially loaded into SLM to modulate the image intensities, the corresponding recorded functions in the camera are displayed in Fig. 7. Note that we suppose the intact cryptosystem scheme and all the keys are known by the attacker. In calculation, the 10 th , 30 th and 50 th band of the hyperspectral image using random index 33.6459, 20.0503 and 4.1566 are attacked by fake rounded up index 34, 21 and 5, respectively. The encrypted pattern, correct decrypted image and attacked result of the 10 th band are illustrated in Fig. 7(a-c). It can be seen that the recovered data shown in Fig. 7(b) is the same as the original one, while the attacked result in Fig. 7(c) is random pattern which the information is completely under protection. The PNSR value between the original image and attacked result are 8.4277, 7.4974 and 9.3664, respectively. The similar experimental results are shown up for the 30 th and 50 th band, and the results are displayed in Fig. 7(d-i). In fact, this usurping index experiment is performed for the whole hyperspectral image, however, for the sake of simplicity, only these three specific band images are depicted in Fig. 7. For the quantitative analysis of the difference between the original image and the decrypted results by using tampered index of the spiral phase, the PSNR curve is drawn and depicted in Fig. 8. Apparently, the PSNR values of the correct decrypted image are much higher than that results using false spiral index. As shown in the Fig. 8, the PSNR value between the 49 th band image and its original information is 273, which is almost 33 times of the result from 10 th band image. Consequently, the secret hyperspectral image is well under protection by the random index of spiral phase. To improve the sensitivity of the cryptosystem keys, we introduce the hyperchaotic generator to control the spiral phase. The corresponding experiments are made in the following step. 

⋅ = ⋅ × ⋅ ∑ ∑ ∑ (8) 
where o I and d I represent the original image and decrypted image. Similar to PSNR, the value of NCC indicates the similarity between two images and higher value means higher similarity at the range of [0, 1].

As shown in Fig. 3, four hyperchaotic sequences are utilized to control the spiral index, rotation angle of gyrator transform and position scrambling operation, respectively. In this experiment, the original hyperspectral image is first encrypted by the hyperchaotic sequences generated by initial conditions 0 0 0 0 5 x y z u = = = = -. Subsequently, the encrypted data is decrypted by chaotic sequences generated by false initial conditions, which is very close to the original one. For the sake of simplicity, the PSNR and NCC values between the original 50 th band image and its attacked result are list in Table 1. Obviously, the attacked results are far different from the original image even the initial condition is very close to the correct one. The extreme sensitivity of the initial condition indicates the secret image is under well protection. Therefore, we would rather use the initial condition as the extra keys of the cryptosystem than the other parameters. Similarly, the other parameters can be controlled by the hyperchaotic sequences to enhance the security of the proposed cryptosystem. As the parameter can be controlled physically in the light field, the rotation angle α in gyrator transform is test on protecting the secret information. Suppose that all the keys and decryption approach are known by the illegal user, the rotation angle α will be chosen as a variable to test the sensitivity in the encryption algorithm. As described in section 2, the RSPT in optical gyrator domain is accomplished by employing the gyrator transform two times with the rotation angles are taken at 0.8 and -0.8, respectively. To verify the sensitivity of the parameter α , the decryption process is implemented for 100 times by using variable α from 0.55 to 1.05 with the step length 0.005. Note that the 50 th band image is considered as the secret information to be attacked in calculation. Under these circumstances, the PSNR curve between the original 30 th band image and decrypted results is drawn in Fig. 9. Easy to found that the PSNR curve decreases sharply when the parameter α has the deviation ±0.005. Two decrypted pattern involved severe noise are depicted in Fig. 9 by implementing false keys =0.795 α and =0.805 α , which are close to the correct decryption key. Therefore, as the important secret key in the proposed encryption scheme, the parameter α can provide necessary protection to ensure that hidden information cannot be retrieved by the unauthorized user.

At the aspect of analyzing of resistance against attacks, the proposed encryption system is executed by noise and occlusion attacks experiments, respectively. According to noise attack, the encrypted 50 th band image is supposed to be contaminated with Gaussian random noise with mean 0 and standard deviation 1. The noise model can be expressed as x y σ is the Gaussian random noise with mean 0 and standard deviation 1. In calculation, the ( , ) I x y ′ contaminating with various value noise index k are performed by the decryption approach, and the corresponding PSNR curve is drawn in Fig. 10. When the noise index equals to 0.05 and 0.1, the corresponding recovered images are displayed in Fig. 10. As can be seen from the attacked results, the detail information of the secret image becomes more and more blurred with the noise intensity increasing. In the following step, the occlusion attack is executed by performing the decryption process with correct keys from an encrypted pattern occluded partly. In this attack experiment, the ciphertext is occluded 1/8 and 1/4, respectively. The corresponding attack results are illustrated in Fig. 11. Apparently, with the occluded region increasing, the quality of the retrieved information becomes deteriorated gradually. According to the attack result from 1/4 occlusion, the silhouette information of the secret image can be discerned faintly, which indicates that the proposed optical encryption scheme has high tolerance to these attack. Note that the occluded part of the ciphertext is replaced by 0 in calculation and the colorful results shown in Fig. 11 due to the combination of red, green and blue light band ciphertext. Finally, the known plaintext attack [START_REF] Peng | Known-plaintext attack on optical encryption based on double random phase keys[END_REF] and chosen plaintext attack [START_REF] Peng | Chosen-plaintext attack on lensless double-random phase encoding in the Fresnel domain[END_REF] experiments are made to testify the robustness of the proposed cryptosystem. An encryption model is designed to accomplish the attack experiments. The mathematical definition of the model can be expressed as follows

1 2 ( , ) { ( , ) exp[ ( , )]}exp[ ( , )] E u v I x y i x y i x y α ξ ϕ ϕ ′ ′ = ⋅ ⋅ (10) 
where ( , ) I x y and ( , ) E u v represent the input and output function of the encryption model, respectively. Referring the Eq.2, the symbol ' α ξ ' denotes optical gyrator transform with rotation angle α . Moreover, two random phase masks 1 ( , ) x y ϕ and 2 ( , )

x y ϕ having the same size of the input function are also introduced and utilized in the model.

Based on the encryption model described above, the known plaintext attack and chosen plaintext attack can be accomplished by iterative phase algorithm and impulse function, respectively. To simplify the huge amount of calculation in the attack experiment, two smaller test images 'Lena' and 'Barbara' having 128×128 pixels are regarded as two band images from the original hyperspectral data and these two images are encrypted by using the proposed cryptosystem. The test images and the corresponding encrypted data are illustrated in Fig. 12(a-d), respectively. At the aspect of attack implementation, we suppose that the first original image Fig. 12(a) and the corresponding encrypted pattern Fig. 12(c) are filched by the attacker. Subsequently, the attacker attempt to decrypt the image Fig. 12(d) by employing the known plaintext attack and chosen plaintext attack algorithms, respectively. Note that the phase retrieval algorithm is executed 1500 times in known plaintext attack, while the impulse function encryption is implemented 16384 times in chosen plaintext attack. Finally, the attack results are depicted in Fig. 12(e) and (f). Apparently, the speck noise-like attack results verify the high robustness of our proposed cryptosystem on resisting the known plaintext attack and chosen plaintext attack, respectively. 

Conclusion

In summary, a novel method for optical image encryption based on improved spiral phase in gyrator transform domain is presented, where the hyperspectral data can be hidden in the light field. In encryption process, a random spiral phase function is designed to generate variable spiral phase mask, which can be used for phase encoding with the hyperspectral image. The independent components of hyperspectral image are modulated with the different spiral phase masks, which generated by RSPF with hyperchaotic data. By embedding the high sensitive coefficients in the cryptosystem, the encrypted data perform well on resisting potential attacks. Meanwhile, the security is guaranteed by using optical parameters such as the rotation angle between the lenses of gyrator transform. Various numerical simulations have demonstrated the validity, security and robustness of the color encryption scheme.
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 10 Fig.10 The PSNR curve of noise attack including decrypted image obtained with k=0.05, and decrypted image obtained with k=0.15.
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 11 The test of occlusion attack: (a) the attack result of 1/8 occluded and (b) the attack result of 1/4 occluded.
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 12 The experiments of known plaintext and chosen plaintext attacks: (a) test image, (b) test image, (c) the encrypted data of (a), (d) the encrypted data of (b), (e) the result of known plaintext attack and (f) the result of chosen plaintext attack.

  

Table . 1 The decryption experiments by using tampered initial conditions.
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