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This work analyzes the complexity and potential of secure adaptive filter in adversarial environment and presents a set of secure adaptive filter algorithms (SAFA) based on statistical learning theory, self non-self binary classification and also multi-class classification. The basic building blocks of secure adaptive filter algorithms are association rule based classifier, decision tree and optimal margin classifier. Secondly, SAFA verify the collective and security intelligence of the filter adaptively in adversarial environment in terms of goals, inputs, outputs, mechanism, reliability and consistency of system performance, correctness, fairness and rationality of rules configuration and risk of corruption and various types of malicious attacks. The scope of adaptive filters has been analyzed in terms of a set of interesting database and communication networking applications, distributed systems, data streaming, packet classification, spam filtering, web caching and may be extended to the other application domains such as cyber security, defense, broadcast and mobile communication, finance and governance. Specific focus has been given to correctness (e.g. false positive and false negative) and privacy of computation by the adaptive filter. The correctness of the filter is deeply associated with right configuration of the data schema. The privacy of computation can be ensured through a robust revelation principle of the filter.

hashed k times, with each hash yielding a bit location; these bits are set to 1. To check if an element y is in the set, hash it k times and check the corresponding bits. The element y 1 cannot be in the set, since a 0 is found at one of the bits. The element y 2 is either in the set or the filter has yielded a false positive. Cuckoo filter is an approximate membership check data structure based on cuckoo hash tables [START_REF] Pagh | Cuckoo hashing, Encyclopedia of Algorithms[END_REF][START_REF] Pagh | Cuckoo hashing[END_REF]. Instead of storing set elements, it stores fingerprints of the elements using an additional hash function. It uses less space but ensures a low false positive probability. Cuckoo hash tables provide an efficient dictionary data structure; it is implemented as a collection of d subtables composed of b buckets each with each bucket having c cells. The hash table uses d hash functions (h 1 ; h 2 ;...h d ), where the domain is the universe of possible input elements and the range is [0; b]. The structure supports: look up, insertion and deletion operations as stated in aforesaid secure adaptive filter algorithm. Adaptive Cuckoo Filter [ACF] is a data structure for approximate set membership that extends the concept of cuckoo fillters by reacting to false positives and removing them for future queries [START_REF] Fan | Cuckoo Filter: Practically Better Than Bloom[END_REF]. In packet processing application, queries may correspond to flow identifiers; a search for an element is likely to be followed by repeated searches for that element. Removing false positives can significantly lower the false positive rate. ACF uses a cuckoo hash table to store fingerprints. ACF is able to significantly reduce the false positive rate; ACF is an approximate membership check structure that can remove false positives selectively without introducing false negatives. In contrast with the cuckoo fillter, where movements in the cuckoo table can be based solely on the finnger-prints, ACF has original elements available in a slower, larger memory. When inserting a new element, existing elements can be moved. The removal of false positives is almost as simple as a search operation and does not substantially impact the performance of the filter. The structure of ACF is defined in terms of a set of parameters : number of tables used in the Cuckoo hash (d), number of cells per bucket (c), total number of cells over all tables (m), number of buckets per table [b = m/ (d.c)], occupancy or load (l) and number of bits used for fingerprints (a). The security of an adversarial resilient filter can be defined through a security game with an adversary [START_REF] Naor | Bloom Filters in Adversarial Environments[END_REF]. An adversary is allowed to make a sequence of t adaptive queries to the adaptive filter and gets their responses. The adversary has only oracle access to the filter and can not see the internal memory representation. The adversary must output an element x*as a false positive. A filter (n,t,e) is adversarial resilient if when initialized over sets of size n, then after t queries, the probability of x* being a false positive is at most e. If a filter is resilent for any polynomiallymany queries, it is strongly resilent. An adaptive filter consists of two algorithms (i) an initialization algorithm that gets a set and outputs a compressed representation of the set. (ii) a membership query algorithm that gets a representation and an input. An adaptive secure filter has a randomized algorithm but a deterministic query algorithm. An adversary may pick the inputs but gets no information about the randomness of data structure. An adversarial model allows an adversary to choose inputs and queries adaptively according to previous response. With high probability over internal randomness of data structure, the ouput will be correct if an adversary chooses a sequence of inputs adaptively. A secure adaptive filter (e.g. Bloom filter) exists in an adversarial model if one way function exists [START_REF] Naor | Sliding Bloom filters[END_REF][START_REF] Naor | Bloom Filters in Adversarial Environments[END_REF]. Bloom  Lookup: given an element x, the buckets given by h i (x) are examined to see if x is in the list i.e. data schema.

 Insertion: given an element, first check that x is not already in the list via a lookup. one legitimate identity and one or more counterfeit identities to S. Each identity is an informational abstract representation of an entity that persists across multiple communication events. The entities communicate through messages. A malicious agent may control multiple pseudonymous identities and can manipulate, disrupt or corrupt the data schema (S) that relies on redundancy by injecting false data or suppressing critical data. It is Sybil attack. Sybil attack may be detected through intelligent tracing mechanism such as trusted explicit and implicit certification, robust authentication, resource testing and incentive based game. It is essential to verify the security intelligence of adaptive filter at multiple levels to ensre the correctness and privacy of computation. At level L1, it is possible to verify the efficiency of access control in terms of authentication, authorization, correct identification, privacy, audit, confidentiality, non-repudiation and data integrity. For any service from the filter, the system should ask the identity and authentication of one or more agents involved in secure multi-party computation. The agents of the same trust zone may skip authentication but it is essential for all sensitive communication across different trust boundaries. After the identification and authentication, an adaptive filter should address the issue of authorization. The system should be configured in such a way that an unauthorized agent cannot perform any task out of scope. The system should ask the credentials of the requester; validate the credentials and authorize the agents to perform a specific task as per agreed protocol. Each agent should be assigned an explicit set of access rights according to role. Privacy is another important issue; an agent can view only the information according to authorized access rights. A protocol preserves privacy if no agent learns anything more than its output; the only information that should be disclosed about other agent's inputs is what can be derived from the output itself. The agents must commit the confidentiality of data exchange associated with private communication. Privacy is a critical concern of the revelation principle of secure adaptive filter; is it possible to address the issue of secure private communication through cryptography, digital signature and signcryption? The fundamental objectives of cryptography are to provide confidentiality, data integrity, authentication and non-repudiation. Cryptography ensures privacy and secrecy of information through encryption methods. Data integrity ensures that data is protected from unauthorized modifications or false data injection attack. The system should provide public verifiability so that anyone can verify the integrity of the data. Redundancy of data is a critical issue which is resulted through replication across the writers. Traditionally, cryptographic solutions are focused to ensure information security and privacy. Is it possible to explore other different security concerns of adaptive filter? At level L2, it is possible to verify the efficiency of adaptive filter in terms of fairness, robustness, correctness, transparency, accountability, trust and commitment? A protocol ensures correctness if the sending agent provides correct data and each recipient receives the same correct data in time without any change and modification done by any malicious agent. Fairness is associated with the commitment, honesty and rational reasoning of the associated agents on payment function, trust and quality of service. Fairness ensures that something will or will not occur infinitely often under certain conditions. The recipients expect fairness in private communication according to their demand plan, objectives and constraints. The sending agent expects fairness from the recipients in terms of true feedback and commitment on confidentiality of data. As per traditional definition of fairness of secure multi-party computation, either all parties learn the output or none. The system must ensure the accountability and responsibility of the agents in access control, data integrity and non-repudiation. In fact, accountability is also associated with collective intelligence. Transparency is associated with communication protocols, revelation principle and automated system verification procedures. For example, a mechanism should clearly state its goal to define a policy. There exists an inherent tension between transparency and privacy. A fully transparent system allows anyone to view any data without any provision of privacy. On the other side, a fully private system provides no transparency. Privacy can be achieved using cryptographic techniques at increased cost of computation and communication. Is it possible to trade-off privacy vs. transparency? Next, it is possible to verify the system performance of adaptive filter at level L3 in terms of robustness, reliability, consistency, resiliency, liveness and safety. The performance of a system and quality of service is expected to be consistent and reliable. Reachability ensures that some particular state or situation can be reached. Safety indicates that under certain conditions, an event never occurs. Liveness ensures that under certain conditions an event will ultimately occur. Deadlock freeness indicates that a system can never be in a state in which no progress is possible; this indicates the correctness of a real-time dynamic system. Another important issue is robustness of a system. The delivery of the output should be guaranteed and the adversary should not be able to threaten denial of service attack against a protocol.

o if not, sequentially examine the buckets h i (x). If there is empty space, x is inserted into the first available space. o if no space is found, a value j is chosen independently and uniformly at random from [1; d], and x is stored in the jth sublist at bucket h j (x). It displaces an element y from that bucket and then insertion is recursively executed for y.  Deletion: given an element x, x is searched via a lookup; if it is found it is removed

At level L4, it is possible to assess the risks of various types of malicious attacks by adversaries on adaptive filter such as Denial of Service (DoS), false data injection attack, sybil attack, shilling attack, coremelt attack (or network traffic congestion)? An adaptive filter may face various types of threats from both external and internal environments but it should be vigilant and protected through a set of security policies.

An adaptive filter demands the support of an intelligent architecture so that the associated system can continuously assess and mitigate risks intelligently. Adaptive security is a critical feature of the filter that monitors it in real time to detect any anomalies, vulnerabilities or malicious traffic congestion. If a threat is detected, the technology should be able to mitigate the risks through a set of preventive, detective, retrospective and predictive capabilities and measures. Adaptive security analyzes the behaviors and events to protect against and adapt to specific threats before the occurrence of known or unknown types of malicious attacks. At level L5, it is required to assess the risks of various types of corruptions of the agents associated with an adaptive filter.
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Let us explain the objectives of security of adaptive filter in depth. New threats are getting originated as an outcome of technology innovation and may cause new forms of disruptions with severe impact. Today, it is essential to deploy adaptive security architecture for the emerging technologies. The system demands continuous monitoring and remediation; traditional 'prevent and detect' and incident response mindsets may be not sufficient to prevent a set of malicious attacks. It is required to assess as-is system administration strategies, investment and competencies; identify the gaps and deficiencies and adopt a continuous, contextual and coordinated approach. For example, prevention and detection are traditional approaches to the security of a system. In today's world of expanding threats and risks, real-time system monitoring is essential to predict new threats and automate routine responses and practices. The system should not only rely on traditional prevent-and-detect perimeter defense strategies and rule based security but should adopt cloud based solutions and open application programming interfaces also. Advanced analytics is the basic building block of next generation security protection which should be used to manage an enormous volume, velocity and variety of data through AI and machine learning techniques. Intelligent analytics are expected to detect anomalous patterns by comparing with the normal profile and the activities of the users, peer groups and other entities such as devices, applications and smart networks and trigger alarms by sensing single or multiple attacks on the system. The security element must overcome the barriers among security, application development and operations teams and be integrated deeply into system architecture. Next, it is essential to develop effective ways to move towards adaptive security architecture. The mechanism should surface anomalies and adjusts individualized security controls proactively in near realtime to protect the critical data of a system. Adaptive Security with dynamic data protection is expected to offer many benefits over traditional security platforms depending on the size of the system and complexity of networking schemareal time monitoring of events, users and network traffic; autonomous and dynamic resolutions; prioritization and filtering of security breaches; reduction of attack surface and impact or damage of a threat and reduction of resolution time. The emerging technology is expected to adapt to the needs of a system irrespective of the size of network, nature of operation or exposure of threats. It can assess the requirements of security with greater accuracy through a set of intelligent policies and procedures and can ensure better understanding of strength, weakness, opportunities and threats of the security architecture. Let us also discuss the issue of private classification by secure adaptive filter using kernel method such as optimal margin classifier. Private optimal margin classifier returns outputs (e.g. kernel value, classification labels) in encrypted form so that the same can be decrypted only through a common agreement by authorized agents. Optimal margin classifier algorithm may reveal sensitive data in various ways. It leak some side information that is not specified by functions of the algoritm. The specified output result itself can reveal sensitive data. Private optimal margin classifier should define an intelligent revelation principle : which data can be revealed? It should not reveal more information than required. The basic building block of private optimal margin classifier may be secure multi-party computation which can preserve the privacy of sensitive data through various methods : adding random noise to data. The basic objective of data perturbation is to alter the data so that real individual data values cannot be recovered. For an input x, (x+r) preserves the privacy of x if r is a secret random number. SAFA 2 is a specific case of instance based learning; It is particularly suited for multimodal classes as well as applications in which an object can have many class labels. The performance of SAFA 2 algorithm depends on the choice of k, an estimate of the best value for k that can be obtained by cross validation. If k is very small, the results can be sensitive to the noise points. If k is too large, then the neighborhood may include too many points from the classes. Another approach is the approach of combining class labels. The simplest method is to take a majority vote. This can be a problem if the nearest neighbors vary widely in their distance and the closer neighbors, more reliably indicate the class of the objects. Another approach is to weight each object's vote by its distance wi = 1/ d(y,z)2 ; distance weighted voting : cz = argmax wi x I (v = class (cy). The choice of distance measure is another important issue. It can be Eucledian or Manhattan distance measure. Building the classification model is cheap but classifying unknown objects relatively expensive since it requires the computation of k nearest neighbors of the objects to be labeled. SAFA 3 algorthm explores whether an efficient privacy preserving optimal margin classifier is applicable for secure adaptive filter in specific applications such as packet classification in communication network and webmail spam filtering SAFA 4 verifies the risk of intrusion through self-nonself classification [START_REF] Forrest | Self-Nonself Discrimination in a Computer[END_REF].An intrusion is considered as an activity that violates the security policy of a system [START_REF] Kim | Immune system approaches to intrusion detection -a review[END_REF]. 

Let us consider the second issue -the output results generated by optimal margin classifier may reveal sensitive information. There should be a trade-off between revealing sensitive information and useful knowledge. Optimal margin classifier can reveal internal value, classifier and classification results. Any of the revealed internal values can breach the privacy of training and testing data and the output results can also leak the privacy of classified data. Thus, it is important to define what additional information should the analysts come to know after running a private optimal margin classifier; only an authorized agent should know class labels of classified data. If the classification results are too sensitive then the authorized agent should obtain only an aggregated output data. Private optimal margin classifier assumes a semi-honest model the agents follow the protocol correctly but use the obtained information to gain new knowledge. It should neither leak information training data nor the classifiers; the sensitive data should be encrypted. There should be a tradeoff between privacy and the efficiency of private optimal margin classifier in tems of cost of computation and communication

Computational Complexity

2 : 2 . 2 1 Scope:

 2221 filters use significantly less memory and have very fast query time. U: Large universe; S: A set of elements from U; x: input query to be answered by a secure adaptive filter; For any Output: for any x ∈ S, the filter should always answer 'Yes' ; For any x / S it should answer 'Yes' only with small probability. What happens if an adversary chooses the next query according to the responses of previous query? Does the bound on the error probability still hold? Under the adversarial model, secure adaptive filters are resilient to spam filtering and web caching attacks by efficient and computationally bounded adversaries. This work has reviewed existing data structure, mechanisms and computational complexity of various types of filters and presents a set of secure adaptive filter algorithms (SAFA) based on statistical learning theory, self non-self binary classification and also multi-class classification. The basic building blocks of secure adaptive filter algorithms are association rule based classifier, decision tree and optimal margin classifier. Secondly, SAFA verify the collective and security intelligence of the filter adaptively in adversarial environment in terms of goals, inputs, outputs, mechanism, reliability and consistency of system performance, correctness, fairness and rationality of rules configuration and risk of corruption and various types of malicious attacks. The scope of adaptive filters has been analyzed in terms of a set of interesting database and communication networking applications, distributed systems, data streaming, packet classification, spam filtering, web caching and may be extended to the other application domains such as broadcast and mobile communication, finance, cyber security, defense and governance (e.g. home and foreign affairs). Specific focus has been given to correctness (e.g. false positive and false negative) and privacy of computation by the adaptive filter. The correctness of the filter is deeply associated with right configuration of the data schema. The privacy of computation is ensured through a robust revelation principle of the filter. The structure of this work is as follows. Section 1 defines the problem of secure adaptive filter; reviews various structures of the filter such as Bloom and Cuckoo filter and contributions of this work. Section 2 presents six Secure Adaptive Filter Algoritms ( SAFA 1 , SAFA 2 , SAFA 3 , SAFA 4 , SAFA 5 and SAFA 6 ). Section 3 analyzes the computational complexity of these algorithms and verification mechanisms of security intelligence. Section 4 concludes the work. 2. SECURE ADAPTIVE FILTER ALGORITHMS (SAFA) 2.1 Secure Adaptive Filter Algorithm 1 [SAFA 1 ] Reference of document: TECH_REPORT/ SCHAKRABORTY/SAFA/ V1.0/1-1-2020 Page 3 Scope : Web enabled distributed systems; Constraints: space and time complexity; System: call adaptive filter in adversarial environment. Input: list of a set of data elements (S) or online data stream; Procedure : Define collective intelligence of secure adaptive filter. Configure a set of association rules based on specific conditions and logical operators. Case 1 : Call rule based classifier  do binary / multi-classification based on a set of if-then rules; R = r 1 r 2 ...r k /* R: Rule set; r i : i th classification rule*/ R i : (Condition i)  y i ; /* L.H.S. of rule : precondition or rule antecedent, a conjunction of attribute tests; R.H.S. of rule y i : rule consequence i.e. predicted class label; */ Condition i = (A 1 op v 1 ) (A 2 op v 2 ) ....(A k op v k ); /* (A j ,v j ) : attribute-value pair; op :logical operator (,,,,,);  operator may be used among attribute-value pairs: (AND, OR, NAND, NOR, NOT, XOR, XNOR) */ Compute coverage (r) = |A| / |D|; accuracy (r) = |Ay| / |A|; /* r: rule; D: Data set; |D| : Total number of data; |A|: number of data satisfying antecedent, |Ay| : no. of data satisfying both antecedent and consequent */ Case Call Decision Tree  extract binary or multiclass classification rules through rule generation and rule ordering  predict class label of test data object; Security: verify security intelligence of the filter.  correctness of computation, fairness and rationality of filter configuration, reliability and consistency in system performance.  revelation principle : preserve privacy of output.  Verify the risk of malicious attacks ( fault, false data injection, sybil, shilling, DoS) on the filter. Output:  for any x ∈ S, the filter should always answer 'Yes'; o determines class of x ∈ C i ; /* C i : i th class */; pass x.  for any x S it should answer 'Yes' only with small probability; block x. Secure Adaptive Filter Algorithm 2 [SAFA 2 Binary or Multiclass classification of test data object for distributeds system; System: call adaptive filter in adversarial environment; Define collective intelligence of secure adaptive filter. Configure a set of association rules based on specific conditions nd logical operators. Input: list of a set of data elements (S) or online data stream; Training objects :D; Test object: Z (a vector of attribute values); L : Set of classes to label the objects; output: c z  L where c z is the class of z; Algorithm: for each object y  D do compute d(z,y), the distance between y and z; d(x,y) = √∑ n k=1 (x ky k ) 2 ; d'(x,y) = √∑ n k=1 |(x ky k )| ; /* d: eucledian distance; d': manhattan distance*/; end select ND, k closest training objects for z; determine class of test object; Security: verify security intelligence of the filter.  correctness of computation, fairness and rationality of filter configuration, reliability and consistency in system performance.  revelation principle : The defender preserves privacy of output. The defender and the attacker preserve privacy of moves.  Verify the risk of malicious attacks (fault,false data injection, sybil, shilling) on the filter Output:  for any x ∈ S, the filter should always answer 'Yes'; o determines class of x ∈ C i ; /* C i : i th class */; pass x.  for any x S it should answer 'Yes' only with small probability; block x. 2.3 Secure Adaptive Filter Algorithm 3 [SAFA 3 ] Reference of document: TECH_REPORT/ SCHAKRABORTY/SAFA/ V1.0/1-1-2020 Page 4 Scope : Binary classification for distributed systems, ; Constraints: space and time complexity; System: call adaptive filter in adversarial environment with correct structure. Input: list of a set of data elements (S) or online data stream; Define collective intelligence of secure adaptive filter. Configure a set of association rules based on specific conditions and logical operators. Procedure : Call optimal margin classifier for self-nonself classification of high dimensional data based on support vectors and construction of maximal margin hyperplane. Linear classification : hyperplane f(x) = w.x +b = 0 or, f(x) =  l i=1 w i x i +b = 0; An input x = (x 1,...., x n ) belongs to positive class if f(x)  0; An input x = (x 1,...., x n ) belongs to negative class if f(x) < 0; Decision function: h(x) = sgn (f(x)) = sgn(w.x +b); /* w, b : model parameters */ Functional margin of an object (x i , y i ) is  i = y i (w.x i  + b) Security: verify security intelligence of the filter.  correctness of computation, fairness and rationality of filter configuration, reliability and consistency in system performance.  revelation principle : preserve privacy of output.  Verify the risk of malicious attacks ( fault, false data injection, sybil, shilling) on the filter Output:  for any x ∈ S, the filter should always answer 'Yes'; o determines class of x ∈ C i ; /* C i : i th class */; pass x.  for any x S it should answer 'Yes' only with small probability; block x. 2.4 Secure Adaptive Filter Algorithm 4 [ SAFA 4 ] Scope : Self-nonself classification for intrusion detection; System: call adaptive filter in adversarial environment; Input : A self-set S  U, a monitoring set M  U for a given system parameters; Output: for each element m  M, either self or non-self; Define collective intelligence of secure adaptive filter. Configure a set of association rules based on specific conditions based on specific conditions and logical operators. D ← set of detectors that do not match any s  S. for each m  M do { call threat analytics (A i )  sense danger signal; secure function evaluation  verify innate and adaptive system immunity; } sense-challenge-respond to system immunity resiliently; if m matches any detector d  D then identify m as non-self else identify m as self; check if non-self or suspicious node is benign or malign danger node; if it is malign then suppress it else give alert. Security: verify security intelligence of the filter.  correctness of computation, fairness and rationality of filter configuration, reliability and consistency in system performance.  revelation principle : preserve privacy of output.  Verify the risk of malicious attacks ( fault, false data injection, sybil, shilling) on the filter Output:  for any x ∈ S, the filter should always answer 'Yes'; o determines class of x ∈ C i ; /* C i : i th class */; pass x.  for any x S it should answer 'Yes' only with small probability; block x. 2.5 Secure Adaptive Filter Algoritm 5 [SAFA 5 ] Scope : spam filtering, web cachings, distributed systems, networking applications, database applications, data streaming algorithms; Constraints: space and time complexity; System: call adaptive filter in adversarial environment with correct structure (Bloom / Cuckoo filter) Reference of document: TECH_REPORT/ SCHAKRABORTY/SAFA/ V1.0/1-1-2020 Page 5 Input: list of a set of data elements (S) or online data stream;

  ; selectively remove false positive without introducing false negative. Security: verify security intelligence of the filter.  correctness of computation, fairness and rationality of filter configuration, reliability and consistency in system performance.  revelation principle : preserve privacy of output.  Verify the risk of malicious attacks ( fault,false data injection, sybil, shilling) on the filter Output:  for any x ∈ S, the filter should always answer 'Yes'; pass x.  for any x S it should answer 'Yes' only with small probability; block x. 2.6 Secure Adaptive Filter Algorithm 6 [ SAFA 6 ] Scope : Process a function f' based on comparision among a set of entities (E i,i=1,...,n ); System: call adaptive filter in adversarial environment. Input: data set (d) on k features of E i,i=1,...,n ; Define collective intelligence of secure adaptive filter. Procedure :  check the perfect match among n entities: (E 1 .f 1 .d 1 =....= E n .f 1 .d 1 ) AND (E 1 .f 2 .d 2 =....= E n .f 2 .d 2 );...AND (E 1 .f k .d k =....= E n .f k .d k );  If there is perfect match, process function f' else block processing of f'. Security: verify security intelligence of the filter.  correctness of computation, fairness and rationality of filter configuration, reliability and consistency in system performance.  revelation principle : preserve privacy of output.  Verify the risk of malicious attacks ( false data injection, sybil, shilling) on the filter 3. SAFA : COMPLEXITY ANALYSIS 3.1 Security Analysis What do you mean by the security of adaptive filter; how to verify the security intelligence of adaptive filter? It is essential to verify security intelligence of secure adaptive filter collectively through rational threat analytics at five levels : L1, L2, L3, L4 and L5. The basic building blocks of the security of adaptive filter are an adversary model and an intelligent threat analytics. An adversary is a malicious agent who attacks a system or a protocol; the basic objectives are to cause disruption and malfunctioning of a secure system. The security intelligence of adaptive filter should be analyzed in terms of assumptions, goals and capabilities of the adversary. It is also crucial to analyze the adversary model in terms of environment, location, network, resources, access privileges, equipments, devices, actions, results, risks, reasons and motivations of attacks and probable targets (i.e. why the adversary attacks and to obtain what data). Theorem : Correctness and privacy of computation of adaptive filter is ensured through a rational threat analytics. It is essential to verify correctness and privacy of computation by the adaptive filter. The correctness of the filter is deeply associated with right configuration of the data schema (S). The privacy of computation can be ensured through a robust revelation principle of the filter. The data schema (S) may be misconfigured due to various types of threats such as Sybil attack, false data injection attack, shilling attack by corrupted recommender system and multi-party corruption. In case of false data injection attack, incomplete, corrupted, noisy and incorrect data may be fed to the data schema (S). It is essential to verify the fairness, trust and correctness of input data in time. It is really complex to trace the corrupted agents. The entities associated with the data schema (S) may be partitioned into two subsets: correct and faulty. Each correct entity presents one legitimate identity to other entities. Each faulty entity presents Reference of document: TECH_REPORT/ SCHAKRABORTY/SAFA/ V1.0/1-1-2020 Page 6

SAFA 1

 1 solves binary and multiclass problems with the support of rule based classifier. The classifieris configured with a set of if-then rules. Each classification rule is defined in terms of rule antecedent or preconditions with a conjunction of attributevalue pairs and logical operators and rule consequent. The classifier may use simple Boolean logic (AND, OR, NAND, NOR, NOT, XOR,XNOR) and also complex combinatorial logic. The quality of a classification rule is measured in terms of coverage and accuracy. The classifier classifies a test object based on the rule triggered by the test object. The rules may be mutually exclusive or exhaustive, ordered or unordered. Decision tree is generally used for ordered rules. SAFA 2 algorithm computes the distance or similarity between z and all the training objects to determine nearest neighbor list for given training set D and test object z which is a vector of attribute values and has an unknown class label. The algorithm then assigns a class to z by taking the class of majority of neighboring objects. The storage complexity of SAFA 2 algorithm is o(n) where n is the training objects. The time complexity is also o(n) since the distance needs to be computed between the Reference of document: TECH_REPORT/ SCHAKRABORTY/SAFA/ V1.0/1-1-2020 Page 8 target and each training object. There are several key elements of this approach : (a) set of labeled training objects to be used for evaluating a test object's class; (b) a distance of similarity metric to compute the closeness of objects; (c) the value of k, number of nearest neighbors and (d) the method of distance measurement.

[ 9 ]

 9 . It is an interesting issue whether secure adaptive filter is a private classification problem where optimal margin classifier can improve the accuracy of classification without false positive or false negative as compared to the use of traditional Bloom or Cuckoo filter. Another issue is cost of computation and cost of communication. Here, the most important issue is the performance of optimal margin classifier in terms of classification accuracy and privacy of data. Classification comprises of two subtasks: learning a classifier from training data with class labels and predicting the class labels for unlabeled data using the learned classifier. Data can be stored as feature vectors. In the classification problem of detecting email spam, the training data comprises of emails with labels spam / nospam. Optimal margin classifier is the most well-known kernelized maximum margin classifier. The learning methodology is the approach of using examples to synthesize programs for computing the desired output from a set of inputs; it generates target decision function in hypothesis space. The learning algorithm selects training data as input and selects a hypothesis from the hypothesis space. There are various methods of learning such as supervised learning from taining examples, unsupervised learning, batch learning and online learning. The next issue is generalization -how to assess the quality of an online learning algorithm? Consistent hypothesis performs correct classification of the training data. The ability of a learning machine to correctly classify data not existing in the training set is known as generalization. How to improve generalization : Ockham's Razor suggests that unnecessary complications are not helpful; it may results overfit. Optimal margin classifier is a learning system that uses a hypothesis space of linear functions in a high dimensional feature space, trained with a learning algorithm from optimization theory that implements a learning bias derived from statistical learning theory. In case of pattern classification problem, the objective of optimal margin classifier is to devise a computationally efficient way of learning for finding out an optimal capacity of the pattern classifier to minimize the expected generalization error on a given amount of training data by maximizing the margin between training patterns and class boundary. The basic properties of optimal margin classifier are that the learning system is suitable for both linear and nonlinear problems, computationally efficient algorithm through modular and dual representation in Kernel induced high dimensional feature space and optimized generalization bounds. Let us discuss about learning in kernel induced feature space. Target Functionf(m 1 ,m 2 ,r) = C*m 1 *m 2 /r 2 g(x,y,z) = ln f(m 1 ,m 2 ,r) = ln C+ ln m 1 + ln m 2 -2 ln r = c+x+y-2zA linear machine can learn g but not f. A kernel is a function K such that for all x,z ε X ;K(x,z) = <φ(x). φ(z)> where φ is a mapping from input space X to inner product feature space F. <x.z> 2 = (Σ n i=1 x i z i ) 2 = (Σ n i=1 x i z i ) (Σ n j=1 x j z j ) = Σ n i=1 Σ n j=1 x i z i x j z j = Σ n,n i,j=(1,1) (xi x j ) ( z j z i ) = φ(x). φ(z) Let us consider linear classification problem : given a linearly separable training sample S = ((x 1 , y 1 ), ....., (x l , y l )), the hyperplane (w,b) realizes the maximal margin hyperplane with geometric margin  = 1/ ||w|| 2 by solving the optimization problem Minimize <w.w> Subject to y i (w. x i  + b)  1 where i = 1,....,l In case of optimal margin classifier, the strategy is to find the maximal margin hyperplane in kernel induced feature space. In case of linear classification problem, the equation of hyperplanef(x) = w.x +b = 0 or, f(x) =  l i=1 w i x i +b = 0; An input x = (x 1,...., x n ) belongs to positive class if f(x)  0; An input x = (x 1,...., x n ) belongs to negative class if f(x) < 0 Decision function: h(x) = sgn (f(x)) = sgn(w.x +b) In case of linear classification problem, functional margin of an example (x i , y i ) is  i = y i (w.x i  + b) Geometric margin measures the Euclidean distance between an example and the hyperplane, it is expressed as normalized linear function (w/ ||w|| , b/ ||w||). Optimal margin classifier problem formulation : Given a linearly separable training sample S = ((x 1 , y 1 ), ....., (x l , y l )), the hyperplane (w,b) realizes the maximal margin hyperplane with geometric margin  = 1/ ||w|| 2 by solving the optimization problem Minimize <w.w> Subject to y i (w. x i  + b)  1 where i = 1,....,l Reference of document: TECH_REPORT/ SCHAKRABORTY/SAFA/ V1.0/1-1-2020 Page 9

  SAFA 4 explores the concept of next generation Intrusion Detection System based on bio-inspired artificial intelligence and immunological theories. The critical challenge of information security is to determine the difference between normal and malicious activities. Traditionally, a distributed system is protected by access control policy that blocks malicious events. Actually, it should be protected by artificial immune systems through automated and adaptive verification mechanisms based on negative selection i.e. self / non-self discrimination, clonal selection and danger signal detection. Different strategic moves are useful for different situations. A distributed network consists of a set of entities, a communication cloud and a set of pipes connecting the entities to the communication cloud. The entities can be partitioned into two subsets: correct and faulty. Each correct entity presents one legitimate identity to other entities of the distributed system. Each faulty entity presents one legitimate identity and one or more counterfeit identities to the other entities. Each identity is an informational abstract representation of an entity that persists across multiple communication events. The entities communicate with each other through messages. A malicious agent may control multiple pseudonymous identities and can manipulate, disrupt or corrupt a distributed computing application that relies on redundancy. This is known as sybil attack. Sybil attacks may affect fair resource allocation, routing mechanisms, voting, aggregation and storage of distributed data by injecting false data or suppressing critical data. A large-scale distributed system is highly vulnerable to Sybil attack; it includes sensor and mobile ad hoc networks and p2p applications. The basic objective of SAFA 4 is to monitor the actions of the users on distributed network and detect the occurrence of any intrusion. Here the challenge is how to perform negative selection, clonal selection and danger signal detection. Auditing is primarily required to validate the security policies and to review the observed behaviors of distributed applications, users and database. User profiling monitors and analyzes the activities of the users. Data profiling analyzes the managed data. In case of anomaly detection, the data of repetitive and usual behavior of the users is collected and suitably represented as normal profiles. The profile and the activities of the current user is compared with the normal profile. If there is significant mismatch, it indicates an intrusion in the network. It is useful for unknown attack. Misuse detection is useful for known attack..4. OPEN AGENDAThis work shows the scope of cryptographically secure protocols for kernelized optimal margin classifier of secure adaptive filter. However, there are still many open problems in private classification,. learning and secure adaptive filters. An interesting question is how to compute and securely hide the convergence speed of the private classification algorithms Are there any iterative private linear classification methods that need no circuit evaluation? Another relevant issue is private computation of encrypted kernel matrices for structured data. A protocol preserves privacy if no agent learns anything more than its output; the only information that should be disclosed about other agent's inputs is what can be derived from the Reference of document: TECH_REPORT/ SCHAKRABORTY/SAFA/ V1.0/1-1-2020 Page 10 output itself. Secure Mlti-party Computation (SMC) preserves privacy of data in different ways; is it possible to apply SMC protocols for secure adaptive filter? What are the algorithms? is the cost of computation and communication high in secure multi-party computation of an adaptive filter? Privacy is one of the primary concerns of secure adaptive filter; is it possible to address the issue utilizing the concept of cryptography and secure multiparty computation? The fundamental objectives of cryptography are to provide confidentiality, data integrity, authentication and non-repudiation. Cryptography ensures privacy and secrecy of information through encryption and decryption methods. The challenge is how to apply existing encryption and decryption algorithms in secure adaptive filter : is it possible to perform quantitative operations of secure adaptive filter on encrypted data? How? Is it possible to apply digital signature for secure adaptive filter? how to apply existing digital signature algorithms for secure adaptive filter : is it possible to perform quantitative operations of secure adaptive filter on digitally signed data? How? Is it possible to apply signcryption for secure adaptive filter? how to apply existing signcryption and unsigncryption algorithms for secure adaptive filter : is it possible to perform private search on signcrypted data? How?

Intrusion detection systems are based on the assumption that the behavior of an intruder is different from that of an authorized user and the unauthorized activities can be detected by analyzing user's profile and activities, host based IDs, network based IDs and application based IDs. Auditing is required at different levels of granularity for the detection of misuse and anomaly. An intruder tries to gain access to an unauthorized system to which it has no legitimate access. It occurs by exploiting system vulnerabilities or by simply cracking the user ids and passwords of legitimate users. If a malicious agent is able to access the system, it is considered as an authorized user and is granted the access rights of the user. The basic objective is to effectively detect and prevent insider misuse. Intrusion may occur in various forms on a distributed network such as sybil, cloning or node replication, wormhole denial of service, key interception and node capture [12]. Traditional intrusion detection techniques may not be able to sense danger signal or perform negative or clonal selection due to non-availability of intelligent threat analytics and ill-defined system immunity. SAFA 4 is expected to detect, assess and mitigate the risks of intrusion attacks more efficiently as compared to traditional approaches since it has a broad vision and adopts a set of AI moves including multi-dimensional view of intelligent reasoning, private search for evidence by balancing breadth and depth optimally and exploring system immunity combinatorially. Another interesting strategy is the use of a rational threat analytics. Possible functionalities, constraints like computational and communication complexities and systematic features influence the perception of security and trust of a distributed network. For example, the computational power, memory capacity and energy limitations enforce slightly different approaches to the problems of security and privacy in sensor networks. In an open environment, sensor nodes operate without any supervision; a malicious attacker can capture a node for reconfiguration or extract the private data stored in the node through cryptanalysis. An attacker may be able to deploy multiple physical nodes with same identity through cloning or node replication attack. An adversary may be able to deploy multiple identities of a node to affect the trust and reputation of the system through Sybil attack. The attacker may be able to build an additional communication channel to capture private communication through wormhole attack. A key can be compromised either by physical extraction from a captured node or by breach in SMC protocol. The denial of service attack renders a node by overloading it with unnecessary operations and communication and may be able to make the whole network inoperable. Coremelt attacks can target communication links blocking the exchange of useful information. Replay attacks allows an attacker to record messages at one instance and replay it later at different locations.