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Abstract

We construct a publicly verifiable, non-interactive delegation scheme for any polyno-
mial size arithmetic circuit with proof-size and verification complexity comparable to those
of pairing based zk-SNARKS. Concretely, the proof consists of O(1) group elements and
verification requires O(1) pairings and n group exponentiations, where # is the size of the
input. While known SNARK-based constructions rely on non-falsifiable assumptions, our
construction can be proven sound under any constant size (k > 2) k-Matrix Diffie-Hellman
(k-MDDH) assumption. However, the size of the reference string as well as the prover’s
complexity are quadratic in the size of the circuit. This result demonstrates that we can
construct delegation from very simple and well-understood assumptions. We consider this
work a first step towards achieving practical delegation from standard, falsifiable assump-
tions.

Our main technical contributions are first, the introduction and construction of what we
call “no-signaling, somewhere statistically binding commitment schemes”. These commit-
ments are extractable for any small part xs of an opening x, where S C [n] is of size at most
K. Here n is the dimension of x and xs = (x;);es. Importantly, for any S” C S, extracting
xs can be done independently of S \ S’. Second, we use these commitments to construct
more efficient “quasi-arguments” with no-signaling extraction, introduced by Paneth and
Rothblum (TCC 17). These arguments allow extracting parts of the witness of a statement
and checking it against some local constraints without revealing which part is checked. We
construct pairing-based quasi arguments for linear and quadratic constraints and combine
them with the low-depth delegation result of Gonzilez et. al. (Asiacrypt 19) to construct
the final delegation scheme.

*This work was done while the author was part of LIP laboratory at the ENS de Lyon, France
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1 Introduction

In a delegation scheme, a verifier with limited computational resources (a mobile device for
example) wishes to delegate a heavy but still polynomial computation to an untrusted prover.
The prover, with more computational power but still of polynomial time, computes a proof
which the verifier accepts or rejects. Given the limitations of the verifier, the proof should
be as short as possible and the verification process should consume as few computational
resources as possible. Additionally, the construction of the proof should not be much costlier
than performing the computation itself.

A delegation scheme can be easily constructed from a zero-knowledge Succinct Non-
Interactive Argument of Knowledge (zk-SNARK) for NP. Schemes like [GGPR13; Grol6] are
very appealing in practice because a proof consists of only a constant number of group elements
and verification requires the evaluation of a constant number of pairings.! The downside is that
these zk-SNARKSs are based on strong and controversial assumptions such as the knowledge of
exponent assumption or the generic group model.

Such assumptions are called non-falsifiable because there is no way of efficiently deciding
whether an adversary breaks the assumption or not. In such assumptions, the adversary is
treated in a non black box way and the assumption argues about how an adversary performs
a computation instead of what computation it cannot perform. Since zk-SNARKSs can handle
even NP computations, soundness becomes an essentially non-falsifiable property where one
needs to decide whether an adversary produces a true or false statement without any witness
but only with a very short proof. Gentry and Wichs [GW11] proved that zk-SNARKSs for NP
are (in a broad sense) impossible to construct without resorting to non-falsifiable assumptions.

While this impossibility result justifies the use of such assumptions for non-deterministic
computation, this is not the case for delegation of computation which only considers determin-
istic computation. Indeed, in this case, soundness becomes an efficiently falsifiable statement:
determining whether the adversary breaks soundness simply requires to evaluate the dele-
gated polynomial computation on some input x and check whether it is accepting or rejecting.
Actually, getting delegation from falsifiable assumptions is easy in general: let IT be a SNARK
for NP. For a binary relation R, the assumption “IT is sound for R” is in general non-falsifiable
since checking membership in the corresponding language is hard and the SNARK proof does
not help as shown by [GW11]. On the contrary, for a relation R in P, the assumption becomes
falsifiable since one can efficiently compute R(x). Nevertheless, the important issue is to con-
sider the quality of the assumption in place since the assumption “the proof system is sound”
is tautological. Ideally, we should rely on simple and well understood assumptions without
sacrificing other desirable properties.

Almost all known constructions that base their soundness on falsifiable assumptions (or
even no assumptions at all) come with some compromises: they (1) are not expressive enough to
capture all polynomial time computation [KPY18; GR19; CCH+19; JKKZ20] (2) are interactive
[GKRO8; RRR16], (3) are designated verifier [KRR13; KRR14; KP16; BHK17; BKK+18] or (4)
rely on strong (yet falsifiable) assumptions related to obfuscation [CHJV15; KLW15; BGL+15;
ACC+16; CCC+16] or multi-linear maps [PR17].

An exception to this is a construction of Kalai et al. [KPY19] of a delegation scheme for any
poly-time computation based on a newly introduced g-size assumption in bilinear groups. The
size of the assumption is 4 = log T and T is the time needed to perform the computation. As for
efficiency, the size of the proof is polylog(T) group elements which becomes poly(x) if T < 2.

However, in spite of the recent progress, there’s still a gap in the proof size and verification
with respect to the most efficient known constructions, namely those based on paring based

!Note that zero-knowledge is not necessary.



zk-SNARKS.

1.1 Owur results

In this work we consider the question “what are the simplest assumptions that imply publicly
verifiable, non-interactive delegation of computation”? Here “simple” should be interpreted as
falsifiable and well understood. Having practicality in mind as well, we would also want a
delegation scheme that competes in efficiency with the most efficient constructions to date,
namely those that are based on non-falsifiable assumptions.

The main contribution of this work is the construction of a fully-succinct, non-interactive,
publicly verifiable delegation scheme from any k-Matrix Diffie-Hellman assumption (k-MDDH)
for k > 2, as for example the decisional linear assumption (DLin) [BBS04]. In the more efficient
setting of asymmetric groups, soundness can be based on the natural translation of symmetric
DLin where the challenge is encoded in both groups (the SDlin assumption of [GHR15b]).
Here by fully-succinct we mean that the proof size is linear in the security parameter and
verification requires a linear number of operations (whose complexity depends only on the
security parameter) in the size of the input of the computation. We achieve these goals but
with the drawback that the prover computation and the size of the crs are quadratic in the size
of the circuit. Our main contribution is summarized in the next (informal) theorem.

Theorem 1. (Informal). There exists a non-interactive, publicly verifiable delegation scheme for any
polynomial size circuit C with n-size input that is adaptively sound under any k-MDDH assumption
for k > 2 with the following efficiency properties: the crs size is poly(x)|C|?, prover complexity is
poly(x)|C|?, proof size is poly(x) and verification complexity is poly(x)n.

Our construction is also concretely efficient as far as proof size and verification complexity
are concerned. The proof comprises of 10+8 group elements of an asymmetric bilinear group
and verification requires n exponentiations plus 36 evaluations of the pairing function, where
n is the size of the input. The attractive concrete efficiency is achieved due to the structure-
preserving nature [AFG+16] of our construction. This notion captures that all algorithms
solely perform group operations, namely they are algebraic, and there is no need to encode
cryptographic primitives such as hash functions or pairings as arithmetic circuits, a process
that is very inefficient in practice.

This result demonstrates two things. First, delegation of computation can be based on very
simple, standard assumptions. Second, its structure preserving nature hints to the plausibility
of practically efficient delegation schemes comparable in efficiency with the ones based on
SNARKS, but under simple, standard assumptions. In table 1 we present a comparison of our
delegation of computation construction with other pairing based schemes.

No-Signaling SSB Commitments and Succinct Pairing-based Quasi-Arguments. We follow
and extend the ideas of Paneth and Rothblum [PR17] and Kalai et al. [KPY19] for construct-
ing delegation schemes for poly-time computations from what they called quasi-arguments of
knowledge with no-signaling extractors. First, we formalize a similar notion for commitment
schemes and show that the somewhere statistically binding (SSB) commitments of [GHR15b;
FLPS20] are no-signaling when they also have what we call an “oblivious trapdoor generator”.
Second, we use the no-signaling SSB commitments to construct more efficient constant-sized
quasi-arguments of knowledge for linear and quadratic relations. We achieve this by combining
SSB commitments with the very efficient quasi-adaptive non-interactive zero-knowledge argu-
ments for linear [JR13; LPJY13; JR14; KW15] and quadratic relations [GHR15b; DGP+19]. To
this aim, we also show that the QA-NIZK arguments can be easily modified to have no-signaling
extractors under standard assumptions.



Table 1: Comparison between different pairing based delegation schemes and our results.

H Language Verification Proof size ~ CRS size Assumption H
[GGPR13][Gro16] AC ne+ O(1)p O(x) O(|Clx) Non Falsifiable
[KPY19] (base case) RM ne +poly(logd)p O(xlogd) O((n+d)x) logd-Assumption

[GR19] AC ne + O(d)p O(dx) O(|Clx) s-Assumption
This work AC ne+O(1)p O(x) O(|CJ?x) DLin/SDLin

Verification is given in number exponentiations (e) and pairings (p). 4 is the circuit depth/num-
ber of steps of a computation, n the number of inputs, s the circuit width/computation space
and |C| the circuit size. AC stands for “Arithmetic Circuit” and RM for “RAM Machine”. For
[KPY19] we only consider the “base case” and not the “bootstrapped” constructions, because
bootstrapping adds a considerable overhead and is thus incomparable in terms of group oper-
ations. We stress out, however, that the crs size of the bootstrapped construction is sublinear
in the time of the computation.

Applications to NIZK. Our construction can be turned into a NIZK argument for NP of size
n+O(1) group elements -namely O(n«) proof size- under the same assumptions where  is the
number of public an secret inputs of the circuit. In table 2 we provide a comparison of our NIZK
construction and the literature. Using standard techniques, the argument implies compact
NIZK for NP with proof size O(n) + poly(x). That is, the size of the proof is proportional to the
size of the input and the security parameter only gives an additive overhead. In comparison,
the state of the art is O(|C|) + poly(x) for poly-sized boolean circuits and O(n) + poly(x) for
log-depth boolean circuits [KNYY19; KNYY20]. We note that a similar result can be obtained
by [KPY19], albeit with a stronger assumption.

Table 2: Comparison between different pairing based NIZK schemes and our results.

H Language  Verification Proof size CRSsize Assumption H
[GOS06] AC O(|Cl)p O(|Clx) O(x) SXDH
[GGPR13][Gro16] AC O()p O(x) O(|C|x) Non Falsifiable

[GR19] BC O(n+d)p O((n + d)x) O(|Clx) s-Assumption
[KNYY20] NC! O(|C|)poly(x)  mpoly(x)  poly(|C|, x,2%) DLin
This work BC O(n)p nO(x) O(|C|%x) DLin/SDLin

Verification is given in number of pairings p. d is the circuit depth, n the number of (public and
secret) inputs, s the circuit width and |C| the circuit size. AC stands for “Arithmetic Circuit”
and BC for “Boolean Circuit”.

Our argument can be also used to construct zk-SNARKSs from quantitatively weaker as-
sumptions than the state of the art. Indeed, the strongest assumption used in zk-SNARKSs such
as [GGPR13; Grol6] is a knowledge assumption which states that an adversary computing
some elements of a bilinear group, satisfying a particular relation, must know their discrete
logarithms.? Such assumption is used to extract an assignment to each of the circuit wires.
The “size” of such assumption is proportional to the number of extracted values, which in this
case is the size of the circuit. Since our argument only requires the reduction to know the
input of the circuit, we can rely on a knowledge assumption only for extracting the input. As
a consequence the size of the assumption is drastically shortened. Since these assumptions are

2Actually, the adversary must know a representation of these values as a linear combination of a set of group
elements that she receives as input.



stronger as the size of the assumption increases and given that we lack good understanding of
them, it is always safer to rely on shorter assumptions. Also, weaker assumptions translates to
better concrete efficiency by using smaller security parameters.>

2 Technical Overview

To construct the delegation scheme we follow a commit-and-prove approach, which means that
we first commit to the witness (the satisfying assignment of wires in a circuit) and then show
that this witness satisfies some relation. We use somewhere statistically binding (55B) com-
mitments as those used in [GHR15b; GR16; FLPS20] and show that they satisfy a no-signaling
extraction property. Then, we do the same for the so called quasi-adaptive NIZK arguments
for linear spaces [JR13; LPJY13; JR14; KW15] and for quadratic relations [GHR15b; DGP+19].
From these primitives we can construct delegation for bounded-space computations/bounded
width circuits with proof-size independent of the depth of the computation by following the
techniques of [PR17; KPY19]. To get a succinct proof-size, in addition to the “depth com-
pression” we must also perform a “width compression”. To this end, we use ideas from the
delegation scheme for bounded depth computations of Gonzélez and Rafols [GR19] and re-
move the necessity of a g-assumption to rely solely on constant size assumptions. To combine
both “compressions” efficiently we exploit the fact that [GR19] is structure preserving and the
verifier is a bounded width circuit. In the next sections we present these techniques.

2.1 No-Signaling Somewhere Statistically Binding Commitments/Hashing

Somewhere statistically binding (SSB) hashing/commitments* were introduced by Hubacek
and Wichs [HW15] and then improved by [OPWW15], and have been used for constructing
efficient NIZK proofs [GHR15b; GR16] as well as ring signatures [BDH+19].

An SSB commitment scheme is a generalization of dual mode commitments [GS08] where
the commitment key can be sampled from many computationally indistinguishable distri-
butions, each of which is making the commitments statistically binding for a number of K
coordinates of the commited value. That is, when commiting to a vector m = (my, ..., m,) with
a commitment key cks associated with a set S C [n] of size at most K, no (even computationally
unbounded) adversary can compute a commitment ¢ and two valid openings m, m’ such that
for some i € S it holds that m; # m], except with negligible probability. Importantly, the size of
the commitment ¢ should be independent of n but may depend on the value K.

Known SSB commitments constructions are also extractable’, that is, there exists an efficient
algorithm that has some trapdoor information associated with cks and can efficiently extract
from a commitment c a valid opening (1;);cs. Note that the notion of a “valid opening” is
well-defined due to the statistical binding property on the set S.

We argue that the SSB extractor has many similarities with the no-signaling extractors
of [PR17; KPY19]. First, we briefly recall what a no-signaling extractor is in the context of
quasi arguments of knowledge. A quasi argument is a proof system for a relation that defines

3We note, however, that in the case of non-falsifiable assumptions it not clear how an appropriate security
parameter should be chosen.

4Through this paper we will refer to “commitments” while technically they are “hashes”. We do so because in
the context of NIZK proofs is traditional to commit to the witness and then prove that the committed value satisfy
some relation. However, since we are less interested in zero-knowledge, the randomness of such commitments is 0
(or fixed/inexistent) and we end up with hashes.

5In the context of bilinear groups, we can consider f-extraction where one only extracts f applied to the witness.
In particular, it is usual to consider f the (one-way) function that maps elements in Z, to one of the base groups G
or Gy. This is the notion of extractability we use in this work and is enough to obtain our results.



some local constraints on the statement/witness pair. The requirement is that there exists a
no signaling extractor that allows extracting a part of the witness from a verifying proof that is
locally correct. Furthermore, each part of the extracted local witness can be in a sense extracted
independently. This is formalized by requiring that extracting local witness ws for a set S and
restricting it to the variables S’ C S is computationally indistinguishable from extracting ws:
for the set S’. As we shall see shortly, this property is extremely useful when constructing
delegation schemes.

In the case of SSB commitments, extractability of the local opening is just a local soundness
guarantee. Additionally, indistinguishability of the commitment keys is a weaker form of the
no-signaling property. Indeed, a no-signaling extractor must produce commitment keys which
are indistinguishable for the various possible extractable sets. Otherwise a distinguisher for
sets 5, S’ can be used for wining in the no-signaling game even without the extracted value.
Nevertheless, this alone does not satisfy the no-signaling property: some information about the
positions where the crs is programmed to extract might be revealed by (parts of) the extracted
local openings.

We strengthen the indistinguishability property of the distributions of the commitment
keys of SSB commitments to give them a no-signaling flavour. Roughly speaking, we require
that the distributions of the commitment keys are computationally indistinguishable even if the
adversary has access to local openings associated with a set S’ of committed values. These local openings
trivially reveal information about the set S’ but we require that they do not leak information
about the values outside of S’. That is, for any sets S’ C S of size at most K, the commitment
keys cks, cks: are computationally indistinguishable even if we allow the distinguisher access
to local openings of S’.

Remark (Connection with PIR). Somewhere statistically binding commitments/hashing is
closely related with single server Private Information Retrieval Schemes (PIR) when the SSB
commitment is also extractable. Indeed, we can think of the commitment key for an index
i of the SSB as a PIR query and the commitment/hash as the PIR answer. Then, one can
decode the PIR query using the trapdoor associated with the commitment key. In our work,
the SSB commitments we use are different from PIRs in three ways: (1) we do not extract the
PIR answers, but we f-extract, specifically we extract encodings of messages in a group but
not their discrete logarithms, (2) we directly use SSBs with locality greater than one instead of
making parallel PIR queries to improve concrete efficiency and (3) the size of the commitment
key is proportional to the size of the commited values, while in PIRs the query should be small
compared to the database size. Furthermore, we exploit in a non-black box way the properties
as well as the algebraic structure of the SSB commitments to compose them with other protocols,
such as group based quasi-adaptive non-interactive zero knowledge arguments.

211 SSB Commitments with Oblivious Trapdoor Generation.

We define a stronger notion for SSB commitment schemes, oblivious trapdoor generation, which
implies the no-signaling property. This notion is easier to work with in our particular construc-
tions.

Intuitively, this notion captures that there exists a different, oblivious key generation algo-
rithm that can generate the commitment key for S and a trapdoor for a subset S’ C S obliviously
of S\ S’ for any subset S’ of the larger set S of binding coordinates. More concretely, the oblivious
key generation algorithm takes as input a commitment key cks binding at S and the descrip-
tion of a subset S’ C S and outputs an identically distributed key together with a trapdoor for
extracting values in the small set S’. We emphasize that this algorithm does not take as input
neither the description of S nor the trapdoor associated with it. Intuitively, the key generation



algorithm is oblivious of S \ S’ (it might even be that S \ S = 0) due to the indistinguishability
of commitment keys associated with different sets, in this case S and S’.

This property implies no-signaling commitments. Indeed, this follows easily since (1) by the
index set hiding property the commitment key itself does not reveal any information about S\ S’
and (2) we can use the oblivious key generation algorithm to create a trapdoor for extracting
the smaller set without skewing the distribution of the commitment key. The latter property means
essentially that we are given an oracle to extract the smaller set (by computing the trapdoor for
an identically distributed key) which is exactly what the no-signaling property captures.

2.1.2 Constructing Oblivious SSB Commitments.

We next describe how to construct efficient SSB commitments with oblivious trapdoor gener-
ator. A natural way to construct oblivious SSB commitment with locality parameter K is to
concatenate K SSB commitments with locality parameter 1. Consider a set S = {s1,...,5s:}
for some ¢t < K. We can construct a commitment key associated with S by computing t com-
mitment keys/trapdoor pairs (cki, 71), ..., (cke, T¢) for sets {s1}, ..., {s¢}, complementing with
K —t keys for 0 if necessary. To commit to some x € M", where M is the message space of the
commitment, one simply computes ¢ = Comg, (x), ..., cx = Comgg, (x). Extraction of each x;;
is done using c,, and the trapdoor 75;, independently of the others. The oblivious extractor on
input the commitment keys for some unknown S and the description of S” C S just re-samples
the commitment keys for 5’.¢ Since it doesn’t matter if the trapdoors for positions i ¢ S” are not
known, this trivial extractor can obliviously generate the trapdoor {7; : i € S’}.

While this generic construction is enough, we can construct more efficient ones if we
consider specific instantiations. More specifically, as we present next, we can have more
efficient instantiations (roughly half commitment size compared to the generic one) in the case
of commitments derived from the Pedersen commitment scheme.

Notation. We first need to introduce some notation. When S C [n] we denote with S the set
[n]\ S. For a vector x (resp. matrix G) we denote xs = (x;)ies (resp. Gs = (gi)ies where g;
is the i-th column of G). Finally, we use implicit notation for groups. That is, given a group
G and a fixed generator  we denote with [r] the element r#. For vectors and matrices a, A
respectively, we denote with [a], [A] the natural embeddings of a, A to G.

For vectors a, b, we denote a o b = (a;b;); the Hadamard product of them, and for matrices
A = (a;)ij, B we denote A ® B = (4;,B); ; their Kronecker product. We will be using the
mixed-product property of kronecker products, which says that (A ® B)(C® D) = (AC) ® (BD)
whenever A, B, C, D have the appropriate dimensions.

Efficient SSB Commitments. We next present an oblivious SSB construction based on the
Pedersen commitment scheme. This construction was implicit in [GHR15b] and later general-
ized in [FLPS20]. Later we will see that it also satisfies the stronger notion of oblivious trapdoor
generation.

Let G be a group of size p. For message space Zg, locality parameter K € N and a subset
S C [d] of size t < K, the commitment key is defined as follows: G = (Gs|G3)P and

Gs — Z;Kﬂ)xt’ Gy — ZI(HK+1)><(K+1—t), ; e Z;Kﬂ—t)x(d—t), G =G

¢ Actually, the oblivious key generation needs to know which of the commitments keys cky, ..., ckk are perfectly
binding for s’ € S’. Nevertheless, it should be still oblivious of whether the rest of commitment keys are binding or
not. See section 4.2 for more details.

7It is not always the case that this matrix is uniform. The actual property needed is that this matrix satisfies



Matrix P € {0,1}%* is a permutation matrix associated to S such that Peg;, = e;, for i <t and
e; the i-th vector of the canonical basis. A commitment to x € Zg is computed as [c] = [G]x =
[Gs|Gg]Px = [Gs]xs + [Gglxg. Note that the columns of Gs are linearly independent from the
columns of Gz with overwhelming probability, since Im(Gg) € Im(Go) and (Gs|Go) is a basis
of ZII;” w.0.p. since this corresponds to a uniform matrix of dimensions K + 1 x K + 1.

This distribution of commitment keys implies that the parts of the input indexed by S go to
the space spanned by Gs of dimension ¢, while the rest is mapped to the space spanned by Gg
of dimension K + 1 — t. Since rank(Gg) = t with overwhelming probability, all the information
of xg € Z; can be retrieved from c. Even more, there exists an efficiently computable trapdoor

Ts € Z;KHM such that T{ Gs = I;x; and T Gz = 0;x(4-t), and hence
T [c] = T{[Gx] = T{[Gsxs + Ggxgl = [xs].

To compute Ts, it is enough to solve the linear system TJ(Gs | Go) = (Is | 0) which admits a
solution since (Gs | Go) is a basis of Z;*! with overwhelming probability.

Note that this shows also that the commitment is statistically binding in S. The indistin-
guishability of commitment keys can be shown with a tight reduction to the DDH assumption
as in [FLPS20].

Oblivious Trapdoor Generation. One of the main technical contributions of this work is an
oblivious trapdoor generator for this commitment scheme, which in turns implies that it is
no-signaling. Recall that the property requires that there exists an efficient algorithm, called
the oblivious key generation algorithm, that receives as input the description of a set S’ of
size t’ < K and a commitment key [G] sampled for being binding at some unknown S 2 §’.
The algorithm computes a new commitment key [H] with the following guarantees: (1) it is
statistically close to [G] and (2) we also obtain a trapdoor Ts that allows us to extract local
openings for the small set S’.

Since we know that columns in S” are uniformly distributed, we could attempt to sample a
uniform matrix Hg « Z;,KH)XV and solve the equation Tg,Hs/ = Iy« for some Ts. However,
since we don’t know the distribution of [Gy ] the only hope seems to be to define [Hy ] = [Gz/]
and try to find some Ts' such that Tg, Gy = Opx(d-1)- Unfortunately, this amounts to finding
elements in the kernel of [Ggr]T which is in general a computationally hard problem [MRV16].

Instead we make the following observation. Regardless of the distribution of the columns
in S\ &', the ' lower rows of Gg can be always written as a random linear combination of the
first K + 1 — t' rows. That is

_ A K+1-t'xd—t’' t'XK+1-t
Ggr = (RA) , where A € Zp and R « Zp .

In this case, if we know the matrix R in the field, it is possible to compute elements in the kernel
of Gy by setting

-_ T ’ !’
Ts,:( RCC),foranyCEZ;Xt.

If additionally, we choose some C that satisfies T;Hsf = Iyx we have computed a trapdoor
for §’. This yields a way to compute the rest of the columns: discard the lower ¢’ rows of Gg,

some hardness assumption. Specifically, the index set hiding property reduces to the G-MDDH assumption (see
Section 2.2.1 for an informal definition) where G is the distributions from which we sample Gg. When working with
symmetric groups, we instantiate using the DLIN assumption. For the sake of simplicity we consider the uniform
case in the technical overview.



sample a uniform matrix R as above and complete the last rows with the elements R[A]. Then,
using R, Hgs (which are known in the field) find some C that satisfies the linear equations and
use it to define the trapdoor T5.

Lets see in more detail why the previous observation holds. Consider the matrix Gy €

Z;,KH)X(KH_” and note that the upper part Go is a uniformly distributed matrix with more rows

than columns; hence RG, for R « Z;’X(Kﬂ_tl), is uniformly distributed. This is also valid

for all non-binding coordinates since Gg = GoI' and then the lower rows follow distribution
Rag. Next, consider the columns corresponding to the (unknown) binding coordinates S \ S’.

The same argument holds: for some uniform R’ES\Sr is uniform when R’ « Z;/X(Kﬂ_t/). It
remains to show that using the same randomness for both column sets, i.e. setting R = R,
does not alter the distribution of the commitment key. Indeed, with overwhelming probability,
the columns of Gy € Z;,KJrl_tl)X(KH_t) and of 65\5/ € Z;,KH_V)X(FV) form a basis of Zﬁ*l‘t',
which means that the matrix RT can be decomposed into two independent components: a

random element in Im(Eé\s/) and another in Im(ag ). This shows that RGy = Rz(Gé\ S,)TEO

Es\sf Eol"

and RGg\g = R1(G3)TG5\5, are independent and then (RES\S’ RGoT

) is correctly distributed.

2.2 Pairing-based Quasi-Arguments

Paneth and Rothblum [PR17] and then Kalai et al. [KPY19] used a weakened version of an
argument of knowledge called quasi-argument, as an intermediate step for obtaining a delega-
tion scheme. Quasi arguments are defined for languages that can be expressed as a set of local
constraints. Roughly speaking, this means that a witness w for membership of a statement x in
a language can be decomposed in parts, namely w = (w1, ..., w,), and for each subset S C [n],
the partial witness wg satisfies some local relations, that is, a predicate R(x, ws) holds. For
example, in the case of a CNF formula of n variables, the witness is an accepting assignment
of the formula and a local constraint with respect to some set S captures that every clause that
only has variables w;, w;, wy for i,j, k € S is satisfied. Note that it can be the case that even
unsatisfiable formulas can satisfy all local constraints for families of sets of small size (yet, no
global satisfying assignment exists).

Unlike an argument of knowledge, a quasi-argument has only local extraction, meaning
that only a small part of the witness of size at most K, the locality parameter, is extracted. This
is formalized by means of an extractor which on input a set S C [n] of size at most K, where
n is the size of the witness, programs a crs so that it can later extract positions of the witness
defined by S. Central to quasi-arguments is the notion of no-signaling local extraction which
is aimed to capture a strong local soundness guarantee.

Local soundness requires that the extracted local witness is consistent with the relation and
doesn’t lead to a local contradiction, that is, it satisfies the local constraints associated to some
set S. The no-signaling requirement is defined for any two sets S, S’ where S’ C S and of size
at most K. It states that the result of programming extraction for S and then output only the
extracted value for S, should be indistinguishable from the result of programming extraction
for S” and output the extracted value for S’. Intuitively, this strengthens locality by requiring
that the small parts of the local witness are extracted independently from rest.

We next outline the construction of pairing-based quasi-arguements for two specific lan-
guages of interest, satisfiability of linear and quadratic relations on committed values. For
ease of presentation we do so for symmetric bilinear groups but we streess out that we also
translate these to the more efficient setting of asymetric bilinear groups. We will later rely
on these quasi arguments to construct a delegation scheme for polynomial sized arithmetic



circuits but we emphasize that these constructions are of independent interest; they capture
a form of “succinct” aggregation of relations and -importantly- they do so under standard
falsifiable assumptions. While full knowledge soundness is not achieved, the weakened notion
of no-signaling extraction might be enough for some applicaitons. Thus, we choose to present
them in full generality.

2.2.1 Preliminaries

In this section we introduce some necessary preliminaries for the construction of the quasi
arguments for linear and quadratic relations. First, we introduce the Matrix and Kernel Diffie-
Hellman [EHK+13; MRV16] assumption families. Then we introduce Quasi-Adaptive NIZK
[JR13] and sketch the QA-NIZK construction for membership in linear spaces of [KW15] and
finally the knowledge transfer arguments introduced in [GR19] which allow to construct QA-
NIZK under falsifiable assumptions in some more restricted setting.

Cryptographic assumptions. We introduce informally the Matrix and Kernel Diffie-Hellman
assumptions [EHK+13; MRV16]. These are natural generalizations of assumptions used
in group based cryptography (either with pairings or not). Both assumption families are
parametrized by distributions over matrices in Zy, that is, we consider distribution ensembles
Dy k. that output matrices in Zf;Xk. When ¢ = k + 1 we simply write Dj.

The Dy -Matrix Diffie-Hellman Assumption (Dy -MDDH) states that elements in the image
of amatrix A sampled from Dy x are computationally indistinguishable from uniformly random
elements.

Assumption. (Informal) Dy -MDDH holds in G if the distributions {[A], [Aw]} and {[A], [z]}
are computationally indisthinguishable, where w, z are random elements of Z’]; and Zf, respec-
tively, and A « Dy x.

Consider the uniform distribution U, ; that outputs random elements in Z%Xl. It is easy to
assert that the U, 1-MDDH assumption is equivalent to the Decisional Diffie-Hellman assump-
tion in G.% In the setting of symmetric bilinear groups -where the DDH assumption does not
hold- we consider a slightly stronger assumption, namely the Decisional Linear assumption
(DLIN) [BBS04]. This assumption can be stated as the £3>-MDDH assumption, where L3> is
the distribution

aq 0
L3,=410 ax||a1,a2 2,
1 1

The Dy -Kernel Diffie-Hellman Assumption is a natural computational analogue of the Dy x-
MDDH for bilinear groups. The assumption states that it is infeasible to find non-trivial elements
of the co-kernel of A < Dy j given [A].

Assumption. (Informal) Dy -MDDH holds in G if it is computationally hard to find a non-zero
element [z] € G’ such that [zT A]r = [0]r given [A], where A « Dy .

Note that the assumption is efficiently falsifiable since we can check the winning condition
by employing the pairing operation, that is check if e([z] T, [A]) = [0]r. This assumption family
abstracts and generalizes various computational assumptions in bilinear group, such as the
Simultaneous Double Pairing Assumption [AFG+10].

8In fact, the assumption is weaker since we implicitly assume a uniformly distributed generator of G, which need
not be the case for DDH. To show that it is weaker, it is enough to note that one can randomize a DDH instance.



It is well known that Dy -MDDH implies Dy i-Kernel Diffie-Hellman assumption. Intu-
itively, this holds since if we can sample an element r in the co-kernel of A, it always holds that
r" Aw = 0 while for a uniformly distributed vector z, with overwhelming probability "z # 0,
which translates to an efficient distinguisher for the two distributions defined by Oy ,-MDDH
assumption.

Quasi-Adaptive NIZK for membership in linear spaces. Quasi-Adaptive NIZK (QA-NIZK)*
arguments are NIZK arguments where the CRS is allowed to depend on the specific language
for which proofs have to be generated [JR13]. We are interested in the specific language of
membership in linear spaces. Specifically, given a matrix M and a description of a group gk,
we consider the language of vectors of group elements that lie in the image of M, that is,

Lo = {[x] | Jw s.t. x = Mw}

In the quasi-adaptive case, we allow the common reference string to depend on gk, M but an
adversary can choose the statement [x] adaptively. There are very efficient constructions in this
setting. We briefly describe the construction of Kiltz and Wee [KW15]. First we consider the
designated verifier case. Let M be an ¢ X n matrix. The construction is essentially a hash proof
system [CS02]. The crs contains the projection [B] = [MTK] for a random secret key K € Zf;Xk.
To prove a statement [x] = [M]w, the prover sends [n] = w[B] and the verifier asserts that
[7] = [x]"K. Now it is easy to see that this simple protocol is complete. Indeed

n=w'[B]=w M'K=x"K

For soundness, roughly speaking, the value x K is random for x that does not belong to the
image of M conditioned on B. Thus, a cheating (even unbounded) prover has only negligible
probability of producing a verifying proof for elements not in the image of M.

To make the scheme publicly verifiable, groups equipped with a bilinear map are employed.
To enable the verifier to perform the test without knowing the secret K, we also add to the
crs the value [C] = [KA], where A is a matrix that satisfies some hardness condition. Now,
the verifier can test e([], [A]) = e([x"],[C]). Note that this corresponds to multiplying the
verification equation of the designated verifier case from the right with A. Now, if

(1) the designated verifier relation does not hold, namely,  # x 'K and
(2) the proof verifies, namely mA = xTKA,

then [rr] — [x"]K is a non-trivial element in the co-kernel of [A]. Thus, the publicly verifiable
scheme is sound if we additionally assume that A is sampled by a distributions O such that
the D-Kernel Diffie-Hellman assumption holds.

Note that if M spans the entire linear space, then the language is trivial. In this case, only
knowledge soundness is a meaningful property. However, we do not whether knowledge
soundness of this construction can be proven under falsifiable assumptions or not.

Knowledge Transfer Arguments. To achieve succinct arguments, in principle, one needs to
use shrinking commitments. When trying to use such commitments with QA-NIZK such as
[KW15], the aforementioned “triviality” problem arises and it seems like one has to resort
to non-falsifiable assumptions or the generic group model. Motivated by the problem of
constructing delegation schemes under falsifiable assumptions and in order to overcome the
above issue, [GR19] relax the knowledge soundness property.

°In this work we do not need the zero knowledge property so we omit it from the discussion.
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When considering delegation using the natural approach of (deterministically) committing
to the wires of the circuit, one can observe that full knowledge soundness seems to be an
unnecessarily strong requirement. Indeed, given the input x of the circuit, one can compute
(or verify) these commitments efficiently by evaluating the circuit. This means intuitively, that
we already know how a “correct” opening of the commitments looks like in the soundness
security reduction. [GR19] exploits this fact and manages to relax the knowledge soundness
requirement by considering statements of the form “if commitment [c] opens to w, then
commitment [d] opens to f(w)” for publicly known function f. As we shall see later, they
show that this notion of soundness is enough to construct delegation for low-depth circuits.
They also construct two knowledge transfer arguments for linear and quadratic relations under
falsifiable assumptions. More concretely, they consider statements of the form

e “if [c] opens to Mw), then [d] opens to Nw for some publicly known M, N, and

e “if [c1] opens to w1y and [c2] opens to w, then [d] opens to w; o w, where o denotes the
pairwise product of vectors.

In the soundness definition, the adversary is required to output the valid opening along with
the statement proof-pair. We emphasize that this is only part of the soundness definition and
in the protocol execution the prover does not have to output the valid opening. Consider for
example the first case for linear relations. An adversary wins if it manages to output a statement
[c], [d] with an accepting proof and a w such that [c] = [M]w but [d] # [N]w. Such statements
essentially give the guarantee that some a priori knowledge about a commitment is “correctly”
transferred to another commitment.

For the former construction, namely linear relations, they use the [KW15] construction
where they define M as a two block matrix where the upper part corresponds to [c] and
the lower to [d]. Now, using [KW15], the prover simply needs to convince the verifier that

d N
matrix M is sampled from a distribution O for which the H-MDDH assumption holds.

For proving the quadratic relations, they do a different analysis of standard techniques
used for the construction of pairing-based succinct arguments that exploit the properties of the
Lagrange basis.

They also modify these constructions to be compatible with the more efficient setting of
asymmetric bilinear groups, under the natural modifications of the required assumption for
asymmetric groups.

[C] = [M] w. They show that this construction is knowledge transfer sound if the upper

2.2.2 Oblivious Trapdoor Generation for Quasi-Arguments

Similar to the case of no-signaling SSB commitments we define a stornger and easier to work
with (in our context) notion that implies the no-signaling property of quasi arguments, oblivious
trapdoor generation.

We require that there exists an oblivious key generation algorithm that takes as input (1) a
crsg that allows extraction for a set S, and (2) the description of a subset S’ C S, and generates
a crsgs for some set S’ and a trapdoor'® for extracting local witnesses associated to the set S’
obliviously of S \ S’. We emphasize that the oblivious trapdoor generation algorithm knows
neither the description of S nor any information about the trapdoor associated with it. We

10We modify the quasi-argument defintion of [KPY19] to admit a fixed extractor algorithm that takes as input the
statement-proof pair of the adversary, and additionally some secret state produced during the crs generation, -the
trapdoor- and extracts the local witness.
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require that the new crs is statistically close to the crss given as input. The fact that this property
implies no-signaling commitments is identical to the case of SSB commitments.

2.2.3 Quasi-Arguments of Membership in a Linear Space

We define a quasi-argument of knowledge of some vector [x] € G belonging to the image of a
matrix [U] € G™*", where x is committed using an SSB commitment. Consider a commitment
[c] that is statistically binding on the set S. We show that there exists a local and no-signaling
extractor which, given some S C [n] of size t < K, extracts [xs] € Im([Us]), where xs € Z;, is the
vector whose entries are x; and Ug € Z;X” is the matrix whose rows are the rows of U indexed
by i, where i ranges over S in some fixed order. A local constraint [xs] associated with the set
S can be interpreted as satisfying two properties:

(1) [xs]is consistent with the commitment [c], namely the (unige) S-opening of [c] is x5, and
(2) [xs]is in the image of [Us].

We use the Kiltz and Wee argument of membership in linear spaces [KW15] to construct a
quasi argument for linear relations. Details follow.

The argument. Our construction is Kiltz and Wee linear membership argument [KW15]
for the matrix [GU], where G is an SSB commitment key with locality parameter K. For
completeness, we describe the protocol for this specific matrix. We note that we present the
scheme with proof size k + 1 of [KW15], where k is a parameter of the scheme defined by the
underlying assumption, but our construction is also sound for the more efficient instantiation
of size k. In any case, we emphasize that the parameter is a small constant (k = 2).

Let’s recall the construction for the matrix M = GU. The crs contains [B] = [UTGTK] and
[C] = [KA] for some random hash key K and A drawn from some distribution satisfying a
kernel assumption. A proof is computed as [1r] = w T [B], and verification is done by checking

if e([m], [A]) = e([cT], [CD.

Local and No-Signaling extraction. Our strategy to prove local soundness is to show that,
apart from extracting [xs] from [c], we are also able to produce a verifying proof [r'] that
[xs] € Im(Us). More concretely, on input a crs crss = ([A'], [B], [CT]) for membership in the
linear space of Us, we can construct another crs that is statistically close to the quasi argument
crs for U and, more importantly, we can extract a local opening [xs] and a proof [n'] satisfying
the verification equation for crsg.

We embed the public parameters [A'], [B'], [C'] of the local linear space argument for Us in
the quasi argument parameters. Although the secret hash key K' of the local linear argument
is statistically hidden, we can still pick a random hash key for all the coordinates by picking
another secret key and implicitly define the full secret key as some composition of the two keys.
Concretely, given the trapdoor Ts for locally opening SSB commitments we implicitly define
K = TsK" + R, where R is the additional key, so that the proofs for ¢ = GP (1) = Ggxs + Ggxg
are of the form t = ¢ 'K = (Gsxs + ngg)T(TsK* +R) = ngJr + ¢"R. In this way a proof for
the local argument can be retrieved as [t'] = [r] — [¢T|R. This equivalent way of sampling K
allows to compute the crs of the larger linear argument using only [A'], [B'],[CT] and Ts, R.
Indeed, we can define [A] = [Af], [B] = [B'] + [UTGT]R and [C] = Ts[C'] + R[A'].

We also show that the crs is indistinguishable for different sets and that there is an oblivious
trapdoor generation strategy, and hence we also have a no-signaling extraction strategy. The
indistinguishability of the crs follows directly from the indistinguishability of SSB commitment
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keys; it is enough to note that only the commitment key depends on S and all other values can
be efficiently computed given only the commitment key'!. For oblivious trapdoor generation,
we use the fact that we can sample an identically distributed commitment key along with a
trapdoor -this follows by the oblivious key generation of the commitment scheme- and then
we argue in the same way as before: given the commitment key we can sample the rest of crs
honestly.

Extension to Knowledge Transfer, Bilateral Spaces and Sum Arguments. We also construct
variations of the above protocol, specifically a knowledge transfer version based on [GR19] and
two construction suitable for asymmetric bilinear groups.

First we consider the knowledge transfer construction. We first describe the local constraints.
Consider two matrices [M], [N], and two commitment keys [G], [H] statistically binding at S.
The statement consists of two commitments [c], [d]. For the local extraction guarantee w.r.t.
set S we require that, given an accepting proof 7 and an opening w, we can extract values [xs],
[ys] such that

(1) [xs], [ys] are the unique S-openings of [c], [d] w.r.t. commitment keys G, H respectively,
and

(2) if [xs] = [Ms]w, then [ys] = [Ns]w.

The construction and the analysis are identical to the previous case. We simply use the [KW15]
construction for the matrix with upper part GM and lower part HN. The only difference in
the analysis is on the local extraction case. We argue that we can extract an accepting proof for
a crs for the language of linear knowledge transfer for the matrices Ms, Ns and, thus, we also
require that the MST—MDDH assumption holds for every S, where Ms is the distribution from
which we sample Ms.

Finally, we also consider constructions in asymmetric bilinear groups. A variant of the
linear subspace QA-NIZK argument given in [GHR15b], and extended to knowledge transfer
arguments in [GR19], considers the statement as well as the matrix split between the two
groups. We call this argument a linear argument for bilateral spaces. We also consider a
particular type of argument for bilateral linear spaces defined in [GHR15b] and called “sum
in subspace argument”. In this case, the statement is [x];, [y]> and soundness captures that
x +y € Im(M + N) given [M];, [N]> in the two different source groups. We construct quasi
arguments for all these variants with knowledge transfer soundness. Luckily, the constructions
as well as the security proofs are minor modifications of the original argument.

2.24 Quasi-Argument of Hadamard Products

The next quasi arguement construction shows that some vector c is the Hadamard product
of two vectors a,b, namely ¢ = a o b. We can naturally define the local constraints here as
cs = ag o bg for every set S C [n], where n is the dimension of the vectors. As in the linear
case, we care about committed values, that is, the vectors a, b, ¢ are committed and we claim
that the openings satisfy the claimed relation.

Our starting point is the “bit-string” argument of [GHR15b]. We observe that it is implicitly
a quasi-argument with locality parameter K = 1 for the set of equations b;(b; — 1) = 0 for
all i € [n]. Next we describe this construction and after that we show it indeed satisfies the

"Here, we assume the distribution U that outputs the matrix [U] is witness samplable, meaning that during
sampling, we can also sample the discrete logarithms of [U] which is usually the case. In this work, we only consider
such distributions.
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no-signaling local soundness property. It will be convenient to directly work with equations of
the form x;y; = z; instead of the bit-string argument equations.

The common reference string in [GHR15b] contains what we interpret as three SSB com-
mitment keys [G], [H], [F] with locality parameter K = 1. It additionally includes the product
[G ® H]. The prover gives three commitments [a], [b], [c] w.r.t. G, H, F and claims that the
openings satisfy the Hadamard relation. We first note that it is easy to construct an arguement
for a related language. Consider the elements G ® H as a commitment key. The prover can
give a commitment to the Kronecker product z = a ® b by computing [t] = [G ® H]z. The
verifier can then use the pairing to verify the Kronecker product relation, namely it tests that
e([c], [d]) = e([t], [1]) where [c] = [G]a, [d] = [H]b are commitment to some vectors and are
part of the statement. Some simple calculations show that

cd=c®d=Ga®Hb=(GQH)(a®b)=t

The Kronecker product commitment ¢ is included as part of the proof. Now, from this simple
Kronecker product argument, it is easy to prove the Hadamard product. It is enough to note
that the Hadamard product is a linear funciton of the Kronecker product, thus, the prover and
verifier can use the protocol for linear relations of the previous section.

Local and No-Signaling Extraction. The crucial observation to prove local extraction is that
if G, H are extractable in one position, say i, j respectively, then G ® H is extractable at position
n(i—1)+ j. More concretely, lettting Tg, Ty be the trapdoors for G, H respectively, the trapdoor
for the commitment key G ® H is simply Tg ® Ty. Some straightforward calculations reveal
that applying this trapdoor to a commitment with the key G ® H indeed yields the n(i — 1) + j-th
coordinate of the committed value, which is uniquely defined. In fact, we generalize this for
larger locality parameters and we also show that, for some distributions of commitment keys,
the no-signaling /oblivious trapdoor generation properties hold if they hold for G, H.

Consider the simple case of K = 1 and let all three commitments G, H, F be extractable at the
same position i. We show that we can extract local openings [x;] = Tg[a], [y:] = Tu[b], [zi] =
Tr[c] as well as [w;] = Tgeu[t] such that z; = x;y;. Assume for the sake of a contradiction that
Zi # z; = a;b;. Since the columns g;, h;, f; are linearly independent from the other columns
in G, H, F, respectively, if the commitments [c], [d], [t] satistfies [c] ® [d] = e([t], [1]), then the
unique openings at coordinate i satisfy z; = x;y;. Now, if z; # zg, the linear relation does not
hold and we can break the underlying QA-NIZK for membership in linear spaces.

For oblivious trapdoor generation, it is enough to note that if the commitment key satisfies
this property, so does the above constructions. Indeed, note that using the commitment key,
it is enough to produce a crs for membership in subspace language to create the full crs of the
protocol.

Extension to Knowledge Transfer Arguments. We extend the quasi-argument local sound-
ness to offer a “knowledge transfer” guarantee. In this case, we essentially commit to commit-
ments. That is, we use an SSB commitment key to commit to multiple commitments and the
local openings are commitments themselves. Namely we extract values [x;], [y;], [zi;] which
are interpreted as commitments w.r.t. some (not necessarily SSB) commitments keys U, V, W.
We require that no PPT adversary can produce openings a, b such that x; = U;a, y; = V;b but
z; # Wia o b. The constraint language for a set S is parametrized by SSB commitments G, H, F
binding at S as well as some matrices U, V, W. We require that given an accepting proof 7 for
a statement [c], [d], [f] and openings a, b, we can extract values [xs], [ys], [zs] such that

(1) [xs], [ys], [zs] are the unique S-openings of [c], [d], [f] w.r.t. commitment keys G, H, F
respectively, and
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(2) if [xs] = [Us]a and [ys] = [Vs]b, then [z5] = [Ws]a o b.

One might wonder at this point how we commit to commitments which naturally requires
multiplication of group elements which is assumed computationally hard. To achieve that,
we simply include in the crs the products [GU], [HV], [FW]. Now, we can commit to the n
commitments U;a as [GU]a and similarly for the other keys.

The knowledge transfer version is essentially the same as in the previous case. The only
difference is that we also need to include some additional elements in the crs to allow to the
prover to compute the Kronecker product, namely the values [Q] = [([G®H)(U® V)]. Asin the
previous case, we can then exploit the linear relation between the Hadamard product and the
Kronecker product. From a correct commitment [Q](a ® b), we can use the linear knowledge
transfer to get a commitment to the Hadamard products w.r.t. the third commitment key,
namely [FW](a o b). To show this, we first show that the G ® H-MDDH assumption holds if
G-MDDH and H-MDDH hold, where G, H are the distributions of G, H respectively.

We are also able to extend these techniques to work in asymmetric bilinear groups as well.
The construction is somewhat technical, but the core idea is to construct SSB commitments
suitable for asymmetric groups, where we “split” the commitments between the two groups,
and use the bilateral variants of the linear quasi-arguments discussed in the previous sections.

2.3 From our Quasi-Arguments to Delegation.

Using the ideas of [PR17; KPY19], we can derive delegation of computation from quasi argu-
ments for languages encoding the computation. The local constraints capture that each step
of the computation was done correctly. First, we present the high level idea for the delegation
construction from quasi-arguments. We first show how to delegate low-space TMs/low-width
circuits and then we show how to overcome the dependence on space/width.

2.3.1 Delegating bounded space TM/bounded width circuits

We first recall the high-level ideas to construct a delegation scheme from quasi arguments of
[PR17; KPY19] in the simpler case of bounded space computation. Consider some polynomial
time sequential computation which on input x outputs y, for example a Turing Machine or an
arithmetic circuit. The computation goes through a sequence of states stg, sty, ..., sty such
that sty is consistent with the input, state sty contains the output y, and there’s a functional
relation between states st;, st;;+1 where st;;1 = f(st;) and f is determined by the description
of the computation. We first consider the case of bound space computation and discuss later
how to remove this constraint. Consider a quasi arguement of locality K = 2|st| where local
constraints require that st;, st;41 are consistent w.r.t. f. The goal is to show that an adversary
that makes the quasi-argument verifier accept must (w.o.p) sample x, y such that y is the result
of the computation on input x.

We can first “program” the local extractor extractor to extract stg, sty, i.e. use locality
parameter K = 2|st|, where |st| is a bound on the size of the states (i.e. space of the TM
or width of the circuit). Local soundness asserts that state stg is consistent with x. Local
soundness also implies that st is consistent with sty and hence with x (note that the statement
st1 = f(sto) depends only on local variables). Now, to show that st; is also consistent, we jump
to another game where first the extractor computes only st, and in the next game the extractor
computes stq, stp. The crucial observation is that st; should be still consistent with x in both
games. Otherwise, we can distinguish between the common output of extractors for stg, st;
and st or between st and sty, stp, which contradicts the no-signaling property. Importantly,
we can efficiently compute the “correct” state sty since the computation is deterministic, and
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thus the no-signaling distinguisher discribed is indeed efficient. Similarly, consistency of st;
and local soundness imply that st; is also consistent. Now, we can inductively continue until
we reach the last state, st;, which corresponds to the output of the computatiaon.

Small width circuit delegation from DLIN. Let C be an arithmetic circuit with width w and
depth d. We consider the input to correspond to level 0. Without loss of generality, assume
that the circuit has w input and w output wires. In this section we consider the width w to be
small, or alternatively, efficiency will depend on w.

We follow the circuit arithmetization of [GR19]. The multiplication gates are partitioned in
d levels. Each level groups the gates at the same distance from the inputs, without counting
linear gates. In this way, the inputs of level i + 1 are linear combinations of outputs of the i
previous levels. We can then express this as constraints describing the computation as

a;ob; =c¢; fori=1tod, (@)
ai+1) _ Di,j L Di 0 - —
(bi+1) _O<Z.(Ei,]')C] = (Ei 0l € fori=0tod -1, (2)
<j<i
co=x€Z)andcs =y €Z. 3)

Vectors a;, b;, c; denote respectively the left, right and output wires of multiplication gates in
level i. Matrices D; j, E; j can be naturally derived from the circuit’s linear gates. Equation (1)
states the relation between output wires and the input wires of a level of multiplication gates.

Now consider a symmetric bilinear group described by gk and consider three SSB commit-
ments G, H, F with locality K = |w| for committing to wd-dimensional vectors. We publish in
the crs the commitment keys and we we also compute two quasi argument crs:

F
(1) for membership in linear space crs for the matrix [M;] = |GD|. Here, D, E are the
HE
matrices for the linear relations as a whole (note per level). That is, for left and output
wires it should hold a = D¢, and similarly for right wires.

(2) for hadamard relation for G, H, F. Note that, essentially, this corresponds to yet another
(G®H)
FA
the linear relation between the Kronecker and Hadamard product, thatis (aob) = A(a®b).

quasi argument for membership in linear spaces for [M] = where A captures

The prover gives the commitments to the left, right, output wires, namely [L] = [G]a, [R] =
[H]b, [O] = [F]c. Note that these commitments are of size O(poly(x)w) but independent of d.
Next, it proves that [O], [L], [R]

e lie in the image of [M;] using the witness c.

e satisfy the Hadamard relations. To do so, it computes a commitment [Z] = [(G®H)](a®b)
and shows using the linear argument that the vector [(g)] lies in the image of M, using
the witness a ® b.

The verifier checks that (1) the linear proofs verify and (2) that e([L], [R]) = e([Z], [1]). It also
does some additional input/output consistency check which we omit for now and describe
next.
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Now, let’s see the core of the extraction argument. The inductive claim goes as follows:
If we set [F] extractable for the i-th level, namely we the set S; = {iw +1,...,(i + 1)w}, then
-conditioned on an accepting proof- extracting the level i-th level wires corresponds to the
correct values [c;] w.r.t. the input ¢g. We will handle the base case later when we discuss
input/output consistency. For the inductive step, assume the statement is true for i. We show
that it is true for i + 1. We proceed as follows:

(1) We first set G, H extractable at set S;;1 corresponding to the i + 1-th level in addition to
the F extractable at S;. By the no-signaling guarantees the value [c;] extracted by [O] is
still correct.

(2) By thelocal soundness of the linear quasi argument, the extracted values [¢;], [ai+1], [Di+1]
must lie in the image of the submatrix of M corresponding to these values. This matrix
contains the blocks I, D;;1, E;41. Hence the values extracted correspond to the correct
values [a;41], [bi+1] w.r.t the input co.

(3) We only set G, H extractable at set S;;1 and leave F extractable at the empty set. By the
no-signaling guarantees the extracted wires for left and right values [a;11], [bi+1] are still
correct.

(4) In addition to G, H extractable at set S;1, we set F extractable at S;;;. Now we argue
about local constraint of the Hadamard product. We proceed in two steps:

— By the pairing test e([L], [R]) = e([Z], [1]) and the assumption that [a;,1], [bi+1] are
correct we get that

TGL® TyR = (T ® Ty)(L® R) = (Tg ® Ty)Z = TgeuZ

which implies that z;+1 = a;+1 ® b;41. This means that the extracted value of the
Kronecker commitment corresponds to the Kronecker product a;,1 ® b;11 of left and
right wires in level i + 1.

- Working similarly to the step (2), we get that the extracted values Z;,1, O;41 live
in the image of M. It should then be the case that we extract [c;+1] which is the
Hadamard product a;41 o bj;1. This correspond to the correct assignment of output
wires in level i + 1.

(5) Finally, we only set F extractable at set S;;1 and leave G, H extractable at the empty
set. By the no-signaling guarantees the extracted value [c;41] is still correct.

We note that proving this is technically more involved. We need to show that the quasi
arguments can be composed well, and they still satisfy the no-signaling properties despite the
fact that they share commitment keys. Equivalently one could define and analyze a unified
quasi argument to directly work with the circuit “transition funciton”. In any case, we omit
these details from these technical overview.

Input/Output Consistency. We modify the commitment F by making it trivially extractable
at the input/output levels 0,d always, regardless of the extraction set. That is, we “use”
the identity matrix I, for committing to the output wires at the first and last level. This
corresponds to augmenting F with some identity rows. Thus, the verifier can always trivially
check the consistency with input/output. Note that the final commitment size grows by 2|w|,
the size of input and output, but these values are part of the statement and don’t need to be
included in the proof. We stress out the “trivial” identity commitment satisfies the properties
needed to be used in our quasi-arguments.
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Assumptions. We next discuss the assumptions we use. For the specific matrices used in the
reduction, one can prove soundness of the QA-NIZK argument under falsifiable assumptions
since the S-submatrices M1, My produce a non-trivial subspace. This means that we rely on
the kernel assumption we use for instantiating the QA-NIZK. Noting that MDDH assumptions
implies the corresponding kernel assumptions, we can instantiate the quasi argument using
the DLIN assumption. Furthermore, the no-signaling property of the commitment keys (the
only computational property we use) reduces to an MDDH which we chose on instantiation.
Noting that DDH does not hold in symmetric groups we resort to the DLIN assumption which
makes the commitments larger by 1 group element. Thus, soundness of the above delegation
scheme reduces to the DLIN assumption.

2.3.2 Overcoming the dependence on space/width.

The issue with the above construction is that setting K = O(|st|) yields a proof whose size
is linear in the space of the computation. To achieve succinctness in the general case, we
need to also perform some “compressing” of the state/width. Kalai et. al. overcome this
by considering delegation of RAM computation [KP16] using collision-resistant hash function
to compress the width. They use a notion similar to the knowledge transfer notion, namely
that no PPT adversary can produce digests h,h’ and state st such that h = Hash(st) but
h' # Hash(f(st)). Now, a quasi argument for the local constraints h; = Hash(f(st;)) and
h;,1 = Hash(f(st;)) is enough for delegation in the general case.

While previous works achieve this by essentially encoding the computation of generic hash
functions in the computation, we use hash functions that are based on Pedersen commitments
and have nice algebraic structure and properties. This allows to avoid the concrete cost of
encoding arbitrary hash functions in the arithmetic circuit. To this end, we use techniques from
[GR19] to derive a structure preserving construction. We present next the basic ideas of their
(low depth) delegation construction.

Structure Preserving Delegation for Bounded-Depth Circuits. Gonzélez and Rafols [GR19]
constructed a delegation scheme with proof-size O(dx) and verification requiring n plus O(d)
cryptographic operations, where 7 is the size of the input, d the depth of the circuit and « a
security parameter. Interestingly, the verification procedure of [GR19] can be described com-
pletely as a set of pairing product equations. As shown by Abe et al.[AFG+16], cryptographic
primitives whose correctness can be stated as equations over bilinear groups are more suited
for practically efficient arguments without resorting to generic reductions to a circuit or a 3CNF
formula.

In the heart of the delegation scheme of [GR19] lie the two knowledge transfer arguments for
linear and quadratic relations described before. To delegate the computation of an arithmetic
circuit, the multiplication gates are partitioned in d levels. Each level groups the gates at the
same distance from the inputs, without counting linear gates. In this way, the inputs of level
i + 1 are linear combinations of outputs of the i previous levels. A prover commits to the left,
right, and output wires of each level as L;, R;, O;. In the first d arguments f is a linear function
and the argument handles the linear relations between the input wires (the openings of L;, R;)
of level i and the output wires of all previous levels (the openings of Oy, ..., O;_1). In the next
d arguments f is the hadamard product so that the opening of O; is the the hadamard product
of the openings of L; and R;. The fact that the verifier can check the commitment to the first
level using the public input and a simple inductive argument over the levels shows that the
output must be correct.

More concretely, starting from a correct commitment Oy (directly checked for consistency
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with input x from the verifier) we conclude that L1, R1 by the knowledge transfer guarantee of
the linear argument. Since L1, R1 are correct w.r.t. x, O is also correct w.r.t. x by the knowledge
transfer guarantee of the quadratic arguement. We continue this way and we conclude that O 4
is a correct commitment to the output of the computation. Now, we simply need to check that
the claimed output vy is a correct opening for that latter commitment.

As for soundness, the quadratic knowledge transfer arguement requires a specific (not
uniform) distribution for the commitment keys where each row of the matrix of the commitment
key is the result of evaluating Lagrange polynomials at a different random point. Thus,
soundness relies on a width-size assumption, namely “R-Rational Strong Diffie Hellman”
assumption [GR19] which is proven secure in the Generic Group Model. We stress out that we
modify the construction of [GR19] to overcome the need for a g-size assumption and rely only
on a constnt-size one, albeit at the cost of having a quadratic crs and prover computation.

Succinct Publicly Verifiable Delegation for polynomial size circuits. We use the technique
of [GR19] to overcome the width dependency in the above construction. The problem with
this construction is that we need to rely on simple soundness of the underlying Kiltz and
Wee QA-NIZK. However if we try to “shrink” the per-level information to eliminate the width
dependence, the subspaces used become trivial and knowledge soundness seems to be needed.

We overcome this by relying on the knowledge transfer analysis of Kiltz and Wee used
in [GR19]. To exploit this to construct delegation, we proceed as follows: we keep the same
skeleton of the small-width circuit protocol, but instead of directly committing to the left, right
and output wires, we commit to commitments of them. That is, for each level we compute three
shrinking commitments -with size independent of the width- corresponding to left, right and
output wires for that level, and we commit to these commitments (by including appropriate
group elements in the crs). Furthermore, we use the knowledge transfer variants of the quasi
arguements.

Now, our no-signaling extractor works as in the small-width case, but instead of the wires
for some level, it outputs the commitments for the wires in this level. By the knowledge transfer
guarantees, we establish that the extracted values for each level satisfy:

(1) if O; is a commitment to c; then L;;1 and R;;1 are commitments to a;.1, biy1,

(2) if Li+1 and R;41 are commitments to a;,1 and b;;1 respectively, then O;41 is a commitment
to civ1

Extracting these values in a no-signaling way, as in the bounded space case, yields soundness
for the delegation scheme. The analysis is almost the same and the only difference is that the
knowledge transfer guarantee implies some hardness assumption (MDDH) on the distribution
of matrices used as parameters, in this case, the width commitment keys. To satisfy this using
constant size assumptions, we use a simple variation of Pedersen commitments where the
commitment keys satisfy the DLIN assumption.

Remark (Uniform vs Non-Uniform Computation). Our construction can be used for any non-
uniform computation, namely polynomial size arithmetic circuits, while previous works such
as [PR17; KPY19] focus on delegating uniform computations: Turing or RAM machines. While
this is a stronger result, we achieve it using a long (quadratic in the size/time of computation)
crs while the work of [KPY19] achieves a short (i.e. sublinear) crs. One motivation for working
directly with poly-size circuits is for practical efficiency: we utilize the rich SNARK toolbox
without the need to encode expensive cryptographic operations as arithmetic circuits, namely,
we focus on structure preserving constructions. While we have an inefficient (quadratic) prover,
in all other aspects we achieve optimal efficiency comparable with SNARGs from non-falsifiable
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assumptions. We believe that this is a promising direction and an interesting open problem is
to improve the prover to quasi-linear using these techniques. This would yield a delegation
scheme for poly-size circuits that directly competes with the aforementioned non-falsifiable
based constructions in all aspects, effectively making the use of non-falsifiable assumptions
unjustifiable in the context of deterministic computation. We also leave as future work exploring
to what extend our techniques can be applied for delegating uniform computations and if this
would give some improvement over existing constructions.

Remark (On bootstrapping and proof composition). To improve efficiency (crs size), [KPY19]
use the bootstrapping technique which involves proof composition. Our techniques seem to
be incompatible with the bootstrapping technique. This is because the crs of our construction
depends on the circuit and we cannot directly reuse a crs for different computations. We
leave as future work to examine if we can modify our techniques to be able to apply the
bootstrapping technique. We also stress out that this might prove to be an interesting direction
for improvements in practical efficiency as well due to some recent results in proof-composition
techniques [BCMS20; BCL+21].

2.4 NIZK, SNARKs and Compact NIZK

We can use standard techniques to turn our delegation scheme into a NIZK argument. Es-
sentially, the prover needs to prove knowledge of (additional) secret input wires w and proof
that C(x, w) = y for some secret input w. Given the “structure preserving” properties of our
delegation scheme, we can directly apply the Groth Sahai proof system [GS08]'2 on the set of
verification equations. In general, all we need to achieve knowledge soundness is an extractable
(and hiding) commitment for extracting the witness w. Depending on the properties of the
extractable commitment scheme we get different NIZK flavors.

If the commitments to the inputs are succinct, the construction yields a SNARK for NP.
Such commitments are widely employed in SNARKS, but their security relies on non-standard
assumptions: either knowledge type assumptions such as g-Knowledge of Exponents assump-
tion [GGPR13] or the generic group model [Grol6]. If we take for example the zk-SNARK from
[DFGK14], the size of g is the number of field elements extracted from a valid proof. Indeed,
the proof of soundness requires the extraction of all the circuit wires, which are later used
to break some falsifiable g-assumption. Consequently, the knowledge assumption is of size
g = O(|C|). By reducing the number of extracted values from O(|C|) to |w|, we reduce the size
of the underlying knowledge assumption to g = |w| < |C]|.

If we use the “bit-string” argument of [GHR15b] to show knowledge of b € {0, 1}", we get
extractable commitments of size 1 + O(1) group elements based on a constant-size falsifiable as-
sumption. Combining this extractable commitment with our delegation scheme yields a NIZK
argument for circuit satisfiability with proof size n + O(1) groups elements, or equivalently of
size O(n«).

Finally, we can then use the techniques of Katsumata etal. [KNYY19; KNYY20] to constructa
compact NIZK. The construction of Katsumata et al. is based on a non-compact NIZK argument
for NC! plus a symmetric key encryption scheme (K, E, D) where the size of E(K, m) is |m| +
poly(x). Instead of committing to the input x of a circuit C, we need to compute K « K(1*)
to obtain ct « E(K, x) and give a NIZK argument of knowledge of some K € {0, 1}P°Y) such
that C(D(K, ct)) = 1. We note that we can straightforward use this idea to construct compact
NIZK for any circuit by simply plugging our NIZK argument based on the commitments of

12This can be also achieved in a more efficient way (concretely) by directly using hiding commitments for the
delegation scheme.
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[GHR15b]. The final proof is of size |ct| + [K|poly(x) + |rt| = n + poly(x) and is sound for any
polynomial size circuit.

3 Preliminaries

3.1 Notation

For n € N, let [n] be the set {1,...,n}. For vectors a = (a;)ic[s], b = (bi)ie[n] € Z},, we denote
aob = (a;b;)ie[n) the Hadamard product of them, and for matrices A = (a;,)ie(n,],je[m,] € Z;’lxml,
B e Zzzme we denote A ® B = (a;jB)ie(n,] je[m ] € ZZULQXM]HQ their Kronecker product. We will
be using the mixed-product property of kronecker products, which says that (A ® B)(C® D) =
(AC) ® (BD) whenever A, B, C, D have the appropriate dimensions. When 11 = n; we denote
by A[B € Z,"™""™ their vertical concatenation. For x,y € Z we write x < y if and only if
xi < y; forall i € [n]. We consider vectors of sets S = (S1,...,S¢), where S; C [n;] for i € [{]
and n; € N, and extend set operations entry-wise. Thatis S’ C § if and only if S; C S; for all
i€[f],and |S| = (|S1],...,|S¢]). Forn € N, [n] = ([m1], ..., [12]).

We use implicit group notation. Let gk = (p, G1, G2, Gr, e, P1, P2) « G(1¥) be the descrip-
tion of an asymmetric bilinear group of size p = O(2*) equipped with an efficient bilinear map
e : G; X G — Gr, where P, is a generator of G, u € {1,2}. We assume all our algorithms
receive as input gk sampled from G(1%), although in some abstract definitions is not necessar-
ily the description of a bilinear group. For r € Z, we denote [r], = rP, for u € {1,2,T} and
Pr = e(P1,P»). For a vector a € Zj and matrix A € Z"" we denote with [a],, [A], the natural
embedding of a, A in G, respectively.

Sub-vectors and Sub-matrices. Let S = {s1,...,s:} C [n] and S = {51,...,5u-t} the set
[1n] \ S. We use an algebraic notation for the sub-vector x5 and sub-matrix Ggs of some x € Z,
and G € ZJ"™" respectively. Let Ps € {0,1}"*" the permutation matrix defining the ordering
S1,+--,8t,51,---,85—+- Thatis, Pses; = e; and Pges, = ej+t, where e; is the i-th unitary vector of
size n. We may simply write P when 7, S are clear from the context. We also define the matrix
25 = (It|0¢xn—t). We may omit the subscript when the values are clear from the context.

We denote by x5 € Z!, Gs € Z’;Xt the sub-vector and sub-matrix containing the elements or

columns with indices in S C [n] of x € Zj and G € Z’;X”, respectively.
Fact1. Forany x € Z; and any S’ € S C [n] it holds that:
i. Psx = (x¢) and GP] = (Gs|Gy).
ii. x5 =%sPsx and Gs = GP{X/.
iii. Gx = Ggxs + Ggxg.

iv. Letxg s = 25|S,P5,|5x5, where Pg/5 is some permutation matrix such that Pg/sxs = ( x’;f;, )
and 25’|S = (I|S’||0|S’|><t—|5’|)- Xsr|5 = Xg/ and GS’lS = GS'.

When x = Uw, for some matrix U € ZZX’” and w € m, we abuse of notation and also write
Us for 25PsU so that x5 = Usw.
We extend this notation to two sets S1 C [n1],S2 C [n2] and for x € ngz define xs, 5, €

Sq11-1S . . . . . .
le 11526 59 X5,,5, = (X(i—1)ynp+j : 1 € S1and j € Sp) in some fixed order. For matrices instead we

define Gs,,5, = (¢ i-1ynp+j : £ € [k],i € S;and j € S5) € Z§X|Sl|'|52|, where k is the number of
columns of G. Similarly as before, the following holds.
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Fact 2. For any x € Z,'"> and any S} € S1 C [n1], S} C Sa C [n2] it holds that:

x51 S2

51,5
*5..5,

xSl S2

i. For some permutation matrix IT € Z;“mxnlnz, (Ps, ®Ps,)x =11 and G(PT ®P] ) =

(Gs,,5,/Gs, 5,|Gs, 5,IGs, 5)I".
ii. xs,3, = (s, ® 3s,)(Ps, ® Ps,)x and Gs, 5, = G(P] ® PL)(ST @ ]).
iii. Gx = Gs,5,%5,5, + Gg, 5,%, 5, + Gg, 5,%5, 5, + G5, 5,%5, 5,
iv. Letxsf 84151, = (E;ws ®3/, L )(Ps;|5,®Ps:|s,)x5, 5, and G 515, 5, = G(PS’|S QP )(Eswsl

Sy1S2

5'|5 ). Then Xs!,51151,5 = Xs/,8) and GS’ ,S5151,52 = GSQ,S;

3.2 Cryptographic Assumptions

Definition 1. Let k, ¢ € N. We call Dy i (resp. Dy ) a matrix distribution if it outputs in PPT time,
with overwhelming probability matrices in Zf;Xk (resp. in Z;,kH)Xk). For a matrix distribution

Dy, we denote as Dy the distribution of the first k rows of the matrices sampled according to
Dx.

Assumption 1. Let Dy i be a matrix distribution. For all non-uniform PPT adversaries A and
relative to gk < G(1¥), A < Dy and the coin tosses of adversary A,

1. the Kernel Matrix Diffie-Hellman Assumption holds in G, [MRV16] if
Pr [[r]s-y — A(gk,[A],) : rT A = 0] = negl(x),
2. the Split Kernel Matrix Diffie-Hellman Assumption [GHR15b] holds if
Pr[[r]1, [s]2 « A(gk,[Al1, [A]2) : v #s ArTA =sTA] = negl(x).

Assumption 2. Let Dy, be a matrix distribution and gk « G(1*). For all non-uniform PPT
adversaries A and relative to gk «— G(1¥), A «— Dy, w « ZI’§, [z], « Gﬁ and the coin tosses
of adversary A,

1. the Matrix Decisional Diffie-Hellman Assumption in G, (Dx-MDDH, ) holds if
[Pr{A(gk, [Aly, [Aw],)) = 1] - Pr[A(gk, [Aly, [z],) = 1]| < negl(x),
2. the Split Matrix Decisional Diffie-Hellman Assumption in G, (Dx-SMDDH,) holds if
IPr[A(gk, [Al1,2, [Aw],)) = 1] - Pr[A(gk, [A]12, [z],) = 1]| < negl(x).

Assumption 3. Let (De i ?k) be (possibly correlated) matrix distributions and gk < G(1¥).
For all non-uniform PPT adversaries A and relative to gk «— G(1¥), (A, B) « (Dg i Z)? )W —
Zk [z]) « G" and the coin tosses of adversary A, the (Z)é, » ?k)—Split Matrix Decisional

D1ff1e Hellman Assumption ((Dl v D; k) MDDH,) holds if

|Pr[A(gk, [Al1, [Bl2, [Aw]y, [Bw]z) = 1] - Pr[A(gk, [Al1, [Bl2, [s], [t]2) = 1]| < negl(k).

We also consider stronger versions of these definitions, denoted (Dy k, h)-MDDH, (Dy k, h)-
SMDDH, (Z)(, i D ., 1)-MDDH, where the adversary is also given h(A) (h(A, B) in the latter) for
some (possibly probablhstlc) function h.
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K(gk, [M]y, [N]2, [P]1, [Q]2):
° Kl — Z?Xk, KZ — Z;;z)(k’ K3 — Z;;SXk; K4 — Z;;4Xk.
Sample A «— Dy; T « sz?
[Bli =[MTK; + N"K; +I';; [D], = [PTK3 + QTKy — T],.
C1 = KlA; C2 = KzA,‘ C3 = K3A; C4 = K4A.
Output crs = (gk, [A]12, [Bl1, [Dl2, [Cil2, [C2]1, [C3l2, [Calh).
Prove(crs, ([c1]1, [c2]2, [d1]1, [d2]2), w):
e Sample p «— Zk; [r]; :== w7 [B]; + [p]1; [0]2 := w™[D]> - [p2.
e Output ([n]1, [0]2)

Verify(crs, ([c1]1, [c2]2, [d1]1, [d2]2), ([7t)h, [0]2)):

e Output 1 iff e([n];,[Al2) + e([0], [Al) — e([e]]1,[Ci]2) — e(le; ]2, [C2l1) -
e([d] ]1,[Cs]2) —e([d, I, [Calh);

3 : s . es .
Figure 1: Construction Ilk.iin for Ll’i'n , Li°. For {1 = , construction Ilk.sum for L8, L0 is

identical with the only difference that K; = Kj.

3.3 Arguments of Knowledge Transfer

In this section we recall arguments of knowledge transfer for membership in linear spaces as
defined in [GR19] which in turn is just an instantiation of [KW15]. We also slightly modify the
construction to turn it into an argument of knowledge transfer for the sum language, which we
will use in later constructions.

Let gk be a bilinear group of order p and M, N, P, Q be matrix distributions outputting
matrices [M]; € G?X”, [N], € G?X” [P]; € G?X” [Q], € G§4X” respectively. In Fig. 1, we present
two arguments of knowledge transfer for (1) the linear membership language

£ = {(lerh, Leala, [, [dalo) | 3w st (&) = (W) wand (%) = (§) w}

= {([e1y, [ealo, [ ], [do]o, w) | (&) = (M) w and (Zi) #(§) w},

and (2) the sum knowledge transfer language

£ = ((erh, [e2la, [dl, [dal) | Fo sty + 2= M+ Nyw and (%) = (§) w)

Liim = {([e1h, [e2]2, [di]1, [d2]2, w) | €1 + €2 = (M + N)w and (Z;) # (o) w}

A knowledge transfer argument is just an argument for the promise problem defined by LY*®
and L". Completeness means that an honest proof is accepting for any statement in LY.
Soundness that any proof for a statement in £L"°, which comes with an “advice” w, is accepting
only with negligible probability.

We use this construction with (1) Q = 0 for the case of linear knowledge transfer and (2)
N = 0 for the case of sum knowledge transfer so we prove only these two cases. We stress
out that the proofs are easily extended to accommodate for the more general cases. We also
strengthen the security requirements by allowing the adversary to get some extra information
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about the language parameters through some (possibly probabilistic) function i. We call this
property h-strong soundness.

For the case of Ilk.in, when setting Q = 0, the security is shown in [GR19]. The only
modification is that we allow the adversary A to get the discrete logarithms N, P and the h
information of the MDDH challenge, which does not affect the result of [GR19]. We extend the
results of [GR19] to the sum argument. The security proof is essentially identical to the one for
the bilateral case of [GR19]. For completeness we give the full proof in Appendix A.

4 No-Signaling Somewhere Statistically Binding Commitments

In this section we recall Somewhere Statistically Binding (SSB) commitments and then define
two additional notions for SSB commitments: no-signaling extraction and oblivious key gen-
eration. The former is a natural adaptation of the definitions of no-signaling extractors from
previous works [PR17; KPY19]. We show that the latter implies the former, and we give an
efficient instantiation based on any D;-MDDH assumption. Finally, we consider the kronecker
product of two of these commitments.

We now define somewhere Statistically Binding (S55B) commitment schemes [HW15; FLPS20].
An SSB commitment scheme, as the name suggests, is statistically binding only w.r.t. some
variables which are determined during key generation. The commitment key computationally
hides any information about this set, meaning that for all “modes” the commitment keys are
computationally indistinguishable. Furthermore, the KeyGen outputs a trapdoor which allows
to extract (a function of) the values in this set.

It will be useful to consider SSB commitments where committed vectors live in M"""2 and
can be indexed by i; € [n1],i2 € [n2]. We consider also 2 locality parameters K = (Ki, K)
with K; < n;, and extraction sets are of the form S = (51,S,) where S; C [n;] and |S;| < K;,
for i € {1,2}. We put forward a stronger variant of the index set hiding property, where
the distinguisher is also given h(sk) for some function k. In this case we will say the SSB
commitment is h-strong ISH.

Definition 2. Let [-] : M — G be a function, where M is the message space and G some
set. Syntactically, a Somewhere Statistically Binding Commitment Scheme CS is a tuple of
algorithms CS = (KeyGen, Com, Extract)

e (ck,sk) « KeyGen(gk, n, K, S): KeyGen takes as input the parameters gk, n € N, locality
parameters K € [n] and the sets S C [n], |S| < K. It outputs a commitment key ck, which
may also contain some auxiliary information aux, a secret key sk, containing a trapdoor
T and possibly the random coins used by KeyGen.

e ¢ «— Com(ck, x): Com takes as input the commitment key ck and a vector x € M""2 and
outputs a commitment c,

e y « Extract(t, c): Extract takes as input the trapdoor T and a commitment ¢, and outputs
the value y € G allegedly equaling [xs], where x is a valid opening for c.

For all k € N,n € N?2,K € [n],So, S1 C [n] with |So], |S1| < K, CS must satisfy the following
properties:

e h-Strong Index Set Hiding: for all PPT D

_ b—{0,1} 1
ngPgr(m D(ck, h(sk)) = b (ck,sk) < KeyGen(gk, n, K, Sp) = 2 + negl(xc).
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e Somewhere Statistically Binding: for all all, even unbounded A,

Pr

[ Com(ck, x) = Com(ck, x’) (ck,sk) < KeyGen(gk, n, K, S); < negl(x)
gk—G(1%) N '

and xg # x’S (x,x") « A(ck);

e G-Extractability: for all, even unbounded A

(ck,sk) < KeyGen(gk, n, K, S); c « A(ck);

Pr Jx s.t. ¢ = Com(ck, x) < negl(x)
y « Extract(t, ¢), where sk = (t7,7); | = g

ghe—G (1) and y # [xs]

Note that an SSB commitment is also “everywhere” computationally binding. This is the
case since a breach in binding, namely the ability to produce c that opens to both x # x’, implies
the ability to distinguish where the commitment is not statistically binding contradicting the
index set hiding property.

We next present an extra property for an SSB commitment scheme which we call h-strong
no-sighaling extraction and is a natural adaptation of the definitions in [PR17; KPY19].

Definition 3. We say the extractor of an SSB commitment scheme CS = (Setup, KeyGen, Com,
Extract) with commitment space C* is h-strong no-signaling if for any S” € S C [n], where
|S| < K, and any PPT adversary D = (D1, D»),

(cks/,sks) <« KeyGen(gk, n,K,S’)
Pr Do(cks, h(sks)), c,y’) =1 | c < Di(cks, h(sks));ifc¢Cic— L | —
gh=g (1) y’ « Extract(t, ¢), where sks = (1, 7).

(cks,sks) < KeyGen(gk, n, K, S)
Pr | Da(cks, h(sks)),c,ys’) =1 | c < Di(cks, h(sks));if c ¢ C: c « L || < negl(x).
gh=g(1%) y « Extract(t, c), where sk = (t, 7).

We define also oblivious trapdoor generation. This property states that there exists an
oblivious key generation algorithm, that takes a commitment key ck that allows extraction in
Sand aset S’ € S, and can produce a fresh commitment key ck” and a trapdoor to extract S’
The distribution of the new key ck’ is statistically close to that of ck and — importantly — the
oblivious key generation algorithm does not get as input the original extraction set S. In other
words, given a commitment key ck that we know allows extraction for some superset of S, we
can create a new key with a trapdoor for S” without skewing the distribution of ck.

Definition 4. An SSB commitment scheme has oblivious trapdoor generation if there exists a
PPT algorithm OblKeyGen such that for all k € N,n € N2, K € [n], S C [n], with |S| < K, and
any S’ such that S’ € S, and for all, even unbounded D = (D, D),

(ck,sk) < KeyGen(gk, n, K, S);
Pr Dy(ck’,c,y) =1 (ck’, ") « OblKeyGen(gk,n,K,S’, ck); | —
gh—g (1) ¢ « Di(ck’);y’ « Extract(7’, ¢), where sk = (t,r)

Pr Do(ck, ¢, ys) =1 (ck,sk) < KeyGen(gk,n, K, S);

gk—G(1) ¢ « Dy(ck);y « Extract(t, c), where sk = (,7) < negl(x)

Next, we show that an SSB commitment scheme with oblivious trapdoor generation is also
no-signaling. We leave as an open problem to prove or disprove the opposite implication.

13We assume that membership in C is efficiently decidable
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Theorem 2. Let CS = (Setup, KeyGen, OblKeyGen, Com, Extract) be an SSB commitment scheme
with oblivious trapdoor generation and h-strong ISH. Then, CS is also h-strong no-signaling.

Proof. Fix any 8" C S C [n] with |S| < K, and let D = (D4, D») be a distinguisher against
no signaling extraction for these values. We show by a sequence of games that its success
probability is negligible.

GameOD(lK): In this game, we execute (ck,sk) « KeyGen(gk,n,K,S). We then get c «
Di(ck, hys(sk)), change it to L if ¢ ¢ C, and compute y « Extract(z, ¢) for sk = (7, r). The
output is Dy(ck, c, ys).

Game?(l"): In this game, we execute (ck, sk) « KeyGen(gk, 1, K, S) and (ckopl, Tobl)
OblKeyGen(gk, n, K, S’,ck). We then compute h(skop) corresponding to ckep and get
¢ < Di(ckobl, h(skop)), change it to L if ¢ ¢ C, and compute y’ < Extract(topi, c). The
output is Dy (ckopl, ¢, y').

Game?(l’(): In this game, we execute (ck, sk) < KeyGen(gk, n, K, S’) and (ckopi, Tobl)
OblKeyGen(gk, n, K, S’,ck). We then compute h(skop) corresponding to ckep and get
¢ < Di(ckobl, h(skop)), change it to L if ¢ ¢ C, and compute y’ «— Extract(topi, c). The
output is Dy (ckopl, ¢, y').

Game?(l"): In this game, we execute (ck’, sk’) «— KeyGen(gk, n,K,S’). We then get
¢ — D1(ck', hys(sk’)), changeitto Lifc ¢ C,and computey « Extract(1’, ¢) for sk = (t, 7).
The output is D (ck, ¢, y’).

Now we show the output of games i and i + 1 is indistinguishable for i = 0 to 2.

e Casesi=0,i=2. Fori =0, the two games are distributed identically to the two cases of
the oblivious trapdoor generation definition for " C S. Thus, the outputs of the games
are statistically close. For i = 2, the same argument holds for S = §’. Note that in both
cases, the oblivious trapdoor generation distinguisher is unbounded so it can compute
Skob|.

e Case i = 1. The difference in the two games is how we sample the (ck, sk) pair, either
programmed to extract S or §’. By the h-index set hiding property the outputs of the two
games are computationally indistinguishable.

Finally, noting that GameOD , Game? correspond to the two cases of no signaling extraction, the

result follows.
O

4.1 Algebraic SSB Commitments.

In this section, we define algebraic SSB commitments following the definition of algebraic com-
mitment schemes of [RS20] and extend them to what we call split algebraic SSB commitments.

Informally, an algebraic SSB commitment scheme is a commitment scheme where the com-
mitment key is a matrix [G] of group elements such that (1) committing to a vector x is done
by multiplying on the left with [G], that is [¢] = [G]x and (2) the trapdoor is a matrix of
field elements T and local extraction is done by multiplying the commitment on the left with
TT, that is [xs] = TT[c]. We also allow the commitment key to output some public auxiliary
information which is not used in committing nor extraction.
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Definition 5. An SSB commitment scheme CS = (KeyGen, Com, Extract) is algebraic if, given
gk — G(1¥), KeyGen(gk, n, K, S) outputs ck = [G] € GK*" and sk = (T € Z§X|S|,G) where
K > K, Com([G], x) = [G]x and TTG = 3¢Ps.

We also define a subtype of algebraic commitments which are specific to asymmetric groups,
where the commitment key is “split” between the two groups.

Definition 6. An SSB commitment scheme CS = (KeyGen, Com, Extract) is split algebraic if
KeyGen(gk, n, K, S) outputs ck = ([G]; € GK*", [H], € GK*") and sk = (T € !, (G, H)), for
K > K, Com([G]i, [H]2, x) = ([Gl1x, [H]2x) and TG + TTH = ZsPs.

All SSB commitment schemes in this work are algebraic or split-algebraic. Note that all
(split-)SSB commitments only differ on the key generation algorithm. For that reason we
sometimes refer to a commitment key distribution as the commitment scheme itself.

In the case of non-split algebraic SSB commitments, we can G-extract by computing

T'[c] = TT[Gx] = [ZsPsx] = [xs],

while in the case of split-algebraic commitments, we can only Gr extract. That is, we can
compute values [us]i, [vs]o such thate([us]i, [1]2)+e([1]1, [vs]2) = [xs]r. Indeed, if [c]; = [G]ix
and [d], = [H],x then we can compute [us]; = T[c]; and [vs]> = T[d]; and it holds that

us +vs =T c+T'd=T'Gx+THx = (T'G+T H)x = 3sPsx = xs.

Note that by definition, if the commitment key generation does not fail, the commitments are
perfectly binding/extractable at S. This will be the case for commitment schemes with perfect
completeness. We will utilize this fact in our constructions to simplify some of the arguments.

4.2 Somewhere Statistically Binding Commitments with Oblivious Trapdoor Gen-
eration

We present in Fig. 2 a simple construction of an SSB with Oblivious Key Generation from
plain SSB commitments with locality parameter 1. The setup algorithm instantiates K different
commitment keys and, given a set S, each of the first |S| commitment keys is extractable in a
different position s € S. The last K — |S| are binding for the empty set. To commit to a value
x, one gives K commitments to this value with each of the commitment keys. To verify an
opening, one verifies each individual opening and that all the openings are the same.

Note that the ordering of the elements in S is arbitrary and, in some sense, there’s no
unique key generation algorithm for a set S. Indeed, it is only necessary that the commitment
key contains K commitment keys for locality 1 such that ck;,, ..., Cki| 5 are binding at sy, ..., s|g
respectively. Note that there are (|IS<|) different choices of i1, ..., i,. For this reason, if the input
of the oblivious generator is just S/, it is impossible to know which commitment keys are the
ones corresponding to S’. To alleviate this, the oblivious key generator receives as advice the
indices where S’ “appears” in S that is, i1, ..., 1|5 such that s;, = s].

In this case we need to change a little the proof that oblivious trapdoor generation implies
no-signaling. We add a game Gamegz(l"'), between games 0 and 1, which is identical to

Gameg) (1) but &; samples ck; binding at {s;} if s; € S” and at 0 if not. By the index-set hiding
property of cky, ..., ckk the output of both games is indistinguishable. Gamef) (1¥) is as before

but the oblivious key generator receives also the advise. The rest of the proof is exactly as
before
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CS’.KeyGen(gk, n, K, S):
e Fors; € S set (ck;, ;) « CS.KeyGen(gk, n,1, {s;}).
e For |S|+1<i < Kset(cki, 7;) < CS.KeyGen(gk,n,1,0).
e Setck = (cky,...,ckx), T = ((11,81), ..., (15, 5|5))) and output (ck, 7)
CS’.Com(ck = (cky, ..., ckk), x):
e For1l <i < K compute ¢; «<— CS.Com(ck;, x).
e Setc =(cy,...,cx)and output c.
CS’.Extract(t = ((11,51), .., (tjs),51s)), ¢ = (c1, ..., ck)):
e Forall s; € S compute y;, < CS.Extract(z;, c;).
e Sety = (y1,...,Y|s)) and output y.
CS’.OblKeyGen(gk, n, K, S, a,ck = (cky, . .., ckk)):

e Parseaasiy,...,is| the indices of the commitment keys binding at s; ;€ S’
e For1 < j < |S|set(cki, 7i;) < CS.KeyGen(gk, n,1, {s;}).

e Setck = (cky, ..., ckx), T = (i, 54),---, (sz,, (Si\sy)) and output (ck, 7)

Figure 2: Oblivious SSB commitment scheme from K SSB commitments with locality parameter
1.

Theorem 3. Let CS be an SSB commitment with locality parameter K = 1. Then construction CS’ of
Fig. 2 is an SSB commitment with Oblivious Trapdoor Generation.

Proof. First, we show that CS’ is an SSB commitment. For index-hiding we can use a standard
hybrid argument to show that the concatenation of K commitment keys are indeed indistin-
guishable. Somewhere Statistical Binding and G-extractability of CS’ follow from the respective
properties of CS. Indeed, for the former, note that each individual commitment is statistically
binding in one coordinate, and for a commitment-opening to verify, all commitments are
checked w.r.t. to the same opening; thus, effectively the commitment is statistically binding in
the set S. For the latter, we use the same argument and the fact that the extractor of CS can
G-extract each value independently.

For oblivious trapdoor generation, note that the crs output by OblKeyGen follow exactly the
same distribution as the one output by KeyGen as well as a valid trapdoor for S’. O

Next, we present a more efficient SSB commitment scheme with oblivious trapdoor gener-
ation. The scheme is parameterized by a group description gk, the message space is Z;, and
we extract [xs],. The construction is essentially the one given in [FLPS20], which in turn is a
generalization of the so called Multi-Pedersen commitments from [GHR15b], with a minor change
in the key generation algorithm.
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KeyGen(gk, n, K, S):

o LetA «— Dy, B «— ZK+kXK_|S|, W «— ZI;‘M“ and define Gy = (B A )

P WA
o Let Gs — Z, Pland Tz 1Bls],
o LetTs € Z§+kx|5| st. T{Gs = Iis; and T{Go = Ojsjxk+k-|s|- Abort if such a matrix

does not exist.
o Let G = (Gs|GoI') Ps. Output (ck, sk) = ([G]y, (Ts, G)).
OblKeyGen(gk, 1, K,S’, ck = [G],): /IS C S

Sample G1 — Z§+k—|5 [x|S |, G2 — ZLS [x|S |, R — ZLS |xK+k—|S |.

Compute a matrix T € ZLSIleS,l such that (G]R" — G,)T = Iis. Abort if such a
matrix does not exist.

Denote by [G¢ ], the matrix containing the first K + k — |S’| rows of [Gz/].

__, T
Output Ckob — [G*]‘u — ([Gl][-l [G_S ][J )PS/ and Tob = T = (I{_’IF‘F)

[GZ]p R[Gg’ ]y

Com(ck, x): Parse ck = [G], and output [c], = [G],x.

Extract(t, [c],): Output [xs], = T{[c]y.

Figure 3: SSB commitment scheme with oblivious trapdoor generation parametrized by the
matrix distribution Dy.

For simplicity, we describe the oblivious key generation algorithm in terms of the permu-
tation Ps while it is not really needed. Indeed, it only needs to randomly sample itself the
columns corresponding to S” and sample the lower rows as a random combination of upper

rows or columnsin S .

In [FLPS20] it is shown that the Index Set Hiding property can be reduced to DDH with a
security lost of 2log K when Gy is uniform using the results of [Vil12]. In our case G it is not
completely uniform as some part depends on Dy. Although it seems still possible to use [Vil12],
for simplicity we use a naive hybrid argument at the cost of a less tight reduction. Although
the security lost is 2K instead of 2log K, in general K is small (constant in our instantiations)
and hence it doesn’t make much difference. We give a proof of the following theorem.

Theorem 4. Construction CS of Fig. 3 is an SSB commitment scheme. It is somewhere statistically
binding and G-Extractable with probability at least 1 — % and Index Set Hiding with probability at least

1 - 2K - Advmpph-p, (D), where D is a PPT adversary against the Dy-MDDH assumption.

Proof. We first show that CS.KeyGen aborts only with probability %. Let G be a matrix whose

columns are a basis of the kernel of G. Since Gg is uniformly distributed, by the Schwartz-

K+k—|S|

Zippel lemma, Gg has rank K + k — |S| with probability at least 1 — . Now, consider

the matrix GgGé. Again, by the Schwartz-Zippel lemma and the fact that Gs is uniformly

distributed, this matrix has rank |S| with probability at least 1 — %, and thus, it is invertible.

Let T be its inverse. This matrix exists except with probability w = KT”‘. Now, set
Ts = G(J)‘T. We have that G;—TS = G;—GS‘T’ = Iig and GS—TS = GgG(J)‘T’ = Ok+k—|S|x|S|/ which

concludes the proof.
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Index Set Hiding. Consider the following sequence of hybrid games.
. Gameoﬂ: In this game we sample (ck, sk) < KeyGen(1*, ¢k, n, K, Sp) and output D(ck).
° Gamef): In this game we sample (ck, sk) < KeyGen(lA,gk, n, K, 0) and output D(ck).
° Game?: In this game we sample (ck, sk) < KeyGen(l/‘,gk, n, K, S1) and output D(ck).

Noting that in Gameg and in Game; the difference in the distributions of ck is that in the former
Gg, is uniform, while in the later Gs, = GoI's,, where I's, € Z§+k—|5|x|50|‘ Using a standard
hybrid argument, we can bound the advantage of distinguishing these games by |Sp| < K times
the advantage of breaking the Go-MDDH assumption. It is not hard to see that the Go-MDDH
can be reduced (without security lost) to the D,-MDDH assumption. We conclude that the
advantage of distinguishing Gamey and Game; can be bounded by K - Advyp, -vppH. The same

argument applies to Game; and in Games.

Somewhere Statistically Binding. Finally we show the somewhere statistically binding and
extractability property. Let Gs, Go, I, implicitly defined by (ck, sk) < CS.KeyGen(gk, 1, K, S).
Conditioned on CS.KeyGen not failing, which only happens with probability at most 1 — %, the

matrix Ts € Z?JrleS' satisfies T{ G = XsPs.

Now letx, x” € Z". For extractability, note that T'CS.Com([G],, x) = TT[G],x = [XsPs],x =
[xs]y. Additionally, if CS.com(|G],,, x) = CS.com(|G],,, x) and we multiply by T onboth sides,
we get that xg = x5 |

In the next Theorem we assume Dy outputs full rank matrices with overwhelming proba-
bility. Note that this is true for most matrix distributions such as the uniform and the linear

family.

Theorem 5. Construction CS of Fig. 3 satisfies Oblivious Trapdoor Generation. Furthermore, for all
even unbounded D = (D1, D»), against oblivious trapdoor generation, Advgﬁlv(i)) < %.

Proof. Let K < mand S C S C [n]. We first show that the oblivious key follows exactly
the same distribution as the original key. Let ck := [G], be the output of KeyGen(gk, 1, K, S)
and ckob = [G"]; be the output of OblKeyGen(gk,n,K,S’,[G]). We can write ck as G =
((Gs|Gsr5)Ps 5| GoI)Ps.

Let Ggis € Zy P G e ZPP Gy e 25 G e 2P, such that

'S’ B s'|s

Gg|s = Gs1s ,Gp = Go . We claim that there exists a matrix R € Z'SllXKJrk_'S,', uniformly
Ggs G, '

distributed, such that (§5,|5|§0) =R (ESI| 5|EO) as in the output of OblKeyGen. If this is the

case, the distributions of ck output by KeyGen and ckop output by OblKeyGen are identical, since
we can write

& 60) (I 0))
G = |Gy (( Pgs | Ps
Ggis G/ \o 1))
asrls 60 I 0
=1Gao — — Pcic| P
s R(GS,|S Go) (0 r) sis | b's
rell
= |Gy S | Ps.
s ch) >
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First we show that the matrix (ES,| 5s|Go) is full rank with overwhelming probability. Indeed,

Gy = (WAA)' where A «— Dy, W « Z§_1_|S,|Xk+1, and it has rank k. By the fact that Ems

is uniform, using the Schwartz-Zippel lemma we get that (ES,|5|60) has rank K + k — |5/|
K-|5]
— — p ’
(gs,l Slgo)(G5/|s|Go)‘1. Furthermore, both Ggs and G, = WA are uniform, the latter since

except with probability This means that the matrix is invertible and we can set R =

We ZLSlleH is uniformly distributed and A is full rank, and the former by construction.
To conclude the proof, we to show that the trapdoor output by OblKeyGen(gk, 1, K, S’, [G])
is correct w.r.t ckop, that is T*TG* = 3g. By a simple calculation,
G Go — —
! S ) = (TT(RG1 -Gy) TTRGE/ - TTRGEI) = (I|5,| 0) =3

TG = (T'R —T)( S
G2 RGg

where TT(RG; — G2) = Iy by construction. O

In the next sections we assume that KeyGen and OblKeyGen do not abort. This is w.l.o.g.
since we can always re-sample values when an abort happens. Note that in this case, the keys
of both KeyGen and OblKeyGen are “somewhere perfectly binding”.

4.3 Kronecker Product of two SSB commitments

Let CS be an algebraic commitment scheme and let [G]; € G?X"I and [H], € ngxnz commitment
keys. We note there’s the following key and input homomorphism

CS.Com([G];, x) ® CS.Com([H]2, y) = CS.Com([G @ H]r, x ® y),

where ® is the Kronecker product and is naturally defined w.r.t. the pairing function when
the operands are group elements. To get a structure preserving primitive, so that we can
later efficiently show that committed values satisfy some relation, it is better to consider all
keys defined over one of the base groups [AFG+16]. However, as noted in [GHR15b], in
asymmetric groups it is not clear whether [G ® H]; (or [G ® H],) defines an SSB commitment.
Indeed, if we use the ISH of CS; to prove that [G ® H]; is ISH, it turns out that we only know
[H], in group G, and hence we can only compute G ® [H], which is trivially distinguishable
from the original key. To overcome this problem, the authors in [GHR15b] used the split key
011 =[G®H+Z]; € G?W"l”z, [Q:]2 = [-Z] € G?&X”l"z ,for Z « Zﬁ,ﬂzx”mz. In this case we
can write the homomorphism as follows

CS.Com([G];, x) ® CS.Com([H],, y) =

e(CS.Com([Q1 11, x ® y), [1]2) + e([1]1, CS.Com([Qal1, x ® ). @

If additionally CS is an instance of the scheme defined in figure 3, the following theorem holds.

Theorem 6. For n; € N,K; < n;,S; C [n;] and |S;| < K;, let CSq and CS, be two instances of the
SSB commitment of figure 3 such that (ck;, sk;) < CS;.KGen(gk;, m;, K;, S;) outputs a key over G;,
where i € {1,2}. Then the commitment scheme kCS, where kCS.KGen(gk, (11, n2), (K1, K2), (51, S2))
is defined as

kCS.KGen(gk, ck1, cka, ski, ska) /(cki, ski) < CS1.KGen(gk, m;, K;, S;)
1. Parse sky as (G, Tg) and sk as (H, Ty).

2. Let Qi = GO H +Zand Q; = —Z, where Z — ZXK>Xmm2,
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3. Let Tg = Tg ® Ty and aux = (ckq, ck2).
4. O”tput ck = ([Ql]l/ [QZ]Z/ aUX) and sk = (TQ/ Ql/ QZ/ G/ H)

is a split algebraic oblivious SSB commitment scheme.

Proof. Index Set Hiding. Let 51,57 C [m],[51],1S]] < K1 and Sp. The result follows from
the indistinguishability of the following distributions (this is essentially part of the proof in
[GHR15a, Theorem 6]). For simplicity we write X «— CS.KGen, where X is some part of (ck, sk),
meaning that after running KGen we discard everything but X. Recall that aux = ([G]1, [H]2).

—_

aux,[G®H + Z];,[-Z],, G « CS.Setup(gk,n1,Ki,S1), H < CS.Setup(gk, n2, Kz, S2),

aux, [G]; ® H + [Z]1, [-Z]2, G « CS.Setup(gk, n1,K1,S1), H < CS.Setup(gk, n2, K2, S2),

aux, [Z];, G ® [H], — [Z],, G « CS.Setup(gk, n1,K1,5}), H < CS.Setup(gk, n2, K2, S2),
aux, [Z];, G ® [H], - [Z],, G « CS.Setup(gk, n1,K1,5}), H < CS.Setup(gk, n2, K2, ),
6. aux, [G®H +Z];,[-Z],, G « CS.Setup(gk, n1,Ky,S}), H < CS.Setup(gk, n2, Kz, S}).

AR

[~
aux, [G]1 ® H + [Z], [-Z]2, G « CS.Setup(gk, n1, K1, S}), H < CS.Setup(gk, n2, Kz, S2),
[
[

Perfect indistinguishability between distributions 1-2, 3-4 and 5-6 follows from the fact that
always both distributions are uniformly distributed conditioned on their sum being equal to
G ® H. On the other hand, computational indistinguishability of distributions 2-3 and 4-5
follows from the ISH of CS; and CS; respectively.

Somewhere Statistically Binding and G-Extractability. Letz, 2’ € Z,"" such thatkCS.Com(ck, z) =
kCS.Com(ck, z’). Let Tg and Ty the trapdoors associated to [G]; and [H], respectively, then

0=(Tg®Ta)(GOH+Z)(z-2') - (Tg® TH)Z(z — z’)
= (T ® Tu)(G®H)(z - 2)
= (T6G) ® (TuH)(z - 2')
= (25,Ps;) ® (35,Ps,)(z — 2')
= (X5, ® 25,)(Ps, ® Ps,)(z — 2')
=25,,5, ~ Z5, 5,/
Note that this also shows that the trapdoors correctly extracts [zs, s,]r from kCS.Com(ck, z).

Oblivious Trapdoor Generation. We first recall the following commutative property of kro-
necker products.

Fact 3. For every my, my, n1, ny € N there exists permutation matrices IT; € {0, 1}"™™"*™™ I, €
{0, 1}m2m2xmm2 guch that for any pair of matrices M € Z,""?, N € Z,"" it holds that M ® N =
II;(N ® M)IL,. Note that ITy and I, depend only on the size of M and N but not the values of
their entries.

We construct an oblivious key generation algorithm as follows.

kCS.OblKeyGen(gk, (11, n2), (K1, K2), (S1, S2), ck) :
1. Parse ck as [Q1]1,[Q2]2 and aux = ([G]1, [H]2).
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2. Run
([G*]r Tl) — CSIObIKeyGen(gk/ ni, Kl/ Sl/ [G]l)

([H*]2, T2) « CS,.OblKeyGen(gk, m2, K2, Sz, [H],)

and use the random coins of OblKeyGen to retrieve G*1 ,Rq and H*1 , Ry such that

[G']1 = ( [Ggl]l [Eil]l Ps, and H' =

Ri[G3 11

. [Hg, I2
[Hy, 1 Rz[ﬁgz]z )PSZ’

as defined in Fig. 3.
3. Let [A1]1,[Az]2 be the matrices containing the first (K; + k — [S1])(K2 + k) rows of

[(Q1)3, 5,11 and [(Q2)3, 5, |2, respectively.

4. Let IT; and II, the permutation matrices of Fact 3 for matrices with (Ky + k — |S]1)
and (K, + k) rows, and n1 — |S1| and 1, — |S;| columns.

5. Define [B1]1 and [B; ], be the matrices of the first (K1 +k —|S1|)(Kz + k —|S3|) columns
of I [A1 111 and IT] [A2 ]I, respectively.
[B1]1
(Ro ® I 4k—is,)[B1]1

7. Pick Z «— Z;,Kﬁk)(Kﬁk)xnm and let

[B2]>

6. Let[Ah =Th ( Ry ® IK1+k—|S1|)[B2]2) L.

) H2 and [AE]Q = H1 (

ik = ([Zslf["zﬂl)[‘;%l]l ®H;, +1Z5, 5, ((m o [Iﬁ]b[Azh) * [Zgl@h) (Psu © Fs,)
Qs = (Ggl ® (0]~ [Zs, oyt | - 125, 5, ((R1 . [I’gf)[ A;]z) - [Zglgz]z) (Ps, ® Ps,)

8. Letaux = ([G*];,[H']2) and T = T; ® T».
9. Return (ck = ([Q7]1,[Q3]2,aux), T = T).

Now we show that ck is correctly distributed. Since CS; and CS; are both oblivious SSB
commitments, it holds that aux = [G*]1, [H*] follows the same distribution as the honest aux.
It is enough to show that Q" = Q] + Q) = G* ® H*. This is the case since if this holds,
the commitment key [Q]]1, [Q} ]2 consists of two uniform matrices, conditioned on their sum
equaling G* ® H", and this is the distribution of the honest key as well.

It is clear that this is the case for le (2] and Q*g 5 ssowe show it is also the case for Q*§ o
4 1,02 1,02

. G: ®H: —
First, note that Qg 5, = (Q1+Q2)g g, = ( G?@H?) and then A = A; + Ay = Gg ®Hg . It
— 2
follows that IITATLT = T, Hz ©Ge< ILMT = |15 © S5 | and hence B = By +B, = Hx ©G
oowstat1 2—11§2® §122_H—®E— and hence B = B{+Bj = §2® 5,
s, S
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Finally we have that

Bi + By

Q%1 S, - ((Rl ® II: +:)a + A’ )) . ((R2 ® IK1+k_|51|)(B1 + BZ)) e
2 Ry ® I, +£)(A] + A5)

® G _g —
II, II; =22 | ® Gg
= IK1+k |sl|)(H52 ® Gg,) RyHg, !
Ry ® Ix,11)(A] + A)) R1® IK2+k)(A +A’)
G— ® H*

ILH: ® Gg I1,
Sy 1
(Rl ® IK2+k)(Ax1. + A;)
= G— ® H_
1

(Rl ® IK2+k)(G ® H* )

For finishing the proof it suffices to show that the rest of the input given to the dis-
tinguisher is correctly distributed. Note that, following definition 4 and fact 2, [ys; s;]r =

(Extract(Ts, s,, [cl1, [d]2))s; s, = [2zs1,51157,8, 17 = 257,517 = Extract(Ts; s;, [c1, [d]2). O

Corollary 1. Construction from fig. 3 instantiated in Gy is ISH even when the adversary is given
h(sk) = ((H]2,[G ® H + Z]1,[-Z)2). Similarly, it is also ISH when instantiated in G, when the
adversary is given h(sk) = ([G]1, [G® H+ Z]1, [-Z]>).

Proof. Follows directly from the ISH of the kronecker SSB commitment of Theorem 6. Specif-
ically, ISH for Gy follows from the indistinguishability of distributions 1 to 3 from Theorem 6,
and ISH for G, follows from the indistinguishability of distributions 3 to 6. |

5 Quasi-Arguments with Preprocessing

In this section we introduce an extension of Quasi Arguments as defined in [KPY19] which
adds support for language dependent crs or preprocessing such as the so called QA-NIZK argu-
ments [JR13]. Additionally we use different languages for completeness and local soundness,
i.e. promise problems, to incorporate the “knowledge transfer” soundness of [GR19].
Following [JR13], languages are parametrized by p € Ly and p sampled from some
distribution Dpar. We say tat Dy, is witness samplable if p can be efficiently sampled together
with a witness 0 for p € Lpar. We simply write (0, p) < Dpar. Each p € Ly, defines a language
L, with the corresponding relations R’*°, that is Ly, = {x| Jwst (x,w) € R%es}. After
the language is fixed there is a (language dependent) prepossessing stage where a common
reference string is generated. Going a step forward, we would like our statements to be
commitments and that Ryes puts some restriction on the commitment opening. Since we will
be using SSB commltments the language parameter must contain the SSB commitment key.
Therefore, we assume distribution Dy, receives as input d € N (the size of the opening), a
locality parameter K < d and a set S C [d]. It will be useful to define L%es = L, and .[:20 the

complement of L%es, and similarly define R%es and R{°. Traditional arguments of knowledge
require that from any accepting statement and proof pair one can extract a witness w such that
(x,w) € R}° only with negligible probability.In a quasi-argument of knowledge only a small

part of the witness wg is extracted and (x, ws) € Rze; with overwhelming probability, where

es es
7@; ¢ is a “local version” of Ry 14

4In the case x is a 3-CNF formula, in [KPY19] the authors define R; as the pairs (x, w) where w is a “locally
satisfying assignment”. This means that every clause C in x with all variables in S, is satisfied by w.
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Our final addition is support for arguments of knowledge transfer (AoKT) [GR19]. In a
nutshell, an AoKT enables to “succinctly reuse” an AoK of the opening of some commitment
C for constructing another AoK for commitment D. That is, given an opening w for C, it
enables to give a succinct proof that D opens to g(w). Importantly, AoKTs can be based on
falsifiable assumptions. Following [GR19], p € Ly, defines languages L%es and L7°, with

L° not necessarily the complement of L%es (i.e. a promise problem), with their corresponding

relations R%es and R7°. For no instances, the adversary provides a promise w" for x. In [GR19]
x =(C,D)and (C,D,w") € Lgo if w” is an opening for C but g(w") is not an opening for D.
In our instantiations x will be two SSB commitments to Cy,...,C,; and Dy, ..., D; such that
Ci opens to w and D; to gi(w). From the two SSB commitments we can extract Cs and Ds.
Furthermore, C; and D; might not be extractable (actually, they will be Pedersen commitments)
an hence the extractor can only compute f(w, S) = {Com(ck;, w) : i € S}.

We define the yes and no languages as

L%es ={x|Jws.t. (x,w) € Rf;}’ L ={(x,w") |y st (x,y,w") € 7%2‘,’5 ,

where w” is the promise of the adversary and y is the local f-witness that we can extract from the
adversary. Intuitively, the two witnesses of the languages are different kind of objects. Witness
y is the value we extract from the adversary, which can’t be equal to f(w, S) for successful
adversaries, but should lie the image of f anyway. On the other hand w is a “proper” witness
from which an y can be computed and hence belongs to the preimage of f.1

5.1 Arguments with No-signaling extraction and Oblivious CRS Generation

Similarly to the way we treated commitment schemes, we don't directly prove the existence of
no-signhaling extractors but first show the existence of an Oblivious CRS Generation algorithm.
We then show the latter notion implies the former. For convenience, we start defining a quasi
argument without no-signaling extraction but only local soundness. For local soundness, we
use a weaker variant of the strong Quasi-Adaptive soundness of [JR13] where the adversary
chooses (p, 0) € Lpar. Instead, we honestly sample parameter p and reveal part of the witness
hi5(0) to the adversary, for some function #;;. When we don’t require computational assump-
tions on p, as in quasi arguments of membership in a linear space, /1;; might be the identity
function and then our definition becomes strong soundness as defined in [JR13]. In knowledge
transfer arguments, soundness holds provided the hardness of some computational assump-
tion defined by p. For this reason hjs can’t be the identity and some part of 0 must remain
hidden.

In practice h;; models correlated information leaked by another protocol, typically as a
result of sharing the commitment keys. If local knowledge soundness holds even when the
adversary is given h;5(0), it means that any other protocol for which the crs can be derived
from h5(0) can be safely executed with a “correlated crs”.

It will be useful to consider vectors of sets of size t. Namely S = (Sq, ..., S;), forsome t € N.

Definition 7. An hys-strong locally extractable proof system 11 for the parameter language Lpar and
relations ‘Rz,es, RB"S is a tuple of PPT algorithms IT = (K, Prove, Verify, Extract) where

o (p,0) & Dpar(gk,d, K, S): Parameter generation Dyq, takes as input a group key gk, the
locality parameter K and a set S C ([d],...,[d]) with |S| < K; it outputs an instance
witness pair (p, 0) of Lpar.

5The original definition from [GR19] is syntactically different as w is part of the statement in the yes language.
However, as the authors said, the verifier can’t read w as it will render the verification process not succinct. Since y
becomes irrelevant, we prefer to eliminate it from the yes language.
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(crs, T) « K(p, 0): K takes as input an instance-witness pair (p, 0) of Lyar; it outputs a
common reference string crs and an extraction trapdoor 7.

7t < Prove(crs, x, w): Prove takes as input crs and a statement-witness pair (x, w) of £°°;
it outputs a proof .

b « Verify(crs, x, m): Verify takes as input crs, a statement x and a proof 7; it outputs a bit
b indicating if the proof 7t is a valid proof.

y « Extract(7, x, 7t): Extract takes as input the extraction trapdoor 7, a statement x and a
proof 71, and outputs a local witness y for the set S.

Forallx e N, K < (d,...,d) e N',S C ([d],...,[d]), with |S| < K, I satisfies the following
properties:

e Completeness: For all (p, 0) € Lparand x, w € {0,1}"

Verify(crs, x, 1) = 1 (crs, ) «— K(p, 0);

gk%é(v) Vi(x,w) ¢ Rze; 7t < Prove(crs, x, w)

> 1 - negl(x)

e };,-Strong Local Knowledge Soundness: For all PPT ‘A

(P: 9) — Dpar(gkz d/ K/ S)/

) Verify(crs, x, ) =0 (crs, 1) «— K(p, 0);
gkegary |V (x,y,w) ERE | (x,w', ) = Alp, hus(0), crs);
y « Extract(, x, 1)

> 1 —negl(x)

Next, we define the no-signaling property of quasi-arguments. Similarly as with strong
knowledge soundness, we consider a stronger definition where the adversary is given some
function of 6, namely h,,5(6).

Definition 8. An hj,-strong locally extractable proof system IT for the parameter language
Lpar and relations ﬂf;’ , R;‘?s is an (hys, hys)-quasi arqument if it satisfies hys-strong no-signaling
extraction. Thatis, forallx e N, K <d e N', 8" € S C ([d],...,[d]) with |S| < K, and all PPT A
and PPT O

(.0/ 0) « Dpar(gkr d,K,S);
(crs, 1) <« K(p, 0);

Pr [D(ers,x,m,ys) =1 (x, ) « Alp, hyus(0),crs); |-
gheG(1%) if Verify(crs, x, ) = 0: set x = L;
y « Extract(t, x, )

(p, 6) — Dpar(gk, d, K, S/)}
(crs, 1) «— K(p, 0);

Pr [Dl(ers,x,m,y’)=1 (x, 1) « A(p, hus(0),crs); || < negl(x)
ghG(1%) if Verify(crs, x, 1) = 0: set x = L;
Y’ « Extract(t, x, m)

Finally, we define the notion of oblivious locally extractable proof systems. The require-
ments are that (1) the crs alone does not help PPT adversaries gain information about the
extraction set used to sample the parameters p; (2) there exists a PPT algorithm OblSetup that
on input a set S’ € § and (p, crs), sampled for extraction on the superset of S, outputs new
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values (p’, crs’) that are statistically close to (p, crs) and additionally, it outputs a trapdoor 7’
for S’ that outputs indistinguishable witnesses to the ones output for § and restricted to S’.

We consider also a “h,s-strong” variant of (1). Note that (2) holds against unbounded
adversaries which can compute 0 by themselves.

Definition 9. Alocally extractable proof system Il for the parameter language Lp,r and relations
R;’,es,Rzos is hys-Strong Oblivious if there exist a PPT algorithm OblSetup such that, for all

keN,K<(d,..., deN, s, sc(d],... [d)with|S] |S| <K,
1. hys-Strong Index Set Hiding: for all PPT D

Pr [ D(p,crs, hys(0)) (P,

6) — @par(gk/ d/K/ S) :| _
gk=G(1¥)

(crs, 1) « K(p, 0)

0) «— Dpar(gk,d,K,S’)

Pr [ D(p, crs, hys(0)) (b, (o 2) < K(p, 6) ] ‘ < negl(x)

gkeG(1%)

2. Oblivious trapdoor Generation: if S” C S then for all, (even unbounded) adversaries A and
distinguishers D

(p, 0) «— Dpar(gk,d, K, S); (crs, ) «— K(p, 0)
(p’,crs’, ') « OblSetup(p, crs, S’)

Pr D(p’,ers’,y’) =1 (x,m) « Ap,crs’) | -
gk=6(1%) if Verify(crs, x, ) = 0: set x = L;
Yy’ « Extract(7’, x, )

(Pr 6) — @par(gkl d/ K/ S)/ (CI’S, T) — K(p/ 6)

_ (x, m) « A(p,crs)
gkfgr(lK) D(p,crs,ys) =1 £ Vority(crs, %, 1) = 0: set g = 1

y <« Extract(7, x, 1)

< negl(x)

Next, we present a proof that if a locally extractable proof system satisfies oblivious crs
generation, then it is no-signaling. The proof is similar to the proof of Thm. 2.

Theorem 7. Let IT = (K, Prove, Verify, Extract, OblSetup) be an h,,-strong Locally Extractable Proof
System for the parameter language Lpar and relations R, Rivs- Then, I1 has hys-strong no signaling
extraction.

Proof. Fixany S’ € S C ([d], ..., [d]) with |S| < K, and let D be a PPT distinguisher against no
signaling extraction for these values, on instance-proof pairs output by a PPT A. We show by
a sequence of games that its success probability is negligible.

Gameg)’ﬂ(l"): We execute (p, 0) «— Dpa(gk,d, K, S); (crs, 1) < K(p, 0); we then get
(x,m) « A(p,crs, hys(0)) and change x to L if Verify(crs, x, m) = 0; we compute y «
Extract(t, x, ). The output is D(crs, x, 1T, ys').

Game?’ﬂ(l’{): We execute (p, 0) < Dpar(gk,d, K, S); (crs, T) « K(p, 0); we use the oblivi-
ous extractor to get (p’, crs’, ') «— OblSetup(p, crs, S’); we then get (x, ) « A(p’, crs’, hys(0))
and change x to L if Verify(crs, x, ©) = 0; we compute y’ « Extract(7’, x, ). The output is
D(crs, x, 1, y’).
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Game? A(1%): This is the same as Game?"ﬂ but in the first step we sample parameters
for §’, that is we execute (p, 0) «— Dpar(gk,d, K, S').

Game?’ﬂ(lK): We execute (p, 0) «— Dpar(gk,d, K, S’); (crs, 1) « K(p, 0); we then get
(x,m) « Alp,crs, hys(0)) and change x to L if Verify(crs, x, ) = 0; we compute y’ «
Extract(t, x, ). The outputis D(crs, x, 7T, y’).

We next show that forall1 <i <3,
DA _ D,A _
’Pr [Gamei (1) = 1] —Pr [Gamei_1 (1%) = 1” < negl(x). (5)

e Casei =1, i = 3. Note that for i = 1, the difference in the two games is exactly as in
the two cases of the oblivious trapdoor generation property for S’ C S, so the outputs of
games are statistically close. For case 3, we use the same argument for §’ C S’.

e Cuase i = 2 The only difference in the games is how we setup the initial crs, either by sam-
pling for §" or for S. The output of the two games are computationally indistinguishable
by the index set hiding property, even when the adversary is given /,5(0).

By a standard argument we get that, for all PPT D, A,
D,A _ DA _
‘Pr [G.ame0 (1% = 1] —Pr [Game5 (1%) = 1” < negl(x).
D D,A

Finally, noting that Game; A, Game; " correspond to the two cases of no signaling extraction,
we conclude the proof. m|

5.2 Succinct Pairing Based Quasi-Arguments

In this section we present quasi arguments for various languages using SSB commitments with
oblivious trapdoor generation. We first present the simpler case, membership in linear spaces,
and then we present some extensionsof it, specifically a knowledge transfer version, and a
knowledge transfer version for statements split in the two groups. Finally,we use the latter to
build a quasi argument of knowledge transfer for hadamard products.

5.2.1 Quasi Arguments of Membership in Linear Spaces

Let U be a witness samplable distributions sampling ([U];, U), where U e szn. We assume
thatforany S C [d], given only [Us]; such that U = P} ( 8; ) there is an efficient way of sampling
[Ug].® Also, let CS be an algebraic SSB commitment key. The parameter language is
Lpar = {[Ul1, [G]1 | AU, G s.t. ([U]1, U) € Sup(U) and
([G]1, G, T) € Sup(CS.KeyGen(gk, d, K, S))}

We assume that the corresponding relation is efficiently verifiable!”. The parameters p =
([Ul1, [G]1) « (U,CS.KeyGen(gk, d, K, S)) define the following relations:

R.Eées ={([c]1,w) : ¢ = GUw},
731:2?5 = {([c]1, [y]1) : y is a valid S-opening of ¢ and y ¢ Im(Us)}

18We will instantiate the argument with U a block lower triangular matrix where each row is of the form
(U1, Uy,...,U;,0,...,0) where {U;}; are independent random variables. Then is clear that from [Ug]; we know
[Ui]1 up to i = max S, and the rest {U; : j ¢ S} can be sampled independently.

7This is w.l.o.g. since one can extend the witness to include the randomness used to sample the parameters.

38



The advice is the empty string while the extractor should retrieve f(w, S) = [Us]iw from
any accepting statement and proof pair. We present the construction QALin in Fig. 4. The
construction is essentially the quasi adaptive construction of membership in linear space of
[KW15] for the matrix GU.

Dpar(gk/ d/ K/ S):
e ([U];,U) « U; (pk,sk) « CS.KeyGen(gk, d, K, S)
e Output (p, 0) where p = (gk, pk,[U]1), 0 = (sk, U)
K(p = (gk, [G]1,[Uh), 6 = (G, T, U)):
e Sample K « ZEX", A — Dy, and redefine A as its first k columns.
e Compute [B]; = [UT][;G"K, C = KA.
e Output (crs, 7) where crs = ([A]y, [B]i, [C]2), T = T.
Prove(crs = ([A]z, [Bli, [Cl2), [c]i, w): Output [r]; < wT[B];.

Verify (crs = ([Alz, [Bl1,[Cl2), [c]1, []1): Output 1 if e([nt]1, [A]2) = e([c¢"]1, [C]2) and O other-
wise.

Extract(t = T, [c]1, []1): Output [y]; < T"[cs]1, otherwise output L.

Figure 4: Construction QALin for membership in linear spaces. Note that this is just the
argument of [KW15] for matrix [GU];.

Theorem 8. Let U be a witness samplable distribution, Dy be a matrix distribution and CS an algebraic
SSB commitment. Then, construction QALIn of Fig. 4 is a locally extractable proof system with his-strong
local knowledge soundness where his(0) = 0. Furthermore, completeness holds with probability 1 and
his-strong local knowledge soundness holds with probability at least 1 — Advg”é1 (8B), whee B is a PPT
adversary against the strong soundness of I}, of [KW15].

Proof. For completeness, we have that if c = GUw, then
¢c'C=(GUw) C=w'U'G'C=w U'G'KA =w'BA = nA.

Local knowledge soundness is guaranteed by the local extractability of the SSB commitment
scheme and soundness of Kiltz and Wee proof system. Note that the extractor always outputs
a valid partial opening of [c]; given an accepting proof 1], by the local extractability property
of the SSB commitments. We claim that this opening must lie in Im([Us];). Assume otherwise,
and let A be a PPT adversary that makes the extraction fail. We construct a PPT adversary Bs
that breaks strong soundness of Kiltz and Wee for the matrix Ug, conditioned on A giving a
valid proof. Bs works as follows: it takes input crss containing [Us]; € GlsIxd [A], € G'z‘Xk,

[Bt]; € G™K, [C'], € GLSle and the discrete logarithms of matrix Us and does the following;:
e It samples ([Ug]1, Ug) s.t. U =P (Us/Ug).
e Itsamples ([G]1, G, T) « CS.KeyGen(gk, n,d, K, S) and a random matrix R « ZII,fJ“ka.
e It computes [B]; = [B']; + [U]TGR, [C], = T[C'], + R[A],.
o Itsets p := (gk,[G]i,[Uh), 0 := (G, U, T) and crs := ([A]y, [B]1, [C]2).
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It then executes A(p, 0, crs) until it outputs [c]y, [r];. If this is an accepting proof pair, Bs sets
[x"] := T[c] and [n'] := [rt]1 - [c]] R.

First, we claim that the values p, 0, crs given as input to A are identically distributed to
honestly created ones and thus do not skew the probability that A outputs a valid proof. This
is immediate for p, O since they are sampled honestly. We show that this is true for crs as well.
Let Kt € ZIS%k be the implicit matrix in crsg, that is it satisfies Bt = USTKJr and Ct = KA.
Consider the matrix K = TK' + R, and note that this matrix is uniformly distributed since
R is uniformly distributed. Thus K is distributed identically to an honestly generated K’ for
generating a crs. We claim that the crs crs output by Bs is identically distributed to sampling
this matrix and computing the other values honestly. Indeed we have that

C=TC'"+RA and B=B"+U'G'R=U[K'+U'G'R

= TK'A + RA =U'G'TK'+U'G'R
= (TK' + R)A =U'G(TK' +R) = (GU)'K
= KA

where the second equality for B follows since by the properties of algebraic SSB commitments
we have TTG = (I;s; 0)Ps which gives

U'G'T=U"P] (I'(f') = Us.
So, the outputted crs crs’ is indeed identically distributed with an honest one.
Finally, we show that if A outputs a valid proof [r];, then Bs outputs a valid statement-
proof pair w.r.t. to crss. Indeed, by the local extractability property of the commitment scheme,
Bs always outputs some [x']; consistent with [c]1, and also the proof verifies, since we have

A =c"C=c KA =c"(TK' +R)A = (x")TK'A + c"TRA

which gives n'A = A — ¢TRA = (x")TK'A = (x")C'. We conclude that [r']; is a valid proof
for [xT]; ¢ Im([Us]1) and Bs breaks soundness of Kiltz and Wee construction. O

Corollary 2. Consider construction from Fig. 4 with a statement of the form (Bk ), matrix (Y),

locality parameter L < (d, d) € N? and extraction set S = (S1,S2) € ([d],[d]), |S| < L, such that the

Li+Ly+2kxk G = G 0
p 7 - 0 G2 7

where G; «— CS.KeyGen(gk,d,L;,S;), and A « Z’;Xk,k > 2. Then construction from Fig. 4 is
also a quasi argument for the relations WL%GS = RL};ES and 7(£z° = {[c]1, [d]1, [x* )1, [y ], w* -
(g) S-open to (fj) and x* = Ug,w” but y* # Vs, w"}, with his-strong local soundness where his(0) =
(h(U;), G, U;).

(U;, h)-MDDH assumption is hard for some function h. Assume also K «— Z

Proof. In[GR19]it is shown that Kiltz and Wee argument is also a knowledge transfer argument
whenever the UT-MDDH assumption (U;—MDDH in this case) holds and A is not full rank. Of
course, thisis still true if the stronger (U!, h)-MDDH assumption holds. However in construction
of fig. 4 A is full rank with overwhelming probability. Nevertheless, if A is uniform and k > 2
we can jump to a game (relying on the DDH assumption) where A € Zk*¥ is not full rank. Then
the reduction of Thm. 8 yields also a reduction to the knowledge transfer of [KW15] (taking

(% ) as trapdoor, where T; is the trapdoor for G;). O
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The proof that QALin is oblivious essentially follows from the oblivious trapdoor generation
and index set hiding of SSB commitments. Before proving oblivious trapdoor generation we
present a lemma stating that we can also compute p, crs knowing only the commitment key
[G]1 and U, in both simple and knowledge transfer schemes.

Lemma 1. There exists a modified crs generation algorithm K’ that on input (p, 6”), where 6" contains
only U (resp. U, V) outputs a crs such that (p, crs) are identically distributed to the honest algorithm.

The lemma follows directly by noting that [B]; = [UT];GK = UT[G];K. (resp. [B]; = [UT |
VT]1GK = (UT | VT)[G]1K. Given that this result holds, we slightly abuse notation and refer
toK'(p, 0) as K(p, 0’), that is we use the same name for the honest and the simulated algorithm.

Theorem 9. Let U (resp. U,V for the knowledge transfer case) be a witness samplable distribution,
and CS be an algebraic SSB commitment scheme with perfect completeness, h-strong index set hiding and
oblivious trapdoor generation. Then Construction QALin of Fig. 4 (resp. construction I of corollary 2)
is hns-strong oblivious where hns = (h(sk), U) (resp. hns = (h(sk), U, V)). Furthermore,

1. For every PPT A against hns-strong index set hiding of 11, there exists an adversary B against
h-strong index set hiding property of CS, such that Advig,(A) < Adves,(B) where hns(0) =
(h(sk), U).

2. For every A aguinst oblivious trapdoor generation of I1, there exists an adversary B against
oblivious trapdoor generation of CS, such that AdvlL (A) < AdvES (B).

oblv oblv

Proof. For index set hiding, it is enough to notice that in both cases, the crs of I'l can be efficiently
computed given only ck = ([G], h(G)). Indeed by sampling [U];, U « U (resp. [U];, U « U;
[V]i,V « V) all values of crs are efficiently computable, as noted in the previous lemma.
Additionally, since we assume CS is h-strong ISH, A can be also given hys(60) = (h(sk), U)
(resp. hns(0) = (h(sk),U,V)). Thus, a distinguishing advantage in index set hiding of IT
immediately implies equal advantage on the respective property of CS.

For oblivious trapdoor generation we first describe the OblSetup algorithm. Let S" C S.

OblSetup(p = ([G]i, [U]1), crs):

e ([G’];, T') « CS.OblSetup(gk, d, K, S, ck = [G]1).
e ([Ul1,U) « U (resp. (U, U) « U; ([V]1, V) < U).
e (crs, 1) « IL.K(p, 6" = U) (resp. (crs, 1) « I[1.K(p, 8’ = (U, V))).

Note that the only difference in sampling with S and with S’ is how we sample the commit-
ment key G. The crs part crs is identically distributed to an honest one by Lemma 1. Finally,
by the statistically binding property of the commitment key the extracted witness for S and S’
are unique and thus do not help the (unbounded) distinguisher, who can compute them on its
own.

O

Corollary 3. When CS is the one from fig. 3, then Il from fig. 4 (resp. corollary 2) is hns-strong
no-signaling where hns(0) = (h(sk), U) (resp. hns(0) = (h(sk), U, V)).

Proof. Follows directly from Theorem 7 and the hs-strong ISH of QALin, which in turn follows
from Theorem 9. O
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Extensions. We consider several extensions of QALin such as bilateral linear spaces [GHR15b],
where the statement as well as the generating matrix have components in both groups. We
also consider a sum argument [GHR15b] which is akin to a bilateral language but one shows
that the sum of the discrete logs of two vectors in G1 and G belong to the image of the sum
of two matrices in G, G,. Finally, we extend local soundness to consider knowledge transfer
arguments. The security of all this extensions is almost verbatim of theorems 8 and 9.

Quasi Argument for Bilateral Linear Knowledge Transfer. Let M, Nj, N> be 3 witness sam-
plable distribution over matrices in Gfxn, Gr‘lix” and ngn, respectively, for n,d e N. Let K < d
where K = (K, Kz) and S C ([d], [d]) where S = S; U S; and S < K Let CS be an algebraic SSB

commitment schemes with commitment space G, where G, is defined by the input gk. The
parameter language is

Loar = {IM]1,[N1]1, [N2]2, [Gl1, [H]1, [F]2 | 3M, Ny, N2, G, H, Fsit.
([M]1, M), ([N1]1,N2), ([N2]2, N2) € Sup(M, N1, N2),
([Gli, G, Tg) € Sup(CS.KeyGen(gk,, d, K1, 51)),
([H]1, H, Ty) € Sup(CS.KeyGen(gk,, d, K>, S2)),
([Fl2, F, Tg) € Sup(CS.KeyGen(gk,, d, K2, S2))}

We assume w.l.o.g. that the corresponding relation is efficiently verifiable.The parameters
p = ([M]i, [N1]1, [N2]2, [G]1, [H]1, [F]2), define the following relations:

c GM
R =1 [eh, [dili, [da]o,w | |dy|=|HNy [w ¢,
d> FN,

X, Y1, Y2 are valid S, Sp, S openings of
¢, di, dy wr.t. G, H, F respectively and ,

4Rno _ ([C]ll [dl]ll [dZ]Z)/ w,
p.S
x1 = Mg, w but y; # Ny s,w or y» # Ny s, w

([x]ll [yl]lr [yZ]Z)

that is the partial witness for S is some valid local openings [x]1, [y1]1, [y2]2 w.rt. to G, H,F
respectively that satisfy the following: if x5, = Mg, w then it should be the case that both
y1 = N1 s,w and y, = Np s,w where w is the promise of the adversary. Note that if S is the
empty set the latter relations trivially hold. We present the protocol in Fig. 5. Security is almost
verbatim to the unilateral case.

Theorem 10. Let M, N1, Na be witness samplable distributions, Dy be a matrix distribution and
CS an algebraic SSB commitment with perfect completeness. Also, let ‘A be an adversary against
his-strong local knowledge soundness of construction QABlin of Fig. 5, where the index his(0) =
(G,H,F, h(M,N1,N3)). Then, completeness holds with probability 1 and hs-strong local knowl-
edge soundness holds with probability at least 1 — Adv.*"(Bs), where Bs is any PPT adversary against

snd
h-strong soundness of Ilktjin and h giving the discrete logarithms of the last two matrices.
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Proof. For completeness, we have that

1

2
=(c'Ki+d{ K, + d, Kr)A
= (w™™M'G'K; +w'N/H'K; + w 'NJF'K;) A
= (w"M'G'K; + NJH'K;) + w 'NJF'K;) A
=w BA +w' DA
=mA + 0A

(€| d)C +dTC = (e | d) (X1 A+ dTK,A
1 2 1|k 2

Local Extractability follows using almost an identical argument to Thm. 8 and reducing to
knowledge transfer of linear KTA Argument of [GR19] presented in Fig. 1. Given an adversary
A breaking hjs-Strong local knowledge soundness of QABIin we construct another adversary 8Bs
that breaks hi-strong soundness of the argument I'l.in for matrices [Mg, |1, [N1,s,]1 and [N2,s, |>.
Bs works as follows: it takes input (p', h(0"), crs’) where

pt = (gk, [Ms, ]1, [N1s, 11, [N2s,]2),  H(BT) := (N1 s,, Nas,),

crs’ == ([B']1, [D']2, [Al1 2, [Cl]o, [Ch1h)

and does the following:
e ([Gl1,G,Tg) « CS.KGen(gki,d, K1, S1).
e ([H];,H, Ty) « CS.KGen(gki,d, Kz, S2).
e ([F]»,F, Tg) < CS.KGen(gk,, d, K>, S2).

It samples Mg , N

Ms Ni,s N2,s
15,/ N, 5, such that M = Pg, (M_l), Ni = Ps, (Nl _2), N, = Ps, (NZ _2).

S1 1,5

Ro « Z,"% Ry  Zy"N Ry 2,75,

It computes [B]; := [B']; + [M]{ G"Rq + [N1]{ H'R; and [D]; := [D']> + [N2]; F'R;

Te 0
0 Tu

It computes [C]> := ( ) [C{]z + (ﬁ(l)) [A], and [C2]1 := TF[C;]l + Ry[A]sr.

It sets

p := ([Gl1, [H]1, [Fl2, [M]1, [N1]1, [N2]2), his(0) := (G, H,F,N1,N»)
crs := ([B]1, [Dl2, [Al1 2, [C1]2, [C2]1)

It then executes A(p, his(0), crs) until it outputs a statement ([c]y, [d1]1, [d2]2, w) together
with an accepting proof [rt]1,[0]2. Given an accepting proof Bs sets [x']; = Tg[c]s, [yirh =
Tuldi]1, [y;r]z = Tg[dz]>, [7T+]1 =[m]1 - [C]IRO - [d1]IR1 and [9+]2 =[0]; - [dz];Rz. It outputs
("], [yi T, [y312), w, (711, [07]2)).

Note that the commitment keys are perfectly binding at S. First, we claim that in this case
the values p, his(0), crs output by Bg are identically distributed to honestly computed ones and
thus do not skew the probability that A outputs a valid proof. For p, hs(0), this is immediate
by the witness samplability of the distributions M, Ni, N>. We show that this holds for crs as
well.
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Let K} € ZLSlle, K'e lesZ'Xk, Kl e ZL,SZM be the implicit values used to compute crs’, that

is, they satisfy
+
Ko

t_ t t Pt _ t oot Z t_wet
B" = M{K} + N[ (K}, D' =NJ K}, Cf = (KI) A and C} = KIA.

Now Bs implicitly defines K, = TGKg + Rg, Ky = THK1r + Ry, Ky = TFK; + Rp. First, note
that these matrices are uniformly distributed since Ry, R1, R, are uniformly distributed. Thus
K1, Ky, K; are distributed identically to honestly generated values for generating a crs. We
claim that the crs output by A is identically distributed to sampling this matrix and computing
the other values honestly. Indeed we have that
B=B"+M'G'Rp+N/H'R,
t t

= Mg K] + N K; + M'G Ro + NJH'R;

=M'G'TgK! + NJH'TK} + M'TG'Ro + NH'Ry

=M'GT(TgK! + Rg) + NH(TLK + Ry)

= MTGTKl + NIHTKZ
where the third equality follows since by the local extractability of the SSBs we have that
TEGM = Ms,, T{HN1 = Ny s,. Similarly, we have

D=D"+N;F'R,
=Ny K+ NJF'R;
=N, F'TeK! + NJF'R,
=N, F'(TeK] + Ry)
=N, F'K>

Also, we have that

(Te 0\t (Ro\,_(Tec O)/(K! Ro\ , _ (TcK! +Ro| , _(Ki
Cl‘(o TH)C1+(R1)A_(O TH)(Kg AR AT x4 Ry ) A 7 Ko A

C = TeC) + RoA = TEKIA + RoA = (TrK] + Ro)A = Ko A

so the outputted crs is indeed identically distributed to an honest one.

Then, we show that B outputs a valid statement-proof pair w.r.t. to crs'. Since the com-
mitment keys are extractable and perfectly binding at S, we have that x', 4! and y] are valid
openings for the commitments given. Assuming A produces a valid statement for Rg?s, for
the extracted values it holds that x™ = M;, w and either y{ # Ny s, w or y;r # Nps,w. Thus, Bs
outputs a valid statement and it suffices to show that [rt'];, [0'], is a valid proof. Indeed, we
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have that

0=mtA+0A-(c"| d;)cl—d;CZ
=(n' +¢"Ro+ d{R)A + (0" + d, Ry)A

el g ()

- d;— (TFCZ + RzA)
=(m" +c¢"Ro + d]Ro)A + (6" + dJRy)A
—(c"Tg | 4] Tu)C! - (c"Rg — d{ Ry)A
—d) TeCl — d; RoA
=n'A+0'A-(c"Tg | d] Tu)C! — d; T¢C}
T T T
=m'A+0"A-(x" | y] )T -yl C}

and the last equation is the verification equation for the knowledge transfer argument for
crst. O
We next show that when the distribution M, N1, N, guarantee that the linear knowledge
transfer argument is secure w.r.t. all possible sets S, construction QABIin has hs-strong local
knowledge soundness where hs includes G, H, F, N1, N>, and some extra information about
the matrix M.

Corollary 4. Let Dy be a matrix distribution for which Dy-SKerMDH. Denote Ms (resp. Ni,s, Na,s)
the distributions that sample matrices from M (res. N1, N1), and restricts them to rows corresponding
to S. Then

1. Ifforall Sy C [d] with S1 < Ky, (MTl, h)-MDDH holds, QABIin is an his-strong local knowledge
sound proof system, where his(0) = (h(Ms), G, H, F, N1, No).

2. If forall S1,Sy C [d] with S1 < Ky, So < Ky the distributions Ms,, Ns,, Ns, output matrices
with the last n’ columns being 0, and (M’;, h)-MDDH holds, with M’s, being Ms, where we
delete the trailing zero columns, then QABIin is an his-strong local knowledge sound proof system,
where hig(0) = (h(Ms), G, H,F,N1,N>).

Proof. The proof is an immediate consequence of of Thm. 10 and Thm. 19.1 for case 1 and
Thm. 19.2 for case 2. m]

The proof of oblivious trapdoor generation follows from the oblivious trapdoor generation
and index set hiding of SSB commitments. We follow essentially the same proof as in the
unilateral case.

First we show that we construct an indistinguishable crs given only the commitment keys
and the matrices M, N1, No.

Lemma 2. There exists a modified crs generation algorithm K’ that on input (p, 6"), where 6" contains
only either M, N1, N2 or G, H, F outputs a crs such that (p, crs) are identically distributed to the honest
algorithm.
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The lemma follows directly by noting that [B];, [D]; are efficiently computable given the com-
mitment keys and the discrete logarithms of matrices M, N1, N, (equivalently G, H, F). As in
the unilateral case, we abuse notation and refer to K'(p, 8’) as K(p, 6”).

In the next theorem we consider the three keys issued as a single key. It is easy to verify that
the properties of the commitment keys still hold. Essentially, we want to capture the condition
that the keys preserve oblivious key generation even if we consider a function / that outputs
information that depends on all commitment keys. In our delegation construction this will
correspond to h(G, H, F) = ([G]y, [H]2, [Fl2, [H® F — Z]1,[Z]>), for a uniform Z, namely the
information needed to obliviously create a crs for the kronecker composition of the last two
keys.

Theorem 11. Let M, Ni, N> be witness samplable distributions, and CS be an algebraic SSB com-

mitment scheme and let CS’ be the concatenation of three instances of CS, that is it outputs G’ =

[GOp 0 0
( 0 (Gl 0 ) with G; <« CS.KeyGen(gk,n,d, K;,S;). If CS’ has h-strong oblivious trapdoor
0 0 [Ga]

generation, then construction QABIin of Fig. 5 is hys-strong oblivious where hys = (h(sk), M1, N1, N»).
Furthermore,

1. For every PPT A against hys-strong index set hiding of QABIin, there exists an adversary 8

against h-index set hiding property of CS, such that Adv%?_'B”" (A) < 3AdvZ,(B).

2. For every A against oblivious trapdoor generation of QABIin, there exists an adversary B against
oblivious trapdoor of CS, such that Adv 5N (A) < 3AdVES (B).

oblv oblv

Proof. Since the commitment key is perfectly binding at the extraction set, it is enough to show
that h,,5-strong index set hiding holds and that we can sample a tuple (p, crs) indistinguishable
from the one we are given, along with a valid trapdoor.

For index set hiding, it is enough to notice that the crs of QABIin can be efficiently computed
given only [G]y, [H]1, [F]2. Indeed by sampling [M];,M < M, [N1]1, N1 < Ni,[N2]», Ny <
N all values of crs are efficiently computable as noted in Lemma 2. Thus, a distinguishing
advantage in index set hiding of QABIlin immediately implies equal advantage on the respective
property of CS.

For oblivious crs generation we first describe the ObISetup algorithm. Let S" C S.

OblSetup(p := ([G]1, [H]1, [Fl2, [M]1, [N1]1, [N2]2), crs):

* ([G']1, Tg) « CS.ObiSetup(gk, d, Ko, So, [G]1)-

b ([H/]l, Ti-[) — CSOblsetuP(gk/ d/ Klr Sl/ [H]l)

) ([F,]Z, Ti:) — CS.ObISetup(gk, d, Kz, 52, [F]2).

e Sample ([M'];, M) = M; (IN{]1, N7) < No; (IN3]2, N}) = No;

e Set 7' = (T, Ty, Tp) and compute crs < QABIin.K(p, 6" = (M, N1, Np)).

Note that the only difference in sampling with § and with S’ is how we sample the commit-
ment keys G, H, F; crs is identically distributed to an honest one since we sample M, N1, N> in
the same way that Dy, does. Also, by oblivious key generation of CS, the trapdoor 7’ is a valid
one w.r.t. G', H', F' and set §’, so it extracts valid witnesses which, by perfect binding in S” are

unique and do not assist the distinguisher which can compute them itself.
O

Finally, we get the following corollary.
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Corollary 5. When CS is the one from fig. 3 and CS' is the concatenation of the three keys as described in
Thm. 11 for and h(G, H,F) = (H® F - Z], [Z]>) for uniform Z, then QABIin from fig. 5 is hys-strong
no-signaling where h,s(0) = (h(G,H,F),M, N1, N>).

Proof. Follows directly from Thm. 7, the h,,s-strong ISH of the QALin which we show on Thm. 11
and the properties of the kronecker key operator (Thm. 6). O
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Dypar(gk,d, K, S = (So, 51)):
o ([M]1,M) < M; ([N1]1,N1) < Np; ([N2]2, N2) < Na.
¢ ([G]1,G, Tg) « CS.KeyGen(gk,,n,d, Ko, So);
([H]1, H, Ty) « CS.KeyGen(gk,,n,d, Ky, 51);
([F]2, F, Tg) < CS.KeyGen(gk,, n,d, K3, S1);
e Output (p, 0) where

p = (gk,[G]l1, [H]1, [F]2, [M]1, [N1]1, [N2]2),
6 =(G,H,F, Tg, Ty, Tg, M, N1, N»).
K(p, 0):

e Parse p = (gk, [G]1, [H]1, [Fl2, [M]1, [N1]1, [N2]2),
0 =(G,H,F, Tg, Tu, Tr,M, N1, N2).

e Sample K « ZgOXk; K; « Zngk; Ky « ZII;ZXk; A — Dy and redefine A as its first k
columns.

e Compute [B]; = [MT]1GTK, + [NI]1HTK1 and [D], = [N;—]QFTKZ.
e C; = (KO) A and G, = KoA;
K1
e Output (crs, 1) where crs = ([B]1, [D]2, [A]1,2, [Ci]2, [C2]1) and T = (TG, Th, Tr).

Prove(crs = ([B]1, [Dl2, [Al12, [Cil2, [C2]h), [el1, [di]1, [d2]2, w):
e Output ([rt]1, [0]2) < (wT[B]1, w"[D]2).

Verify (crs, [cl1, [di]1, [d2]2, [, [0]2):
e Output 1iff e([n]1, [A]2) + e([0]2, [A]1) = e([cT | d] ]1, [C1]2) + e([d; ]2, [C2]).

Extract (t, [c]1, [d1]1, [d2])2, [7]1, [O]2):
e Parse 7 as (Tg, Ta, Tr) and output [x]; = T{[cl1, [y1]1 = Tgldil, [y2]2 = TE [d2]o.

Figure 5: Quasi argument QABIin for knowledge transfer of membership in linear space.
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Quasi Argument for Sum Knowledge Transfer. Let (M;, M) be some (possibly correlated)
witness samplable distributions outputting matrices in G‘f o XGSX” and N be witness samplable
distributions outputting matrices in Gfxn for n,d € N. Let K < d where K = (K, K7) and
S € ([d],[d]) where S = S; US> and S < K. Let CS be an algebraic SSB commitment scheme

and CS’ be a split algebraic commitment key with commitment space GK, G{? X GTZE respectively.
The parameter language is

Loar = {[M1]1,[Mz]2, [N]1, [Q1]1, [Q2]1, [Fl2 | 3Mi1, M3, N1, Q1, Qy, Fsit.
([M1]1, [Mz2]2, M1, M) € Sup(My, Mz), ([N]1,N) € Sup(N),
([Q1]1,[Q2]2,Q1,Q2, Tq) € Sup(CS’.KeyGen(gk, 1, Ko, S1)),
([Fl1, F, Tg) € Sup(CS.KeyGen(gk,, n, K1, S2))}

We assume w.l.o.g. that the corresponding relation is efficiently verifiable. The parameters
p = (IM]z, [N1]1, [N2]2, [Q1]1, [Q2]1, [F]2) define the following relations?®

R = ey el [ | (1) = (@1 QR0+ |,

x1 + x2,y are valid Sp, S1 openings of
c1 + ¢, dy wrt. Q1 + Qo, F respectively and ,
x1+x2 =My, + Mas,)w buty # Ng,w

([e1]r, [e2]2, [d]h), w,
([x1]1, [x2]2, [y]1)

that is the partial witness for S is some valid local openings [x1]1, [x2]2, [y]1 w.r.t. to G,H,F
respectively that satisfy the following: if x1 + x, = (My,5, + My s, )w then it should be the case
that y = Ns,w where w is the promise of the adversary. Note that if S; is the empty set the
latter relations trivially hold.

We present the protocol in Fig 6.

no __
Rp,S =

Theorem 12. Let My, My be (possibly correlated) witness samplable distribution, N be a witness
samplable distribution, Dy a matrix distribution and CS,CS’ an algebraic and split algebraic SSB
commitment respectively with perfect completeness. Also, let A be an adversary against hys-strong local
soundness of construction QASum where h;s = (Q1, Q2, F, N). Then, QAsum has perfect completeness
and hjs-strong local knowledge soundness holds with probability at least 1 — Advg]ké's“”’ (Bs), where Bs
is any PPT adversary against soundness of Ilk.sym.

Proof. For completeness, we have that
(]| d")C1+c]Ca=(c] | dT) (E?) A+ cTKoA

= (c; Ko + d"K; + ¢c; Kog)A

= ((Cir + C;—)Ko + dTKl) A

= (w"(M{ + M, )(Q] +Q,)Ko+w NTF'K;) A
=w' (M +M;)Q"Ko+NTF'K;) A

=w' (M]Q'Ko+N"F'K; +Z)+ (M]Q"Ko - Z)) A
w' (B+D)A

= w'BA + w DA

=mnA + O0A

18We allow both the distributions Mj, My, N and the commitment keys to include some auxiliary information
with its associated witness which are included in p, 0 respectively. This auxiliary information is not used in the
protocol, but is public when the protocol is used inside other protocol. We omit it here to simplify the presentation
but we consider it whenever needed.
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-Z)par(gk/ d/ K/ S= (SOI S])):
b ([Ml]ll [MZ]ZI Ml/ MZ) — (Mll M2)I ([N]ll N) — N/
b ([Ql]l/ [Q2]2/ Ql/ QZ/ TQ) — CS"KeyGen(gkl n, d/ KO/ SO)/

([F]1, F, TF) — CS.KeyGen(gkl, n, d, Kl, Sl);
e Output (p, 0) where
p = (gk, [Q1l1,[Q2]1, [Fl2, [M1]1, [M2]2, [N]1),
0 = (Q1,Q2,F, Tg, T, M1, M, N).

K(p, 0):

e Parse p = (gk, [Q1]1, [Q2]1, [Fl2, [M1]1, [Mz2], [N]1), 0 =
(Qll QZ/ F/ TQ/ TF/ Ml/ MZ/ N)

e Set Q = Q; + Q2 and sample Ky « ZEOX"; K; « ZE“"; Z — ng"; A « Dy and
redefine A as its first k columns.

e Compute [B]; = [M]1Q Ko + [NT[{}F'K; + [Z]; and [D]> = [M; QKo — [Z]>.
e C = (E‘;) A and C; = KoA;
e Output (crs, 7) where crs = ([B], [D]2, [A]1,2, [Ci]2, [C2]1) and T = (Tq, Tk).
Prove(crs = ([B]1, [Dl2, [Al12, [C1l2, [C2]1), [e1]y, [e2]2, [d]1, w):
Sample z « ZI; and output ([1]1, [0]2) « (wT[B]1 — [z"]1, w [D]2 + [z ]2).
Verify (crs, [c1]1, [c2]2, [d]1, [®]1, [0]2):
o Output 1iff e([nt]1, [Al2) + e([0]2, [A]1) = e([c] | dT],[Ci1]2) +e([e; ]2, [C2]).
Extract (7, [c1]1, [e2]2, [d]1, [7t]1, [0]2):

e Parse 7 as (Tq, Tg) and output [x1]; = Tg "[e1]1, [x2]2 = To " [e2]1, [y]1 = Te"[d]:.

Figure 6: Quasi argument QASum for knowledge transfer of sum membership in linear space.

Local knowledge soundness follows using almost an identical argument to Thm. 10 and
reducing to knowledge transfer of KTA Sum Argument Ily.sum of Fig. 1. Given an adversary A
breaking Knowledge Transfer of the quasi-argument of Fig. 6, we construct another adversary
Bs that breaks Knowledge Transfer of the argument I'.gym for matrices [My s, ]1, [M2,s,]2 and
[Ns, ]1. Bs works as follows: it takes input (p*, 1 (67), crs™) where

p" = (gk, [M1,5,]1, [M2,5,]2, [N, 1), hit(07) :=Ns,, crs’ := ([B']y, [D'], [Al12, [Cl]o, [Ch]h)
and does the following;:

e It samples ([Q1]1,[Q2]2, Q1,Q2, Tg) < CS'.KGen(gk, d, K, S1) and sets Q := Q1 + Qo.
e It samples ([F];, F, Tg) < CS.KGen(gk, d, K, S2).

M M N
o It samp]es M1,§1 , M2,§1 , N§2, such thatM; = Pg, (M:;l ), M, = Ps, (szfl ), N =Ps, (st).
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It samples Ry «— Z?OXk; R; « Zﬁle

It computes [B]; := [B+]1 + [M1]IQTR0 + [N]IFTR1 and [D], := [D+]2 + [Mz];—QTRO

Tg 0
0 T

It computes [C1], := ( ) [Ci] + (ﬁf) [A], and [Cy; := To[Cll1 + Ro[AlL.

It sets

p = ([Q1]1,[Q2]1, [Fl2, [M1]1, [M2]2, [N]1),  his(0) := (Q1,Q2, F,N)
crs := ([B]y, [D]2, [Al1,2, [Cil2, [C2]1)

It then executes A(p, his(0),crs) until it outputs a statement ([c1]1, [c2]2, [d]1, w) together
with an accepting proof [r]1, [0]2. Given an accepting proof B sets [xI]1 = Tg[e11, [x]]2 =
Tolczlz, [y'h = Teldly, [n']h = [7]i — [e1]{ Ry — [d]{ Rz and [07], = [0]1 — [c2]; Ry. It outputs
([, 6312, [yTh), w, ([0, [67]2)).

Note that by perfect completeness of the commitment scheme, the commitment keys are
extractable and perfectly binding at S.

First, we claim that in this case the values p, h5(0), crs output by Bs are identically dis-
tributed to honestly computed ones and thus do not skew the probability that A outputs a
valid proof. For p, hj5(0), this is immediate by the witness samplability of the distributions
M1, M>, N. We show that this holds for crs as well. Let KS € ZL,Slle, K{ € ZLSQle, Zt € Z]’;Xk
matrices satisfying:

.].
KO

+ +
B' =M K{ +N{K] +Z', D' =M,  K{-Z", C] = (KT) Aand C} = K}A.

Now Bs implicitly defines Ky = TQKE; + Ry, Ki = TFK1r + Ry, and note that these matrices
are uniformly distributed since Rg, R; are uniformly distributed. Thus Ko, K; are distributed
identically to honestly generated values for generating a crs. We claim that the crs output by
A is identically distributed to sampling this matrix and computing the other values honestly.
Indeed we have that
B=B"+M/Q'R; + NJH'R;

=M/ ¢ K{ + NI K1 +Z" + M{Q"Ro + NTH'R;

=M/ Q ToK!} + N"F'TfK; + Z" + M{Q Ry + N/H'R;

=M Q" (TgK/ + Rg) + N"F'(Tf K + Ry) + Z*

=M;Q 'Ky +N"F'K; +Z'
where the third equality follows since by the local extractability of the SSBs (1) TE OM; =M;js
and (2) TEFN = Ns. Similarly, we have

D=D"+M,;Q"Ry
=M, K{ -Z"+ M]Q"Ro
=M, Q" ToK! -Z" + M; Q"R
=M, Q" (ToK} + Rg) - Z'
=M;Q"K, - Z'
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Also, we have that

To 0) ., (Ro To O ToK| +Ro) , _ (Ko
S G Y A e [ I Y AN ey I

Cy = ToC} + RoA = ToK}A + RoA = (ToK] + Ro)A = KoA

so the outputted crs is indeed identically distributed to an honest one.

Then, we show that 8 outputs a valid statement-proof pair w.r.t. to crs'. Since the commit-
ment keys are extractable and perfectly binding, we have that (x}, x}) and y" are valid openings
for the commitments (c1, ¢2) and d respectively Assuming A produces a valid statement for
R”o for the extracted values it holds that xT + x} = (My,5, + My s )w and y* # Ng,w. Thus Bs

outputs a valid statement and it suffices to show that (", 8%) is a valid proof. Indeed, we have

0=mA+ OA — (Cir | d")Cq - CTCZ
= (" + ¢]Ro + d"R1)A + (0" + c] Ro)A

ol i)

— ] (TQC+ +RoA)
= (' + ¢/ Ro + d"Ry)A + (0" + ¢ Ro)A
—(c]Tg | d"Tg)Cl - (] Ry — d"R1)A
c; ToCh — ¢, RoA
A+ 0'A - (c] TQ | d"Tp)C! - ¢, TQCh
A+ 0TA - (xl | y )CJlr — x2 C;

and the last equation is the verifying equation for the knowledge transfer argument for crs’.
O

We next show that when the distributions (MjM,), N guarantee that the sum knowledge
transfer argument is secure w.r.t. all possible sets S, construction QASum has hjs-strong local
knowledge soundness where hj; includes G, H, F, [M]z, [N1 ® N2 — R];, [-R]2), for a uniform
R and some extra information about the matrix M.

Corollary 6. Let Dy be a matrix distribution for which Dy-SKerMDH. Denote M s (resp. Ma,s, Ns)
the distributions that sample matrices from My (res. My, N), and restricts them to rows corresponding
to S. Then

MT

1. If for all Sy C [d] with Sy < Ko, (/\/(1 so Mo, h)-MDDH holds, QASum is an hs-strong local
knowledge sound proof system, where hls 0) = (h(Ml,s, M), G, H,F,N).

2. Ifforall S, S1 C [d] with Sgp < Koy, S1 < K1 the distributions My s,, Ma,s,, Ns, output matrices
with the last n’ columns being 0, and (M'{ s , M5 s, )-MDDH holds, with M’y 5, being My, s,
where we delete the trailing zero columns, then QASum is an hjs-strong local knowledge sound
proof system, where h;s(0) = (h(My,5,, M2s,), G, H, F,N).

Proof. The proof is animmediate consequence of Thm. 12 and Thm. 19.1 for case 1 and Thm. 19.2
for case 2. O
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The proof that QASum is oblivious follows from the oblivious trapdoor generation and
index set hiding of SSB commitments. We follow essentially the same proof as in the QABIin
case.

First we show the corresponding lemma to Lemma 2, that is, we construct an indistinguish-
able crs given only the commitment keys and the matrices M1, M, N.

Lemma 3. There exists a modified crs generation algorithm K’ that on input (p, 0”), where 6" contains
only either M1, M, N or Q1, Q2, F and outputs a crs such that (p, crs) are identically distributed to the
honest algorithm.

Proof. Given these values we can compute the crs using a simple trick. Instead of computing
[B]: = [M{ 1Q Ko + [N"]1F'K; + [Z];

[D]2 = [M; ,Q Ko - [Z]2,

we compute
[B] = (M +M;)[Q] 1Ko + [N F'K; + [Z];

[D]> = (M, +M;)[Q, Ko — [Z]>,

Noting that in both cases the elements computed are uniformly distributed conditioned on
B+D=M] +M))(Q] +Q;)Ko + NTF'K; we see that these values are computed as in the
honest setup.

In the case where 0 = (Q1, Q2, F) we can directly compute the crs by noting that Q = Q1 +Q>
and the group elements in p are enough to compute all values of crs. |

As in the previous cases, we abuse notation and refer to K’'(p, 0") as K(p, 6”).
The proof of oblivious extraction essentially follows from the oblivious key generation and
index set hiding of the SSB commitments and is similar to the proof of Thm. 11.

Theorem 13. Let My, M; be (possibly correlated) witness samplable distribution, N be a witness sam-
plable distribution, and CS, CS’ be an algebraic and a split algebraic SSB commitment scheme respectively
with perfect completeness, oblivious trapdoor generation and h, h’-index set hiding respectively. Then
Construction QASum of Fig. 6 is hys-strong oblivious, where hy,s(0) = (h(sk), h'(sk’), M1, Ma, N).
Furthermore,

1. For every PPT ‘A against index set hiding of QASum, there exist adversaries By, B1 against index

set hiding property of CS’, CS respectively, such that Adv%ﬁs"m (A) < Adv%s,_; (Bo) +Advgy, (B1).

2. For every A against oblivious crs generation of QASum, there exist an adversaries By, By
against oblivious key generation of CS’, CS respectively, such that Advar™(A) < AdVES (Bo) +
AdvSs, (B).

Proof. It is enough to show that h,s-strong index set hiding holds and that we can sample a
tuple (p, crs) indistinguishable from the one we are given, along with a valid trapdoor. This
is the case because the commitment keys are perfectly binding in S’, which means that the
witnesses are unique and do not help the (unbounded) distinguisher who can compute them
on its own.

Index Set Hidning. Assume there exist sets S, S of size at most K and an adversary ‘A which
distinguishes (p, crs) sampled for S from (p, crs) sampled for S” with some probability a. We
construct adversaries 8By distinguishing cko sampled for S; from cko sampled for S} with
probability ap and an adversary 8, distinguishing ck; sampled for S; from ck; sampled for S/
with probability a; such that @ < 23721,
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By takes as input some cko and h’(skg) sampled either for Sy or S and parses cko as
[Q]1,[Q]2, aux. It then honestly computes the crs by sampling M;, My, N and following
the K described in Lemma 3 except that cky is computed as follows: it samples b « {0, 1}
and if b = 0 it sets (cky,ski) < CS.KeyGen(gki,d, K, S1) otherwise it sets (cky,sky) «
CS.KeyGen(gk1,d, K, Si).Note that, with probability 1/2, the crs computed by B follows ex-
actly the original distribution. This is the case since B, D are uniform matrices conditioned on
their sum being equal to (M] + M, )(Q; + Q;)K; + NTF'K; for uniform Ky, K, exactly as in
the honest crs generation. Finally 8By runs A(p, crs, h,s(0) = (h'(sko), i’ (sk1), M1, M2, N)) and
output whatever it outputs.

Similarly, oninputcky, h(skq) sampled either for Sy or S7, By samplesb < {0,1} andifb = 0it
sets (cko, sko) < CS.KeyGen(gk, d, K, So) otherwise it sets (cko, sko) < CS.KeyGen(gk, d, K, S(’))
and h(J)r?Zestly computes the crs as in the previous case. A simple case analysis shows that
p <t

Oblivious trapdoor generation: We show how to obliviously sample a trapdoor given black
box access to CS.OblKeyGen and CS’.OblKeyGen. For oblivious trapdoor generation, given a
pair p, crs for the quasi argument and set S’ the oblivious setup QASum.OblKeyGen does the
following:

o (ckj, 7,) < CS.OblKeyGen(cko, S;,) and (ck}, T7) < CS.OblKeyGen(ck1, S7).
e Sample ([Mi]1, [M2]2, M1, M) < M, ([N],N) < N.
e Compute the rest of the crs by K(ck, ck1, M1, Mz, N).

Arguing as in the index set hiding proof, the only difference in the oblivious and an honest
crs is how the commitment keys are sampled. We can thus use a standard hybrid argument to
reduce the property to the oblivious trapdoor generation of the commitment schemes CS, CS’.

o

Corollary 7. If CS is the one from fig. 3, and CS is the construction of kCS of Thm. 6, then QASum
from fig. 6 is hys-strong no-signaling where h,s(60) = (M, N1, Na).

Proof. The proof follows directly from Theorem 7 and the h,,-strong oblivious property of
QASum, which in turn follows from applying Theorems 2, 6 to Theorem 13. O
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5.2.2 Quasi-Arguments for Hadamard Products.

The main result of [GHR15b] was implicitly a quasi-argument for the set of equations b;(b;—1) =
0, for all i € [d]. We extend their results to equations of the form x;y; = z;, thatisx oy = z
where o denotes the hadamard product. Let U, V, ‘W be witness samplable distributions over
matrices in Gfx”, ngn and Gfxn, respectively, for n,d € N. Let K = (K, K) with K < d and
S =(S5,S)with S € [d] and S < K. Also let CS be an algebraic SSB commitment scheme with

commitment space G{f. The parameter language is

Lpar = {[U]1,[ V]2, [Wh, [G]1, [H], [Fl: | 3U, V,W, G, H, Fs.t.
([Ul1,U) € Sup(U), ([V]2, V) € Sup(V), ([W]1, W) € Sup(W),
([Gl1, G, Tg) € Sup(CS.KeyGen(gk,,n, K, S))
([H]2, H, Ty) € Sup(CS.KeyGen(gk,,n, K, S))
([F]1, F, Tg) € Sup(CS.KeyGen(gk,,n,K, S))}

We assume w.l.o.g. that the corresponding relation is efficiently verifiable. The parameters
p = ([Ul1, [V]2, [W]1, [G]1, [H]2, [F]1)define the following relations:

Ry = { ()1, [o]s, [wlz,a,b | * = CU 0 = HVD }

w = FW(a o b)
x1,x2,y are valid S openings of

c1, ¢, d wr.t. G, H, F respectively and
x1 = Usa,xy = Vsb, buty # Ws(a o b)

RO — ([0]1, [M]ZI [ZU]1), a,b

P ([x1l1, [x2]2, [y]h)
That is the partial witness for S is some valid local openings [x1]1, [x2]2, [y]1 w.r.t. to G, H,F
respectively that satisfy the following: if x; = Usa and x; = Vsb and then it should be the
case that y = Wsc where ¢ = a o b. Here a, b is the promise of the adversary. We present the
protocol in Fig 7. Essentially, we first have the prover commit to the kronecker product a ® b
using a commitment scheme defined by the ® operation of CS to itself, and then show that if
the split opening of this commitment is w = a ® b, then the opening of d is Dw where D is
the linear operation that outputs a o b on input a ® b. The former “promise”, regarding the
kronecker product, is verified by the pairing operation, while for the latter construction QASum
is used.

Theorem 14. Let U,V , W be witness samplable distributions, Dy be a matrix distribution and CS
an algebraic SSB commitment scheme with perfect completeness. Also, let ‘A be an adversary against
his-strong local knowledge soundness of QAHad where hi;(0) = (G,H,F,W,[U ® V — R]y, [R]2)
for a uniformly distributed R. Then completeness holds with probability 1 and for hjs-strong local

soundness it holds that Advfn’z"’ad(ﬂ) < Advggsum (B) where B is an adversary against Nisgyy,-strong

local soundness of QASuUm for psym as computed in Fig. 7 and his-sym(Osum) outputs O,y except the
matrices M1, M».

Proof. For completeness, we have that

uv=GUa®GUb=(GH)(U®V)(a®b)=
=(G®H-Z+Z)(U®V-R+R)(a®b) =
=(Q1 + Q2)(M; + M)(a ® b)

and alsoc1 + ¢ = (E;1 + E2)(a®b) = (Q1 + Q2)(U® V)(a ® b) = u ® v, so the pairing test is
successful. Finally, noting that w = d = FW(a o b) = FWD(a ® b) = FN(a ® b), we see that
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the statement/witness pair ([c1]1, [c2]2,[d]1), a ® b is a yes instance of the sum language for
parameters psum and the second condition for verification follows by the completeness of the
QASum.

For local knowledge soundness, it is enough to note that the Kronecker part of the knowledge
transfer holds unconditionally, that is, if for some promise a,b it holds that # = GUa and
v = HVD, then by the verification of the pairing condition, ¢; +¢2 = (Q1 + Q2)(M; + M;)(a®b),
so we efficiently construct a promise for the sum language. Also, the value /js.gum(Osum) can
be computed given /;5(60). Now, an accepting proof for the hadamard language contains an
accepting proof for the sum language and we use that to break g-strong local soundness of
QASum. Details follow.

Let A be an adversary against hjs-strong local knowledge soundness of QAHad. We con-
struct an adversary 8 against hs.sum-strong local knowledge soundness of QASum. 8 takes as
input (Psum, Ms-sum(Gsum), CrSsum) and works as follows:

e Parse

Psum = (gk, [Q1]1, [Q2]2, [Fl1, [M1]1, [M2l2, [N]1, auxcs = (G, H), auxy = ([U]1, [V]2),
GqSum = (Ql/ QZ; G, H, F, N)
e Set p = (gk, [G]1, [H]2, [Fl2, [Ul1, [V]2, [N]1), his(0) = (G, H,F,N, [M1]1, [Mz]).

e Itsamples R’ « szx n?and sets [E1]1 = (Q1+Q2)[Mi]1 +[R']1, [E2]2 = (Q1 + Q2)[M2]> —
[R]2.

It then executes A(p, hi5(0), crs = ([E1]1, [E2]2, Crssum)) until it outputs a statement ([u]1, [v]2,
[w]i, a, b) together with an accepting proof ([c1]1, [c2]2, Tsum). It outputs the statement/ad-
vice/proof tuple

(([Cl]li [C2]2/ [w]l)/ a® b/ T(sum)-

The crs is identically distributed to an honestly computed one. Indeed the only thing com-
puted differently are the values [E; 1, [Ez2]2, but note that in the reduction they are distributed
uniformly conditioned on E; + E; = (Q1 + Q2)(M; + My) = (Q; + Q2)(U ® V), as in the honest
crs generation.

Now, assuming an accepting proof, and a correct promise a,b given from A means that
the promise of 8 is also correct. Indeed, we have

c1+0=u®v=GUa®HVb=(GH) (U V)(a®b) =
=(GOH-Z+Z)(U®V-R+R)(a®b)=
=(Q1+Q2)(M1 + M2)(a ®b).

Now let x1 = Tgc1, x2 = Tgea, y = Trw be the extracted values. We have that
X1 +Xxy = TQ(C1 + Cz) = TQ(Q1 + Qz)(M1 + Mz)(ll ® b)
= (Ms,1 +Msp)(a ®Db).

so indeed the promise is correct. Also assuming that the statement/advice given from A is
a no-instance for the hadamard language w.r.t. to the set S, then the statement/advice given
from B is a no-instance for the sum language w.r.t. the same set S. Indeed, we have

y#Ws(aob)=WsD(a®b)=Ng(a®Db).

So, conditioned on a successful A, B outputs an instance/advice such that (1) the extractor
gets values that satisfy Rzo s for psum and (2) a proof that verifies w.r.t. the instance.
O
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We next show that when the distributions U, V, ‘W guarantee that the sum knowledge transfer
argument is secure w.r.t. all possible sets S, construction QAHad has h;;s-strong local knowledge
soundness where h;; includes G, H,F, W, [U® V — R], [R], for a uniform R.

Corollary 8. Let Dy be a matrix distribution for which Dx-SKerMDH and let DDH hold in Gy, Gy.
Denote Us (resp. Vs, Ws) the distributions that sample matrices from U (res. Vo, ‘W), and restricts
them to rows corresponding to S. Then

1. If forall S C [d] with S < Ko, U -MDDH and V,-MDDH hold, QAHad is an his-strong local
knowledge sound proof system, where h;s(0) = (G, H,F,N,[U® V —R]y, [R]2) for a uniform R.

2. Ifforall S,S C [d] with S < K the distributions Us, Vs, Ws output matrices with the last n’
columns being 0, and U’ -MDDH and V' -MDDH hold, with U’s, (resp. V's) being Us (resp.
Vs ) where we delete the trailing zero columns, then QAHad is an h;s-strong local knowledge sound
proof system, where his(0) = (G, H,F, W,[U® V — R];, [R]2).

Proof. By Thm. 14 it is enough to show that QASum is secure for such distribution. This in
turn hold when the sum knowledge transfer argument is sound (Thm. 12) which is true if Dy-
SKerMDH holds and (Us, Vs, h) — MDDH assumption holds (similar in the second case for the
distributions we remove the zeros) by Thm. 19. It remains to show that for these distribution the
latter condition holds when we are given the extra information #(U, V) = ((U® V — R];, [R]>)
for a uniform R. We show that this is the case if, additionally, DDH hold. That is we need to
show that for all S the (Us, Vs, h)-MDDH holds or equivalently the distributions

o [UT], [V, [UT® VT =R];, [RL, [(U®V)Tk —r]y,[r]: k « Zlqslz; re 2k — 7,
o [UT]y, [V, [UT® VT =Ry, [R]y, [sh, [t : s, t « ZIF

where U « Us; V «— Vs; R Zgzxmz are computationally indistuinguishable.

Let S C [d] with |S| < K. We show the indistinguishability of these distributions by
showing indistinguishability of a sequence of hybrid distributions. In what follows denote
a = (U], [V, [UT & VT = Rli, [R])) where U — Us, V — Vs, R — Z; "

We have

0. a,[(U8V)k=rl,[r]: re—z k7"
L a,[(UeV) (ki ®ky)— ]y, [r]r: re—2Z, ki ky—Z!
2. a,[(UTk1) ® (VTka) — ¢y, [r]2 : re—2Z, ki ky—Z!
3. a,[u®(VTky) —rly,[r]: w1z, reZV, k<7
4 a,[rl,[u® (VTky) —1]2: weZl, reZV, k7
5. a,[rh,[u®0v—r]: u,v —Zy, r<—Z’,;2
6. a,[s]i,[t]: s, T« Zgz

We next show that for all 1 < i < 5 the distributions i — 1, i are computationally indistin-
guishable.
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e Case i = 1. We show that distinguishing these two distributions reduces to the rank
problem in G; introduced in [Vil12], namely, distinguishing [A]; € G}*" sampled uni-
formly over all matrices in G/*" of rank 1, from [A]; € G*" sampled uniformly over all
matrices in G*" of rank n. Now, assume there exists a distinguisher A for distributions
0 and 1. We construct a distinguisher 8 against the rank problem. The distinguisher
works as follows: on input [A];, it samples U < Us, V «— V5, R « Zgleslz,r — ZZZ.
It computes M = UT[A];V and vectorizes it; denote the vectorization as [m];. it then
executes A([UT]1,[V' ], [UT ® VT —R]y, [R]2, [m]1 — [r]1, [r]2) and outputs whatever A
outputs. Now, note the vectorization [m]; corresponds to the value [(U® V)m];. If [A] is
of rank 1, then we can write A = k1k, and we have M = UTk1k; V = U"k{(VTk;)" and
the vectorization corresponds to (UT k1) ® (VT k), namely the case i = 0. Otherwise, [A]
is of rank 7, and we can write its vectorization as k. Then, m correspond to (UT ® VT)k),
namely the case i = 1. As shown in [Vill2], the rank problem reduces to DDH with a
security loss of log n.

e Case i = 2. Distributions 1, 2 are perfectly indistinguishability since the only difference is
that the latter is computed as [(UT k1) ® (VT k2) — r]1, which equals to [(UT ® VT)(k1 ®
k2) — r]1, which is the corresponding value of distribution 1.

e Casei = 3. This case reduces to the U -MDDH; assumption. The only difference is that in
the forth distribution, we replace U" k1 with a uniform element u. It is enough to show
that we can compute the rest of the values given [U];, [u]; where [u] is either U"k; or
uniform. We can compute the values as

[UT], [V ], [UTh @ VT = [R]y, [R]p, [u]1 ® (VT k2) = [r]1, [r]2

2 2 2
where we sample V «— Vs, R « ZZ xIs| , 1 — ZZ , ko — Zg.

e Case i = 4. The distributions 4 and 5 are perfectly indistinguishable. It is enough to note
that in both, the last two elements are uniformly distributed conditioned on their sum of
discrete logarithms being equal to # ® (VT k»).

e Case i = 5. This is the same as the case i = 3 for the value [v],. This case reduces to the
VS -MDDH, assumption. The only difference is that in the last distribution, we replace
V Tk, with a uniform element v. It is enough to show that we can compute the rest of the
values given [V]y, [v], where v is either VT k; or uniform. We can compute the values as

[UT]1, [V, [RI1, UT @ [V = [Rlp, [r]1, u @ [v], — [r]2,

n?x|S|?

712 n
q ,r<—Zq,u<—Zq.

where we sample U « Us, R «— Z

e Case i = 6. This again reduces to the rank problem in G. The only difference in the two
distributions is that in distribution 5 the sum of the last two elements, namely u ® v is a
vectorized matrix of rank 1, namely uv ", while in distribution 6 is a uniformly distributed
matrix of rank 7 (except w.n.p). Given [A], € GJ*" either uniform of rank 1 or uniform of
rank n we can compute all the other values efficiently as follows. Let a be the vectorization
of T. We compute

[UT]1, [V, [UT @ VT =Ry, [R]y, [r]1, [al2 — [r]2,

where U « U5,V «— V5, R « ZZZX|S|2, r o« ZZI’Z. This implies that distinguishing
distributions 5, 6 reduces to the rank problem, which in turn reduces to DDH in G,.
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The proof of oblivious trapdoor generation essentially follows from the oblivious trapdoor
generation and index set hiding of the SSB commitments and is similar to the corresponding
proofs for the other constructions.

First we show the corresponding lemma to Lemma 3, that is, we construct an indistinguish-
able crs given only the commitment keys and the matrices U, V, W.

Lemma 4. There exists a modified crs generation algorithm K’ that on input (p,0’), where either
0 =(U,V,W,[G®H-Z];,[Z]y) or 0’ = (G,H,F,[U® V - R];, [R]2) and outputs a crs such that
(p, crs) are identically distributed to the honest algorithm.

The lemma follows by inspection an by noting that with the given values we can compute
the crs for the sum as explained in Lemma 3. Again, w.l.o.g. we use the same name for the two
algorithms, namely K and differentiate them by their input.

We next show that the construction satisfies oblivious extractability.

Theorem 15. Let U, V, W be witness samplable distributions, and CS be the algebraic commitment
scheme of Fig. 3 for which CS ® CS is obliviously extractable. Then Construction QAHad of Fig. 7 is
hys-strong oblivious where hys = ((G ® H— Z]1,[Z]>). Furthermore,

1. Forevery PPT A against index set hiding of QAHad, there exist an adversary B against hys-strong

index set hiding property of CS such that Adv%ﬁHad(ﬂ) < 3AdV|CSSH(B).

2. For every A against oblivious crs generation of QAHad, there exist an adversary B against

oblivious crs generation of QASum such that Adv(?t’j\f’ad(ﬂ) < Adv?tfl‘vs“m (B).

Proof. 1t is enough to show that index set hiding holds and that we can sample a tuple (p, crs)
indistinguishable from the one we are given, along with a valid trapdoor. This is the case
because the commitment keys are perfectly binding in S’, which means that the witnesses are
unique and do not help the (unbounded) distinguisher who can compute them on its own.

hys-Strong Index Set Hidning. Assume there exist sets S, S’ of size at most K and an adversary A
which distinguishes (p, crs, h1,5(0)) sampled for S from (p, crs, h,5(0)) sampled for S” with some
probability a. We construct adversaries B distinguishing ck sampled for S from ck sampled
for S with probability § such that a < 2.

B takes as input some ck sampled either for S or S” which is parsed as [G]; and honestly
computes the crs following K of Lemma 4 using the values [G®H —-Z];, [Z], which are included
in h,s except that [H], H, Ty, [F]1, F, Tr are computed as follows: it samples b < {0,1} and if
b = 0it sets

([H]z, H, TH) «— CS.KeyGen(gkz, d, K, S), ([F]l, F, TF) — CS.KeyGen(gkl, d, K, S)
otherwise it sets
([H]2, H, T) « CS.KeyGen(gk,, d, K,S’), ([F]i,F, Tg) < CS.KeyGen(gki,d,K,S’)

If the guess b is correct, by witness samplability of U, V, W the distribution of p is not changed,
and since the crs is computed as an honest one conditioned on p, index set hiding follows holds
with probability 7.
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Oblivious trapdoor generation: Here, we can simply use the oblivious trapdoor generation of
protocol QASum. The conditions of corollary 5 are satisfied since we include the values [G ®
H - Z];,[Z), in h,s and by Thm 6 the commitment key for the sum has oblivious trapdoor
generation. It is enough to show that we can compute the crs for the QAHad given a crs for
QASum. But this is easy since when given a pair (psum, CrSsum) We execute the oblivious crs

algorithm QASum.OblKeyGen(p,crs, S = (S, S)) as in Lemma 4.
|

Corollary 9. If CS is the one from fig. 3, then QAHad from fig. 7 is hys-strong no-signaling where
hns = ([G ® H - Z]]/ [Z]Z/ U/ V/ W) ‘

Proof. The proof follows directly from Theorem 7 and the /,,-strong oblivious trapdoor gen-
eration of QAHad which is shown in Thm. 15. o
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Dpar(gk, d, K, S):
o ([Uh,U) = U;([V]2, V) « V. ([Wh,W) «W;
¢ ([G]i,G, Tg) < CS.KeyGen(gk,,n,d, K, S);
([H]2, H, Ty) « CS.KeyGen(gk,, n,d, K, S);
([F]1,F, Tg) < CS.KeyGen(gk,,n,d,K,S);
e Output (p,0) where p := (gk, [Gli,[H]2, [Fl1i, [Ul1,[V]2, [W]i1), and O :=
(G,H,F, Tg, Ty, T, U, V,W).

K(p, 0):

Parse p= (gk/ [G]1, [H]2/ [F]l, [U]l, [V]z, [w]l)r 0= (G/ H,F,Tg, Ty, Tg, U, V, W)
(ck, sk) < kCS.KeyGen(gk, [G]1, [H]2, G, H) and parse ck as [Q1]1, [Q2]2, aux and sk
as Ql/ QZ/ TQ

Sample R € Zgzx”z andsetM; = U®V —-Rand M; = R. Set N = WD.
Set psum = (gk, [Q1]1, [Q2]1, [Fl2, [M1]1, [M2]2, [N]h),

Osum = (Q1,Q2, F, Tg, T, M1, M2, N).

Set (crssum, Tsum) <— QASUM(Psum, Osum)-

Sample R” «— ZEZX”Z and set [E1]1 = [Q1(U® V) —R')], [E2]2 = [Q2(U® V) + R’],.
Output crs = ([E1]1, [Ez2]2, €rSsum), T = (Tg, Tw, Tr).

Prove(crs, [x]1, [y]2, [w]1, a, b):
e Parse crs = ([E1]1, [E2]2, CrSsum)-
e Set[c1]1 = [E1]i(a ® b), [c2]2 = [E2]2(a ® ), [d]1 = [w]1.
® Tlgum = QASuUm.Prove(crssum, [c1]1, [€2]1, [d]1, a ® b).

e Output 7 := ([e1]1, [e2]1, TTsum)-

Verify (crs, [u]1, [v]2, [w]1, ):
e Parse crs = ([E1]1, [E2]2, crSsum), 7 := ([c1]1, [e2]1, Ttsum).
e Compute [# ® v]r using the pairing operation and output 1 iff
1. QASum.Verify (crssum, [c1]1, [c2]2, [w]1) = 1 and
2. [u®o]r = e([eih, [1]) + e([1]1, [e2]2)

Extract (7, [u]1, [v]z, [w]1, m): Parse 7 as (Tg, T, Tr) and output [x1]; := T(T;[u]l,[xz]z =
Tglolh, [yl == T [w].

Figure 7: Quasi argument QAHad for knowledge transfer of hadammard product. Here D €
ZZ;X”Z is the matrix such that D(a @ b) =aob
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6 Delegation for Arithmetic Circuit Evaluation

Formally, we define a delegation scheme as follows.

Definition 10. A triplet of algorithms Del = (Setup, Prove, Verify) is a delegation scheme for
circuit evaluation with preprocessing if for any circuit C : Z,’ — Z;Z" :

Completeness: For any x, y such that y = C(x) it holds

} Pgr(1 )[Verify(crs,x,y, 1) = 1l|crs « Setup(gk, C), m < Prove(crs, x, y)] > 1 — negl(x),
gk—G(1*

Soundness: For any adversary A it holds that

) Pgr(1 )[Verify(crs,x, y,n) =1and y # C(x)|crs « Setup(gk, C), (x,y, ) « A(crs)] < negl(x),
gk—G (1~

Efficiency: The setup algorithm and the prover run in time poly(|C|, ). The size of each proof
is O(x) and verification time npoly(x) + poly(x).

6.1 The Scheme

In the delegation scheme from [GR19] the prover, gives 3d commitments [Li]y,...,[Ls]1,
[Ri]2, ..., [Ral2, [O1]1, ..., [Oali to, respectively, the left, right and output wires of each level
of the circuit. Then, it gives a linear and quadratic knowledge transfer arguments to “transfer”
knowledge of the opening from the input level, which is known to the verifier, to the next levels.
Finally, the verifier checks that the commitment to the output opens to y.

We give a “compressed” version of [GR19] where the 3d commitments are shrunken into
3 no-signaling SSB commitments, and the 2d knowledge transfer arguments are shrunk into 2
quasi arguments. From the SSB commitments we can extract [L;]1[R;]2, [Oj]1 for j =i -1 or
j = i. Local knowledge soundness of the quasi arguments imply that knowledge is “transferred”
from [O;_1]1 to [L;]1, [Ri]2 or from [L;]1, [R;]2 to [O;]1. One important technical problem with
this approach is that the linear knowledge transfer argument is between the next level and all
previous levels. That is, the knowledge is transferred from commitments to the output in all
previous levels [O1]y,...,[O;]i, to commitments to the left and right wires in the next level
[Li+1]1, [Ri+1]2. This means the quasi-argument must extract O(d) values and hence is not
succinct. We solve this issue by computing L;, R;, O; as commitments also to the respective
wires of all previous levels. Consider an arithmetic circuit C : Z," — Z,. The circuit can be
naturally sliced into d + 1 levels, where level 0 contains the input and level i is formed by a set
of n; multiplication gates, the inputs of which depends on a linear transformation of outputs

of previous levels.” Let N; = Zj‘:o and N = Nj. Denote by a;,b;,c; € Zi,\] " the left, right

and output wires of level 1, ..., i respectively. That is a; = (D“I.E{I) and b; = (Eli’gil ), where
D;,E; € ZZiXNi‘l are defined by the circuit’s linear gates, ag, bg are of size 0 and ¢y = x is the

input. Let D € Z;V_"OXN (resp. E) be the matrix such that the i-th row of D is (D;|0,;xn-N,_,)-
Note that matrices D, E are lower triangular. For the outputs we have ¢; = a; o b;.

Denote a = a4, b = b; and ¢ = ¢4-1. The evaluation of the circuit is correct if (3) = ()¢
and ¢ = a ob. Next, consider Pedersen commitment keys U} « Z;X"", Vi« Z;,X"" and

W; — Z," and define U; = (U3,..., U3, V; = (V},..., V), for i € [d], W; = (W},..., W),

1

1“We consider w.l.o.g. only linear transformations since if we can handle affine ones by including a wire with the
value 1 in the input.
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for i € [d —1]. Consider commitments (represented in Z,) to left, right and output wires as
O;=Wi;c;,O0 =Wg¢,L; =U;a; =Ua,R; =V;b;, R = Vb, where

U 0 v 0 w 0
U= ,V: ,W: , (6)
U ..U ViV W W

O=(01,...,04-1)",L=(L1,...,Lg)",R=(Ry,...,Ry)".

We additionally pick G, H, F for computing SSB commitments to vectors of size d and
publish [GU];, [HV],, [FW],. The prover computes [L]: = [GUha,[R], = [HV]b,[O]1 =
[FW]ic and gives a quasi-argument of linear knowledge transfer from x, [O]y,y to [L]i, [R]2

with the following structure '
input mid-wires output
— — —

x L, 0 0

o| | o 0 |

y|= 0 0 L, cl. (7)
L UuD 0 y

R VE 0

Thatis, we can extract [L;]1, [R;]2, [Oi-1]1 and, if we are additionally given ¢;_1 such that O;_; =
Wi_1¢i-1, then L; = U;D;c;, R; = V;E;c;. We also use a quasi-argument of knowledge transfer
of the hadamard product from [L];, [R]> to [O];. In this case we extract [L;]1, [R;]2, [O;]1 and,
if we are additionally given a;, b; such that L; = U;a; and R; = V;b;, then O; = W;(a; o b;).
We need to make one last change that will allow us to take into account the input x and the
claimed output y. Essentially, we make the first and last commitment key (trivially) perfectly
binding by using as a commitment key the identity matrix. The security properties still hold

in a trivial way (the I,,,-MDDH assumption is perfectly secure). We change accordingly the SSB
I, 0 0

commitment key, that is we set F = 0 F o Note that the extraction trapdoor remains the
ngq

same, but the extractor can trivially extract the values corresponding to x,y regardless of F’

distribution. In other words, our commitment key is always perfectly binding in the first 1y
and n4 coordinates. We denote with W’ the modified matrix where we change the first and
last rows with (I, | 0) and (0 | I,,,) respectively. Therefore, if O = W’c, we get that Op = x and
O4=y.

6.2 Proof of Security

Theorem 16. Let A be an adversary against Adaptive Soundness of the delegation scheme of Fig. 8, that
outputs an input/output pair x, y* and a valid proof 1t := ([I:]l, [R]z, [6]1, Tlhad, nb"n) but y* # C(x).
Then there exists a distinguisher Dyjin, Dhag and adversaries Byjin, Bhad against the no-signaling property

of QABIin and QAHad, respectively, and adversaries Apiin, Anag against local knowledge soundness of
QABIin and local knowledge soundness QAHad, respectively, such that

Advpe(A) <2(d +1) (AdVSéHad(Dhadr Bhad) + Advig 2 (Dhag, Bhad))

snd snd

+(d+1) (AdeAHad(ﬂhad) + AdeAB””(ﬂbnn)) .

Proof. Let Gameg be the soundness game:
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Setup(gk, C):
e From the linear gates of C compute matrices D, E.
e ([F]1,F, Tg) < CS.KeyGen(gk,d —1,1,0),
([Gli, G, Tg) < CS.KeyGen(gk, d,1,0), ((H]1,H, Ta) < CS.KeyGen(gk, d, 1, 0);

e Sample U, V, W as in equation 6. Define W’ as the matrix W augmented with (I,,, | 0)
and (0 | I;,) as its first and last row.

L4 Let Pblin = (gk/ [F’]ll [G]lr [H]ZI [w,]ll [UD]ll [VE]Z) and lein = (F/ G/ H/ TF/ TG/TH/
U’,UD, VE), where F’ contains rows (I, [0]0),(0|F[0),(0|0]I,,).

o Let Phad = (gk/ [G]ll [H]Zl [FN]ll [U]ll [V]2/ [U]l) and Qhad = (G/ H/ F/ TG/ TH/ TF/ U/
V, W), where F” contains the rows (F | 0), (0 | I,;,).

e Sample crspjiy < QABIin.K(pb"n, Bpiin) and Crspag «— QAHad.K(phad, Ohad)
e output crs := ([GU]y, [HV]y, [FW]y, CISjin, CrShag)

Prove(crs, x, y):

e Evaluate the circuit on input x to obtain values for the wires a, b, c.

A A A

e Compute [L]; = [GU]ya,[R]> = [HV]2b,[O]; = [FW]ic.
e Tlpin < QABIin.Prove(crspjin, ([O;j]l ) ,[L11, [R]L), (x, ¢, v)).
e Tlhag <« QAHad.Prove(crspag, [L]1, [R]2, ([Oy]l ) ,a,b).

e Return 7t = ([O]y, [L]1, [R]2, Toiin, Tthag)-

Verify(crs, (x, y), 1)
e Parse 70:= ([Ol1, [L]1, [Rl2, oiin, Tthad)-

e Output 1 if the following tests are successful and 0 otherwise:
x A A
- QABIn.Veriy(crsoin, (10} ), [L11, [R]2), Toin) = 1 and

— QAHad.Verify(crshag, [L]1, [R]>, ([‘3]1 ) , Tthad) = 0

Figure 8: Delegation scheme for an arithmetic circuit.

Gamey: This is the soundness game. The output of Gamey is 1 iff on input crs < Setup(gk, C),
the adversary outputs x, y, m < A(crs) such that C(x) # y and the proof verifies, namely
Verify(crs, x,y, ) = 1.

In what follows we use the fact that the commitment keys corresponding to [O]p and [O]
are the identity matrices. Therefore are trivially extractable; thus the bilateral knowledge
argument is sound since it satisfies the soundness conditions (MDDH is trivially hard for the
identity matrix). This is used in the same way as [GR19].

Fori € [d], j € [0,d] and 51, S; sets of sizes at most 1, consider the following games:

BadO; s, 5,: As Gameg with the following difference: we sample commitment keys that make
Crshad extractableat S = (S1, S2) and a corresponding trapdoor 7. The output of BadOj s, s,
is liff either So # {j} or [Oj]1 # [W’]f]lcj, where ¢; is computed by honestly executing C(x)

and [O;]1 < QAHad.Extract(t, [L]1, [R]2, [Oh, thag) is extracted from the adversary’s

64




proof 7 = ([O11, [L11, [R]2, i, Tthad)-

BadLR; s, s,: As Gameg with the difference: we sample commitment keys that make crsji
extractable at S = (S1,S2) and a corresponding trapdoor 7. The output of BadLR;s; s,
is 1 iff either S; # {i} or [Li]1 # [UZ*.]lai or [Ri]1 # [Vl*.]lbi, where a;, b; are computed

by honestly executing C(x) and ([L;]1, [Ri]1) < QAHad.Extract(z, [L]1, [R]2, [O]1, toin) is
extracted from the adversary’s proof m = ([O11, [L]1, [R]2, Toin, Tthad)-

Now for any game, let E be the event where the output (x,y,n) « A(crs) satisfies
Verify(crs, x, y, ) = 1. We define Oy = y and Wy = (0,1,xN-n, |In,) so that Gameg = BadOy 9 4y A
E. We also define BadO; = BadO, g (.

Let A be an adversary against adaptive soundness of the delegation scheme and for each i
define Pr[BadO;"(gk) = 1| E] = p;. We claim that

Pr[BadO (gk) = 1| E] < pi + AdvIeP™ (Apiin) + AdvIey 2 (Anag)

snd snd

+ 2AdvERBIN (D, Boin) + 2AdvEATY(Dyag, Bhag)

The proof of the claim is by induction over i. In the inductive case we show that

A _ ~ A _ ~ A _
Pr[BadO;" = 1| E] ~ Pr[BadO/{ ., ;) = 1 | E] ~ Pr[BadLRY( ;, 1 = 1| E]
~ Pr[BadLR” =1]|E]

i,({i+1} {i+1})

A — ~ A — ~ A
and Pr{BadLR’,, .1y, =11 El~ Pr[BadO, (.., .\ =1]E]~Pr[BadO}, = 1] E]

where p;1 = p; is defined as |p1 — p2| < negl(x). Now we show that each ~ is indeed negligible.
Note that pnag can be computed from ppjin and vice-versa.

BadO;, BadO; ({i+1},{i}): Consider the sets S = (0, {i}) and S = ({i + 1}, {i}). We show that the
output of the games relative to A are computationally indistinguishable by reducing to
the no-signaling property of QABIin.

We construct adversaries Dyjin, Bpiin against no-signaling extraction of QABIlin. By Corol-
lary 5, the no-signaling property holds even when Byiy is given pyjin, Crspin and addition-
ally hns(Opin) = (U, V,W, [G®H + Z];, [-Z],). Using this additional help, Byji, computes
CrShad «— QAHad.K(phad, 0" = hns(Opin)) as in Lemma 4. It then runs A(crs) until it outputs

N A~ A X A N
(x,y",[O]1, [L]1, [R]2, Tpiin, Tthag), and then Byjin outputs ([ yO*L ,[L]1,[R]2) and 7. Tt
gets the extracted value for the intersection of the two sets (0, {i}), namely [O;];. If all

conditions of BadO; and E hold (Verify(crs, x*, y*, 1) = 1 and [O;] # Wc;) Dyiin outputs 1
and otherwise 0.

A
Then we can bound Pr[BadOil({iH},{i})

BadO; (fi+1,(i}), BadLR;t1 ({i+1},(iy): We build an adversary Aji, against the h-strong knowledge
soundness of QABIin. On input crspjin and hs(Opiin) = (G, H, F, U, V) computes Crspaq «—
QAHad.K(phad, his(Obiin)), as in Lemma 4. Then runs A(crs) until it outputs x, y*, 7 and

=1 E] < pi + Advie™™ (Do, Boiin) = Pi1-

X
then Apin outputs ([ 5)] ,[L]1, [R]2) and mpin. Now by definition, conditioned on E, if
1

the events ﬂBadOﬁll({iH},{i}) and BadLRﬁll({i}’{i}) happen, it holds that (1) mpin verifies,

(2) [Oi]1 = Wiciand (3) [Li+1]1 # Uir1ais1 or [Riy1]1 # Vipbiy1. Then we can bound
A _ A _ A _
Pr[BadLR7}, (.1, oy = 1 | El < Pr[BadlR7}, (1, o =1ABadO = 1]E]

A — A —
+Pr[BadLR!, .1\ )= 1A -BadO” |\ . =1|E]

< piat Adstrﬁ,B“”(ﬂbnn) =piz
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BadLRi+1,({i+1},{i})/ BadLRi+1,({i+1},{i+1}): Similarly as the case BadO;, BadOi,({i+1},{i}), but we
need to transition between sets ({i}, {i+1}) — (0, {i + 1}) — ({i+1}, {i+1}). We use twice
the no-signaling property of QAHad and exploit the fact that we can build crsyjin using

Nus(Ohaq). Therefore, Pr[BadLR; (i1} i+1)) = 1 | E] < pi2 + 2Adva ) (Dhad, Bhad) = Piz-

BadLR; ({i+1} {i+1}), BadOj41,({i+1} {i+1}): Webuild an adversary Anaq against the /1-strong knowl-
edge soundness of QAHad. On input crspag and his(6nag) = (G, H,F, W) computes
crspiin < QABIIN.K(ppiin, 1s(Ohag)), as in Lemma 2. Then runs A(crs) until it outputs

x,y", mand then Ay, outputs ([L]1, [R]2, [ 0 ] ) and Tthad. Now by definition, conditioned

on E, if the events -BadLR” L ((i+1),(i+1) and Badoz+1 (i1}, {i+1)) happen, it holds that (1)
Tthad Verifies, (2) [Lit1]1 = Uiriai41 and [Riy1]1 = Vipabiy and (3) [Oiv1l1 # Wiricis.
Then we can bound
Pr(BadOl, (1.1} 1y = 1| E1 < Pr[BadO}, (.1 iyqy = 1ABadlRY, (1)) gy = 11 E]
+Pr{BadOy}, i1y sy = 1A 7BadLRY iy gy = 11 E]
< pis + AVIPY ( Apag) = pia
BadO;1,((i+1},{i+1}), BadO;11: Similarly as the case BadO;, BadO; ((;41},(i}) we can bound
Pr[BadO!| = 1| E] < pi 4 + Adva® " (Doin, Boin)-
and we conclude the claim.
Now, Pr[BadO:", (k) = 1 | E] = Pr[BadO;(gk) = 1] + p;. We have that
d
Pr[BadO7 (gk) = 1 | E] = Pr[Gameo™(gk) = 1] = Z pi
i=0
which concludes the proof.
m|

Efficiency. Thesize of the crsis (6N2+6N +24)G; elements and (6N2+4N +36)G, elements and
computing it is dominated by the same number of group exponentiations in G, G respectively;
the prover is dominated by 6N? + 6N exponentiations in G; and 6N? + 2N exponentiations
in G, and produces a proof of size 12G1+10G, group elements; verifying a proof requires 36
pairing operations. The size of the proof can be reduced to 10G1+8G; combining the linear
argument with the one used by the hadamard quasi argument.

7 Applications

In this section we show how to use our delegation scheme to (1) get a NIZK argument for NP
in the preprocessing model where the size of the proof is linear in the size of the NP witness
and independent of the computation size, in spite of most NIZK constructions under standard
assumptions; (2) a zk-SNARK with quantitatively weaker assumptions and (3) compact NIZK
for NP with proof size proportional to the witness.

We will use Groth-Sahai proofs [GS08] and, for completeness, we give a high level overview.
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Groth-Sahai Proofs The Groth Sahai (GS) proof system is a non-interactive witness indistin-
guishable proof system (and in some cases also zero-knowledge) for the language of quadratic
equations over a bilinear group. The admissible equation types must be in the following form:

Zy:f(ajIYj)+§:f(xi/ﬁi)+iif(xi/%,jw) =t, (8)
=1 i=1 i=1 j=1

m

where & € M}, B e MJ", T = (y;j) € Z," "', t € Mr, and My, My, Mr € {Z,, Gy, Gy, Gr} are
equipped with some bilinear map f : Mj XM, — Mr. The proof system is also zero-knowledge
whenever M # Gy or My # G, or t = 0 [EG14]. We will use only equations for which ¢ = 0.

The GS proof system is a commit-and-prove proof system. That is, the prover first commits to
solutions of equation 8 using Groth-Sahai commitments?’, and then computes a proof that the
committed values satisfies equation 8. We denote an instance of the Groth-Sahai proof system
by GS = (Setup,,, Setupy,, P, V).

GS proofs are perfectly sound when the CRS is sampled from the perfectly binding distribu-
tion, i.e crsgs «— GS.Setuppb( gk). This means that any 7 such that GS.V(crsgs, equation 8, i) =
1 contains commitments from which one can extract solutions to equation 8 with probabil-
ity 1. Proofs are perfectly witness-indistinguishable when sampled from the perfectly hiding
distribution, i.e. crsgs «— GS.Setupy,(gk). That is, for any two solution to equation 8 the
proofs follow exactly the same distribution, Computational indistinguishability of GS.Setupy,
and GS.Setup,;, implies that either the proof system is perfectly sound and computationally
witness indistinguishable or computationally sound and perfect witness-indistinguishable.

7.1 NIZK arguments for NP.

Let CSg an be algebraic commitment scheme —namely compatible with the Groth-Sahai proof
system [GS08]- which is hiding and extractable. Also note that we can express the verification
algorithm Del.Verify as a set of pairing product equation. The idea to construct a NIZK is the
following: let C be an arithmetic circuit that takes public input x and secret input w the secret
input, and let crspe be a crs for the delegation of computation of C. The prover commits to w
and the group elements defining the proof of the delegation using the extractable commitment
and gives a Groth-Sahai proof that the set of verification equations are satisfied w.r.t. the
opening of the commitment. Now, if CSg is extractable, we can extract the witness w, and if
the circuit is not satisfied w.r.t. x,w we can break adaptive soundness of delegation scheme
Del. We present the scheme.

2For elements of Zy, a Groth-Sahai commitment is just an SSB commitment wiht locality parameter 1.
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Setup(gk, C): Let C an arithmetic circuit which on public input x size n, and secret input w
size 1y, outputs y of size n,.
o cky, < CSg(gk, ny); crspel <— Del.Setup(gk, C).
e crsgs < GS.Setupy,(gk).
e Output crs = (cky, Crspel, Crsgs).

Prove(crs, w, x, y):
e Parse crs = (cky, Crspel, Crsgs).

e Compute 7t < Del(crspey, (x, w), y) and ¢, = CSg.Com(w; r).

Denote ¢gs the system of pairing product equations that contain
1. The equations defined by Del.V(crs, (x, w),y, ) = 1, where the unknowns are
w and 7.

2. The equations defined by ¢, = CSg.Com(ck,,, w; r), where the unknowns are w
and r.

ngs < GS.P(crsgs, ¢gs, (w, 1))
Output 7 « (cy, TGs).

Verify(crs, (x, y), 1)
e Parse crs = (cky, Crspel, crsgs). and @ = (cy, Tigs)-
° Output 1 iff GS.V(crsags, (1)@3, Tigs) = 1

Figure 9: NIZK argument of NP. CSg is an algebraic commitment, GS is the Groth-Sahai proof
system of [GS08] and Del the delegation scheme of Fig. 8.

Theorem 17. Let CSg be an algebraic commitment scheme that is hiding and extractable, GS the
Groth-Sahai proof system of [GS08] and Del the delegation scheme of Fig. 8. Then, construction of Fig. 9
is a NIZK arqument of knowledge. Furthermore, for every adversary A against knowledge soundness
there exist adversaries 81, B, against extractability of CSg and against soundness of Del respectively
such that Adv(A) < AdvCSE(B) + AdvPe(B,).

ext snd

Proof. Completeness follows by the correctness of CSg, and completeness of GS, Del. Compu-
tational zero knowledge follows from the computational zero-knowledge of GS and the hiding
property of CSg. For knowledge soundness, we show how we can extract a valid witness given
an accepting proof. In what follows, let Ecs be the extractors for CSg. The NIZK extractor
Ealers, x,y, m = (cw, mas)) simply outputs (w, m) « Ecs(cky, cw). Now, we claim that this a
valid witness except with negligible probability. It is enough to note that if it is not, there are
three possible cases:

1. The extractor Ecs failed which contradicts extractability of CSk.

2. The extracted solutions w, 7T, r are not solutions to ¢gs, contradicting perfect soundness
of GS since the proof verifies.

3. y # C(x||w). We can extract the solution w, 7, r and it must hold that
Del.Verify(crs, (x, w),y, m) =1

contradicting adaptive soundness of Del.
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O

As for efficiency, and specifically proof size, noting that the Groth-Sahai proof gives only a
constant, multiplicative overhead to the proof —which is constant —, its size is dominated by the
size of CSg. Depending on the choice of CSg we can get qualitatively different constructions.
We discuss the following cases:

(i)

(ii)

(iii)

For a NIZK argument of knowledge under falsifiable assumptions, we can extend our
result to apply to boolean circuits instead of arithmetic ones by arithmetizing the different
types of gates e.g. as in[DFGK14]. We can then use commitments for boolean vectors
that are extractable in the field under falsifiable assumptions such as Groth-Sahai com-
mitments or using methods of [GHR15b]. The proof size in this case is O(A|w|) where
w is the secret input. Since fully succinct algebraic extractable commitments that allow
extraction in the field are unknown to exist under falsifiable assumptions, we cannot
achieve a (concretely more efficient) NIZK AoK for arithmetic circuits.

We use succinct extractable commitments based on knowledge assumptions, yielding
a SNARK of constant proof size. Additionally, since the committed value is the secret
input and not the full wire assignment we get a quantitatively smaller assumption size.
For example, in case of g-power knowledge of exponent assumption (7-KEA) used in
[DFGK14], we use only the n,-KEA while [DFGK14] requires the larger (and hence
stronger) |C|-KEA.

To construct a compact NIZK where the proof size is O(|w|)+poly(x) we follow essentially
the ideas of [KNYY19; KNYY20]. We use a secret key symmetric encryption scheme SE =
(KGen, Enc, Dec) with additive overhead in the cyphertexts. That is, |SE.Enc(sk, w)| =
O(|w|) + poly(x). We use the NIZK from figure 9, instantiated with the commitment
scheme from (i), for showing knowledge of some K € Im(SE.KGen) such that C’(K, D) =1,
where K is the secret input, D the public input, and C’(K, D) = C(SE.Dec(K, D)). To prove
that C(w) = 1 the prover picks K « SE.KGen(1¥) and computes D « SE.Enc(K, w)
together with a proof 7 that C’(K, D) = 1. The verifier on input crs, D and 7 ouputs 1 if 7t
is a valid proof for D. In spite of [KNYY19; KNYY20] and by the nature of the underlying
non-compact NIZK scheme we use, we don’t require SE.Dec to be in NC'.
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K*(gk, [M]1, [N]2, [P]1):
o C1 7,5 Cs 2%y .

[ J K1,2 — Zf,le,' K3,2 — Z?Xl.

Sample A = (g) — D, T « ZZXE. Here A denotes the first k rows for A and A the
last row.

K11 =(C1 - K1,2A)K_1; Ks1=(C;5 - K3,2A)X_1;

[s]h &« [MT1K12 - [y]1;

[t « [NThiKi2 + [y

[B]1 = [M"Ki1+P Ks1,s +PTKsz2) +T];

[Dl> = [NTKy,1,£) = T]y;

Output crs = (gk, [A]1,2, [Bl1, [Dl2, [C1]2, [C5]2)-

Figure 10: Modified crs generation algorithm used in Lemma 5.

A Delayed proof from Section 3.3
We use the following lemmas.

Lemma 5. For any adversary ‘A and for any P € Z?X", let

d+0
T[+6=dTK3

(M,N) < (M, N);crs < K(gk, [M]y, [N]2, [P]1);

en =Pr (I, [7]1,[012) — Aers, My, [N]2, h(M, N), P) |-

Then, there exists a PPT adversary B such that ea < AdV(pr p)-mppn(B) + 1/p, where M™ is the
distribution which results from sampling matrices from M and transposing them.

Proof. (Lemma 5)
We show this by a sequence of games.

Gameg: This game runs the adversary as in Lemma 5.

Gameq: This game is exactly as Gamey but the crs is computed using algorithm K*, as defined
in Fig. 10, and the winning conditionis d # 0 and = = (d"(C3 — K3/2A)K_l, d"Ksp),

Gamey: This game is exactly as Game; but s, t « Zj.

We now prove some Lemmas which show that the games are indistinguishable. Lemmas 6 and
7 show that the adversary has essentially the same advantage of winning in any game. Lemma
8 says that the adversary has negligible probability of winning in Game;. Lemma 5 follows
from the composition of lemmas 6, 7 and 8.

O

Lemma 6. For any (unbounded) algorithm ‘A we have Pr[Game;(A) = 1] = Pr[Gamey(A) = 1].

Ki) _ (Kin Ky
K3 K31 Ksp
output of K* is well formed and the winning condition is the same as in the previous game,

Proof. If we define K;1 = (C; — KLZA)K_l and K = ( ), we observe that the
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since B, D are uniform conditioned on their sum being equal to
B+D= ((MT + NT)KLl + PTK3,1, S+ PTK3,2) + (RTKLl, t) +I'-T
= ((MT + NT)KLl + PTK3,1, (MT + NT)KLZ + PTK3,2)

— (MT + NT) (il,l) + PT (EE’)J) — (MT + NT | PT)K,
1,2 3,2

—
(C1 - Ki2A)A X Kip
(C3-K3A)A  Kap

_[C1 = KipA +KipA)\

A
KA = (A) a (C3 -K31A +K3pA) —

and by definition 7 + 0 = (dT(Cg - K3/2A)K_l, dTK3,2) = (dTK3/1, dTKgrz) = dTKg.

Therefore we just need to argue that the distribution of K is the same in both games. But
this is an immediate consequence of the fact that for every value of (C, Kj,1, K3 1) there exists
a unique value of (Kj 2, K32) which is compatible with C = KA. Indeed, C = KA < C; =

KinA+KipA, i=1,3 & (Ci-KipA)A =Ky, i=1,3. o
Lemma 7. For any PPT algorithm A there exists a PPT algorithm B such that

Advnkt-sum,h’ (ﬂ) < Adv(MT,NT,h)'MDDH(B)-

Proof. We constructan adversary B thatreceives the challenge (M "], [NT ]2, [s*]1, [t]2, H(IMT,NT)),
where s* +t* = MT + Nw, w « Zf;l, or s*, 1" « Zg. B computes the crs running
K*(gk, [M]1, [N]2, [P]1) but replaces [s]i, [t]> with [s*];, [t"]> respectively, and then runs A
as in game Game;. Since Game; corresponds to the first case and Game; to the second, the
lemma follows.

O

Lemma 8. For any (unbounded) algorithm A, Pr[Gamey(A) = 1] < 1/p.

Proof. We will show that, conditioned on A,C,B + D,M + N, P, the matrix K3 is uniformly
distributed. Since it holds that (B+ D)A = (M + NT | P7)C, we get that the first k columns of
B + D, namely B; + D1, are completely determined by the last columns B, + D;. Indeed

(B1+D1,Bo+D)A=MT +NT |PT)C & B;+D;=((M" +NT |PT)C— (B, + DZ)A)K_l.

Hence, conditioning in A, C,B; + D1,M + N, P doesn’t alter the probability. We have that
By + Dy = (s + t) + PTK3,, which consists of n equations on n + ¢, variables. It follows that
there are ¢, free variables. Then K3, is uniformly distributed and hence completely hidden to
the adversary.
Note that
m+0 = dTKg, — 1+ 0, = dTK3,2,

where 15, 0, are the last element of 7, 0 respectively. Given that d # 0, the last equation only
holds with probability 1/p and so A’s probability of winning.
O

The knowledge transfer property is a direct consequence of Lemma 5. We present the proof
next.

Theorem 18. For any adversary A against the soundness of I_sum with respect to LG, there exist

adversaries By and B, such that

Advi-sum(A) < Advp,-skermpH(B1) + AdV(r(r AT i)-mppH + 1/p-
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Proof. Givenan adversary that produces a valid proof for a statement in L5, successful attacks

can be divided in two categories.
Type I: In this attack w+ 0 # (¢] + ¢, )K; + d"Ks.
Type II: In this type of attack © + 0 = (¢ + ¢, )K; + d"Ks.

Type I attacks are computationally infeasible when k = k +1, as they can be used to construct an
adversary B against the D;-SKerMDH assumption.?! Adversary 8 receives a challenge [A]; »
and then runs the soundness experiment for A. When A outputs ([c1]1, [c2]2, [d]1, [7]1, [0]2),
B outputs [r']; = [n]; - [e] 1K1 = [dT]1Ks, (6], = [0]: - [c; 1K1 where it holds that
n+0 # (¢ +c,)K;y+d Kjs. Since []y, [0]2 is accepted by the verifier we get that e([7]1, [A]2) +
e([012,[Alh) = e([e] |1, [C1]2) +e([eg 12, [C1]1) +e([d 11, [C3]2) and then (" + 6T)A = (m+ 6)A -
(c] +¢;)K1A - d"Kz3A = (m+ 0)A — (c1 + ¢2)"C1 — d"C3 = 0. We conclude that the success
probability of a type I attack is bounded by Adv g, -skermpH(B1).

[dh
then, by linearity of the verification equations ' = m—w B and 6% = 6 — w B is a valid proof

[e1]
For type Il attacks, since []; = [¢] |1K1+[d"]1K3, [0]2 = [, ]2K] is a valid proof for ( [c;]; ),

0 ler]i-[M]rw

for ( [dg] ) = ( [Clz]lz—[N]zlw ) Since d # Nw, we conclude that an attacker of type II can be turned
1 [d]1—[Pliw

into an attacker B, for Lemma 5.

O

We next note that the argument of knowledge transfer remains secure even for matrix
distribution that also include some zero columns.

Theorem 19. Let M/, N’,P’,Q" be matrix distributions that sample (M | Ogxn’), (N | Opxn),
(P | Ogyxnr), (Q | Ogy5cn) where M — M, N «— N, P — P, Q «— Q.

1. For any adversary A against the h-strong soundness of Ilk.jin there exist adversaries By and B,
such that Advry,,,,, ., (A) < AdVp,-skempr(B1) + AdV(p(r 1n)-mppn(B2) + 1/p, where
h'([Mly, [N]2, [Py, [Q]2) = (h(M),N, P, Q).

2. When by = b, forany adversary A against the h-strong soundness of Tly.sum there exist adversaries
By and B> such that AdVHktfsum/h, (ﬂ) < AdVDk-SKerMDH(Bl) + AdV(MT,NT,h)—MDDH(BZ) + 1/]9,
where h'([M]y, [N]z, [P]1, [Q]2) = ((M, N), P, Q).

The proof is implicitly shown in [GR19, Lemma 15]. Essentially one can reduce to the
knowledge transfer argument where we delete the zero columns of the matrix and rely on the
linearity properties of the proofs of construction of Fig. 1.

2This part of the proof follows essentially the same lines of the first constant-size QA-NIZK arguments for linear
spaces of Libert et al.[LPJY14] which were later simplified and generalized by Kiltz and Wee [KW15].
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