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Abstract. While organizations spend millions of dollars on developing security
systems at the highest level, one of the most significant areas of weaknesses, and
loss remain their employees. Lack of employee training and security expertise,
therefore, can cause huge loss, despite other measure being put in place. Cyberat-
tacks are often able to commit cybercrime due to a lack of qualified cyber-secu-
rity staff and the limited number of IT staff employed to keep pace with contin-
uing security development and advancement. Testing, training and employing
staff therefore is a critical measure for all organizations to reduce the vulnerabil-
ities yet seems to be an area still not fully addressed. Businesses and organiza-
tions need to provide training to promote understanding for staff at every level,
so they are aware of their roles and responsibilities in protecting against security
threats. However, this is a colossal undertaking, and until this learning gap is
resolved, financial institutions must continue to fight and efficiently manage cy-
bersecurity threats. The aim of the current research paper is to present and pro-
pose a semi-automated risk assessment framework and a security maturity model,
which can be helpful for auditors, security officers and managers. It is based on
the ISO 27001 and utilize the relevant standards as well. The related risk man-
agement solution is a web-based software application. The current study targeted
information security in Kosovo, specifically in the banking sector, IT industry
and insurance field.

Keywords: information security and privacy, risk assessment, enterprises, ISO
27001

1 Introduction

The violation of information and data breaches is not a new concept and did not first
emerge when companies began to convert their protected data digitally. Violations have
existed as long as individual, companies or organizations have kept any data, or stored
private information. For example, paper-based medical files could be easily shared
without authorization and sensitive documents not correctly stored. At these times,
many businesses and organizations did not have policies and procedures in place to
protect individuals and guide employees in the safe handling of data. According to De
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Groot [1] publicly disclosed data breaches increased dramatically in the 1980s, 1990s,
and in the early 2000s when public awareness of the potential for data breaches began
to grow. The bulk of information regarding data breaches focuses on the period from
2005 to the present day. This is mainly due to the advancement of technology and the
spread of electronic data across the globe. The result of this is the threat of data attack
regarded as a significant concern for organizations, companies and consumers. Due to
the advancement of technology, a violation on today's information can impact on hun-
dreds of thousands, if not millions of individual consumers and even more personal
data, all from a single attack on a company. By 2020, over one-third of all data will be
stored or pass through the cloud. In 2020, data production is estimated to be forty-four
times higher than that in 2009 while experts estimate a four thousand and three hundred
percent increase in annual data production by 2020 [1]. While individuals are respon-
sible for the majority of data creation (around seventy percent),eighty percent of all data
is stored by companies [1]. Security experts always try to keep up with the changes
over time, but with fast-changing technologyi, it is impossible without external aid as a
"third party" to help improving future security.

Table 1. Data violations over three years [1]

Year Number of re- Violations that are made public
cords compromised

2016 4,814,941,681 823

2017 2,051,572,640 853

2018 1,038,130,252 699

Total 7,904,644,573 2,375

In 2005, only one hundred and thirty-six data breaches were reported by the Privacy
Rights Clearinghouse. However, more than 8,908 data breaches have been made public
since 2005, with more than 11,239,817,282 individual data having been violated up
until 2018. In the last three years alone, there have been 7,904,644,573 data breaches,
showing a comparatively high value compared to previous years. However, it is essen-
tial to note the Privacy Rights Clearinghouse only reports the offenses where the num-
ber of documents violated is unknown. Therefore, these figures are not a comprehensive
summary of all data violations, with the total violated data likely to be much higher.
When it comes to information security and data breaches, the financial aspect of the
information must also be considered. Thus, according to the latest IBM and Ponemon
Institute report [2], the cost associated with data attacks has increased dramatically
since 2013. In the United States, the attack price on data is estimated to average $7.35
million, whereas, worldwide, this attack price is $ 3.62 million on average according to
Ponemon Institute [2]. These reported costs data are for the financial year 2017, and a
significant increase is further seen according to the 2018 report. It is estimated that the
cost has also increased to $ 3.9 million in attack data.

Given these consequences, each business or organization must take the necessary
measures to protect itself from such cyber-attacks, improve risk assessment practice.
The aim of this paper is to present and propose a semi-automated risk assessment frame-
work, which can be applied by IT auditors to prepare a security risk assessment report



and by the enterprises to analyze their maturity level in the field of security risk assess-
ment. The framework is based on the ISO 27001 and utilize the related standards. The
related risk management solution is a web-based software application and will be vali-
dated by companies from banks, IT and insurance companies.

2 Literature Review

2.1 Information Security Management System and its Integration to the
Organization

Diversity of opinions and factors influencing the process of IT adaption to information
security needs is emphasized in many papers [3]. The literature has identified several
factors affecting this process, and most of them have listed factors such as senior man-
agement, government, IT consultants and organizational behavior [4]. Organizations
are often affected by the models and standards that are implemented on information
security within the same industry, but not all the models and standards are implemented
in the same way. For small organizations that operate with small staff and which dis-
tribute information with key staff only, the implementation of information security does
not seem to be a necessary option. However, companies where information is distrib-
uted to more people simultaneously, it is impossible to manage them without a proper
system, thus, presenting the problem of data vulnerability. The third group of organi-
zations is on where the main product is information [5].

Information Security Management System is defined by 1SO 27001 as a set of poli-
cies and procedures for systematically managing an organization's sensitive data. The
goal of an ISMS is to minimize risk and ensure business continuity by pro-actively
limiting the impact of a security breach. Organizations have different approaches when
deciding to implement an information security system. Some organizations see infor-
mation security systems as a competitive edge in the market that can provide them with
greater credibility in their client relationship, as well as an increase of credibility in
their organization and products. Another group of organizations implement information
security systems only when they see that their competitors are operating in the same
way. The aforementioned views create cultural diversity within organizations of the
same industry, and no doubt enables them to improve.

2.2 Maturity Models

To ensure security, it is essential to build security in both design phases and adaptation
of a security architecture that provides that security rules and connections are set up
accurately. Security requirements must relate to business goals through a process-ori-
ented to access. The process should consider many of the factors that affect an organi-
zation's goals. There are at least four areas that affect security in an organization. First,
governance organizations are a factor that affects the security of an organization. Sec-
ond, organizational culture affects the implementation of security changes in the organ-



ization. Thirdly, system architecture may pose challenges for enforcing security re-
quirements. Finally, service management is considered as a challenging implementa-
tion process. To identify and explore the strength and weaknesses of an organization’s
security, several maturity models have been developed [6].

We identified several maturity models for risk assessment in information security
that could be adapted and implemented in any organization [7]. Large organizations
usually have in place several risk assessments processes at the same time. Those risk
assessment processes are decentralized from management and led by departments. For
this reason, the need to create a centralized system of risk assessment across different
processes and in this case, in the field of information security is necessary. The central-
ization of the process enables the creation of more accurate reports through which po-
tential threats and vulnerabilities within our system can be identified. To evaluate the
security of information, various developments have been seen through mechanisms that
are adapted from the recognized engineering field. One of these mechanisms is the
measurement of information security through the maturity process [8] and based on this
maturity process and to elaborate the concepts of information security maturity, three
maturity models have been analyzed, respectively: ISM3 (Information Security Man-
agement Maturity Model), SSE-CMM (System Security Engineering Capability Ma-
turity Model), COBIT Maturity Model and NIST Maturity Model. Although the aim
and scope of coverage for maturity appraisal differ, maturity models are process-ori-
ented standards, which are based on maturity levels. Processes adhere to a quality stand-
ard for each maturity level while documenting and document management is required
to ensure that the selected processes comply with the standard. The most popular ma-
turity model is Software Engineering Institute’s (SEI) Capability Maturity Model
(CMM) for software development and the successor Capability Maturity Model Inte-
gration (CMMI) [9]. There are several risk assessment systems which help the compa-
nies, but these are usually not dedicated for an audit report preparation and they do not
provide recommendations according to the risk assessment results. According to the
literature [10], there is a gap between the implementation of the information security
standards in business sector needs and objectives of the standards.

To determine a maturity level through a risk assessment process [11] influenced the
improvement of preconceptions about information security domination as a discipline
where "security should be a process rather than a product". Schneier [11] describes this
process as a must to understand all the real threats to the system, and by creating secu-
rity policies tailored to existing threats, through easier mechanisms for data protection
can be developed. Maturity models are considered as a standardized approach on driv-
ing activities, processes and commitment to the desired destination and goals [12]. In
recent years, many maturity models have been developed, with the same aim to improve
processes.

3 Information Security Risk Assessment

As part of the risk management structure, risk assessment process identifies and evalu-
ates the risk to information security by determining the probability of occurrence and



the resulting impact [13]. Through the risk assessment process, it is possible to identify
threats, classify assets and rate the system vulnerabilities, which support effective im-
plementation of controls [14]. According to literature, we can separate risk assessment
models into quantitative and qualitative. Quantitative models are those which are based
on measurable data to determine the asset value and associated risk to calculate objec-
tive numeric values for each of the components that are collected during the risk as-
sessment process. Qualitative methods are based mostly on the descriptive categories
such as low, medium, high, or any other method of scaling. This method assesses the
impact of the likelihood of the identified risk [14]. Both methods have their advantages
and disadvantages to risk management approach, which also depends on the size of
organizations. Organizations usually try to adopt the quantitative methods, because it
is more easily measurable, but small-sized organizations with limited resources may
decide to use qualitative approach as the best methods for their needs.

The deliverable from a qualitative assessment should be a report of which assets and
systems are most important to various parts of the business. The assessment team won’t
necessarily know the financial impact of these systems were compromised, but they
will understand which business units would be affected and how much productivity
would be lost in different risk scenarios. Additionally, the assessor would understand
the impact to the company’s reputation and any PR considerations if a risk were realized
and became publicly known. When developing the information security risk assessment
methodology for an organization, it’s essential to realize that both quantitative and qual-
itative analyses are needed for a well-rounded view on risk management process. Risk
management processes require not only understanding impact but creating a risk man-
agement framework that sets the acceptable level of risk to enable functioning business
operations.

The advancement and complexity of technological networks create opportunities for
more attacks and breaches into security systems, causing large direct and side damage
such as financial loss, reputation damage, etc. [15]. Adding this to the need for a proper
data protection strategy in an organization, information security management is one of
the most important area. While organizations are offering their clients access to multi-
ple information systems, the possibility of security threats are growing, and the need to
have secure systems gets special and important emphasis [16]. While many researchers
and organizations deal with the issue of information security mainly in the technical
aspect, respectively its integration into corporate governance, non-technical issues are
rarely considered as one of the issues to be included in business strategies [17].

Most of the security information “shakes” are caused by incidents inside the organ-
ization, which means that the internal staff is identified as the first and most security
threat to information security [18, 19]. Increasing the need for more secure systems and
the need for our data to be handled with the utmost security is that the information
security study surpasses the technology gap by increasing awareness of the role of man-
agement in data security [20, 21]. Also, given the fact that security information systems
development is not enough to stop attacks and damages to information, an effective
information security system that includes policies and a robust review of information
security policies are key factors for a good protection [22]. As a result, management's



role is more focused on the development and execution of information protection poli-
cies, training delivery, investment in information infrastructure development and busi-
ness and IT alignment [23].

3.1 Semi-Automated Risk Assessment Solutions

Organizations have a broad set of security requirements. Organizations security and
information security management is built from a complex interconnection between
business objectives, IT strategy, institutional arrangements and requirements [24] . Ac-
cording to our current research conducted with organizations in Kosovo, completing
these requirements is a waste of time and the likelihood of error is large because organ-
izations lack digital, automatic or semi-automatic processes to perform tasks related to
information security management. The risk assessment process should be related to
what we want to measure, and, in this section, we can interconnect the part of the secu-
rity controls that we want to evaluate through the risk assessment. Based on the ISO
27001 specification, a total of 133 security controls represent all the areas for infor-
mation security management. However, not all can be automated through certain tools.
A security-control is automated if it can perform the required operations without human
intervention in the process. This implies that the best way to automate security controls
is through semi-automation. According to Montesino and Fenz [24] and based on the
criteria outlined by them, the identification of semi-automated controls can be made
through the following criteria:

¢ Actions and monitoring of audits require only readable and process able resources
that cannot be considered as potential training to understand the need to look at and
interact with the human factor

¢ Controls can be automated using one of the relevant security applications.

4 Research Overview

This study aims to propose a risk assessment framework and a related workflow that
can be utilized in a semi-automated way in the organization to create an audit report
and evaluate security risks. The proposed framework is intended to utilize the model of
1ISO 27001 and its technical implementations. The objective of the study is to analyze
the assessment methods of vulnerability in information security and to propose an ef-
fective model after analyzing the existing maturity models.

Our research is based on the evaluation of four maturity model frameworks i.e.
ISM3, SSE-CMM, COBIT Maturity Model and NIST Maturity Model. The gaps in the
current maturity models identified through the literature review are such as the price of
implementation because of the commercial standards such as ISO 27001 and ISM3
[25]. Another issue is the lack of customization and the attempt to implement one-size
fits all standard through which small organizations faces difficulties. In these organiza-
tions there are processes offered by the standards which are not used and also the period
of implementation takes long time due to many administration procedures until the final



implementation (NIST, 1SO 27001, SSE-CMM) [26]. More issues mentioned in litera-
ture review, includes the lack of guidance and complex structures of implementation in
a case of COBIT 5, while the number of case studies is limited [27].

Additionally, we collected information about the gaps through surveys at the inves-
tigated companies in Kosovo. 70 IT managers filled in it mainly from banks and insur-
ance companies in Kosovo. We distributed the survey to all organizations in the region,
and got back responses from all of them. Our risk assessment framework was developed
using the information gathered in gap analysis based on the survey results. The frame-
work took 1SO 27001 as a main framework and the focus is on technical parts of the
framework rather than the documentation process. The currently prevailing IT risk
management approaches as a good example witnessed through the literature. It is nec-
essary for risk professionals and auditors to have a maturity model through which they
can check if the investigated risk management practice meets with the expectations and
produce the required results. Many risk management programs have built on risk ma-
turity model which can be broken down into many other sections focusing on core at-
tributes [28]. Recently, there is an increased interest for the maturity models in the re-
search community and its practical implications [29]. In this regard, the current research
will try to find the answer for the following research questions:

How can we develop the semi-automatic risk assessment system? How risk assess-
ment systems can be extended to provide a list of recommendations by identifying the
list of areas with a lack of suitable security measures through an automated risk or semi-
automated assessment solution?

For the above-mentioned research questions, we developed a software application
that apply semi-automated information security risk assessment method and compile a
list of recommendations from the assessment findings. The system prototype was cre-
ated based on the findings from the literature, comparison of maturity models and in-
terviews with individuals of the companies from IT sector, banking sector and insur-
ance companies.

5 Risk Assessment Maturity Framework Prototype

With the help of quantitative and qualitative data analysis and through the identification
of gaps in the literature, a software application was developed which apply semi-auto-
mated information security risk assessment method after the compilation of recommen-
dations from analytical findings. The system prototype is based on the literary findings,
comparison of maturity models, and analytical findings from the quantitative and qual-
itative data collected from participants from companies of IT, banking and insurance
sector. Based on studies on risk assessment in information security, we have a wide
range of models used in identification, assessment and risk analysis processes: FAIR,
OCTAVE, CURF, CRAMM, CORAS, RISK IT, however they have several shortcom-
ings [30].
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Fig. 1. - Risk Assessment Framework - Functional Design

The software is a web-based application developed in PHP programming language
and the database is MySQL. The web-based application is optimized for use on every
device ranging from personal computers to smartphones with the technology of auto
responsive content. This application aims to be user friendly and easy to navigate but
the issue of less memory and internet consumption will be solved by implementing the
backend-oriented layout using the HTMLS5 and CSS3 mostly for design and very few
images. On completion of the questions from the companies and organization, this sys-
tem has a report generation with the recommendations function.

The current proposal forwards a framework which is more user-friendly easy to be
used and adaptable to develop any risk assessment questionnaire. The application is
made up of several blocks that represent the respective functions as well as are inter-
connected with other parts of the system. This is an incremental and iterative develop-
ment that is implemented as a new concept and is in line with the idea of the on-the-job
development. Characteristics of the framework are defined on two levels. The overall
level definition establishes the foundation and framework; it indicates particularities
and critical issues that need special attention. The detailed level specification defines
requirements with full particulars. These documents are prepared simultaneously for
the present one. Specifically, the database design will seek to:

e Minimize data redundancy meaning information is not duplicated in several places
making it hard to maintain

e Provide easy access to the data including the ability to handle ad-hoc queries

e Provide security for the data

o Allow constraints that ensure data integrity.

Until now the following sections are functioning:
Companies profile: This section helps us to obtain data for company profiles (industry,
number of employees, annual turnover etc.) subject to the questionnaire.



Surveys: This is the main part of application; through this section questionnaires can
be managed. In this section, we can add new questions from the database, categorize
questions, or even change the type of the questions.

Assessment: In this section we can see the list of assessments we have conducted so
far. Particularly in this section we can make a comparison between different assess-
ments for the same company. For example, if company X has conducted the assessment
in 2017 and 2018, then through the compare assessment option we can see the progress
that the company has made in certain sections.

Dashboard: presents visualized data and statistics

Questions: through this section we can add new questions, modify the existing ones,
or even change the form of the question.

Accounts: Is the administration and configuration part that enables us to administer the
system by create new users or adding specific roles to the existing users

5.1  Vulnerabilities Rating System

To have a qualitative information security risk assessment, we must provide a scoring
metric which will be separated for different security controls, this vulnerability rating
system is the backend of the proposed solution. The results generated by our proposed
framework will be based on a system of estimation of the probabilities that will be
calculated in the backend. This system is designed to provide organizations with a better
understanding of which identified high-priority vulnerabilities need to be closed. In our
research we have analyzed the CVSS (Common Vulnerability Scoring System) which
is a risk assessment solution designed to identify the common attributes of several se-
curity issues. The reason we choose to analyze CVSS is that it includes standardized
vulnerability score that may be meaningful across organization and also it is essential
that CVSS is an open framework model and any metric is open and available to all users
while also it helps organizations to prioritize the risk. According to the structure and
function of CVSS and as well based on our proposed framework, we have created a
score-based model 1 to 5 as follows:

Table 2. Risk Assessment Proposed Scoring Model

Level Score
Min Level 1
Min-mid Level 2
Mid-Level 3
Mid-Max Level 4
Max Level 5

Each of the security control groups have a summarization of their result based on the
user selections. The resulting score serves to guide the affected organization in the al-
location of resources to address the vulnerability. The higher the severity rating, the
more significant the potential impact of an exploit and the higher the urgency in ad-
dressing the vulnerability. While not as precise as the numeric CVSS scores, the qual-
itative labels are very useful for communicating with stakeholders who are unable to
relate to the numeric scores.
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In the dashboard of the system, statistics present the number of companies that have
carried out the risk assessment, the number of questions, how many questionnaires have
been conducted and how many questions have been answered are displayed. Further
statistics are visualized on the dashboard, such as the most frequent answers, the most
prevalent security issues from all questionnaires and so on. Companies can place them-
selves in this risk assessment landscape, and they get feedback about the fields need
improvements from controls aspects.
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Fig. 2. System Dashboard

6 Conclusion

In this research paper we presented an approach, model and solution for the information
security risk assessment especially for the banking sector, insurance companies and IT
industry in Kosovo. This framework can be helpful for auditors, security officers and
managers in the investigation of their companies’ security maturity level. The model is
based on the ISO 27001 and utilize the relevant standards as well. The related risk man-
agement solution is a web-based software application, which we presented in section 5.
The framework supports the identification some of the biggest gaps that organizations
have in security implementation. The use of the questionnaire in the system helped to
identify exactly the points in which most organizations encounter problems, while the
application helps solving these problems through offering the appropriate controls at
the lowest cost. While the dependence of people on different platforms is on the rise,
the risk this data will be exposed is likely to increase.

Thus, research data reflects an interesting, current state of information protection. A
growing number of companies continue to feel threatened by cyberattacks, and the me-
dia frequently report attacks on data being made for larger companies such as Facebook
and Google. The more in-depth analysis of these two companies has reflected that re-
gardless of the value of the company, each company continues to struggle with security
risks. Therefore, in addition to the above-mentioned risks of data destructions, compa-
nies need to consider the reality that such attacks can happen. It is imperative that every
company with an online presence considers the need to protect their data, whether due
to the protection of the business or its users. Finally, management support plays an
essential role in the success of IS. It has been shown the need for management to make
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a risk-based decision and support the goals of IS, for it to be successful in the long-
term. The current study targeted information security in Kosovo, specifically in the
banking sector, IT industry and insurance field, where businesses and organizations
face several risks from a range of threat types. Next phase of the research is dedicated
to the prototype testing and fine-tuning of the system.
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