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Abstract. Human-Computer Interaction (HCI) research has been focussing on
the design of new interaction techniques and the understanding of people and the
way they interact with computing devices and new technologies. The ways in
which the work is performed with these interactive technologies has arguably
been less of a focus. This workshop aims at addressing this specific aspect of
Human-Computer Interaction in the control rooms domain. Control rooms are
crucial elements of safety-critical infrastructures (e.g., crisis management, emer-
gency medical services, fire services, power supply, or traffic management).
They have been studied in terms of Human-Computer Interaction with respect to
routine and emergency operations, human-machine task allocation, interaction
design and evaluation approaches for more than 30 years. However, they are dy-
namic and evolving environments with, for instance, the gradual introduction of
higher levels of automation/autonomy. While state of the art control rooms are
still characterized by stationary workstations with several smaller screens and
large wall-mounted displays, introducing mobile and wearable devices as well as
IoT solutions could enable more flexible and cooperative ways of working. The
workshop aims at understanding how recent technologies in HCI could change
the way control rooms are designed, engineered and operated. This workshop is
organized by the IFIP WG 13.5 on Human Error, Resilience, Reliability and
Safety in System Development.

Keywords: Control room, Pervasive computing, Safety, Usability, UX, Secu-
rity, Resilience, Dependability.



1 Overview and goals

While Human Factors approaches [1] and User-Centered Design [19] have been used
to design and evaluate control rooms for a long time, the interaction technologies they
offer are usually several steps behind what can be found in other areas such as home
entertainment or gaming. Control rooms are deployed in very different domains such
as crisis management, emergency medical services, intensive care units, fire services,
power supply, maritime navigation, or traffic management.

More recent work has been focussing on the use of new technologies in the context
of control rooms exploiting new interaction techniques and new interaction technolo-
gies introduced in research contributions from the Human-Computer Interaction area.
Speech was considered early as an input modality [6] while the issues raised by its
deployment was questioned in [8]. Auditory information was used as an alerting system
in addition to the traditional display of information in [11] even though studies have
shown [9] that human brain filters out that information in case of high workload or
stress. Tactile feedback was introduced in cockpits more recently [12] (but this feed-
back directly used in combination with information displays) while tangible interac-
tions were introduced as a mean to bring interactions closer to the ones on physical
knobs [7]. Multi-touch interactions have also been recently studied both in control
rooms [15] and interactive cockpits [16] raising multiple issues. Ambient displays [20]
[ref] and head mounted displays [21] [ref] have been used to add a digital layer of in-
formation on top of control room elements to support situation awareness and attention
in safety critical environments. This introduction of nonstandard (at the time) modali-
ties, led to multimodal interactions (both in terms of input and output) but they are still
considered a challenge in 2016 [2] while the early work from Bolt in that domain was
introduced more than 25 years earlier [3]. Multimodality as input was however intro-
duced successfully in industrial control rooms [5] or military aircraft cockpits [14]
while multimodal output was largely used for alerting flying crews [13].

Beyond interaction technologies, the centralised nature of control rooms was ques-
tioned [10] and mobile solutions were proposed to support control and monitoring ac-
tivities on the move. However, the introduction of these technologies in critical systems
raised immediately the issue of their dependability and their security as soon as the
environment loses its closeness nature.

While state of the art in deployed control rooms is still characterized by stationary
workstations with several smaller screens and large wall-mounted displays, introducing
mobile and wearable devices as well as [oT solutions could enable more flexible and
cooperative ways of working. However, turning control rooms into pervasive compu-
ting environments raises user-related challenges such as usability and user experience,
system-related ones such as reliability and dependability and more global ones such as
safety and security [17]. However, it is clear that control rooms must evolve and inte-
grate advanced interaction technologies [18] so that operations can be improved.

This workshop promotes sharing of experiences in designing, implementing, and
evaluating interactive systems in control rooms. We are especially interested by contri-
butions presenting theories, methods, and approaches for considering them as pervasive
computing environments and interdependencies between all the properties listed above.
In this workshop we consider control rooms in their broader sense including (ship)



bridges, cockpits, and operating rooms. This workshop is organized by the IFIP Work-
ing Group 13.5 on Human Error, Resilience, Reliability, Safety and System Develop-
ment.

2 The specificities of control rooms

These control rooms are characterized by their operations that must be resilient to
adverse events and unforeseen situations including human errors, system failures, en-
vironmental adversary conditions and malicious attacks. One of the specific challenges
in their development is the demonstration that they meet requirements imposed by reg-
ulatory authorities.

As discussed in [4] control rooms present very specific aspects that make them very
different from other interactive systems:

e They allow monitoring and control of complex cyber-physical systems;

o Their operations are usually defined and regularly assessed by regulatory authorities;

e They are operated by trained professional users that are usually qualified by dedi-
cated organizations;

e They usually involve multiple operators who have to coordinate their actions to
reach their goals;

e Operators have different levels of authority which grant different access to functions
and data;

e Operator errors might have catastrophic consequences on people and goods;

o Failures in the display and control system might have catastrophic consequences on
people and goods;

o Their deployment requires the acquisition of a certification from external organiza-
tions;

e They are operated in close worlds reducing security risks.

This list is far from being exhaustive but it gives a set of characteristics to be taken into

account when considering the design of new types of control rooms and the constraints

that have to be addressed.

3  Target audience and expected outcomes

This workshop is open to everyone who is interested in the aspects related to the design,
the engineering, the evaluation, the deployment, the maintenance and the certification
of control rooms. We expect a high participation of IFIP working group 13.5 members.
We invite participants to present position papers describing real-life case studies that
illustrate, if possible, how a new technology would enhance control room operations.
They could also highlight the trade-offs between two or more properties of interactive
systems such as user experience and dependability or usability and security. The way
the new technology will be addressing some known or envisioned problem in a control
should be presented in the contribution. We are also interested in methods, theories and
tools for control rooms development as long as they address some user interface prop-
erties. Accepted position papers are published in INTERACT 2021 adjunct conference



proceedings. We also expect to discuss at the workshop how to disseminate individual
contributions to the community in a special issue in a journal or in an edited volume.

4  Structure of the workshop

This proposal encompasses a full-day workshop organized around presentation of po-
sition papers and working activities in small groups. From the set of contributions, a
subset of selected case studies is invited to be presented at the beginning of the work-
shop and is used to support the discussion that follows. The morning sessions are ded-
icated to welcoming participants and presenting case studies. Participants are invited to
comment the case studies and to report similar experiences. The afternoon sessions are
devoted to interactive sessions, where participants are engaged to work in small groups
to propose solutions to the issues raised by the case studies presented in the morning.
Proposed solutions will be compiled and compared. Based on the lessons learned, par-
ticipants will draft an agenda of future work that can be accomplished.

5  Workshop organizers

Tilo Mentler is a professor of Human Computer Interaction and User Experience at
Trier University of Applied Sciences. His research is focused on human-centered de-
sign in safety-critical contexts (e.g. mobile devices and mixed reality in healthcare,
novel approaches to critical infrastructure). Currently, he works on control rooms as
pervasive computing environments and examines the role of user experience in safety-
critical settings. Prof. Mentler is chair of the special interest group "Usable Safety &
Security" within the German Informatics Society (GI), member of the IFIP Advisory
Board of GI and has been the GI representative in the IFIP Domain Committee on IT
in Disaster Risk Reduction.

Philippe Palanque is Professor in Computer Science at University of Toulouse 3,
where he leads the Interactive Critical Systems research group. Since the late 1980s he
has been working on the development and application of formal description techniques
for interactive systems. He has worked on research projects at the Centre National
d'Etudes Spatiales (CNES) for more than 10 years and on software architectures and
user interface modelling for interactive cockpits in large civil aircraft (funded by Air-
bus). The main driver of Philippe’s research over the last 20 years has been to address
in an even way usability, safety and dependability in order to build trustable safety-
critical interactive systems. As for conferences he is TPC co-chair of EICS 2021 and is
a member of the ACM CHI steering committee. He is a member of CHI academy, the
chair of the IFIP TC 13 committee on Human-Computer Interaction, and secretary of
IFIP WG 13.5.

Susanne Boll is a full professor for Media Informatics and Multimedia Systems at the
University of Oldenburg and a member of the board of the OFFIS-Institute for Infor-
mation Technology. Her research focus lies in the field of human-computer interaction
(HCI). In her ongoing research, she is designing novel interaction technology for a re-
spectful and beneficial cooperation of human and technology in a future automated
world. She works on novel interaction methods for a safe cooperation and humans in



safety-critical automated environments such as automated driving, health care and pro-
duction. Her scientific results have been published in top venues in her field such as
ACM CHI, MobileHCI, AutomotiveUI, as well as internationally recognized journals.
Prof. Boll was named a Fellow of the German Informatics Society in October 2020.
She was named a Distinguished Member of the ACM in 2019 and is an elected member
of acatech, The German National Academy of Science and Engineering.

Chris Johnson is Professor and Pro Vice Chancellor of Engineering and Physical Sci-
ences at Queen’s University Belfast. Over the last 20+ years, he has authored more than
200 peer reviewed publications, including one of the first textbooks on Accident and
Incident Reporting. He has held fellowships from NASA, the US Air Force and Navy.
He is a Scientific Advisor to the EC SESAR JU on the future of air traffic management
and helped author guidelines on incident reporting for EUROCONTROL and for the
European Railway Agency. He also helped the UK Department for Transport to de-
velop the national cyber security strategy for aviation. In 2021, he is one of some fifteen
expert witnesses retained to support the public inquiry into the Grenfell Tower fire.
Kristof Van Laerhoven is Professor in Ubiquitous Computing at the University of
Siegen, Germany. His research interests span the areas of wearable and distributed sens-
ing systems that focus on machine learning challenges, such as recognising what human
users are doing, what they are focusing on, and how stressed they are. He is wearable
department co-editor at IEEE Pervasive, is co-editor of Springer Adaptive Environ-
ments, associate editor for ACM IMWUT, and was general co-chair for ACM
UbiComp/ISWC in 2020. More information can be found on http://ubicomp.eti.uni-

siegen.de .
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