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ABSTRACT

The main objectives of moving objects queries are to search
for objects that either lie in some specific areas (i.e., range
queries) or are close to one specific location (i.e., KNN queries).
Such queries have been previously studied considering ei-
ther offline database processes using some index techniques
or online approaches where incoming data are processed to
answer those queries “on the fly”. The research presented
in this paper considers hybrid queries applied to historical
data as well as streaming data. When considering the spe-
cific context of the maritime domain and moving objects at
sea, a key issue is to make a difference between covered and
non covered areas (i.e., regions from where AIS positioning
signals are either received or not received). This leads us
to introduce the concept of ”Black Holes” query where the
objective is to identify regions respectively covered and non
covered, this providing useful insights for maritime authori-
ties in charge of the regulation of maritime transportation.

CCS Concepts

eInformation systems — Online analytical process-
ing; Geographic information systems; Data streams;

Keywords

Hybrid processing; Moving objects; Maritime monitoring;
Black Holes

1. INTRODUCTION

Over the past few years, the fast emergence and prolifera-
tion of position-based sensors and devices produce very large
volumes of data that need to be continuously analyzed. The
maritime field is one amongst many domains impacted by
this phenomenon with the rapid development of vessel po-
sitioning systems such as Automatic Identification Systems

(AIS), Satellite AIS, Vessel Monitoring System (VMS) or
Long Range Identification System (LRIT) that overall con-
tribute to the real-time availability of large traffic data sets
at sea. In particular, maritime transportation is a domain
of increasingly intense traffic as the number of vessels nav-
igating worldwide is in constant augmentation. Practically,
ships are fitted out with almost real-time position report
systems whose objective is to remotely identify and locate
vessels (e.g., AIS real-time position reports). However, the
current geographical coverage of these positioning systems
is not complete. In fact, there still exists many areas from
where position signals emitted from ships cannot be received
as no antennas cover these regions, this being typically the
case for AIS. In the remaining part of this paper we consider
these specific areas as Black Holes and as regions were typ-
ically AIS data emitted by ships cannot be received. Figure
1 illustrates this notion of Black Holes, this map has been
derived by extraction and visualization of AIS positions in
the Aegan Sea. A regular grid has been applied to this map
where at the bottom cell B can be identified as Black Hole
because some vessels are going from cell A to cell C whereas
no signal has been received from cell B.

The concept of Black Hole and the related notions of cov-
erage or non coverage of positions are closely related and of
crucial importance at sea. Indeed, the monitoring and anal-
ysis of mobilities at sea is particularly important for safety
and security reasons. Mobility and behavior analysis could
be used to detect illegal or criminal activities, risks at sea
(flow of illicit products, illegal immigration, overfishing, pol-
lution by hazardous materials, piracy, accidents , etc.), and
more generally any violation to maritime regulations [11].

However, the issue is far from being straightforward. First
Black Holes are likely to have fuzzy and fluctuating bound-
aries that change over time as weather and atmospheric con-
ditions are changing and as those have non negligible im-
pacts on AIS signal transmission and reception. Moreover,
AIS behavior with irregular positions reports and limited
coverage reinforce the difficulties to search for those regions.
In fact such concept of Black Hole should be studied at dif-
ferent times in order to identify which areas are covered and
uncovered. At a given time, one should ideally identify these
uncovered regions in order to identify possible anomalies and
suspicious behaviors, that is, difference between vessels that
have their AIS emitter switched off to those that cross those
specific regions with not enough signal emission, or even to



detect fake messages [12].
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Figure 1: Example of a Black Hole in the Aegan Sea

In order to identify those Black Holes, historical and stream-
ing data are likely to provide useful inputs to apprehend ap-
propriately the fluctuations of the Black Holes boundaries.
In fact, the way a given region might be considered as a Black
Holes not only depends on the weather conditions, but also
on the analysis of historical data to provide a sufficient cov-
crage of the data in space and time. For instance, regions
from where some data has been received before can become
a Black Hole if weather conditions are not favorable. On the
other hand, if only streaming data is considered, empty re-
gions might not denote non covered regions when maritime
traffic is absent in that region. Accordingly, lack of position-
ing data needs to be interpreted as either a non coverage of
a region or a region where no vessel has been through. This
motivates our search for an integrated approach whose ob-
jective is to derive a global picture of a given maritime region
and then of those Black Holes at different time periods and
thus potentially detecting some maritime traffic anomalies.

The remainder of this paper is organized as follows. Sec-
tion 2 provides an overview of the problem to address and
introduces a series of concepts used by our modelling ap-
proach. Section 3 describes the main principles of a hybrid
approach for moving object handling and more specifically
Black Hole detection. Section 4 gives the general method for
the Black Hole identification and the processes involved at
each step (i.e. offline, online and hybrid). Section 5 presents
the experimentation and implementation results. Section 6
discusses the interest of the Black Holes approach and cur-
rent limitations. Finally, Section 7 summarizes and con-
cludes the paper.

2. PROBLEM STATEMENT

This section introduces the concept of Black Holes and a
series of definitions that support this notion. The aim of the
method explored in this paper is to characterize some spa-
tial areas as covered or uncovered with a precision depending
on the amount of data received for the considered area and
regardless of performance issues. The problem of coverage
considered illustrates the need for an approach that requires
to consider both knowledge extracted from data stored in
database and streaming data to take into account the evolv-
ing and dynamic context (i.e. actual coverage depends on

signal propagation and thus weather conditions). This cov-
erage problem has not been investigated yet in the maritime
domain to the best of our knowledge. Related works have
explored density analysis techniques on positions (as kernel
density estimation [13]) and this not allowing the implicit
detection of Black Holes in real-time.

Let us consider a large series of positions coming from AIS
data representing a set of n moving objects on a maritime
region S C R2. Those moving objects can be represented
as series of tuples of the form (z,y,¢{) where (x,y) denotes a
location p € S (cf. Definition 1) and ¢ € T (cf. Definition
2) is the timestamp of the position recorded.

Definition 1 : Spatial Domain. Let P denote the spa-
tial domain that contains all possible pairs of values (z,y)
with real cartesian coordinates (r,y) € R?.

Let us consider S a subregion of R? such as S C P. A seg-
ment sg is defined by a pair (a,b) with (a,b) € S.

Definition 2 : Time Domain. Let T denote the Time
domain as an ordered infinite set of time instants t; € T.

A time interval [ti,t2] C T consists of all distinct time
instants of T between t1 and ¢s.

Definition 3 : Trajectory. A trajectory Traj is defined
as an ordered list of timestamped positions where positions
are defined as points from the Spatial Domain P and times-
tamped as time instants of the Time Domain T. A trajectory
is denoted as Traj : Id € N — List(p, € S, t; € T) where
pi is the position of the moving object at the timestamp t;
with i € N and Id gives the identifier of the trajectory. Each
trajectory materializes a polyline given by the ordered list
of segments derived from its successive positions. More for-
mally a trajectory Traj : Id € N — List(p; € S, t; € T)
can be mapped as Poly : Id € N — List(s; € S*, 7, C T)
where each s; is a pair of two successive positions and T; s
the corresponding time interval between those two successive
positions.

In order to model the concept of Black Hole, let us in-
troduce a uniform grid G, splitted into regular disjoint cells
C; ; of fixed size sizecc; to determine the number of posi-
tions by cells, and finally identify those that are not covered.

Definition 4 : Grid. Let G denote a regular grid with
G=Set(Cs,;) and each disjoint cell C; ; is of fized size sizeceu,
defined by f: p € S — Ci; such as i = |x/sizecen| and j
= |y/sizecen], with C; ; the cell related to the it" abscissa
and the j'™ ordinate for i € 1.n, j € 1..n.

The size of the cells is evaluated based on the following
norm [1] which describes the duration between two records
of a vessel considering its actual speed and heading. The
necessary size of the tiles is chosen to prevent vessels from
emitting two successive positions in two non adjacent cells
(i.e., outside non covered regions). In order to do so, the
worst case has been considered where a vessel is close to
the boundary of a cell and moves with a right heading and
the highest speed noted Vingzr and Ti—s¢y1 is the time in-
terval between two position records. In fact, there is a need
to consider a fixed size greater than sizece;. To minimize



the ”answer loss problem” described in [7] that occurs for a
regular grid, smallest cells as possible are chosen. Indeed, se-
lecting thinnest cells increases computation costs, but while
larger cells decreases computation cost identification of some
specific events can be compromised. Therefore, G is defined
with a chosen size cell denoted sizecer, and with sizecey =
Vmaz * Tt7>t+1~

Let us introduce a few additional notations related to the
grid previously defined. For each cell C} ; related to the it
abscissa and the j* ordinate for i € 1..n, j € 1..n, then the
following measures are introduced :

e Npos;,;(7) gives the number of distinct positions that
have been recorded in the cell C; ; during the period

time 7 C T, more formally Npos; ; (1) = 31250 1,/

1

where nbpositions is the number of positions recorded
over T.

if pr € Ci;
otherwise

(1)

e Nuvessel; ; T gives the number of distinct vessels that
have been recorded in the cell C;; during the period
time 7 C T, more formally Nvessel; j (1) = Y7005 ¢

during 7 /

1
tra = {O’

where nbvessels is the number of distinct vessels recorded
over T.

if (pr,tr) € Traj(Id)/px € Ci,;
otherwise

(2)

e Ncross;,;(T) gives the number of distinct vessels that
have crossed the cell C; ; during the period time 7 C T,
that means the number of vessel trajectories (modeled
as a polyline) that intersect the corresponding cell C; ;,

buessel .
more formally Neross; ;(T)= > 7,27°%" trq during 7 /

- {(1), if Poly(Id)NCj; #0

otherwise
where nbvessels is the number of distinct vessels recorded
over T.

3)

It is immediate to note that, Neross; ;(1) > Nvessel; ;(T).

Definition 5 : Empty cells set. An empty cells set
over an interval of time T is given by the cells that haven’t
been crossed by some trajectories. The empty cells set noted
E(7) is defined by E(T)={Ci; € G| Ncross; (1) = 0}.

Definition 6 : Crossed cells set. A crossed cell set is
given by the cells that have been crossed by some vessels over
a time interval T. More formally, the Crossed cells set de-
noted E (1) is given by E (1)={C;; € G | Ncross; j(1) > 0}.
We have G=E(7) + E(7)

Definition 7 : Black Hole cells set. A Black Hole
cells set denoted BH(T) is given by the cells that are not
covered for the T time period considered. It is composed of
two subsets: the formally identified Black Hole cells and the
supposed Black Holes cells.

These two subsets are formally defined as follows:

Definition 8 : Formally identified Black Hole cells.
Given a time interval T, the Black Hole cells can be given as
all cells Cy,;/Nvesseli j(1) = 0 and Neross; j(t) > 0 (i.e.,
the set of cells that don’t have any vessel position recorded
but more than a given threshold 0 of trajectories that cross
that cell for a given interval of time T.)

Definition 9 : Supposed Black Hole cells. Given a
time interval T, the supposed Black Hole cells are given by
the cells that belong to the empty cells set and are not cov-
ered during T. (i.e all C;j € BH(T)NE(T) )

Definition 10 : Covered cells set. A covered Cells
set 1s giwen by the cells that are covered for the T time pe-
riod considered. The Covered cells set noted BH(T) is the
complement of BH(T) such as G=BH(t) + BH(t). Simi-
larly, to BH(7), BH (1) is composed of two subsets called
Formally identified covered cells and Supposed covered cells.

More formally these two subsets are defined as follows:

Definition 11 : Formally identified covered cells.
Given a time interval T and a threshold 0, the Covered cells
can be defined as all cells C; jsuchasNuvessel; j(1) > 0 (i.e.,
the set of cells that have recorded more than one vessel po-
sition for a given interval of time T.)

Definition 12 : Supposed covered cells. Given a time
interval T, the supposed covered cells are given by the cells
that belong to the empty cells set because no wvessels have
been through this area over the last T period. (i.e all C;;

€ BH(t)NE(T) )

Considering the actual time period, the following table
covers all cases that can happen according to the previous
definitions :

Crossed cells Empty cells
Covered Formally identified | Supposed covered
cells covered cells cells
Black Hole | Formally identified | Supposed Black
cells Black Hole cells Hole cells

Table 1: Cell taxonomy

In order to populate the concept of Black Hole, a distinc-
tion is made between cells where no positions are recorded,
because no moving objects can record their location, and
cells that have not been crossed during a given time period
7. In both cases, no positions should have been recorded
into those regions (i.e. C;; € E(7)). Indeed, uncovered
cells might denote in some cases cells that have not been
crossed by some moving object during a time period as well
as some covered ones. However, the objective is to derive
Black Holes that denote regions where no positions can be
recorded because such regions are really uncovered for the
time period considered. The challenge here is that some be-
haviors or events should be inferred but with a lack of infor-
mation (i.e., mainly for empty cells). This entails the need
for historical data to complete the information provided by
streaming data, but this being not always sufficient enough.

Overall, identifying less populated cells is of high inter-
est during an offline process. Also, while considering his-
torical data, the amount of data considered is relatively



high, with some regions that might have been covered or
uncovered during a short period of time. In some cases,
regions that are usually uncovered can record some posi-
tions. From the offline process, let us extract what we
call the Candidate Black Holes set noted Set,ss(cdtBH)
corresponding to the less populated cells. As defined in
[7] we maintain a data structure called Density Histogram
DH(7) that counts for each cell C; ; the number of positions
Npos; ;(7) recorded during the time period 7 C T. Finally,
we have : DH(7)=[C; ;,Npos; ;(7)] sorted by ascendant or-
der of Npos; ;(7).

Considering the number of positions Npos; ; (1), Set(C(N <
k,7)) (respectively Set(C'(N < k,7))) denote the set of cells
that have recorded less (respectively more) than k positions
during a given time interval 7 C 7', more formally :

e Set(C(N < k,1)) = {Cs; € G/ Npos; (1) < k}.
o Set(C(N > k,1)) ={Ci; € G/ Npos; ;(t) > k}.
e Set(C(N = k,m))= {C;,; € G / Npos; ;(1) = k}.

The offline candidate Black Hole set or Setoss(cdtBH)
for brevity, is obtained from an offline process. Given a per-
centage p and time period 7, Setors(p,7)= Set( C (N<q, 7))
where q is the upper number of recorded positions in the p
percent less populated cells. Those less dense regions are
more likely to be Black Hole regions and should be exam-
ined while geostreaming positions are processed ”on the fly”
by the online part. For each cell C; ;, let us define an asso-
ciated metric called Density Value and denoted d(%,7)(7).
The Density function denoted d is defined as follows d:
Npos; j(t) € N = v €[0..1] where v is the real value as-
sociated to the ¢ quantile to which C; ; belongs regarding
the ordered Npos; ;(7) values. Thus, if C;; € Setoss(p,T)
then v = 0.

Let us introduce the final concept of online Black Hole
set involved during the online process. The online can-
didate Black Hole set or Set,,(cdtBH) for brevity, is ob-
tained during the online process. Seto,(cdtBH)= {C; ; €
G | Nwvessel; j(1)=0 } where 7 corresponds to the more
recent time interval. Similarly to the offline part, a data
structure is maintained on streaming data and called Cover
Histogram. This Cover Histogram denoted Cover(G,7), con-
tains the Nwessel; ;j(T) and Ncross; ;(T) values associated
to each cell C; ; for the time interval 7 considered. More for-
mally we have Cover(C; ;,7)=(Nvessel; ;(7),Ncross; ;(1)).

Concerning time notations, teyrrent is defined as the time-
sptamp corresponding to the current time whereas to;4 cor-
responds to the timestamp of the older record stored in
database. Tpgst refers to the time interval concerning histor-
ical data from the first timestamp of the database to the last
timesptamp of historical data (the time interval concerning
the whole data except of the sliding window of range w and
slide ﬁ), more formally TPast = [ toid; Leurrent—w ] Tcurrent
refers to time interval considered for the whole sliding win-
dOW that means Teurrent — [ tcur'rcnt—w, tcu’r'rcnt ] Finall}’7
we have 73 that refers to time interval between tecyrrent and
t(;u'r”r'cnt—ﬂ7 more formally ™3 = [ tc'wr”r'snt—ﬂ, teurrent ]

3. PROCESSING PRINCIPLES

This section introduces the concept of a hybrid approach
for moving object processing in real-time (i.e. combining
knowledge from data stored in database with streaming data)

and more specifically the guideline process associated to
Black Holes identification.

3.1 General approach

The concept of Black Hole motivates the development
of a hybrid processing in order to consider moving objects
queries. Those regions have fuzzy and fluctuating bound-
aries that require to consider both streaming and historical
data to identify precisely their locations for every considered
time period 7. To find those regions without any coverage,
let us apply the approach first described in [14] which pro-
vides a hybrid processing to deal with moving objects as
shown in (cf. Figure 2) and derived from the lambda archi-
tecture [9].
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Figure 2: Architectural principles

Online processing is performed on a distributed sliding
window whose size can be changed according to the amount
of data collected in real-time. Online views on continuous
queries are updated and incremented while incoming data
stream is processed. When a user would like to execute a
query for which no synthesized summary exists, necessary
data to handle the query are accessible via the sliding win-
dow. When the temporal interval of the sliding window
is exceeded, data is transferred to the historical database
to perform distributed processing offline. In order to have
a reactive system, summaries are performed on historical
data and updated upon arrival in the database, and then
transferred to online part to provide real-time answers.

Furthermore, two entities (i.e. the Evaluator and the Me-
diator) have the role (cf. Figure 2) of identifying the data
to extract and process, and to manage interactions between
the historical database and real-time processing system. In
other words, these are the major components of this hybrid
system which allows to merge the online and offline parts,
and to answer the query using the minimum data as possi-
ble in accordance to user’s requirements and are described
in more details in [14].

The role of the Mediator is to manage the data flows be-
tween components online and offline, preserve and store the
associated views and merge them to answer hybrid queries.
The Ewvaluator analyzes the input query and tries to infer
the type of request, (i.e., online, offline or hybrid) to guide,
based on the identified type of query, recovery of data and
information needed in the architecture. It transmits the de-
sired data to the Mediator to deal with, then the Mediator
is responsible to answer the query taking, combining or per-
forming processing on the sliding time window or on the
archive following the query type.

3.2 Guideline process for identifying Black Holes



The detection Black Holes process developed in this pa-
per follows this hybrid framework. Regarding the offline
part, less populated cells are identified using a similar pro-
cess as the one described in [4] where the authors aim to
find dense regions for moving objects. We maintain a Den-
sity Histogram noted DH(7pgst) that counts the number of
different positions recorded by cells for historical data cor-
responding to the time interval Tpqs:, this acts as a filter-
ing process to identify the offline Candidate Black Holes
set (or Setosr(cdtBH)). With this offline Candidate Black
Holes set, one can extract the current Black Holes set (or
BH(Tcurrent)) giving some additional information to the on-
line process. During the online process, online synopses are
built for each time period Tcyrrent and combined with the
offline synopsis in a way to give more weight to recent data
that have arrived into the system and finally extract the
current Black Hole cells (cf. figure 3).

/ Offline Part Online Part \

(4) synopse
Maintenance

DH
(Present)

DH (Past)

Streaming Data

(1) Offline
Extraction of (2) Online

Black Holes 1 Extraction of
(3) Merge & Black Black Holes

Holes Detection et

| Historical
Data

Candidates

e

I Set

CdtBH(Past)

Current Black Hole
Regions

N

Regions

Set
Cij(N=0,Present)

Figure 3: Guideline Process for Black Holes detec-
tion

Several steps are involved in this Black Holes identifica-
tion process as follows:

o First Step : Offline Candidate Black Holes Extraction.
The process to identify the less populated cells is ap-
plied to historical data. A quite similar method to the
one used in [4] for dense cells finding, can be used to
search for less populated cells. However, problems such
as answer loss or ambiguity can happen when consid-
ering cells of fixed size to define and observe densities
[10]. Those issues are not addressed in this paper that
mainly focuses on the hybrid processing rather than
on the design of a new state of the art technique to
deal with historical data.

e Second Step : Online Candidate Black Holes FExtrac-
tion. During this step, the objective is to categorize
the different cells of the grid and identify the formally
identified Black Holes cells, as well as the formally
identified covered cells and the empty cells (cf. Table
2). This then gives a picture of the candidate Black
Hole set concerning the online part similarly to the of-
fline part. The issues concern the granularity aspects
involved by the sliding windows variables (slide and
range considered) as well as the data structure related
to the online density (or coverage) [8].

e Third Step : Merge and Black Holes Detection. The
merge and identification of the real Black Holes set re-
quires a specific technique to obtain them from both
the candidate Black Holes set extracted from the of-
fline part with positional records received “on the fly”

[3]. One of the main issues is to infer some knowledge
from empty cells by combining both streaming position
and knowledge from historical data.

e Fourth Step : Synopse Maintenance. The continuous
update of the candidate Black Holes set, derived from
the offline part and maintenance of synopses over the
different time periods, and that need to be updated
continuously as old streaming data are transferred to
the offline part [14].

In order to identify those Black Holes, a uniform grid G
is applied (cf. Section 2). Every cells of the grid are eval-
uated considering the different measures previously intro-
duced; that is, the number of positions recorded inside the
cell for the offline part and both the number of distinct ves-
sels that have recorded their positions in the cell, and the
number of vessels that have been through a cell this during
the online process to determine current Black Holes cells.
We have chosen fixed size cells in spite of limitations given
in [10], as it is more convenient and appropriate to compare
synopses extracted from the offline part with actual data re-
ceived in real-time using regular cells rather than an index.
Indeed, using indexes should have been required to apply
two indexes at least each related to both online and offline
parts, with probably a deep index for the offline part and an
unbalanced one for the online one that are thus not easily
comparable. For some cells, an exact differentiation between
uncovered and covered cells does not work, for several rea-
sons : Firstly, uncertainty concerning AIS data and the fact
that some users in their boats can switch off their emitter;
secondly, because there is a need to distinguish covered cells
from Black Hole cells among Empty cells. Finally, without
additional data as meteorological data, it is still difficult to
determine exactly changes in the coverage regions. In some
cases, some cells might not be identified as covered or not,
this reflecting some uncertainty in the delimitation of those
regions we intend to find.

4. BLACK HOLE DETECTION

The concept of Black Hole requires for its implementation
extraction of historical data and confrontation to streaming
data. The detection process itself can be organized in three
steps (cf. Figure 3) described respectively in section 4.1,
section 4.2 and section 4.3.

4.1 Offline process for Black Hole detection

Extraction of historical data has been already addressed
in related work for identifying dense regions from moving
objects, but the problem here is the reverse one [7]. First,
a summary of cells which are candidate black holes denoted
Black Holes (or Setofs(cdtBH)) should be extracted from
historical data. In order to extract Setosr(cdtBH) an uni-
form grid G is considered (cf Section 2) and for each cell the
number of positions Npos; ;(Tpast) recorded into the corre-
sponding cell C; ; is computed. Let us consider that a cell
C},; belongs to the candidate Black Holes set if and only if
the count of distinct positions recorded in C;; < 6 where
0 is threshold value. 6 is computed as the upper limit of
the lowest percentile q amongst all Npos;,;)(Tpast) With q a
percentage given by the user (cf. algorithm 1). A Density
Value d; ;j(Tpast) is generated for each cell, this value is used
during the merge part as well as the offline candidate Black
Hole set to identify current Black Holes.



Algorithm 1: Calculate the offline candidate Black
Hole set

Algorithm 2: Calculate the online candidate Black
Hole set

Data: [p] Positions, Grid G [C; ;], Int 0, Float q

Result: Setof f(cdtBH)

initialization;

foreach grid cell C; ; in G do
NPOSi,j (TPast)<: E:Zﬁositions (Uk)
where vp=1 if pi, € C; ; otherwise 0
DH((TPast)) - DH((TPast)) o (Ci,j7
Nposi,j(Tpast))

end

0 < Npos; ; such that

Npos; j = DH7past[q * Length(G)]

// 6 is the upper Npos value of the first
quantile q;

[SArSCR VI

o

9 foreach grid cell C; ; do
10 compute d; ;(TpPast)
11 if NpOS/,',yj (Tp{,,st) < 6 then
12 | Setoff (CdtBH) ~= Setoff(cdtBH) U Ci,j
13
14 end

Let us first consider the extracted set of offline candidate
black holes Set,ss(cdtBH) and secondly the density value
associated to each cell Cj; of the grid. Such candidate
black holes should be compared to positions coming from
the streaming data over a given time interval Teurrent.

4.2 Online process for identifying Black Holes

Let us value the Cover Histogram introduced in section
2 and denoted Cover(G,Teurrent) Which is continuously up-
dated by the incoming streaming data. For each grid cell
Ci.i, Nvessel; j(Teurrent) and Ncross; j(Teurrent) measures
associated to each cell are computed. Thus, let us denote
Cover(C;,j,Teurrent)=(Nvessel; j,Ncross; ;). A sliding win-
dow with a range w and a slide 3 is used during the process.
For every (w/f) time period, a Cover Histogram is deter-
mined and thus the candidate Black Hole online extraction
is computed at every S time period considering a whole time
period w by aggregating the different Cover Histograms rela-
tive to each pane of period (w/f) taking care of the fact that
cach vessel is counted once only. To determine the online
candidate black hole set Set,, (cdtBH) the set(C'(Nvessel; ;
(Teurrent)< 0) is computed. Thanks to the value of the tem-
poral range, the cells that recorded a few positions for such
short time period are considered as not covered. This leads
us to consider candidate Black Hole cells as all cells that
have been less than 6 recorded vessel positions where 0 is a
threshold fixed similarly to the offline part but considering
Nwesselij ( Teurrent ) instead.

Algorithm 2 computes the set of candidate Black Holes
related to the online part. In order to obtain the final figures
of the Black Holes during the last w time period, one have
to consider additional information obtained from the online
process and also historical data in order to make a difference
between covered cells and Black Hole cells among Empty
cells.

Data: [v] Vessels, Cover(Teyrrent), Int 0, Float q

Result: Set,, (cdtBH)

initialization;

foreach each pane do

foreach new vessel position do
if v e Cyy for the first time then

Nwessel; j(158) < Nvessel; j(18) + 1
Ncrossi ; (18) < Necross; ;j(t3) + 1

CUR LN =

end
end
Cover(Teurrent) <
Z‘:;/g COUeT[tcurrent—i*ﬂa tcur'rentf(iﬁ»l)*ﬂ]
// we sum every cover histogram considering
vessel and cross numbers;
10 Sort Cover(G,Tcurrent) by Nvessel; j Teurrent
// we sort the Cover Histogram by vessel
number;
11 60 < Nvessel; j/Nvessel; ; =
Cover(Teurrent)[q * Length(G)] // 0 is the
upper Nvessel value of the first quantile
q;
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12
13 foreach S time period do
14 foreach grid cell C; ; do

15 if Nvessel;; < 0 then

16 | Seton(cdtBH) < Seton(cdtBH) U C;
17

18 end

19 end

4.3 Black Hole extraction from both offline and
online data

So far and at every f time period the cells C; ; candidate
black holes are extracted. In fact, the size of the window
range w might generate in a few cases false candidate cells
for the Black Hole set (i.e., cells that value the Supposed
covered cells set(Tcurrent)). Due to the size of the cells, no
positions are recorded on these cells given a period of time.
In order to tackle this problem, let us compare the number
of trajectories that have intersected a given cell C; ; by con-
sidering the trajectories involved as polylines. Let us first
compare the number of vessels Nvessel; ; that have recorded
their information in C; ; to the number Necross;, ; that have
intersected the cell. Let us then categorize such cells us-
ing the following rules described further in our algorithm(cf.
Algorithm 3, Figure 4) :

o Covered Cell (i.e. C;; € B_H(Tcwrem)). When the
number of recorded vessels in the cell is close to the
number of trajectories that have crossed this cell with
Ncross;,; > 0 then let us consider that such cell is
covered (i.e. when Nvessel; ;j(Tcurrent) /| Ncrossi;
(Teurrent) =~ 1 and Neross;; > 0). Accordingly, the
difference between the two numbers is the consequence
of some vessels switching off their AIS emitter. For the
following parts and experiments, let us consider that
cells C; ; lie in this category if Nvessel; ;j(Tcurrent) /
Necrossi,j (Teurrent) >= p.



e Black Hole Cell (i.e. Ci; € BH(Tcurrent)). When the
number of recorded vessels in the cell is much lower
than the number of trajectories that have crossed this
cell with Nwessel; ; > 0 then let us consider that the
cell is not covered (i.e. when Nwessel;; (Teurrent) /
Ncrossij (Teurrent) = 0 with Ncross; ; (Teurrent) >
0). In this case, the difference between the two num-
bers can be explained by the non coverage of the cells.
Indeed, when vessels are into the cell, positions emit-
ted by the associated boats are not received by coastal
antennas. For the following part and experiments, let
us consider that a cell lies in this category if Nvessel; ;
(Tcu'r'rent) / NCTOSSZ‘J‘ (Tcur'rent) < p -

e Empty cell (i.e. Ci; € E(Teurrent)). When the num-
ber of recorded vessels in the cell and the number of
trajectories that have crossed the cell C;; are equal
to 0 offline data is required to determine if the region
is covered or not (i.e. when Nvesseli; (Teurrent) =
Ncrossi,j (Teurrent) = 0).

o The last case Nvessel; ; > Ncross;; cannot happen
by definition as Ncross;,; is defined, indeed if a vessel
lies in a cell Cy ; then Ncross; ; is incremented, so V
Cij, T €T, Nerossi j(T)>=Nvessel; ;(T)

Observation in real-time

e
-

- o 1+

Covered cell Black hole cell Empty cell

Figure 4: Online part results

Regarding the specific cells that have neither be crossed,
nor have positions inside considering the online part (i.e.
empty cells), they still need to be identified as covered or
not (cf. Figure 5).

Observationin real- Offline
time Observation
. * Empty cell

.
«® ", |————> coveredbut
- ® with no vessels

Dense cell

Empty cell
Empty cell
—
coveredor

uncovered

Poordense cell
Figure 5: Regions prune process

In order to address this case, let us consider the offline part
as follows. Let us consider the Density Value d; ;(Tpast) as-
sociated to the cells Cy; to identify Black Hole the cells
included in the Empty cells set denoted E(7current). As
mentioned above, and due to some granularity aspects, we
might have some specific time periods where no vessels cross
a given region even if this region is usually covered (i.e., have
a sufficient Density Value). Given a threshold D :

o IfC;; ¢ Setof f(cdtBH) and d; ;(7) > D, one can rea-
sonably guess that C; ; € E(Tcurrent) N BH (Tcurrent)
(i.e. Cj,; is in the Supposed covered cells set).

e Otherwise, the cell C;; is empty and can be either
covered or uncovered and need further investigations
to determine its coverage.

If di,j(TPast) is under this threshold value, we consider that
we cannot infer any information concerning that specific cell.
Further works should be made to take care of antennas po-
sitions or the nature of adjacent cells to determine if those
uncertain cells tend to be covered or not.

Algorithm 3: Black Hole extraction and merge with
the offline part

Data: [v] Vessels, Cover(tcurrent—03, teurrent),
Seton (cdtBH), Float p

Result: Set,, (cdtBH)

1 initialization;

2 foreach [ time period do

3 foreach grid cell C; ;j € Seton (cdtBH) do

4

if Nvesseli j(Teurrent) =
Nerossi j(Teurrent) = 0 then
5 | E(Tcu'r‘rent) = E(Tcurrent) U Ci.,j
6 else
7 if Nwessel;; (Teurrent) / Ncrossi,
(Tcu1‘rent) < 14 then
8 | BH(Tcurrent) <~ BH(Tcurrent) U Ci,j
9
10 else
11 Nvessel; j (Teurrent) / Ncrossi ;
(Tcur@nt) >=p
12 Ci,j S BH (Tcurrent)
13
14 end
15 foreach grid cell C;; € E(Tcurrent) do
16 if di?]‘ (TPast) > D then
17 | Ci,; € Supposed covered cells
18
19 else
20 C;,; € is undefined (supposed covered
or uncovered cell)
21
22 end
23 end

While new streaming data flows in the system, synopses
in both online and offline parts need to be updated. The
maintenance of such synopsis for the online part has been
studied in the previous part where one synopsis is kept for
every pane and merged at every § time period in the whole
sliding window range w to compute the current Black Hole
cells. The issue appears when the window range w is reached
for the online part, then old streaming data need to be load-
shedded (here the last pane) to have enough free space in
memory for online processing. For the following parts of
this paper, an overall aggregate synopsis is considered for the
offline part and further discussed in the experiment analysis.

5. EXPERIMENTAL RESULTS

This section describes the results extracted from a histor-
ical dataset corresponding to the maritime region of Brest
and that contains more than 18 millions positions over a
period of six months.



5.1 Dataset Description

The dataset used for the evaluation of our processing ap-
proach and the Black Hole detection algorithm have been
derived from a preliminary study of maritime traffic in the
western part of France. This dataset covers a period of 6
months between October 2014 and March 2015. It has been
received and parsed in real-time, then stored in a flat file act-
ing as an input for the Black Hole detection. Over this six-
month period 24,467,196 AIS messages have been received
(i-e., a mean value of more than one message and a half per
second), out of which 1,316,689, that is, a ratio of 6.41% that
did not comply with the ITU standardized outline [1]. Such
erroneous messages have been discarded. The AIS broadcast
messages of 27 different types. The dataset only retains mes-
sages conveying a position report. Such messages represent
in average 81.3% of the received messages (with an average
error rate on position reports of 7.3%). The dataset finally
contains 18,115,534 positions. The spatial extent of this po-
sitions report is illustrated by Figure 6. While most of the
data are located in a radio range (15,991,493 located within a
circle of 50km), the AIS coverage evolves continuously, and
under certain weather conditions, the receiver can obtain
positions over the line of sight (2,124,041). The maximum
distance of the receiver considered for this study is bounded
to 1000 km (other points are considered as outliers).

2y
£

Figure 6: Locations of all messages received during
the study

5.2 Methodology Description

The experiments have been made via Flink [2], a Big Data
platform that provides an architecture permitting to run
both batch and stream processing. However, this system
doesn’t give any support for spatial and spatio-temporal op-
erators. We plan to implement our own operators to de-
sign the architecture proposed in [14]. The search for Black
Holes is an illustration of the kind of problems we want to
address with the suggested hybrid architecture. The offline
part should permit to prune the space of answers, while on-
line processing should allow to give an answer taking into
account the results extracted from offline synopses. The cell
size has been fixed empirically to 0.2*%0.2 and the quantile
chosen for 6 determination is 5%. In order to define the
offline set, we consider the initial five months of data while
the last month is considered as the online one. For the on-
line part, the data is read as if it was arriving in real-time
with faster speed and with ordered timestamps (i.e., taking
into account unordered timestamp will be part of our future
work).

5.3 Offline experiments

As mentioned previously, for each cell of the grid, the
number of distinct vessels that have recorded their position
on those cells is computed. In Figure 7 each point (cell of
the grid) represents the number of positions Npos; ;(Tpast)
recorded in the cell C; ;, red color for the most recorded
cells and white for those with no records. It appears that
the maritime area close to Brest is relatively crowded and
one can observe the routes commonly used by vessels that
go along France and especially the Ouessant fairway. The
candidate black holes are cells denoted in white as well as
the orange ones with the lowest counts value.

Figure 7: Overall view of the AIS messages consid-
ered

5.4 Synopses update and maintenance

So far, an overall aggregate synopsis has been considered
for the offline part, but intermediate aggregate synopses can
be also taken into account for days, weeks, months etc., for
estimating for instance density values. In a stream-oriented
system, recent data should be more important than older
ones, considering that recent data are more relevant to un-
derstand some specific events. Let us consider for our case
study candidate Black Holes for two successive days, each
point represented in the map corresponds to a cell C; ; that
belongs to the candidate Black Hole cells set (Figure 8).

Figure 8: Experimental results (March 28 and 29,
2015)



The fluctuations of the covered cells seems too important
to consider only recent data and they may not be so rep-
resentative of the actual coverage. This being a reason for
further experimental studies as a whole aggregate over his-
torical data is considerer in this paper. This example also
shows how fluctuations over covered regions can be impor-
tant for a short time period.

5.5 Experiment results

It has been long observed and not only in the region
of study that meteorological changes can happen relatively
quickly. The temporal granularity considered is the one of
the day as the upper limit for the size of the temporal sliding
window for the online part. Three time intervals are studied
and discussed: one day, twelve hours and six hours. For one
day, and from the online part approximatively 82% empty
cells are identified, 3% formally identified as Black Holes
cells and 15% of formally identified as covered cells. For
twelve hours, still for the online part approximatively 88%
empty cells are identified, 1% formally identified as Black
Holes cells and 11% of formally identified covered cells. For
six hours, the online part gives approximatively 95% empty
cells, 1% formally identified as Black Holes cells and 4% of
formally identified as covered cells.

Figure 9 illustrates and makes a difference between empty
cells for six hours (represented by both triangles and points)
and one day (triangles only).
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Figure 9: Empty cells for six hours and one day

Figure 10 illustrates our cell classification over a six hour
sliding window for Black Hole identification process. Empty
cells that are undefined (i.e. empty and that belongs ei-
ther to the supposed covered cells or supposed Black Hole
cells) appears in the map as triangles, while supposed cov-
ered cells (identified by cross with one month historical data)
are represented by squares. Formally identified Black Holes
(identified by pentagon) are found because some vessels have
crossed them without emitting any signal, and formally cov-
ered cells correspond to region with no points near from
Brest coasts.

Whatever the level of granularity, this entails the need
for additional information extracted from historical data in
order to make a real difference between the cells that have
been uncover but which are in fact potentially covered (i.e.,
the ones where no vessels have crossed them) and the ones
that are Black Holes.
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Figure 10: cell classification over six hours and con-
sidering one month of historical data

6. PERSPECTIVES AND FUTURE WORK

To the best of our knowledge the concept of black hole,
as defined in our study, has not been yet addressed. In [6]
the authors use the term Black Hole to search for, from an
oriented network, the vertices that have more outgoing than
arrival flows (and conversely), but that concept is different
from the one developed in our paper. One related subject
related to ours is the identification of dense queries that have
been addressed in both online [5], where the authors use a
quadtree to record new arriving positions, and offline points
of view [4] where the authors search for dense cells associ-
ated to moving objects. With our approach, a subset of the
Black Hole cells are identified, but still remaining issues con-
cern the derivation of specific behaviors associated to empty
cells and integration of the granularity dimension for both
online and offline parts. Some other experiments should be
developed to observe the nature of regions determined as
Black Holes and show the relevance of our algorithm to de-
tect those specific regions. Finally, index techniques should
be further investigated to update Black Hole regions and
queries that make use of our Black Hole detection process.

Indeed, while the identification of the current black holes

is performed, such black holes can be used to detect trajec-
tory anomalies as well as suspicious behaviors. AIS messages
are emitted from boats accordingly to some rules defined
in [1]. Unfortunately, transponders responsible for sending
those messages can be switch off by the sailers in charge on
board. While not knowing exactly where the black holes
are, one couldn’t make any difference between vessels that
enter an region with no coverage, and those that intention-
ally switch off their AIS transponders. Such behaviors are
usually related to malversations as flow of illicit products,
illegal immigration, overfishing or pollution.
Future works will be oriented towards the identification of
on purpose switch-off AIS or detection of fake messages. In-
deed, when no positions are received from a vessel outside of
uncovered cells, one can infer that such vessels have switched
off their emitters. Regarding fake messages, this case is an-
other one to ideally take into account, but any emergence
of a signal from a usually uncovered cell has to be further
examined.



7. CONCLUSION

The research presented in this paper introduces the mod-
elling concept of Black Holes that denotes maritime regions
from where signal emitted by vessels cannot be received by
coastal antennas during a given time period. This specific
case requires the development of a hybrid computing ap-
proach that takes into account the continuous flow of in-
formation involved, as well as uncertainties inherent to the
problem. The principles behind this hybrid approach have
been first described in [14], this allowing us to identify can-
didate black holes regions by merging offline and online syn-
opse. Under these principles, this paper develops a com-
putational setup that (1) identifies candidate black holes
from offline data, (2) determines potential black holes re-
gions from incoming streaming data and (3) merges infor-
mation from (1) and (2) in order to find probably not cov-
ered regions (4). However, additional mechanisms are still
required to maintain the offline sysnopses while streaming
data are transferred to the historical data. The experiments
developed show the relevance of such a hybrid approach for
moving objects queries and has been applied to the Brest
Dataset described in Section 5. The different steps involved
during the process have been identified and should be still
considered for further works in other hybrid queries.
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