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Wireless communication is the transfer of information over a distance, without using cables or conductors. The distances involved may be short or long. Wireless communication has such features as freedom of access to the information transmitted via wireless networks that puts out different kinds of unauthorized actions of breakers. Solution of this problem is applying cryptography in wireless networks. We proposed 128-bit block cipher called Camellia. Camellia supports 128-bit block size and 128-, 192-, and 256-bit keys, i.e. the same interface specifications as the Advanced Encryption Standard (AES). Efficiency on both software and hardware platforms is a remarkable characteristic of Camellia in addition to its high level of security. It is confirmed that Camellia provides strong security against differential and linear cryptanalysis. Compared to the AES finalists, i.e. MARS, RC6, Rijndael, Serpent, and Twofish, Camellia offers at least comparable encryption speed in software and hardware. In this paper the author have proposed a block ciphering standard in providing confidentiality, security, integrity in wireless communication presently used in KSA.

INTRODUCTION

Wireless communication is used as a term for transmission of information from one place to 370 Yusuf Perwej, Kashiful Haq, Uruj Jaleel and Firoj Parwej another without using cables. This may be one-way communication as in broadcasting systems (such as radio and TV), or two-way communication (e.g. mobile phones). Wireless communications is a rapidly growing segment of the communications industry, with the potential to provide high-speed high-quality information exchange between portable devices located anywhere in the world. Potential applications enabled by this technology include multimedia Internet-enabled cell phones, smart homes and appliances, automated highway systems, video teleconferencing and distance learning, and autonomous sensor networks, to name just a few. Because of freedom of access to the information transmitted via wireless networks wireless communication is potentially vulnerable for different kind of breakers as in plan of interception of message with sequential unauthorized use of another's information such attempts of fraud of operators and subscribers. Therefore, wireless communication systems standards provide legal users' rights and network itself protection mechanisms against such actions. Mechanisms which use cryptography are belonged to such mechanisms. Security of communication often defined in confidentiality, authentication, integrity and non repudiation terms. These security services implemented through different mechanisms which are based on cryptography. Cryptography is the best tool to implementation for these services. With applying cryptography in mobile terminals it comes possible to execute all operations demanding certain level of protection. However, on the other side, cryptography creates some disadvantages in use applications. Confidentiality has been defined by the International Organization for Standardization (ISO) in ISO-17799 as "ensuring that information is accessible only to those authorized to have access" and is one of the cornerstones of information security Confidentiality of transmitted data can be provided through ciphering of information which exchanged between recipient and sender. For instance, in GSM networks, information exchanged between mobile station and base station is ciphered whilst data transmitted on the other parts of network is not ciphered. In GSM networks for implementing security services smartcards known as SIM are used . Mechanisms used to implement traffic confidentiality in wireless networks depend on technologies used in these networks. But in spite of this, there are following common security requirements of wireless network users and they are in order to breakers will not have access to network resource nobody will have ability to eavesdropping (interception) of wireless network traffic. The first requirement provided through authentication and integrity services by using public key cryptography (Welch D. J.) .The last one provided through confidentiality service by using ciphering algorithms. To provide these requirements in wireless networks protocol known as WEP (Wired Equivalence Privacy) and cryptographic methods are used. Wired Equivalent Privacy (WEP) is a deprecated algorithm to secure IEEE 802.11 wireless networks. Wireless networks broadcast messages using radio and are thus more susceptible to eavesdropping than wired networks. When introduced in 1997,WEP was intended to provide confidentiality comparable to that of a traditional wired network.But WEP doesn't provide sufficient protection against eavesdropping though in this protocol stream cipher RC4 with key length 40 (128) bit is used. The fact is address field of Initialization Vector (IV) which is too few (24 bit) and for calculation key sequence which used to ciphering plaintext IV and k (WEP static key)are input of RC4 algorithm [START_REF] Elio | How we got here and where are we headed[END_REF] .To provide higher level of confidentiality such block ciphering algorithms as triple-DES (FIPS PUB 46-3, 1973) and AES are used and also such protocols as WTLS and SSL in which public key cryptosystems are used. This paper presents a 128-bit block cipher called Camellia, which was jointly developed by NTT and Mitsubishi Electric Corporation. Camellia supports 128-bit block size and 128-, 192-, and 256bit key lengths, and so offers the same interface specifications as the Advanced Encryption Standard (AES).

CRYPTOSYSTEMS USED TO PROVIDE CONFIDENTIALITY

To provide confidentiality in wireless communication the following cryptography algorithms can be used.

Asymmetrical cryptosystems

A cryptographic algorithm in which different keys are used to encrypt and decrypt a single message or block stored information. One of the keys is kept secret and referred to as a private key, the other key can be freely disclosed and is called a public key.

RSA

RSA is an algorithm for public-key cryptography. It is the first algorithm known to be suitable for signing as well as encryption, and one of the first great advances in public key cryptography.In public key cryptosystems (asymmetric cryptosystem) one of keys is not secret and another is secret, i.e. it is held on secret and differed from non-secret key. In other words these keys correspondingly called public key.
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Figure1. Public Key Cryptosystem scheme
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Ciphering principle with using public key algorithms executed as shown in Figure 1.one of algorithms with using which it can be possible ciphering and sign data is RSA. Breaking of this algorithm bases on difficulty of big simple numbers factorization, because private and public keys are functions of two big simple numbers. In brief ciphering with RSA can be used for key exchange as well as digital signatures and the encryption of small blocks of data. Today, RSA is primary used to encrypt the session key used for secret key encryption (message integrity) or the message's hash value (digital signature). RSA's mathematical hardness comes from the ease in calculating large numbers and the difficulty in finding the prime factors of those large numbers. Although employed with numbers using hundreds of digits, the math behind RSA is relatively straight-forward.

To create an RSA public/private key pair, here are the basic steps: 1. Choose two prime numbers, p and q.From these numbers you can calculate the modulus, n = pq. 2. Select a third number, e, that is relatively prime to (i.e., it does not divide evenly into) the product (p-1)(q-1). The number e is the public exponent. 3. Calculate an integer d from the quotient (ed-1)/[(p-1)(q-1)]. The number d is the private exponent.

The public key is the number pair (n,e). Although these values are publicly known, it is computationally infeasible to determine d from n and e if p and q are large enough. To encrypt a message, M, with the public key, create the cipher text, C, using the equation:

C = M e mod n
The receiver then decrypts the cipher text with the private key using the equation:

M = C d mod n
Now, this might look a bit complex and, indeed, the mathematics does take a lot of computer power given the large size of the numbers; since p and q may be 100 digits (decimal) or more, d and e will be about the same size and n may be over 200 digits. Nevertheless, a simple example may help. In this example, the values for p, q, e, and d are purposely chosen to be very small and the reader will see exactly how badly these values perform, but hopefully the algorithm will be adequately demonstrated: 1. Select p = 3 and q = 5. 2. The modulus n = (p)(q ) = 15.

3. The value e must be relatively prime to (p-1)(q-1) = (2)(4) = 8. Select e=11 4. The value d must be chosen so that (ed-1)/[(p-1)(q-1)] is an integer. Thus, the value (11d-1)/[(2)(4)] = (11d-1)/8 must be an integer. Calculate one possible value, d=3.

5. Let's say we wish to send the string SECRET. For this example, we will convert the string to the decimal representation of the ASCII values of the characters, which would be 83 69 67 82 69 84. 6. The sender encrypts each digit one at a time (we have to because the modulus is so small) using the public key value (e,n)=(11,15). Thus, each cipher text character C i = M i 11 mod 15. The input digit string 0x836967826984 will be transmitted as 0x2c696d286924. 7. The receiver decrypts each digit using the private key value (d,n)=(3,15).

Thus, each plaintext character M i = C i 3 mod 15. The input digit string 0x2c696d286924 will be converted to 0x836967826984 and, presumably, reassembled as the plaintext string SECRET.

Again, the example above uses small values for simplicity and, in fact, shows the weakness of small values; note that 4, 6, and 9 do not change when encrypted, and that the values 2 and 8 encrypt to 8 and 2, respectively. Nevertheless, this simple example demonstrates how RSA can be used to exchange information RSA key lengths of 512 and 768 bits are considered to be pretty weak. The minimum suggested RSA key is 1024 bits; 2048 and 3072 bits are even better.

El-Gamal

Another public key algorithm used for ciphering is El-Gamal algorithm.The El-Gamal (FIPS PUB 46-3, 1973) encryption system is an asymmetric key encryption algorithm for public-key cryptography which is based on the Diffie-Hellman key agreement. It was described by Taher El-gamal in 1985. The El-Gamal Algorithm provides an alternative to the RSA for public key encryption.

1) Security of the RSA depends on the (presumed) difficulty of factoring large integers.

2) Security of the El-Gamal algorithm depends on the (presumed) difficulty of computing discrete logs in a large prime modulus.

The Discrete Logarithm

When we're working with the real numbers, log b y is the value x, such that b x = y. We can define an analogous discrete logarithm. Given integers b and n, such that b < n, the discrete logarithm of an integer y to the base b is an integer x, such that b x =y mod n

The discrete logarithm is also called index, and we write x = ind b, n y

While it is quite efficient to raise numbers to large powers modulo p (recall the repeated squaring algorithm), the inverse computation of the discrete logarithm is much harder. The El-Gamal system relies on the difficulty of this computation.

El-Gamal Encryption

Let p be a prime, and g be a generator of Gp. The private key x is an integer between 1 and p-2. Let y = g x mod p. The public key for El Gamal encryption is the triplet (p ; g ; y).If taking discrete logarithms is as difficult as it is widely believed, releasing y = g x mod p does not reveal x. To encrypt a plaintext M, a random integer k relatively prime to p -1 is selected, and the following pair of values is computed.

a g k mod p b m y k mod p (El-Gamal encryption).
The ciphertext C consists of the pair (a ; b) computed above.

El-Gamal Decryption

The decryption of the ciphertext C = (a ; b) in the El

The decryption of the ciphertext C = (a ; b) in the El Gamal scheme, to retrieve the plaintext M, is simple M b=a x mod p (El-Gamal decryption).

In the above expression, the "division" by a x should be interpreted in the context of modular arithmetic, that is, M is multiplied by the inverse of a x in Gp. The correctness of the El-Gamal encryption scheme is easy to verify. Indeed, we have b/a x mod p = M y k (a x )-1 mod p = M g x k ( g k x )-1 mod p

= M

Example Afraz chooses p a = 107, α a = 2, d a = 67, and he computes β a = 2 67 ≡94 (mod107). Her public key is (p a , α a , β a ) = (2,67,94), and he private key is d a = 67.

Bob wants to send the message "B" (66 in ASCII) to Afraz. He chooses a random integer k = 45 and encrypts M = 66 as (r, t) = (α a k, β a kM) ≡ (2 45 , 94 45 66) ≡ (28, 9) (mod 107). He sends the encrypted message (28, 9) to Afraz.

Afraz receives the message (r, t) = (28, 9), and using he private key d a = 67 he decrypts to tr -da = 9 28 -67 ≡ 9 28 106-67 ≡ 9 43 ≡ 66 (mod 107).

Symmetric cryptosystems

A cryptographic algorithm in which the same key is used to encrypt and decrypt a single message or block of stored information. Keys used in a symmetric cryptosystem must be kept secret.

AES

Symmetric cryptosystems are cryptosystems in which for ciphering and deciphering used the same key. Ciphering principle with using symmetric

Private Key Private Key To encrypt messages longer than the block size, a mode of operation is chosen, which I will explain at the very end of this tutorial, after the implementation of AES 

,0 | a0,1 | a0,2 | a0,3 a1,0 | a1,1 | a1,2 | a1,3 a2,0 | a2,1 | a2,2 | a2,3 a3,0 | a3,1 | a3,2 | a3,3 A key: k0,0 | k0,1 | k0,2 | k0,3 k1,0 | k1,1 | k1,2 | k1,3 k2,0 | k2,1 | k2,2 | k2,3 k3,0 | k3,1 | k3,2 | k3,3
It is very important to know that the cipher input bytes are mapped onto the state bytes in the order a0,0, a1,0, a2,0, a3,0, a0,1, a1,1, a2,1, a3,1 ... and the bytes of the cipher key are mapped onto the array in the order k0,0, k1,0, k2,0, k3,0, k0,1, k1,1, k2,1, k3,1 ... At the end of the cipher operation, the cipher output is extracted from the state by taking the state bytes in the same order. AES uses a variable number of rounds, which are fixed: A key of size 128 has 10 rounds. A key of size 192 has 12 rounds. A key of size 256 has 14 rounds. During each round, the following operations are applied on the state: 1. SubBytes: every byte in the state is replaced by another one, using the Rijndael S-Box 2. ShiftRow: every row in the 4x4 array is shifted a certain amount to the left 3. MixColumn: a linear transformation on the columns of the state 4. AddRoundKey: each byte of the state is combined with a round key, which is a different key for each round and derived from the Rijndael key schedule

The AddRoundKey operation

In this operation, a Round Key is applied to the state by a simple bitwise XOR. The Round Key is derived from the Cipher Key by the means of the key schedule. The Round Key length is equal to the block key length (=16 bytes).

where: b(i,j) = a(i,j) XOR k(i,j) 2 Keep track of whether the high (eighth from left) bit of a is set to one. 3 Rotate a one bit to the left, discarding the high bit, and making the low bit have a value of zero. 4 If a's hi bit had a value of one prior to this rotation, exclusive or a with the hexadecimal number 0x1b. 5 Rotate b one bit to the right, discarding the low bit, and making the high (eighth from left) bit have a value of zero.

The product p now has the product of a and b.

BLOCK CIPHERING STANDARD OF KSA

We present a Camellia is a block cipher that has been evaluated favorably by several organizations, including the European Union's NESSIE project (a selected algorithm), and the Japanese CRYPTREC project (a recommended algorithm). The cipher was developed jointly by Mitsubishi and NTT in 2000, and has similar design elements to earlier block ciphers (MISTY1 and E2) from these companies. Camellia has a block size of 128 bits, and can use 128bit, 192-bit or 256-bit keys the same interface as the Advanced Encryption Standard. It is a Feistel cipher with either 18 rounds (if the key is 128 bits) or 24 rounds (if the key is 192 or 256 bits). Every six rounds, a logical transformation layer are applied the so-called "FL-function" or its inverse. Camellia [START_REF] Aoki | Specification of Camellia -a 128-bit Block Cipher[END_REF] uses four 8 x 8-bit S-boxes with input and output affine transformations and logical operations. The cipher also uses input and output key whitening. The diffusion layer uses a linear transformation based on an MDS matrix with a branch number of 5.

STRUCTURE OF CAMELLIA

Camellia uses an 18-round Feistel structure for 128 bit keys, and a 24-round Feistel structure for 192-and 256-bit keys, with additional input/output whitening and logical functions called the FL-function and FL-1function inserted every 6 rounds. Figures 5 shows an overview of encryption using 128-bit keys. The key schedule generates 64-bit subkeys kwt (t = 1, 2, 3, 4) for input/output whitenings, ku (u = 1, 2, . . . , r) for round functions and klv(v = 1, 2, . . . , r/3 -2) for FL-and FL-1-functions from the secret key K. 

Encryption for 128-bit keys

Software Implementations

Table 1 summarizes the current software implementations of Camellia. The table shows that Camellia can be efficiently implemented on low-end smart cards, and 32-bit and 64-bit processors. We use the abbreviations M (mega) for 10 6 and m (mille) for 10 -3 in the table.

Hardware Performance

We measured the hardware performance of 128bit-key Camellia on ASIC (Application Specific Integrated Circuit) and FPGA (Field Programmable Gate Array). Table 2 shows the environment of our hardware design and evaluation. We evaluated hardware performance other three types: Type 1, Type 2 and Type 3 logic. The hardware design policy of each type is as follows.

Type 1 Fast implementation from the viewpoint of Enc(Dec) speed Type 2 Small implementation from the viewpoint of total logic size Type 3 Small implementation (special case for FPGA)

Tables 3 through 6 summarize the hardware performance of 128bit-key Camellia on ASIC (Application Specific Integrated Circuit) and FPGA (Field Programmable Gate Array). 

ROBUST SECURITY NETWORK

A quantitative evaluation of security against powerful cryptanalytic techniques such as differential cryptanalysis and linear cryptanalysis [START_REF] Matsui | Linear Cryptanalysis Method for DES Cipher[END_REF]) is considered to be essential in designing any new block cipher. We evaluated the security of Camellia by utilizing stateof-art cryptanalytic techniques. We have confirmed that Camellia has no differential and linear characteristics that hold with probability more than 2 -128 . Moreover, Camellia was designed to offer security against other advanced cryptanalytic attacks including higher order differential attacks [START_REF] Knudsen | Truncated and Higher Order Differentials[END_REF], interpolation attacks [START_REF] Aoki | Practical Evaluation of Security against Generalized Interpolation Attack[END_REF], related-key attacks (FIPS 197, 2001), truncated differential attacks [START_REF] Knudsen | Truncated and Higher Order Differentials[END_REF], boomerang attacks [START_REF] Wagner | The Boomerang Attack. Fast Software Encryption -6th International Workshop[END_REF], and slide attacks (Perez, 2004; Welch D. J.).

Camellia was designed to offer excellent efficiency in hardware and software implementations, including gate count for hardware design, memory requirements in smart card implementations, as well as performance on multiple platforms. Camellia consists of only 8-by-8-bit substitution tables (s-boxes) and logical operations that can be efficiently implemented on a wide variety of platforms. Therefore, it can be implemented efficiently in software, including the 8-bit processors used in low-end smart cards, 32-bit processors widely used in PCs, and 64-bit processors. Camellia doesn't use 32-bit integer additions and multiplications, which are extensively used in some software-oriented 128-bit block ciphers. Such operations perform well on platforms providing a high degree of support, e.g., Pentium II/III/IV, but not as well on others. These operations can cause a longer critical path and larger hardware implementation requirements. The s-boxes of Camellia are designed to minimize hardware size. The four s-boxes are affine equivalent to the inversion function in the finite field GF(2 8 ). Moreover, we reduced the inversion function in GF(2 8 )to a few GF(2 4 ) arithmetic operations. It enabled us to implement the s-boxes by fewer gate counts.

The key schedule is simple and shares part of its procedure with encryption. It supports onthe-key sub key generation and subkeys are computable in any order. The memory requirement for generating subkeys is quite small; an efficient implementation requires about 32-byte RAM for 128-bit keys and about 64-byte RAM for 192-and 256-bit keys.

CONCLUSION

In last decades wireless networks are widely applied so every day requirements for security provided by wireless networks in increased. Last solution of providing security in wireless networks is IEEE 802.11i standard and applied in this standard cryptographically resistant ciphering algorithms such AES. We have proposed Camellia, the rationale behind its design, its suitability for both software and hardware implementation, and the results of our cryptanalysis. The performances are also shown in this paper and we have left room for further optimizations. We have analyzed Camellia [START_REF] Aoki | Specification of Camellia -a 128-bit Block Cipher[END_REF] and found no important weakness. The cipher has a conservative design and any practical attacks against Camellia would require a major breakthrough in the area of cryptanalysis. We believe that Camellia is a very strong cipher, which matches the security of the existing best block ciphers. The above suggested algorithm doesn't yield to AES by resistance however it can be used as an alternative algorithm for AES.
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  .While AES supports only block sizes of 128 bits and key sizes of 128, 192 and 256 bits, the original Rijndael supports key and block sizes in any multiple of 32, with a minimum of 128 and a maximum of 256 bits. AES is an iterated block cipher with a fixed block size of 128 and a variable key length. The different transformations operate on the intermediate results, called state. The state is a rectangular array of bytes and since the block size is 128 bits, which is 16 bytes, the rectangular array is of dimensions 4x4. (In the Rijndael version with variable block size, the row size is fixed to four and the numbers of columns vary. The number of columns is the block size divided by 32 and denoted Nb). The cipher key is similarly pictured as a rectangular array with four rows. The number of columns of the cipher key, denoted Nk, is equal to the key length divided by 32.
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Please note that the inverse of ShiftRow is the same cyclically shift but this time to the right. It will be needed later for decoding.

The SubBytes operation

The SubBytes operation is a non-linear byte substitution, operating on each byte of the state independently. The substitution table (S-Box) is invertible and is constructed by the composition of two transformations:

1. Take the multiplicative inverse in Rijndael's finite field 2. Apply an affine transformation which is documented in the Rijndael documentation.

Since the S-Box is independent of any input, pre-calculated forms are used, if enough memory (256 bytes for one S-Box) is available. Each byte of the state is then substituted by the value in the S-Box whose index corresponds to the value in the state:

Please note that the inverse of SubBytes is the same operation, using the inversed S-Box, which is also recalculated.

The MixColumn operation

Very advance mathematical calculations in the Rijndael's finite field. All you have to know is that it corresponds to the matrix multiplication with:

and that the addition and multiplication operations are a little different from the normal ones.

Addition and subtraction are performed by the exclusive or operation. The two operations are the same; there is no difference between addition and subtraction.

Multiplication in Rijndael's galois field is a little more complicated. The procedure is as follows.

Take two eight-bit numbers, a and b, and an eight-bit product p.

Set the product to zero.

Make a copy of a and b, which we will simply call a and b in the rest of this algorithm.

Run the following loop eight times.

Yusuf Perwej, Kashiful Haq, Uruj Jaleel and Firoj Parwej i.e., M ⊕ (kw1||kw2) = L0||R0. Then, the following operations are performed from r = 1 to 18, except for r = 6 and 12.

Lr = Rr-1 F(Lr-1, kr),

⊕

Rr = Lr-1.

For r = 6 and 12, the following is carried out; L′r = Rr-1 F(Lr-1, kr),

⊕

R′r = Lr-1, Lr = FL(L′r, klr/3-1), Rr = FL-1(R′r , klr/3).

Lastly, R18 and L18 are concatenated and XORed with kw3||kw4. The resultant value is the 128-bit ciphertext, i.e., C = (R18||L18) ⊕ (kw3||kw4).

Encryption for 192-and 256-bit keys

Similarly to the encryption for 128-bit keys, first a 128-bit plaintext M is XORed with kw1||kw2 and separated into two 64-bit data L0 and R0, i.e., M ⊕ (kw1||kw2) = L0||R0.

Then, the following operations are performed from r = 1 to 24, except for r = 6, 12, and 18.

Lr = Rr-1 F(Lr-1, kr), ⊕ Rr = Lr-1.

For r = 6, 12, and 18, the following are performed; L′r = Rr-1 F(Lr-1, kr),

⊕

R′r = Lr-1,Lr = FL(L′r, kl2r/6-1), Rr = FL-1(R′r , kl2r/6).

Lastly, R24 and L24 are concatenated and XORed with kw3||kw4. The resultant value is the 128-bit ciphertext, i.e., C = (R24||L24) (kw3||kw4).

⊕

Decryption

The decryption procedure of Camellia can be done in the same way as the encryption procedure by reversing the order of the subkeys, which is one of merits of Feistel networks.

In Camellia, FL/FL-1-function layers are inserted every 6 rounds, but this property is still preserved.