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Abstract: In the next 20 years, the fossil energy must become a guarantor of the sustainable de-
velopment of the energy sector for future generations. Significant threats represent hurdles in this
transition. This study identified current global trends in the energy sector and the prospects for
the development of energy until 2035. The importance of risk assessment in scenario forecasting
based on expert judgments was proven. Three contrasting scenarios, #StayHome, #StayAlone, and
#StayEffective, for the development of fossil energy, all based on comprehensive analysis of global
risks by expert survey and factor analysis, were developed. It was concluded that fossil energy is
mandatory with integration of advanced technologies at every stage of the production of traditional
energy and of renewable energy as an integral part of the modern energy sector. Based on the results
of the study, nine ambitious programs for the development of sustainable energy are presented. They
require the creation and the utilization of a single interactive digital platform adapted to this purpose.
It is a passport mandatory for the flexible interaction of energy production, its transmission, and its
consumption in the perspective of having a future sustainable, reliable, and secured energy sector.

Keywords: sustainable energy development; fossil energy; renewable energy sources; digital
technologies; energy transition; factor analysis; analysis of the scenario

1. Introduction

Developing countries that are rich in natural resources face vital challenges of eco-
nomic diversification, resource replenishment [1], air quality maintenance, public health,
and growing demands [2,3] for cheap energy and water resources. All of the above can be
summarized as critical factors for energy and the environment [2]. The whole energy sector
must become the guarantor of a “sustainable development” for our future generations
as a basic substrate for meeting their needs. Achieving this can be difficult if states do
not sufficiently support some specific sustainable development goals (SDGs) [4,5]. The
2030 agenda marks the first time in human history when the nations of the world must
reach an agreement in terms of a comprehensive vision with clear goals and targets for the
development of our civilization on planet Earth. Seventeen sustainable development goals
(SDGs) were adopted by all governments of the world at the United Nations in 2015. Their
goal is to guide the global development until 2030. The development of the fuel energy as
part of these SDGs is considered, since the energy sector is one of the pillars of the economic
development for the sustainable development of the world. To achieve these SDGs and
for a safe use of fossil energy, the development and the integration of modern technolo-
gies [6,7] must be encouraged and supported at every stage of the production. The energy
sector is only mentioned explicitly in the SDG “Affordable and Clean Energy”. However,
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the sustainable development of fossil energy until 2035 requires the direct implementation
of these nine out of the 17 SDGs, adopted by all UN member states in 2015 [8,9].

The choice and the justification of nine of the 17 SDGs for the conventional energy are
based on some specific and identified current trends of the development of conventional
fossil energy. The trends that are correlated with the SDGs are shown in Figure 1.

Figure 1. The rationale for choosing nine out of 17 SDGs in accordance with the modern trends in the fossil energy [4–9].

To avoid being vulnerable, states need to undertake a range of policies and practices
in order to promote a global sustainable development [10]. Steps were taken to achieve
SDGs 4, 8, 9, 11, and 12 in order to contribute to increased consumption and efficiency in
terms of fossil energy, thus spurring the demand for its transformation in the course for the
development of sustainable energy. However, the restrictions designed to achieve SDGs 7,
13, 14, and 15 contain volume growth and accelerate the pace of the energy transition to
sustainable development.

In recent years, the growing role of renewable sources in the world of energy has
led to a decrease in the relative importance of traditional energy resources. Renewable
energy is becoming one of the key factors for the sustainability of society [11]. However,
this energy is still far from being used universally. Most renewable energies suffer dramatic
changes because of their dependence on climatic and economic conditions [12]. In this
regard, the role and the possibilities of the energy transition through the growth of the
renewable energy in many countries, including those currently under transition economies,
remain unclear and require additional research.

The fossil fuels still cumulatively accounted for 84% of the primary energy consump-
tion in the world in 2019 [11]. In this regard, and for the upcoming decades, the transition
for the development of sustainable energy will be primarily ruled by an appropriate uti-
lization of traditional energy. According to the British Petroleum World Energy Outlook
published in 2019 and McKinsey Energy Insights Global Energy Perspective 2019, the
global demand for hydrocarbons will continue to grow for the next 20 years until about
2040, but at a slower pace, and natural gas is the fastest growing source of energy in
addition to renewable energy sources [13,14].

Thus, the solution to recovery of the energy sector is partly based on the transition to
renewable energy systems [11–14]. Moreover, most of the remaining potential of renewable
energy is located in developing countries [15]. In many developing countries and in
countries with transient economies, the renewable energy industry faces serious problems:
(i) a lack of investments [10] and (ii) a low level of research and development in the energy
sector [16]. This leads to a situation still in its infancy, which is highly dependent on
policy and has low sensitivity to the external macro-environment [17]. In addition, the
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specific industry of renewable energy requires a large upfront investment combined with
a long-term return on investment, both resulting in even higher risks compared to the
industry of traditional energy.

This study focused on the technologies that are mandatory for the sustainable de-
velopment of fossil energy. The emergence of digital industries and high-tech spaces
enables transforming the approach to supply energy to consumers [18]. Achieving stability
and reliability of power supply, increasing the throughput of electrical networks, and
automating control over electricity consumption are goals made possible only through
the use of radically new approaches, materials, and technologies. The digitalization of the
energy sector is one of the key factors for the sustainable socio-economic development in
the world [19–21]. The technological development in the field of digital and information
technologies will create fundamentally new opportunities for improving the efficiency of
fossil energy, as the impact of such technologies on the flexibility of process control systems
is very noticeable today in the modern world. The widespread introduction of digital
technologies will significantly reduce the response time to pressing economic challenges
and requests as well as pressing consumer problems. However, the main difficulty of the
digital transformation lies in the underdeveloped digital culture [22]. This requires new
types of workers with competencies in new technologies that are reactive and capable of a
fast adaption to the digital reality [23,24].

In this way, the goal of the study was to predict current global trends in the energy
sector, technological trends in the industry of fossil energy, and prospects for development
until 2035. Analysis of political, socio-cultural, economic, legal, technological, environmen-
tal, and commercial risks of the development of fossil energy was the basis for scenario
analysis. The role of developing countries and countries with economies in transition
in sustainable development of fuel energy is presented in the paper. During the study,
negative, positive, and innovative scenarios for the development of fossil energy were
developed on the basis of a comprehensive analysis of global risks proposed by expert
survey using a factor analysis.

Today, almost all literature in the field of scenario forecasting focuses on considering
options to responses to every specific scenario [8,25–28]. In this paper, we suggest an
innovative generalized model for assessing the scenario risk for the choice of development
programs regardless of emerging scenarios.

It is of scientific interest for SDG implementation and can be of great value for stake-
holders who create programs and make decisions to implement them in the field of sus-
tainable development of the energy sector.

Based on our findings after analysis of the predicting scenario, recommendations
(strategies) were formulated for each of the three scenarios concerning the implementation
of a policy of fossil energy. These programs were combined into a digital platform high-
lighting constraints and systemic and cross-cutting effects on fuel energy and the economy
as a whole.

1.1. The Key Role of the Developing Countries in the Sustainable Development of the Energy Sector

The fossil energy sector is currently undergoing a difficult transition, and it requires
the use of costly technologies to improve its production levels [29–31]. The energy systems
must become more sophisticated and technologically advanced in terms of meeting the
growing needs of the consumers for the reliability of energy supply and the quality of
energy resources [32]. Based on the BP outlook 2020 and the McKinsey’s Global Energy
Perspective of 2019, a comparative analysis of the leading energy-producing countries for
2019 is presented in Figure 2 [13,14].
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Figure 2. The leading countries in primary energy production for 2019. Crude oil: the chart shows the top nine countries
and another 21 countries from the top 30 leaders combined into “others”: Nigeria, Mexico, Kazakhstan, Norway, Algeria,
Venezuela, United Kingdom, Colombia, Indonesia, India, Egypt, Argentina, Malaysia, Thailand, Australia, South Africa,
Germany, Ukraine, Uzbekistan, Poland, Netherlands. Coal: the chart shows the top nine countries. Natural gas: the
chart shows the top nine countries and another 21 countries in the top 30 leaders grouped into “others”: Egypt, Malaysia,
Indonesia, United Arab Emirates, Uzbekistan, Argentina, Kazakhstan, Nigeria, United Kingdom, Netherlands, India,
Thailand, Brazil, Mexico, Ukraine, Kuwait, Venezuela, Colombia, Germany, Poland, South Africa. All countries are
presented according to their rank in descending order of production [13,14].

During this study, the productions of primary energy resources in 30 leading countries
were analyzed. This confirmed the key role that developing countries can play in the
sustainable development of the energy sector (Table 1). The parameter GDP PPP (gross
domestic product with purchasing power parity) from 1990 until 2019 is given at current
prices in dollars in the table. This parameter was used to determine the type of economic
development of countries in the world.

Table 1. The role of emerging economies in the global production of energy [33–35].

Countries

Production GDP PPP Type of Economy

Oil Gas Coal All USD Billion,
2020

Growth Rate
1990–2019 (%)

Rate of Increase
1990–2019 (%) I II III

Mtoe Mtoe Mtoe Mtoe
The United States 74.42 856.23 63.93 994.59 21,433.23 27.82 259.43

The Russian
Federaion 55.95 665.79 42.5 764.24 4315.44 27.53 263.29

China 19.52 157.49 368.96 545.97 23,547.03 4.74 2011.23
Iran 13.72 216.01 0.1 229.83 1070.68 37.91 163.76

Canada 26.79 164.86 5.18 196.83 1898.87 29.39 240.31
Australia 1.61 125.01 49.94 176.57 1324.17 22.34 347.72

Saudi Arabia 54.48 88.28 0 142.76 1677.38 31.05 222.01
Indonesia 3.9 59.11 58.48 121.49 3332.1 16.78 495.94
Norway 7.9 106.54 0.02 114.46 363.54 21.49 365.41

India 3.84 27.68 74.47 106 9556.76 10.98 810.7
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Table 1. Cont.

Countries

Production GDP PPP Type of Economy

Oil Gas Coal All USD Billion,
2020

Growth Rate
1990–2019 (%)

Rate of Increase
1990–2019 (%) I II III

Mtoe Mtoe Mtoe Mtoe
Algeria 6.42 81.43 0 87.85 516.52 34.49 189.92

United Arab
Emirates 18.24 56.39 0 74.64 683.52 23.33 328.57

Egypt 3.14 62.69 0 65.83 1230.88 16.94 490.48
Malaysia 2.92 59.77 0.35 63.04 944.56 13.01 668.35

Kazakhstan 9.01 40.26 11.65 60.92 508.5 26.59 276.08
Uzbekistan 0.24 53.67 0.4 54.31 246.33 20.76 381.67

Nigeria 9.91 40.22 0 50.14 1075.69 18.23 448.67
Argentina 3.04 42.66 0 45.7 1033.45 22.71 340.3

United Kingdom 5.15 35.89 0.22 41.25 3237.46 36.75 * 172.13 *
Brazil 14.55 23.63 0.61 38.79 3181.87 31.38 218.66

Mexico 9.38 23.41 1.01 33.79 2608.65 26.01 284.52
Kuwait 14.43 17.98 0 32.41 216.09 27.39 ** 265.16 **

Netherlands 0.11 30.3 0 30.42 1031.48 27.73 260.65
Thailand 1.81 26.86 1.41 30.09 1337.41 18.23 448.43

South Africa 0.51 0.9 26.42 27.83 761.82 31.02 222.41
Colombia 4.6 12.58 8.25 25.43 786.81 21.09 374.22
Ukraine 0.26 19.08 2.65 22 560.55 67.63 47.87

Venezuela 5.84 15.37 0.07 21.28 506.34 *** 37.23 *** 168.63 ***
Germany 0.32 5.83 13.23 19.38 4644.17 33.21 201.13

Poland 0.16 5.16 11.23 16.55 1296.59 18.14 451.38

Economic development stages: I—developed. II—developing. III—transient. * GDP data available since 1995. ** GDP data available since
1992. *** GDP data available until 2011.

The United States remains the leading country in production of traditional hydrocarbon
resources [35,36]. However, 63% of the leading countries in primary energy production—
crude oil and natural gas—are under developing and transient economies [35,37]. This
share is distributed among 22 countries. The Russian Federation has the second place in the
production of traditional resources, and it is a country with a transient economy (Table 1).
Share of this country in the world energy balance is 26%. It is obvious that the development
of a fossil energy sector of this country will play a key role in the transformation of the
energy sector in the world [38].

In this way, the approach of this study was applied to the case of the Russian Federa-
tion. The purpose of the development of Russian fossil fuel energy is, on the one hand, to
strengthen and maintain its position in the global socio-economic development, and, on the
other hand, to strengthen and maintain its position in the global energy sector in addition
to maintaining reliable quality and an economically sound supply of energy carriers and
raw materials in regard to the principles of energy conservation and energy efficiency.

Thereby, the relevance of the transition to the sustainable development of fossil fuel
energy in the Russian Federation is due not only to internal challenges but also to the need
to provide a basis for sustainable development for the whole world. The key indicators of
the energy exports in the context of global trends were presented for the Russian Federation
in [18,39–44].

1.2. Properties of the Transformations of the Fossil Energy

Rethinking the energy transition, year 2017 saw the formation of three trends shaping
the future of energy, dubbed the three “Ds” [45]:

- Digitalization is changing the way the power system works; there is a new under-
standing of how electricity is used, how electricity is generated and delivered, and
how plants and systems are built to generate, transport, distribute, and store the
energy.

- Decarbonization is related to the climate as well as the primary fuel supply and
electrification. It can also bring both economic and environmental benefits.
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- Decentralization is linked to the changes in industries and to trends in the distribu-
tion of the energy consumption towards more small economic hubs. It stimulates
innovation from, e.g., energy storage to smart meters.

In the energy sector, there are prerequisites for all three of these trends, which heavily
depend on the public policy related to the three “Ds” issue. In our study, the three
“Ds” concept was examined to understand the impact of global trends on the need for
technologies (technology trends) adapted to achieve the SDGs in the fossil fuel energy
sector.

1. Technology trend of “digital transformation”

The stage of digital transformation is characterized by the development of technolo-
gies, means of telecommunications, high-precision navigation, computing technologies,
and robotics. The introduction of digital technologies will provide full automation of most
of the processes for the optimization of production cycles. This will lead to increased labor
productivity, improved competitiveness of the industry, and reduced numbers of accidents
and injuries in factories. The creation of a digital twin technology of underground gas
storage facilities will improve safety and energy efficiency. A digital twin is a virtual repre-
sentation of an object or system that spans its lifecycle that is updated from real-time data
and uses simulation, machine learning, and reasoning to help decision-making. It means
creating a highly complex virtual model that is the exact counterpart (or twin) of a physical
thing. The existing efficiencies of oil and gas fields can be improved by comprehensive
analysis of the existing data flow [46].

2. Technology trend of “sustainability”

There is a need to introduce the best available technologies at each technological stage
of geological exploration, transportation of hydrocarbons, and the use of energy in order
to reduce environmental damage [47]. The introduction of highly efficient, low-emission
technologies is a key step towards the implementation of carbon capture and storage
technology. Improving the efficiency of coal-fired power plants by just 1% reduces the
CO2 emissions by some 2%–3% [48]. As a result of the rising energy consumption, CO2
emissions increased from 1% to 1.5% in 2019, also due to the global increase in natural
gas (NG) consumption [49]. In the Russian Federation, Iraq, Iran, and the United States,
more than half of the world’s gas is flared [50]. Based on this, there is an obvious need
for an integrated approach to the reduction of greenhouse gas emissions. Moreover, it is
neccesary to adapt to ever-increasing fluctuations in the consumption of the fossil energy,
which will be dictated by renewable energy resources.

3. Technology trend of “import substitution”

In the context of the unstable geopolitical situation, it is necessary to develop our own
production. This will reduce the dependence of countries on foreign developments [51].
At the same time, the leading developers of innovative foreign equipment, as a rule, do
not sell the most competitive of the fresh technologies of their own production to other
countries, thereby artificially strengthening the reliance on supplies of foreign equipment
and the technological lag of local companies in different countries.

4. Technology trend of “hard stocks”

The problem of the depletion of current “light oil” reserves has motivated companies
to switch to the development of hard-to-recover reserves: shale oil, offshore fields, and high-
viscosity oil fields. Complicated operating conditions of existing and new fields, the growth
of prices for materials, equipment, and electric power lead in the aggregate contributes to in-
creases in the cost of the production of oil. In such conditions, the oil-producing companies
can strictly remain competitive through an extensive use of innovative technologies [18].

5. Technology trend of “transport electrification”

Currently, the widespread distribution of electric mobility and the production of
storage batteries lead to an increase in demand for new materials and rare earth metals.
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Under the EV30@30 Scenario, electric vehicles (excluding two-wheelers) will account
for 30% (about 43 millions) of all vehicles [52]. Under the scenario described in work of
O’Sullivan, the demand for cobalt will increase by 170 kilotons/year; regarding lithium and
manganese, it will be 155 kilotons/year, and finally, for grade 1 nickel, 850 kilotons/year
are targeted [3]. Such growth of the demand for rare-earth metals leads to increasing the
importance of the raw materials sector in electric transport and generates new challenges
related to market expansion, security of supply, and environmental control. There is also
a growing urgency to extend battery life using the three “Rs”: reduce, reuse, and recycle.
Leading countries are represented in [53,54].

These global trends strongly influence the technological development in developing
countries [55]. In the context of the changing realities of the world and of the global
challenges, technology trends should become not only tools for achieving the SDGs but
also factors in the qualitative transformation of the energy sector, which are based on the
properties summarized in Figure 3.

Figure 3. Properties of the sustainable development of fossil energy [18,56].

Fossil energy in developing and transition countries, including the Russian Federa-
tion, can strengthen and maintain its position in the global energy sector by changing the
approach for taking advantage of it at each stage of production (extraction, storage, trans-
portation, processing, conversion, and conservation) in order to achieve the five properties
required for the shifting energy sector in agreement with the prescriptions of the SDGs.

2. Materials and Methods

The methodological approach of our study was based on a scenario forecasting ap-
proach [25–28,57]. Our scenarios necessarily took into account:

1. Technologies and the directions of their development of primary interest;
2. Analysis of the state and the prospects of the development of the fossil energy;
3. Comprehensive analysis of global risks [28];
4. Factor analysis based on expert assessments resulting from a survey of employees of

energy companies and graduates of specialized universities.

In previous studies of the authors of the work, the importance of risk assessment in sce-
nario forecasting based on expert judgments was proven relevant for going further [56,58].
It proposed use of the Delphi survey [56,59,60]. The different method steps of this research
through the Delphi process are presented in Figure 4.
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Figure 4. Steps of the research.

This method is widely used for planning scenarios in the energy sector. It involves the
generalization of all individual expert assessments regarding one specific situation.

Herein, it was organized as follows: in the first stage of the study, a small working
group of experts from the field of professional workers and teachers of specialized uni-
versities was assembled. Then, the questionnaire was constructed by this working group
based on the brainstorming method effectively applied in the previous study [56]. At the
second stage of the study, the group was expanded, and the expert survey was conducted.
The answers to the questions were generalized in order to offer a global vision. An expert
group was composed of 70 experts of the appropriate research field. Based on the results of
this survey, key risks for sustainable development of the energy sector could be identified.
At the third stage, a factor model and final solutions were formed.

Before the formation of scenarios, 7 types of risks were identified in political, socio-
cultural, economic, legal, technology, environmental, and commercial spheres [28,61]. At
first, the risks were analyzed, and their degrees of influence on the volumes of production
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of fossil fuel for a given period (2020) were established. They are compactly presented in
Table 2.

Table 2. Global risks for fossil energy [45,52–55,62].

Types of the Risk The Name of the Risk Type of
Influence

Event Probability:
High (> 60%),

Medium (20–60%),
Low (<20%)

Degree of
Influence: Weak
(<0.2), Medium
(0.2–0.6), Strong

(>0.6)

R1. Political
P1 Sanctions Indirect High 0.5
P2 Nationalization of the industry Direct Medium 0.8
P3 Weakening the system of globalization Direct High 0.7

R2. Sociocultural

S4 Shortage of human resources Direct High 0.9

S5 Insufficient popularization of energy-saving
production and consumption Direct High 0.8

S6 Emergencies (spread of epidemics,
viruses, etc.) Indirect High 0.95

S7 Growing and aging of the population Indirect Medium 0.8
S8 Crisis of city-forming coal enterprises Direct Medium 0.7

R3. Economic

E9 The volatility of the prices of the energy Direct High 0.9
E10 Price dumping Direct Medium 0.6
E11 Power consumption Direct High 0.9
E12 Financial crises Direct High 0.9

R4. Legal L13 Changes in tax legislation Indirect Medium 0.7
L14 Environmental regulation Direct High 0.8

R5. Technological

T15 Lack of developed energy infrastructure Direct High 0.8

T16 Deterioration of the quality characteristics of
hydrocarbons Direct High 0.9

T17 Growth of hard-to-recover reserves Direct High 0.9

R6. Environmental
E18 Growth in carbon footprint Direct High 0.8
E19 Environmental pollution Direct High 0.9

R7. Commercial
K20 Access to loans Direct High 0.8
K21 Investments Direct High 0.8

The creation of fossil energy scenarios was based on a comprehensive analysis of global
risks, since many factors accompanying crisis phenomena can influence decision-making
and program implementation.

In order to carry out a subsequent risk assessment [63,64] depending on the likelihood
of occurrence in each of the scenarios on the danger of each risk and taking into account
the consequences and the time required to eliminate them, a questionnaire was composed.
The questions of interest for us here are highlighted in Table 3.

In addition, the answers to questions R1–7 were weighted on the scale of the probabil-
ity of risk occurrence (unlikely, medium, very likely) and of the degree of their influence
(does not affect, has an average effect, has a strong effect). Each of the options for answers,
depending on the question, referred to one of the energy development scenarios. Accord-
ingly, depending on how many respondents chose a given option of answer, the value of
the probability of this risk occurrence in a particular scenario was formed.
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Table 3. The questions of the questionnaire.

Type of the Risk Questions

R1

1. What is the likelihood that sanctions related to access to foreign technology will be imposed in the
next 10–15 years?
2. What impact do the sanctions have on the growth of hydrocarbon consumption?
3. What is the likelihood of stagnation in the development of the oil and gas sector due to the
nationalization of the industry?
4. How strong is the impact of industry nationalization on the development of the fossil fuel sector of
the Russian energy sector?
5. What will be the share of operating expenses in the oil market until 2035?

R2

1. What will be the shortage of human resources in the energy sector until 2035?
2. How does the lag of the education system and production trends affect the competencies of
university graduates?
3. How is the growing demand for energy related to the popularization of energy-efficient
production and consumption?
4. What is the impact of the spread of epidemics. viruses. etc. on long-term plans for environmental
programs?
5. How does the spread of epidemics, viruses, etc. affect the transition to electric vehicles?
6. What is the impact of the spread of epidemics, viruses, etc. on the transition to renewable energy
sources?
7. What is the probability of an increase in the share of the working-age population by 2035?
8. What is the probability that coal exports to the Asia-Pacific region will decrease by 2035?
9. How does the coal industry’s slow improvement in environmental friendliness and efficiency
affect job losses in Russia’s single-industry towns?

R3

1. Will the trend of outstripping supply in the hydrocarbon market over demand continue until 2035?
2. What is the impact of energy price volatility on the capital and operating costs ofmajor energy
producers?
3. How does the use of energy price dumping affect the geopolitical situation in the world?
4. Will global oil demand peak by 2035?
5. How will the demand for oil change if primary energy consumption continues to increase?
6. How will epidemics, viruses, etc. affect investment in large long-term projects with high
maintenance costs?
7. Should the government be expected to invest in short- and long-term projects through government
economic incentives/programs?

R4

1. Should we expect state support for new petrochemical projects in Russia?
2. Should we expect new programs/tax incentives to stimulate domestic manufacturers of equipment
and technology?
3. Should we expect the development of the LNG market in Russia?
4. What is the relationship between publicly available greenhouse gas emissions reporting by large
industrial companies and the investment attractiveness of these companies?

R5

1. What effect does the deterioration of the energy infrastructure have on the speed of adoption of
information and digital technologies?
2. How does the deterioration of the energy infrastructure affect electricity tariffs?
3. What impact will the formation of petrochemical clusters have on the development of the
petrochemical market?
4. What new risks will emerge due to the growth of hydrocarbon production costs?

R6
1. How does the need to reduce the carbon footprint affect the growth of LNG market share?
2. How do possible import duties for companies with high carbon footprints affect Russian exports?
3. Should we expect innovative state programs for industrial waste disposal before 2035?

R7

1. Will the impact of the coronavirus affect the deterioration of the quality of credit portfolios of large
industrial exporting companies in Russia?
2. What will be the investment activity of foreign capital in the long term until 2035 on the Russian
markets?

Based on the information collected, a factor analysis was finally conducted using the
principal component method for the purpose of determining strongly correlated and latent
variables to form an idea of the most significant factors that can affect the development of
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the fossil energy in the Russian Federation and in the scale of the world. The risks were
used as criteria, and they were grouped into 9 components. These 9 components were
identified using the Varimax rotation method with Kaiser normalization [65,66] based on
the graph of scree and the viability of theories, each of which was attributed a name. The
scree criterion was to find the point where the decay of the eigenvalues slowed down
the most. This criterion was proposed by Kaiser (1960) and is probably the most widely
used in statistics [66]. The results of the risk analysis were combined for all three scenarios
together with the factor analysis performed. The resulting generalized factorial model of
scenario risks provided prerequisites for understanding the possible directions of formation
of support programs. Thus, programs, according to the generalized model, could have
a positive impact on the economy at any scenario development. This is important, as
indicators of development of scenarios are not always available. Thus, at the given stage of
development of a certain scenario path, the missed preventive actions led to the increase in
volume of necessary countermeasures and support.

2.1. Analysis of Global Risks

In addition to the issues of the volatility of prices for energy resources, and in accor-
dance with the geopolitical situation, there are several other risks and constraints due to
the concentration of technological development in industry, limited to traditional basic
technologies. This leads to the need to modernize the energy sector to achieve sustainable
development of fossil energy.

During our analysis of the collected data, the predicted states of the energy sector
were studied while accounting for the impact of each of the 21 risks from Table 2 in the
contexts of negative, positive, and conservative scenarios, respectively. The results of the
risk impact analysis are presented in Table 4.

Table 4. Forecasted states of fossil energy with the account of the influence of risks [45,52–55,61,67].

Negative Positive Conservative

P1

1. Decrease in crude oil production by
4% (from 83 million barrels per day to
80 million barrels per day)
2. Lack of access to foreign
technologies for the implementation
of new projects
3. Lack of technological capabilities to
stimulate production at existing fields

1. Adaptation to new conditions
2. Search for new partners (projected
growth of crude oil production of 2%)
(from 83 million barrel/day to 84.66
million barrel/day)
3. Development of our own
technologies

1. Interruptions in the supply of
energy resources
2. Maintaining the existing
production volumes at the expense of
already prepared deposits
3. Possible decrease in crude oil
production by 2% to 81.34 million
barrels per day

P2

1. Imbalance in ownership (100% is
either in private hands or in the
hands of the state)
2. Adoption of subjective decisions
aimed at meeting the needs of an
exclusively specific copyright holder
3. Stagnation or regression of the oil
and gas sector is likely in both
technological and economic terms

1. Balance of ownership (45% in the
hands of the state)
2. Most decisions are made by private
companies under partial control of
the state.
3. High rate of development of the
NG industry

1. Minor imbalance in ownership
(60% in the hands of the state)
2. Most of the decisions are made by
private companies under strict partial
control of the state.
3. Insignificant losses in economic
and technological development of the
sector

P3

1. Decline in the share of OPEC: less
than 45% in the market
2. Market volatility fluctuations in oil
prices (from negative values to USD
5.00/barrel) and gas (less than USD
1.6/million BTU)
3. Price dumping-subsidized oil
consumption

1. OPEC share up to 65% in the
market
2. Consolidation of interests of
companies in the fuel and energy
complex
3. Containment of oil prices at USD
45.00/barrel

1. OPEC share up to 60% in the
market
2. More new players enter the market
(USA, Brazil, Canada, Norway)
3. Saturation of the market with
cheap energy sources (shale oil,
Canadian bituminous oil)
4. Containment of oil prices at USD
25.00–35.00 per barrel
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Table 4. Cont.

Negative Positive Conservative

S4

1. Lagging education system
2. Decrease in labor productivity
3. The disappearance of old
professions (up to 60 specialties)
4. Retraining of 10% of company
employees (up to 31% of a thousand
people leave for a new job due to
their unwillingness to change)

1. Retraining of more than 60% of
employees of oil and gas companies
2. Cooperation of enterprises and
universities
3. Wide information availability
4. Labor productivity growth5. The
disappearance of up to 200 old
professions. but the emergence of
new professions

1. Increasing the attractiveness of jobs
due to the introduction of a center for
additional professional education
2. Retraining up to 35% of employees
3. Growth in labor productivity with
a significant increase in operating
expenses for the production of raw
materials

S5

1. Growth of energy losses up to 30%
due to the lack of a modern system of
organizational and legal management
mechanism
2. Decrease in labor productivity
3. Growth of injury risk at production
facilities4. Growth of demand for
energy resources (unfounded
consumption)

1. Reducing dependence on imported
equipment and technologies
2. Growth of investments in energy
saving by 2% of GRP annually
3. Progress in introducing
energy-efficient thinking into society
4. Decrease in demand for energy
resources

1. Stagnation of the energy intensity
of GDP (over the past 10 years, the
energy intensity of the RF GDP
decreased by only 9%. In the last 4
years, the energy intensity of GDP
did not decrease)
2. Development of systems for
stimulating personnel to efficient
consumption based on digital
technologies

S6

1. Sharp decline in demand for
hydrocarbons by 20%
2. An abnormal drop in oil prices to
negative values for the first time in 30
years
3. Serious threat to long-term action
on climate change
4. A sharp decline in demand for
renewable energy5. Suspension of the
life of megalopolises; conservation of
production processes

1. Temporary reduction in global
carbon dioxide emissions (250 million
tons CO2, 18% below normal levels)
2. Reducing the load on the transport
infrastructure
3. Introduction of government
packages of economic stimulus that
will invest in clean energy
technologies and contain the
economic crisis
4. Maintaining demand for renewable
energy at the level of 2020

1. Reducing the demand for
renewable energy up to 55%
2. Provisional focus on short-term
economic incentives instead of
long-term clean technologies
3. The economic crisis slows down
the growth rate
4. Sustainability of the gas industry
compared to other fuels

S7

1. Decrease in fertility rates of 2.5
children per woman in 2019 to 1.5 in
2050.
2. The able-bodied population will be
less than 78% by 2050
3. Regional and transcontinental
migration 4.5% of skilled engineers
are going to retire in the next 10 years

1. Steady growth in the global
standard of living
2. Growth of the working-age
population up to 85%
3. Growth in average world life
expectancy by about 15%
4. Growth of potential for
implementation and mastering of
new technologies

1. A slight decrease in fertility from
2.5 children per woman in 2019 to 2.2
in 2050
2. Growth of the working-age
population up to 80%
3. Growth in average life expectancy
by 10% (77 years in the world on
average)

S8

1. Reduction of jobs in more than 30
monotowns with a population of up
to 110 thousand people
2. Falling demand and price volatility
with a decrease in coal exports to
Europe and China (50% of the 2019
export volume)
3. Restrictions on exports to the
countries of the Asia-Pacific region

1. Growth of exports to the
Asia-Pacific region by an average of
0.65%/year (13% by 2040)
2. Development of related industries
(coal chemistry, mechanical
engineering, metallurgy)
3. The volume of investments by 2035
will amount to 2.5–3.5 trillion rubles
4. Tax revenues will grow by 2.6 times

1. Growth of exports to the
Asia-Pacific region by an average of
0.4%/year (8% by 2040)
2. Modernization of coal generation
facilities
3. Raising the level of industrial safety
and improving working conditions,
creating digital competence centers
4. Improving the environmental
friendliness and efficiency of the coal
industry
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Table 4. Cont.

Negative Positive Conservative

E9

1. Decrease in momentary values of
oil prices below USD 5.00/barrel
2. Decrease in gas price below USD
1.6/million BTU
3. Decrease in world demand for oil
by 10–11 million barrels per day with
an increase in supply by 5–6 million
barrels per day
4. Decrease in the average annual rate
of world GDP growth by 2.4%
5. Capital and operating expenses are
6–7 times higher than oil prices for
the largest producers

1. Maintaining the price at USD
40.00/barrel
2. Decrease in world demand for oil
by 10–11 million barrels per day with
a mutual decrease in supply by 5–6
barrels/day, supply exceeds demand
by no more than 10%
3. Decrease in the average annual rate
of world GDP growth by 0.5%
4. Costs for capital and operating
expenses are commensurate with oil
prices for the largest producers

1. Decrease in oil prices below USD
22.00/barrel
2. Supply exceeds demand by no
more than 25%
3. Economic and industrial imbalance
in the short term3. Decrease in
average annual rates of world GDP
growth from 0.5% to 2.5%
4. Costs for capital and operating
expenses are 2–3 times higher than oil
prices for the largest producers

E10

1. Competitors of the Russian
Federation and the United States offer
oil at a price of about USD 25.00 per
barrel, which is a huge discount
compared to the price of other
producers
2. Increase in oil production by 25%
(by 12.3 million barrels per day) by
Saudi Arabia-increasing competition
and ensuring artificial
monopolization of oil markets
3. Loss of exports in Saudi Arabia5.
Crowding out unsubsidized energy
sources

1. Maintaining a unified policy of
price regulation of oil prices
2. Reducing the sharp increase in oil
production to 3%/day in order to
maintain anti-crisis oil prices
3. Without subsidies, oil and gas
exporters will still have a
comparative advantage in the energy
sector since a low-cost base can
provide a consistently low domestic
price

1. Sharp reduction of oil production
increase to 7%/day to support
anti-crisis oil prices
2. The impact of the pricing reform
on energy consumers can be
significantly mitigated if the reform is
combined with enhanced energy
efficiency measures with significant
financial and environmental benefits
3. Decrease in the price for the
business of largest oil companies in
the Russian Federation: USD
20.00/barrel

E11

1. Primary energy consumption will
increase by 30% by 2040
2. The growth in demand for oil will
be 17% and will reach 4.9–5 billion
tons by 2040
3. Natural gas consumption will
increase by 40%–55% by 2040.
4. Demand for electricity will increase
by 60% by 2040
5. Decrease in demand for renewable
energy sources. The share of the new
generation will increase by 1.5 times.
6. Demand for coal will peak until
2025

1. Consumption of primary energy
will increase by no more than 10% by
2040
2. Decrease in demand for oil to 20%
which will reach 3.2 billion tons. by
2040
3. Renewable energy generation will
increase 5–6 times by 2040.
4. Energy strategy of the Russian
Federation forecasts LNG production
up to 120–140 million tons in 2035

1. Consumption of primary energy
will increase by no more than 25% by
2040
2. Growth in electricity consumption
by 2035 by 1.18–1.25 times to 1380
billion kWh
3. Generation of renewable energy
sources will increase 2.5 times
4. Growth in natural gas
consumption: the share of which in
world energy consumption in the
period until 2040 will grow from 22%
to 27%

E12

1. Decrease in the average annual
growth rate of world GDP by 2.4%
2. Hyperinflation (growth rate over
50%)
3. Mothballing production at large
fields with expensive maintenance
4. Reduced investment in short-term
and long-term projects

1. Increase in the average annual
growth rate of world GDP by 3.3%
2. Moderate inflation (8%–10%)
3. Maintaining investments in
short-term and long-term projects at
the expense of the state economic
incentives

1. Decrease in the average annual
growth rate of world GDP from 0.5%
to 2.5%
2. Moderate inflation (10%–15%)
3. Reduced investment in long-term
projects
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Table 4. Cont.

Negative Positive Conservative

L13

1. Tightening the tax regime for
mature fields
2. Introduction of value-added taxes
(VAT), which depends on the
financial result of the project. If it
proves its viability, it will be
introduced to a greater number of
mature fields

1. Providing loans at low interest
rates to oil and gas producers who
face declining oil prices due to the
epidemiological situation
2. Target system of tax incentives in
the form of VAT refunds (5%–13%),
tax holidays, customs subsidies, and
negative excise taxes on raw materials
3. Subsidizing the procurement of
new equipment and technologies.
support for investment projects

1. State support for new projects in
the petrochemical industry.
incentives for equipment and
technology manufacturers. incentives
for large-scale products
2. Tax incentives for new fields with
high water cuts

L14

1. As a result of the lack of clear
values of MPC (maximum
permissible concentration) of oil
products in the soil, the process of
taking corrective measures to reclaim
damaged areas is complicated
2. Tightening the decarbonization
policy forcibly reducing greenhouse
gas emissions

1. Monitoring and reporting of large
industrial and energy enterprises
with an annual emission of
greenhouse gases of 150 thousand
tons in terms of carbon dioxide (CO2
equivalent) and more
2. Economic incentives for the
utilization of associated petroleum
gas by gradually increasing fees for
negative impact on the environment

1. Decarbonization policy by keeping
the growth of the global average
temperature within 1.5-2 ◦C
2. Between 2020 and 2025, state
regulation of emissions will be
implemented for greenhouse gases
3. Conditions were created to
stimulate the implementation of
projects aimed at reducing
greenhouse gas emissions and their
absorption

T15

1. Depreciation of energy
infrastructure will approach 75% by
2040
2. The required investments exceed
the existing ones by 42 thousand
billion rubles (21%)
3. Decreased reliability of the
hydrocarbon transportation process
4. In the Russian Federation, up to
19,000 accidents annually due to the
use of outdated low-efficiency
equipment

1. Depreciation of the energy
infrastructure can reach 35%
2. The required investments exceed
the existing ones by 13 trillion rubles
(7%).
3. Reduction of the number of
accidents when using worn-out
equipment by 2–3 times
4. Implementation of virtual power
plants: long-term tariff agreements
The launch of training for new
personnel ready to work in the digital
power grid complex

1. Depreciation of the energy
infrastructure can reach 48%
2. The required investments exceed
the existing ones by 28 trillion rubles
(17%)
3. The tariff burden will continue to
increase. taking into account inflation
by 12% annually

T16

1. Decrease in product quality
2. Depreciation of production
assets-the risk of the impossibility of
updating (a large share of
technological imports)
3. Low bandwidth of hydrocarbon
transportation facilities

1. Formation of petrochemical
clusters (from extraction to the
production of end products with high
added value)
2. Development of the ethylene and
olefins market (creation of transport
infrastructure-ethylene pipelines and
railway transport-infrastructure
mortgage)
3. Using cycling technology in the gas
market

1. Increasing the depth of oil refining
(up to 90%). Increasing the yield of
light oil products (up to 74%)
2. Completion of the program of
modernization of oil refineries
3. Reducing operating costs at
refineries through the use of digital
technologies
4. Expansion of production and
consumption of NGV fuel
5. Development of the unified gas
Supply system, construction of
auxiliary LNG infrastructure
6. Increase in LNG production by 5
times or more
7. Creation of LNG clusters8. Slight
growth in demand for methanol up to
2% per year
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Table 4. Cont.

Negative Positive Conservative

T17

1. Increase in the cost of hydrocarbon
production
2. Significant increase in the costs of
exploration and production
3. Increased risks associated with the
need of additional capital
investments

1. Growth of the latest production
technologies (Russian reserves of
heavy and high-viscosity oils are
estimated at 5–7 billion tons)
2. In-depth development of existing
traditional oil fields using production
intensification methods

1. The peak of production of
traditional light oils will be reached
already in 2030
2. Stagnation of technologies for the
production of heavy and bituminous
oil with huge reserves

E18

1. By 2030, the number of carbon
dioxide emissions in the world can
reach 40 gigatons
2. Global warming by 3.5 ◦C
3. In the Russian Federation, the
growth of greenhouse gas emissions
from 1.6 billion tons of CO2 eq. to 2.4
billion tons of CO2 eq. by 2030

1. Reducing the intensity of carbon
dioxide emissions due to energy
efficiency and an increase in the share
of renewable energy sources
2. Growth of the share of LNG as an
alternative to fuel oil by 5% per year
by 2035 (reduction of SOx, NOx, and
particulate matter emissions)
3. In the Russian Federation, the
increase in the intensity of emission
growth from 1.6 billion tons of CO2
eq. to 1.9 billion tons of CO2 eq. by
2030 and a decrease to 1.6 billion t eq.
by 2050

1. Expansion in the market of the gas
and the LNG continues and LNG
demand is expected to increase by
3.6% per annum until 2035
2. In the Russian Federation, the
growth of greenhouse gas emissions
from 1.6 billion g of CO2 eq. to 2.07
billion tons of CO2 eq. CO2 by 2030

E19

1. Infiltration of wastewater up to
40% of the oil that got into reservoirs
settles to the bottom in the form of
bottom sediments
2. Significant decline in biodiversity
and, more importantly, soil fertility
3. Forest fires4. Increasing the
sorption capacity of coal

1. Introduction of energy-saving
technologies, reduction of energy
losses
2. Increasing the volume of waste
processing, reclamation of the largest
landfills, utilization of methane
3. Production and use of products
with high energy efficiency class
4. Protection of forests from fires and
pests, reduction of clear felling

1. Prevention of accidents and their
consequences
2. Filtration of contaminated
wastewater at the stage of drilling
operations
3. Reclamation of contaminated land
in the northern regions4. Introduction
of modern technologies of oil
production

K20

1. In 2020, a slowdown in consumer
demand growth is expected (to 0.6%
after 1.0%
in 2019) driven by a slowdown in
consumer credit growth
2. Against the backdrop of the
COVID-19 pandemic, the banking
sector is facing a deterioration in the
quality of loan portfolios of both
corporate and retail borrowers

1. Suspension of the key rate cut cycle
2. Development of lending within the
framework of state programs, rates
for which are in the range of 2%–5%

1. A significant reduction in foreign
currency lending (86.2% of total
capital at the beginning of 2020
versus 113% as of September 2008)
2. Slowdown in the growth rate of the
portfolio of consumer loans.3. Rapid
decline in the key interest rate

K21 1. Investment in fixed assets can be
reduced by 5%–8%

1. By 2024, an increase in investment
by 7.5 trillion rubles. That is, in fact,
an increase in the volume of 50%
compared to the current situation
2. Implementation of large
investment projects at the expense of
instruments (public–private
partnership, territories of advanced
social and economic development,
special investment contracts,
protected investment programs, etc.

1. A break in the activity, but key
players will continue their investment
activity, focusing on “safe” markets
2. In addition to the volatility of
exchange rates during the second and
third quarters of 2020, investment
activity will also be affected by the
inability to physically visit assets
3. Markets that are dependent on
foreign capital may face a decline in
investment activity

Based on the analyzed risks, three scenarios for the development of the global energy
sector were developed. These scenarios can become the basis for strategic planning in the
formation of development programs.
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2.2. Description of the Scenarios

Three contrasting scenarios, #StayHome, #StayAlone, and #StayEffective, for the
development of fossil energy, all based on comprehensive analysis of global risks by expert
survey and factor analysis, were developed.

2.2.1. Negative Scenario: #StayHome

This scenario is characterized by the following features:

- Maintaining isolation of certain groups of citizens, businesses, and countries;
- Reducing of the consumption of energy, goods, and services to reach a minimum

in 2022–2023 in the perspective of maintaining it at a low level until the end of the
horizon of our forecasting;

- Growing unemployment;
- High volatility of energy prices;
- Outflow of investment;
- Accelerated deterioration of the infrastructure;
- Deterioration of the environmental situation;
- Risk of energy hunger as well as water and food shortages for certain categories of

countries;
- Growth of social tensions in energy-poor countries and countries with a significant

foreign trade deficit;
- Reduction of global trade in goods and services in physical and monetary terms;
- Reorientation of products to domestic markets;
- Acceleration of imported substitution.

2.2.2. Moderate Scenario: #StayAlone

This scenario is characterized by the following features:

- Partial restoration of chains of international supply of goods, energy, and materials
and instability in the supply of minerals and energy;

- Resumption of the development of unprofitable deposits;
- Investment gap in the infrastructure remains;
- Investments in renewable energy;
- Growing need for qualified personnel;
- Return of the global energy consumption to the previous level;
- Continued deterioration of the environmental situation;
- Increased investment in research, equipment, and personnel for the energy sector.

2.2.3. Positive Scenario: #StayEffective

This scenario is characterized by the following features:

- Complete restoration of temporarily destroyed global supply chains of energy, materi-
als, and goods to reduce costs and to exclude political influence.

- Creation of prerequisites for sustainable development of the global energy infrastruc-
ture through international planning and financing;

- Implementation of digital technologies in all life cycles of hydrocarbons, restraining
the growth of their consumption;

- Launch of a reliable international system for tracing the origin and for the replenish-
ment of energy and resources, confirming the level of efficiency of the supplied energy
and goods and their carbon-free nature.

2.3. Analysis of the Expert Survey

The questionnaire was compiled on the basis of the conducted analysis of risks. It
was conducted during the period ranging from winter 2019 up to autumn 2020 among
70 respondents from employees of fuel and energy companies (57%) and employees with
the highest level of education working in specialized universities (43%). The first set
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included: employees of power grid companies (42%), oil and gas companies (29%), and
coal companies (29%). The options of answers reflect the likelihood of the risks occurring
(unlikely, medium, very likely) or the degree of their impact (does not affect, has an average
effect, has a strong effect) on the results.

The responses of these experts were analyzed and broken down for each of the three
scenarios, which made it possible to identify which risks are most expected and the degree
of danger (with subsequent elimination of the consequences) and to determine the time
required to eliminate risks or consequences (shown on the graphs by the size of the circles)
for each scenario (Figure 5).

Figure 5. Risk assessment for three scenarios: #StayHome, #StayAlone, #StayEffective.

3. Results and Discussions

Based on the data obtained during the survey, the risks were grouped into nine
components. Each risk in the three scenarios was assessed in terms of two criteria: the
probability of occurrence and the danger of its consequences. This is reflected in the figure
as a set of six circles. A comprehensive reading of the figure requires, as a prerequisite,
the mastery of a specific grammar based on the rules defined here and below. On the
generalized axis, three scenarios are placed for each risk. The time required to eliminate
the risk or its consequences is given by the third parameter. This third parameter is the
diameter of the circle. The smallest diameter is the elimination period of 1 to 5 years, the
average diameter is 5–10 years, and the largest diameter is 10–15 years or more. In case
there are three or more circles of medium and large diameter along one axis between 0.6 to
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1, this is highlighted in orange. Consequently, these risks manifest themselves regardless
of the scenario, and this requires immediate preventive measures to reduce the risk of
their development and consequences. The components from one to four of the generalized
factor model of scenario risks are presented in Figure 6.

Figure 6. The generalized factorial model of scenario risks (components one to four) [56].

Component 1—“efficient energy”: In any of the three scenarios, the demand for oil will
decline; there is a high probability of a decline in coal exports, which may have a significant
impact on export revenues. The correlation with the development of the market of liquefied
natural gas (LNG) and the popularization of energy-saving emphasizes the need for a
technological development as well as investments in the direction of a popularization of
the energy efficiency.

Component 2—“high cost of production”: The risk of nationalization of the industry
has the greatest weight. It will be accompanied by an increase in the cost of production of
fossil fuel. In any of the three scenarios, it creates a threat of stagnation in the development
of the oil and gas sector, even though new disease clusters, outbreaks, epidemics, and
pandemics are unlikely to occur.

Component 3—“oil and gas chemistry”: The risk of a decrease in OPEC’s share in the
market until 2035 has the greatest weight. The emergence of this risk is directly related
to the development of some petrochemical clusters. Under the #StayHome scenario, the
impact on long-term plans under climate change containment programs is evident, which
could increase OPEC’s share and have a de facto positive effect on cluster development.

Component 4—“recycling and disposal”: This is the dependence of the improvement
of waste processing and the development of electrified transport with tax incentives for
manufacturers of equipment and technology. The threat of a slowdown in the development
of state programs manifests itself in the #StayHome and the #StayAlone scenarios.

The components from five to nine of the generalized factorial model of scenario risks
are shown in Figure 7.
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Figure 7. The generalized factorial model of scenario risks (components five to nine) [56].

Component 5—“energy workforce”: This is the risk of a shortage of human resources,
which is strongly associated with long-term government projects and programs as well as
the impact of sanctions on consumption of fossil fuel. The concentration of probability and
severity of consequences in the area of mean values emphasizes that sanctions will persist
to varying degrees for all scenarios. Long-term training programs are among the measures
that need to be launched without focusing on any particular scenario.

Component 6—“digital infrastructure”: This is the risk of the negative impact of the
volatility of oil price on the costs of producing companies, which can either drive oil out
of the markets or give a push to producers for modernizing their production in order to
increase its efficiency, flexibility, and sustainability based on the utilization of digital tech-
nologies. However, in the #StayHome scenario, there are significant risks of underfunding
the infrastructure, which will strongly affect the development of the digital technologies.
Given the significant time required to mitigate these risks, the link “infrastructure-digital
technologies” must be considered at once as a whole. This component has the greatest
impact on the sector of the fossil energy in any scenario (dark red spheres in Figure 7).

Component 7—“transparency in the environment”: This is the relationship between
the work of companies in the field reducing negative impact on the environment and an
increase in the attractiveness of investments, and the need for such work is manifested in
any of the scenarios under consideration.

Component 8—“raising financing the energy infrastructure”: This is the risk of a
decrease in investment activity, which leads to an increase in the deterioration of the energy
infrastructure. This will result in an increase of the burden of the tariff. This risk manifests
itself even in the #StayEffective scenario, which underlines the need for proactive measures
in order to maintain active investments and to prevent underfunding of infrastructure
projects. Since the response time to these risks is significant, immediate action is required.

Component 9—“carbon footprint”: This is the need to reduce the carbon footprint
regardless of the current scenario. The negative impact of new pandemics on large renew-
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able energy and LNG projects will increase the time needed to respond to risks associated
with increased emissions.

As can be seen from the results of the factor analysis, all risks are interrelated, and
they appear in each of the scenarios. Grouping risks allowed us to understand which areas
should be the comprehensively considered development programs in the sector of fossil
energy.

Based on our factor analysis, programs for the development of the energy sector
were formed in order to combine nine risk components into one, correlated with the
technological trends that need to be developed to take preventive measures in order to
avoid negative consequences in one of the possible scenarios.

3.1. The Programs of Development of the Energy Sector

Each of the nine programs offered below were named according to their respective
component. The programs were treated as a whole with the overall goal of making the
transition to sustainable fossil energy development with the enhancement of five attributes:
flexibility, security of supply, speed, quality, and environmental efficiency.

The programs for the development of the energy sector are presented in Table 5.

Table 5. The programs of development of the energy sector.

Name of Program Preventive Measures

1 Efficient energy

- Incentives and investments in technologies for the development of Arctic fields
- Development of low-tonnage LNG production at gas distribution stations

(GDSs) and virtual pipeline systems [68,69]
- Digital platforms for personalized energy managers based on artificial

intelligence to manage energy consumption and encourage energy conservation

2 High cost of production

- Center for monitoring and forecasting safe and efficient development of mineral
deposits based on artificial intelligence

- Solving the problems of predicting the risks of any violation of the conditions of
safe operation of energy facilities

3 Oil and gas chemistry

- Formation of oil and gas chemical clusters on the territories of existing oil and
gas chemical complexes

- Hydrogen program as part of the low-carbon development strategy [70]
- Legal regulation in accordance with international standards, development of

hydrogen clusters, education in the field of hydrogen technologies

4 Recycling and disposal

- Information database on the best available waste recycling technologies based
on big data technology

- Legal regulation of the treatment of secondary resources
- Support for the development of research in the field of carbon chemistry

(technologies carbon capture, storage and use, control of methane emissions)
- Development management and integration of electrified transport into the

energy system of cities based on an intelligent platform of the Internet of Things
- Tax incentive program for the import of electric vehicles

5 Energy workforce

- DiLAB Digital Lab Spaces integrating infrastructure, processes, and people to
master digital competencies

- Conducting international conferences on artificial intelligence in energy, oil and
gas, and mining sectors

- Attracting foreign scientists on the basis of grant support for research in the field
of improving the efficiency of production of fossil fuel

- Export of education: programs of international summer schools for students on
the best technologies for energy, oil and gas, and mining industries
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Table 5. Cont.

Name of Program Preventive Measures

6 Digital infrastructure

- Formation of a unified database of digital models of energy infrastructure
- Development of computing power and the data processing center for modeling

the behavior of the infrastructure and forecasting its condition
- Stimulating technologies ensuring the flexibility of oil, gas, and coal production,

transportation, storage, and sales chains
- Creation of a scientific data factory for a mineral resource complex based on big

data technologies “Digital Energy Data Factory”
- Creation of the digital platform “EnergyRF” [56]. This is a system of mutually

beneficial algorithmic relationships between a large number of independent
participants in mining, oil and gas, and electric power industries, carried out in a
single information environment [56]

- Creation of the digital platform “Genesis Drive”. It is an intelligent platform for
lifecycle of power and electromechanical equipment based on digital
technologies

7
Transparency in the
environment

- Repayment of the interest rate of the investment loan at the expense of
income tax

- Accelerated depreciation of best available technologies equipment
- Reduction of impact costs following the implementation of best available

technologies
- Creation of environmental funds for financing, international cooperation

8 Raising financing of the
energy infrastructure

- The introduction of smart contract technology. This will allow one to conclude
and maintain commercial contracts and carry out investment research process
using Blockchain technology between the three circuits: processes (including
equipment) and users, markets, and data.

- Smart contracts can only exist in the environment of a digital platform with
unhindered access of executable code to smart contract objects (this task is
supported by an algorithm that tracks under specified conditions the
achievement or the breach of clauses and makes independent decisions based on
the programmed conditions)

- Formation of risk reduction programs for companies
- Localization of services and production of equipment

9 Carbon footprint

- Application of blockchain technology to control and capture emissions from the
production, transport, and use of energy

- Point-rating systems for assessing the carbon footprint and integration with
digital platforms

- Creation of a state fund for targeted investment in low greenhouse gas emitting
technologies

The nine programs were studied as a whole with the common objective of sustainable
development of the energy sector.

3.2. The Development of Digital Platfrom

The programs of development of the energy sector are unified by the utilization of the
digital technologies in the framework of a digital platform, “transformation of the energy
sector for sustainable development”.

The concept of such a digital platform implies the introduction of digital technologies
in order to create new business models, services, and markets based on the capabilities of
the digital economy:

Big data (BD): Big data first appeared in the work of Clifford Lynch in 2008 in a special
feature of the journal Nature [71]. In his article, he took any array of heterogeneous data
over 150 GB per day. The principle of operation of the big data technology is based on
maximally informing the user about any phenomenon. The objective is to help make the
right decision. In intelligent machines, a model of the future is built on the basis of an array
of information, and then various options are simulated, and the results are tracked. This
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allows predicting equipment failures, optimizing dynamic pricing, reducing peak loads,
and optimizing the integration of distributed generation into the system of power supply.

Artificial intelligence (AI): AI is a foundational science in the same sense that physics
is a foundational science [72,73]. AI systems are capable of analyzing and improving the
quality of management. AI has the following principles of work in the energy sector:

- determines the likelihood of peak power consumption;
- allows better use of energy when demand is minimal;
- encourages users to actively use periods of low demand;
- increases the efficiency of operations;
- analyzes unstructured data, which now make up 80% of the information in companies;
- predicts the technical condition of the equipment;
- detects infrastructure failures;
- performs maintenance, data processing, and training and schedules optimization

tasks.

Distributed ledger system (DLS): This represents a new paradigm for collection and
transmission of information. A blockchain is a decentralized database within which the
data are validated by the members of the network. The use of blockchain technology (smart
contracts) has the advantage of eliminating intermediaries. The use of cryptocurrencies
in peer-to-peer trading stimulates the growth of generation decentralization, and smart
contracts simplify the management of electricity distribution [74–76].

Quantum technology (QT): When automating the collection of information, the system
analyzes the flow of incoming data from a large number of separate sources, identifies the
sequence of events, and determines the relationship between them. The predictive model
allows predicting the state of electrical equipment as well as excluding secondary damages,
because failure of adjacent elements are predicted in advance. This improves the efficiency
of power systems by planning repairs, ensures an optimal allocation of resources, as well
as reduces the time for responding and eliminating emergency modes [77].

Neurotechnology, virtual and augmented reality technologies (NVARTs): The pur-
pose of this direction is the development of products in the field of communication for
“man–machine” and “man–man” in augmented and virtual realities. It is based on neuro-
interfaces that increase the productivity of human–machine systems. This implies personnel
and infrastructure support for complex research and development work, the implementa-
tion of educational programs for the training of scientific and engineering personnel, as
well as personnel in the field of promoting new goods and services.

In addition to these groups of digital technologies, additional blocks are also dis-
tinguished, which also relate to technologies that are used in the energy sector: new
production technologies, sensorics and robotics components, wireless technologies, and
technologies for controlling the properties of biological objects.

The technologies presented above were combined into a digital platform, “transforma-
tion of the energy sector for sustainable development”, shown in Figure 8. The formation
of a smart consumer through digital technologies is a key challenge. The consumer is a key
partner of the platform [56]. Interaction between market participants can be provided by
the Internet of Energy (IoE) and the Internet of Things (IoT).
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Figure 8. The digital platform, “transformation of the energy sector for sustainable development”.

IoE and IoT complement the smart grid. The smart grid should be equipped with
sensors that allow the exchange of a large amount of information, including weather
conditions, electricity prices, and consumption at different times. This allows production,
storage, and use of electricity more efficiently and provides an opportunity to regulate
demand.

In other words, the IoE is the generation, the transmission, and the distribution of
energy enhanced by digital control, monitoring, and telecommunications capabilities [78].

The number of online devices increased to 8.4 billion in 2017. It was estimated
that, by 2020, it would consist of about 30 billion objects [79]. These devices include
physical objects, vehicles, household appliances, and other objects that are embedded in
electronics, software, sensors, and actuators. Apart from this, it is characterized by its
internet connection. The IoT is a network of such devices through which they can exchange
data and commands [80].

The analytics of the energy consumption provided by the user to the enterprise can
potentially significantly improve efficiency and reduce congestion in the smart grid, which
helps improve reliability of energy sector.

IoT can be used to transfer data reliably as follows:

1. In the field of electricity generation, IoT can be used to monitor the generation of
electricity by various types of power plants (fossil fuels, wind, solar energy, biomass),
gas emissions, energy storage, energy consumption, and prediction of the required
capacity to supply consumers.

2. IoT can be used to determine power consumption, to dispatch, monitor, and protect
power lines, substations, and towers, and to control and monitor equipment.

3. IoT can be used on the consumer side at the level of smart meters for measuring
various types of parameters, energy consumption, interaction between different
networks, charging and discharging electric vehicles, and managing consumption.
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There are multiple exchanges of information in the data circuit, the market circuit, and
the process circuit in any direction and between any sphere.

The digital platform includes the following programs:

- The smart contract is complete automation and reliability of the execution of contrac-
tual relations [57,70]. It is an ensemble of electronic algorithms that describe a set of
conditions, the implementation of which entails some events in the real world and/or
digital systems, as presented in a previous study [56]. Due to the consensus protocols
embedded in the blockchain platform, it will be possible to share resources between
several users in the format of exchanging energy resources between infrastructure,
data, or using a common centralized storage. Blockchains and smart contracts can
enable sharing of a single source based on digitally signed agreements.

- The data market is the basis for using artificial intelligence in predicting violations of
the safe operation of energy facilities [71].

- Research & Development markets and personnel markets appear to enhance the qual-
ity of education and science. These are the basis for the development of connections
between the blocks of the platform.

- The energy services market is energy saving, demand management, integration of
distributed energy sources, and other digital energy technologies.

- Energy market and infrastructure market provide access to investment and ownership
of energy facilities at any level, which will affect the cost of consumption of energy
and generate income.

The digital platform has the potential to be, between now and 2040, a driver of
increased competition of developing countries, a paradigm shift to user-centered systems
and direct interaction in economic, political, and social structures, and a strengthening of
the role of the environmental agenda.

This will help achieve the SDGs so that the fossil fuel sector consequently becomes a
reliable, sustainable pillar for the world in the context of any of the possible scenarios.

4. Conclusions

The study demonstrated the importance of analyzing the risks existing in the energy
sector for conducting scenario forecasting. Political, sociocultural, economic, legal, techno-
logical, environmental, and commercial risks affecting the energy sector were thoroughly
examined in the article. Based on the results of the generalized factorial model of scenario
risks, the technological risk #T15 (lack of developed energy infrastructure), political risk
#P2 (nationalization of industry), and sociocultural risk #S4 (shortage of human resourses)
were quantitatively determined to have direct influence, high probability of occurrence,
and strong degrees of influence. These basics risks and their possible consequences issued
from scenarios can not only slow down but can completely stop international programs
related to the SDGs #4 (quality education), #7 (affordable and clean energy), #8 (decent
work and economic growth), #9 (industry, innovation, and infrastructure), #11 (sustainable
cities and communities), #12 (responsible comsumption and production), #13 (climate
action), #14 (life below water), and #15 (life on land) and therefore can pose a significant
threat to the future energy transition. Based on the risk analysis, three contrasting scenarios
named #StayHome, #StayAlone, and #StayEffective for the development of fossil energy
were identified. The generalized factorial model of scenario risks made it possible to not
only consider each of the scenarios separately but to determine the main component for the
development of the energy sector, regardless of the scenarios. This component is digital in-
frastructure. Based on the results of study, the nine programs for sustainable development
of the energy sector were formed for each of the three scenarios for the implementation
of a fossil energy policy using, for the sake of example, the specific case of the Russian
Federation. Some measures for its implementation were also proposed and developed.
These programs can be applied to any country, especially developing countries and coun-
tries with economies in transition. The programs were integrated into an interactive digital
platform, “transformation of the energy sector for a sustainable development”.
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The technologies of the Internet of Energy and the Internet of Things will ensure
efficient interaction between participants in the energy sector. Due to the use of these
technologies, the traditional roles of participants of the energy market will change. In
particular, one participant will be able to combine the roles of a consumer of electrical energy
and a producer of electrical energy, for example, on their own solar panels. Companies will
save time and money with technology of digital twins, which is the backbone of the digital
platform. Use of this technology provides the opportunity to reduce maintenance costs
and emergency response time and run planned downtime. It will increase productivity by
optimization of operating modes. Another of the effects of this technology is the ability to
regulate the level of emissions, which will help to improve the environmental situation.
Via the utilization of all these solutions, we can secure and optimize the combination of
renewable energy and fossil energy, as their joint use is needed in the close future. It was
confirmed that the energy sector needs to experience a total digital transformation to put
all sources of energy together and effectively “keep the lights on”.

Thus, this digital transformation becomes a key factor in the innovative development
of the whole energy sector. This development of the energy sector is based on the synergy
effect of deep integration of different types of energy brought into a close partnership with
digital technologies. The digital platform should become not only a tool for achieving the
SDGs but also a paramount actor in the transformation of fossil energy. The integration
of digital and information technologies requires a daily summation in terms of flexibility,
security of supply, speed, quality, environment, and efficiency. Thus, achieving the SDGs
requires a deep integration of all types of resources with large-scale projects that bring
countries together both in the direction of technology development and in the training of a
workforce highly qualified to work at any level of the energy sector.
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