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The need for cyber security is ever growing these days with individuals and companies alike. In the past the methods for security have been rather defensive, these days however the aggressive type of defenses are more common. one way of doing this is by using a honey pot. A honey pot is a defense system which works when compromised or attacked. In this paper I will portray an outlook on honeypots, providing examinations on various honeypots, their concepts as well as the approaches taken for the implementations [START_REF] Lutkevich | honeypot (computing)[END_REF].

In the last few decades, the concern for information security has rocketed, so has the requirement for more aggressive defenses. One type of this is an intrusion protection that is decoy based is a honeypot. Honeypots are an ever-changing technology therefore they are hard to define, they can be used in a multitude of elements of security, these include information gathering, prevention and detection. For this specific paper the definition I got with will be 'honeypots are a security solution which work as intended when attacked and/or compromised.

A honeypot is a network decoys that is monitored closely, its many purposes include:

1) Attacker can be distracted by them from attacking something of more value on the same network. 2) Honeypots can give preemptive warning about attacks and trends of exploitation. 3) During and after an attack, they can provide a thorough examination

The value of this technology is based on the attackers attacking it. The concept in general is the same with all honeypots, no one needs to interact with the honeypot, making any interactions done unauthorized. A honeynet is the term used to describe anywhere honeypot(s) are used. A precise definition would be, a honeypot that is high interaction which has the purpose of capturing a lot of information, it facilitates a multitude of 'real systems', services as well as applications for attackers to have interactions with [START_REF] Ghafir | A Survey on Botnet Command and Control Traffic Detection[END_REF].

The organisation of this paper is as follows: section 1 will give an examination of the many types of honeypots. Section 2 will go over the overview of the concept behind them while also explaining the approaches for implementation. Section 3 will describe the challenges and legal issues around honeypots. Finally, the conclusion and opinions on future will be shown in section 4.

The types of honeypots

A honeypot's classification is based on its purpose which are honeytokens, production and research as well as their interaction level and those are low, medium and high.

1.1 The purpose of honeypots

Research honeypots

A research honeypot does not add anything of value to any organisation, its purpose is to obtain information from a community/group attacking it. They are utilised to collect any general threat information a company could face, thus helping the company to protect themselves against attacks. These types of honeypots almost study the attackers to see how they progress, figure out their types of attacks as well as understand patterns of an attacker's behavior and motivation behind said attacks [START_REF] Ghafir | Advanced Persistent Threat and Spear Phishing Emails[END_REF]. A research honeypot is arduous to implement and maintain, these can also take a lot of time to implement. The contributions made by a research honeypot are rather minute, however the information they obtain can help a lot as it can be put into application for when attacks need to be detected/prevented or responded to. Usually its educational institutions, militaries, governments, and huge corporations that use these as they are interested in researching and learning these attacks. The true value lies in this information as the honeypot can facilitate a platform on which cyberthreats can be studied. The actions of an attacker can be looked upon one step at a time as they probe and attack the system. The information gathered can be further used to hone the forensics and analysis skills of security enthusiasts and professionals alike.

Production honeypots

This type of honeypot is what comes to mind when people think about honeypots. These are used in companies to mitigate risks and help protect the company. They provide an immediate protection to a company's resources. They are usually easier to build and implement as they need less functionality as compared to research honeypots. Production honeypots can identify patterns of attack and what system the attacks are from but not who the attackers are, what tools they utilise and how well they're oganised [START_REF] Ghafir | Blacklist-based Malicious IP Traffic Detection[END_REF]. These honeypots mimic the networks of the companies they are implemented in thus attracting attackers to probe and pick at them, letting this happen allows the vulnerabilities in a network to be seen. Gathering this information can help admins reduce intrusions.

The information can also help improve defenses so threats in the future aren't as damaging. It's to be noted the difference lies in how a honeypot is used and not build.

Interaction level

Honeypots don't have just types, they also have levels of involvement between a system and its intruder. The categories being low, medium, and high interaction. The level depends entirely on what the honeypot is for.

low interaction honeypot

At this level the honeypot simply mirrors a service which cannot get hijacked to the point access over the honeypot is gained. On a low interaction level there isn't an operating system present for an attacker to tinker with. This often gets compared to passive IDS's as the network cannot be altered at all, they cannot interact with attackers either. This makes the honeypot a low risk one however the use of the honeypot becomes limited too [START_REF] Eltanani | Aerial Wireless Networks: Proposed Solution for Coverage Optimisation[END_REF]. These are mainly used for putting spammers under analysis and countermeasures for worms. A honeypot at this level is not difficult to deploy and maintain. One example of this type is 'honeyd', they can mimic huge networks on a single network host. They copy computers that are on unused IP addresses on the network giving the attacker a front which they can try attack.

Medium interaction honeypot

These are slightly more complex; just as low interaction ones an operating system is not present but the mimicry is more advanced. With these honeypots the chance of attackers finding security vulnerabilities increases its not likely that the system gets compromised. The illusion of an OS (operating system) are better on medium interaction honeypots as there is more to interact with for an attacker meaning attacks of higher complexity can be noted and put under analysis. An example of a medium interaction honeypot is 'nepenthes', that daemon can note any automated attacks, get malware binaries by extracting information then finally downloads the malware it needs automatically.

high interaction honeypot

These honeypots are the most complex ones, they are very advanced and takes a lot of time to design. These possess the most risk too as they have operating systems present within them [START_REF] Hammoudeh | Continuous Monitoring in Mission-Critical Applications Using the Internet of Things and Blockchain[END_REF]. They have OS's so the attacker has something to actually interact with, in this there are no fronts or restrictions. This means all interactions with the attacker are logged and analysed as more date is collected. These honeypots need to be monitored regularly to make sure it does not become a liability.

Honeytokens

These are basically digital entities which are not real, they haver various applications. Honeytokens can exist as different things, these can be things like PowerPoints, credit card numbers, excel spreadsheets, fake logins or even database entries. Because of this, honeytokens have the same pros as regular honeypots but their reach extends far beyond regular computers. No matter what medium is chosen as a honey token nobody should be interacting with it, that way if someone does interact it can be deemed at suspicious activity. These just like regular honeypots aren't meant to solve security issues, they are meant to ensure integrity of data, detect unauthorized access [START_REF] Piggin | Active defence using an operational technology honeypot[END_REF]. Other security measures should be used with honeytokens. A big pro with these is that cost is minimal as no new technology needs to be implemented.

Concepts and approach to implementations

A honeypot is used to bait attackers luring them away from the actual production systems. The more layers a honeypot has the more an attack can be slowed down thus increasing the chance of an attack getting detected. Logging/IDS applications can be placed inside the honeypot allowing it to log any unauthorised activity [START_REF] Ghafir | Advanced Persistent Threat Attack Detection: An Overview[END_REF]. There is no need to place information filters in a honeypot because no interaction is authorized in the first place, this means any logs made by the honeypot is suspicious interactions. The information can then be utilised to figure out how the attackers are operating so countermeasures can be put up.

Approach to implementations

Various factors need to be considered prior to implementing a honeypot, these are:

• The type of date that can be accessed through the honey pot In order for the honeypot to seem like a real system, authentic data needs to be utilised. This has drawbacks because if the honeypot is compromised sensitive company data will be too. Countermeasures are to be taken against this.

• Uplink liability is to be prevented When a honeypot is compromised, the other systems can be attacked too this is what uplink liability is. This is another thing which requires counter measures.

• Does it need to be built or not The proprietor needs to decide is they want to build a honeypot or purchase one. Money becomes an issue here as running/maintaining the requires professionals who know what they're doing

• Location of the honeypot

It is generally advised that the honeypot should be isolated from the rest of the production so uplink liabilities can be prevented.

legal issues/challenges

there can be certain legal issues that can make a honeypot a liability as well as various factors which can make a honeypot legal or illegal. These legal issues are:

Entrapment

An argument is made by the attackers claiming they were entrapped. This happens when the government causes defendants to admit they committed the crime. This does not affect private honeypot owners [START_REF] Ng | Why A Honeypot Is Not A Comprehensive Security Solution, varonis.com[END_REF]. An attacker that was not lured in by the government cannot claim entrapment in a lawsuit. This means the chances of a defendant claiming entrapment as defense are slim to none in a case where there wasn't any inducing done by the government.

Privacy

There are laws in place that forbid monitoring users present on a system. Owners of systems have responsibilities for keeping a system secure however the rights for monitoring those systems have limitations. These limitations can be privacy/employment policies, state/federal statutes, service term agreements as well as other contracts. A company can be put under criminal sanctions or held liable based on the type of restriction and where it comes from I will now state a few of the limitations that are part of constitution/federal statutes.

• The 4th amendmentwhen an agency of the government is using a honeypot there is a chance this amendment can put limitations on the monitoring. This is because the amendment states a search warrant needs to be issued by a judge in order to search/seize evidence [START_REF] Ghafir | DNS query failure and algorithmically generated domain-flux detection[END_REF]. This does not affect a private origanisations honeypot only if they aren't following any government orders.

• Wiretap actthis act states no one is allowed to intercept communications apart from exceptions that are applied from the act itself. It is to be ensured that an organisation understands the exceptions of the statute whilst meeting the statutes requirements. The exceptions are as follows:

Computer trespasser exceptionthe government can monitor trespassers as stated in this exception. This happens when the operator of the honeypot authorization of the governments interception thus allowing monitoring. The rule they must follow is that communications from the trespasser must be part of the ongoing investigation [START_REF] Raza | An IoT and Business Processes Based Approach for the Monitoring and Control of High Value-Added Manufacturing Processes[END_REF]. Party consent exceptionhere, interception is allowed if a party that is communicating agrees to being monitored, a system banner is also installed so consent can be secured.

Provider exceptionmonitoring happens in this to an operators' rights/property can be protected. Honeypots are to be associated with production servers only whilst system admin task are to be kept separate from the investigative functions.

• Patriot actone segment of this act allows hackers to be monitored by the government without having a warrant, this is applicable to some situations [START_REF] Ghafir | Tor-based malware and Tor connection detection[END_REF]. It's mainly used when a honeypot is run directly by an entity of the government.

Hacker communications can be intercepted if:

-The operator of the network has given permission to intercept -The person(s) doing the intercepting are involved in the investigation -Reasonable theory suggests that the intercepted information will be beneficial to an investigation

liability

If an attacker succeeds in accessing the honeypot, they can then use the bandwidth and network to cause harm to many others. This is why honeypots that are neglected get used for illegal purposes. An example would be the honeypot becoming a dropsite for password files, stolen credit card information, trade secrets and other contraband. Another example would be turning it into a warez site. In a scenario where something like this happens, downstream victims can potentially file lawsuits. This is why it's crucial to watch over a honeypot once its deployed.

Disadvantages/Advantages

If we consider knowledge as power for the attacker, the same applies to the security professional. This is why knowing the disadvantages and advantages are crucial when it comes to honeypot. Once someone knows the risks they can use that information to mitigate and avoid disadvantages. Below I will highlight both:

disadvantages

There are several both disadvantages and risks. The amount of these isn't high but they still stop honeypots from fully replacing current security solutions.

• Vision limitationsactivity is only tracked and logged by honeypots if an attacker interacts directly with it. Any attacks conducted on different areas of the system will not be logged, only and only will they be recorded if the honeypot is also threatened [START_REF] Peter | A Practical Guide to Honeypots[END_REF].

• Fingerprinting and discoverythis is when an attacker figures out a honeypots identity because of the behaviour/characteristics they have. Something as miniscule as a spelling error in the emulation of a service can expose the fact that it's a honeypot [START_REF] Ghafir | A Survey on Intrusion Detection and Prevention Systems[END_REF].

• Takeover riskthe honeypot can be utilised to cause harm on other systems inside/outside an organisation if it's taken over. It can then be used to also house and share contraband.

advantages

Disadvantages aside, honeypots have very good advantages when compared to security mechanisms that are currently common:

• Small data setshoneypots are concerned only with the traffic that passes through them, they do not need to bother with the huge amounts of traffic that passes through or figuring out if the packets are genuine or not. This is why they log only a small amount of info [START_REF] Ghafir | Disguised Executable Files in Spear-Phishing Emails: Detecting the Point of Entry in Advanced Persistent Threat[END_REF]. The information they collect might be small but it's very valuable.

• Minimal resourcesdue to the fact that they log only suspicious activity the resources needed to run a honeypot can be minimal, low end or decommissioned systems can be utilised as honeypots.

• Simplehoneypots are about flexibility and simplicity. State tables, signatures that require to be updated/maintained nor complex algorithms development, none of that needs to be done.

• Discovery of new tactics/toolshoneypots log all interaction, meaning they can capture tactics and tools that are new to them.

Conclusions and outlooks for the future

Through this paper I have given brief outlook on what honeypots are as well as what they are useful/used for. I have discussed the various honeypot types, these included production, research and honeytokens. I have also provided an overview of the things that need to be taken under consideration when honeypots are to be implemented, an example being their interaction level depends entirely on what purpose the honeypot is intended for. Legal concerns surrounding them and examining their implementation. A vital thing to note is that honeypots should be used in conjunction with IDS's and other forms of security. Although honeypots are a rather new type of tech they are increasing more and more in popularity, this will only increase as commercial solutions to them become more readily available as they would be easier to implement and use. I believe honeypots can be a great tool used for investigations in digital forensics as they can collect information on attackers, their attack types as well as other threats.