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This paper describes the state of the art in embedded system architecture as found in automotive. As the autonomy increases, the man-in-the-loop operation ends up with increased system complexity and total emphasis on electronics and software replacing human driver. A modern automotive is composed of multiple redundant ECUs connected via reliable communication network which transfers multi-sensor data for real time computation of command that is sent to actuators. Automotive systems are safety critical which requires comprehensive verification, validation and testing (VVT) produces so as to ensure proper functioning under all situations. Inspired from the "Google self-driving car", it is expected that such high performance fully autonomous cars will capture the future automotive market.

I. INTRODUCTION

In recent years, a technology breakthrough has been achieved in vehicular automation to extend previously manual, teleoperated and semi-autonomous vehicles to fully robotic or autonomous systems [START_REF] Anderson | Electric and hybrid cars: A history[END_REF]. Thus, the trend in automotive industry has transitioned from classical mechanical control to drive-by-wire system (drive-by-wireless for teleoperated vehicles) and finally to driver-less vehicles [START_REF] Bertoluzzo | Drive-by-wire systems for ground vehicles[END_REF][START_REF] Ciaurriz | Bimanual drive-bywire system with haptic feedback[END_REF][START_REF] Levinson | Towards fully autonomous driving: Systems and algorithms[END_REF] as shown in fig. 1. In this paper, we discuss some basic subsystems of such complex systems with special consideration on real-time communication, computation and control. While ensuring successful design iteration, a multi-domain integrated approach is required for these safety critical hard real time embedded systems which have to sense and control vehicle's stability, tracking, braking, steering and navigation. In-vehicle embedded networks e.g. CAN, LIN, FlexRay etc. are used as a communication bus to connect all electronic control units (ECUs), sensors and actuators in a dependable/fault tolerant architecture [START_REF] Li | A design for automotive CAN bus monitoring system[END_REF]. Therefore, time dependency of critical information must be ensured through intelligent design of communication system [START_REF] Reiter | Virtual prototyping evaluation framework for automotive embedded systems engineering[END_REF].

The paradigm shift from semi-autonomous to fullyautonomous vehicles has put a lot of burden on In-vehicle embedded design perspective which requires more number of coordinated ECUs, sensors and actuators resulting in excessive complexity, security and safety requirements as well as cost for autonomous operation [START_REF] Mader | A bridge from system to software development for safety-critical automotive embedded systems[END_REF]. One of the greatest inspirations for the commercial autonomous vehicles has arrived from the unmanned ground vehicles (UGVs) in defense and space applications. These unmanned vehicles autonomously perform the desired mission without the human intervention. However, for unexpected scenarios, human intervention via teleoperation mode is possible. Some elegant examples of such systems include Mars Rover, Bomb disposable robots, DARPA Grand challenge automotive etc. Now-a-days, these developed technologies are used in commercial applications as witnessed by the self-driving cars. The current research describes some experiences in developing teleoperated vehicles and its comparison with the autonomous systems from control and automation perspective [START_REF] Khan | Drive-by-wireless teleoperation with network qos adaptation[END_REF][START_REF] Kalinowski | Drive-By-Wire for an Autonomous Formula SAE Car[END_REF]. In fact, DARPA Grand challenge laid the stone of benchmarking in autonomous drive [START_REF] Ozguner | Systems for safety and autonomous behavior in cars: The DARPA Grand Challenge experience[END_REF]. One such autonomous vehicle is Stanley, who won the competition of driver-less voyage in DARPA's grand challenge held in 2005. The vehicle was an actual Volkswagen Touareg modified with actuators driven by onboard computers. It was also equipped with multiple sensors i.e. 5 LIDAR lasers, Single lens and Stereo cameras as well as 24 GHz RADAR to replace a human driver [START_REF] Thrun | Stanley: The Robot that Won the DARPA Grand Challenge[END_REF]. Figure 2 shows the vehicle which uses a path following algorithm using machine learning approach running in real-time. This algorithm uses real time images and obstacle avoidance map using lasers. This simultaneous localization and mapping (SLAM) algorithm shows 12.6% error due to false obstacles. This paper is organized as follows: Section II describes the details on autonomous vehicle technology, Section III discusses the impact of autonomous vehicle technology, Embedded networks in automotive are presented in Section IV with emphasis on CAN protocol and its variants followed by the discussion on embedded architectures used in automotive as found in Section V. Some details on high performance computing in automotive environment are forecast in Section VI, while section VII concludes the paper.

II. AUTONOMOUS VEHICLE TECHNOLOGY

The history of automobiles dates back to 17 th and 18 th century when simple machines were invented with tri-cycle structure. Steam engines were used at those times as the only propulsion source, however, soon some engineers worked to develop the first ever electrical vehicle of ancient times. Most of the development was witnessed in the pre and postworld war-II era when more mature vehicle designs and propulsion techniques were implemented. In the modern age of automotive market, designs are motivated by CAD simulations to reduce aerodynamic drag, vehicle weight, increase engine power, optimized fuel consumption and more security and safety features to human driver which is an integral part of a manually driven automotive. Various benchmarks exist in the autonomous driving category as shown in Table 1. As suggested by National Highway Traffic Safety Administration (NHTSA), different levels of automation have been described for the automotive as listed in Table 2. Figure 1 depicts the autonomy spectrum in the automotive development. As seen, the classical approach was limited to manual control by human driver. Later, some safety measures were introduced to avoid accidents as per standards enforced by SAE. These safety measures were then combined in the form of a sub-system named as "driver assistance system" to avoid compromises on the vehicle's stability. One such example is that of an active yaw control or dynamic stability control system which aids the driver in case of over-steering and limits the vehicle to skid out of the road. Other examples include Anti-lock brake system (ABS), Collision avoidance system (CAS) and the automatic cruise control systems (CCS) to assist human drivers. A comparison of their reliability requirements is listed in Table 3.

In some cases, driving a ground vehicle is not possible, so a remote driver uses the real-time communication and control to send commands to the remote vehicle and receive video from the vehicle to carry on driving task [START_REF] Agajo | Remote Control via Can/Ethernet Gateway Using GPRS[END_REF]. Because of man-inthe-loop operation of a teleoperated ground vehicle, less number of sensors is required. However, some autonomous features e.g. auto-STOP and collision-avoidance task are implemented on-board in order to handle the communication link failure scenario in which case, the vehicle stops immediately [START_REF] Khan | Drive-by-wireless teleoperation with network qos adaptation[END_REF]. In fully autonomous vehicles, all sensing and actuation is done on-board and it increases the system complexity [START_REF] Hodson | Driverless cars in gridlock[END_REF]. Real time handling of multi-sensor data and implementation of computationally efficient fusion and decision making algorithms require sufficient embedded power and high performance computing platforms [START_REF] Elliott | Realtime scheduling for GPUs with applications in advanced automotive systems[END_REF]. On the other hand, creating intelligent automotive systems can be utilized in automated urban transport systems, automated highway driving systems and finally the driverless car technology as demonstrated by Vis-Lab, Google and other companies. In teleoperation applications, a master station drives a slave robot at a distance. The acceleration and brake commands are sent via a wireless network, while the streaming video is used to take control decision in real-time. The test-bench setup of a networked control ground vehicle "NECS-Car" is shown in fig. 4. This setup is developed and maintained at GIPSA-lab, Grenoble, France [START_REF] Khan | Drive-by-wireless teleoperation with network qos adaptation[END_REF][START_REF] Khan | Wireless network architecture for diagnosis and monitoring applications[END_REF]. While comparing remotely teleoperated vehicles with fully-autonomous ones, one major difference is the dependency of former on the communication factor. Due to un-deterministic behavior as seen in the presence of delay and packet losses, the teleoperation system requires some autonomy to minimize such effects, whereas, the later one is independent of the communication factor after paying the cost of increased autonomy.

Comparing the hardware and software complexity of an autonomous vehicle, let's take the example of Stanley. It used 6 Pentium M computers, a Gigabit Ethernet switch, Brake, Throttle, Gear Shifter and steering controller, IMU/GPS sensors, actuators and various interfacing devices [START_REF] Ventures | Stanley: The robot that won the DARPA Grand Challenge[END_REF]. It consumes about 500 W to power up this autonomous vehicle. On the software side, the operating system is Linux with six main functional groups: Sensor interface, perception, control, vehicle interface, and user interface. This architecture exchanges information with in different modules to cooperate for autonomous sensing and actuation. On the other hand, if it was developed as a teleoperated vehicle where driving commands were being sent based on video received from the car mounted cameras, far less computing was required.

III. IMPACT OF AUTONOMOUS VEHICLE TECHNOLOGY

The automotive manufacturers used the recent technologies for ensuring safety, comfort and entertainment in compact aerodynamically profiled cars. Following features are important for discussion in order to understand the impact of autonomous vehicle technology on men and society.

1) Safety

The purpose of increasing autonomy is to improve safety of the system. Each year, more than 1.3 million people die in road accidents. About 90% of these accidents are due to human error. In driver assisted systems, some functions are implemented to work autonomously e.g. ABS in case of skidding, Airbag deployment after collision detection and interrupted injection of fuel if engine management system detects a broken ignition plug which may lead to engine fire otherwise [START_REF] Ozguner | Systems for safety and autonomous behavior in cars: The DARPA Grand Challenge experience[END_REF].

 Longitudinal Controllers: The longitudinal control functions to control the vehicle's speed and assist in parking, cruise control and pre-crash break. Full autonomous system requires an integration of lateral and longitudinal controllers.  Lateral Controllers: These control the lateral dynamics of the vehicle e.g. Land departure warning system (LDWS) and Lane Keeping Assist System (LKA) are installed in vehicles to keep the vehicle in the chosen lane and avoid sideswipe crashes. Parallel Parking Assistance System (PPA) was first used in 2003 by Toyota to assist drivers to park in by using a rear camera display on dashboard screen.

2) Fuel Consumption

The embedded systems in automotive are designed to work in an optimized manner. Electronic fuel injection (EFI) systems are used for controlled injection into combustion chamber which ensures fuel savings as compared to manual control.

3) Environment

The impact of using computer control for critical engine sub-systems results in precise timing during engine's intake-injection-combustion-exhaust cycle. This result in complete burning of fuel which minimizes the residual gases and smoke expelled into the environment.

4) Weight reduction

Considerable weight saving is achieved with embedded electronics as drive-by-wire system removes mechanical links and related accessories [START_REF] Pruckner | Drive-bywire[END_REF]. Due to embedded network, considerable weight savings is achieved in terms of decreased volume of cables and wires.

5) Reliability

Embedded architectures use fail safe strategy for communication of critical information. This ensures reliable operation [START_REF] Li | A design for automotive CAN bus monitoring system[END_REF]. Also, since mechanical parts are lesser in number, less wear and tear results in longer down time and mean time between failures (MTBF).

6) Social Issues

Considering the socio-economic benefits of this technology, it is evident that autonomous vehicles will allow improved safety, better fuel economy, efficient traffic flow and considerable savings in time and maintenance. A considerable decrease in number of accidents and lives lost due to them have been reported after the implementation of autonomous safety features in automotive [START_REF] Batchu | Driver Drowsiness Detection to Reduce the Major Road Accidents in Automotive Vehicles[END_REF].

However, social aspects are often neglected when technologies are implemented. It seems that if autonomous cars will be commonly used in urban areas, no licensing requirement will exist as humans will not be driving the vehicle. Another important aspect of driver-less vehicles is who to blame in case of an accident? Human drivers can violate the signals and can do over-speeding but autonomous cars could not. It may be very difficult for traffic police to determine whose fault is there in case of a crash [START_REF] Forrest | Autonomous Cars and Society[END_REF]. In such cases, standardization of safety measures in all autonomous cars would also be mandatory. The investigators will require not only the "black-boxes" of each vehicle but also the video from nearby surveillance cameras to precisely find a clue instead of relying on eye-witness only.

IV. EMBEDDED NETWORKS IN AUTOMOTIVE

A modern automotive vehicle is regarded as "network on wheels" due to electrification of major subsystems. Controller area network (CAN) is the most popular automotive network protocol. It was proposed by Bosch GmbH in 1983. It was then used in automotive communication systems to interconnect various subsystems [START_REF]CAN Specification, version 2[END_REF].

Later on, more variants of CAN came into the market e.g. SAE J1939 (higher level protocol for automotive), CANopen (open application CAN), DeviceNet (distributed industrial automation), CAN Kingdom (motion control applications), SeaCAN (maritime applications) and CAN FD etc. In CAN FD (flexible data-rate), the data rate is the same as 1 Mbps but payload can vary longer than 8 bytes in each frame. TTCAN is the deterministic version of the CAN protocol known as timetriggered controller area network. In this protocol, nodes are synchronized by using a periodic signal which is recognized by each node to align its respective clock [START_REF] Johansson | Vehicle applications of controller area network[END_REF]. The worst case message frame size on CAN is 134 bits. It depends on how much data bits are being transmitted. The maximum data rate on CAN is up to 1 Mbps with in a distance of 40 m. The CAN arbitration mechanism follows carrier sense multiple access with arbitrary message priority (CSMA/AMP). Each node is assigned a priority according to which it gets access of the bus. As such there is no destination address in the frame sent by the transmitting node. Every node gets all the traffic and it has to filter out the relevant messages on the bus. Therefore, low-priority nodes may experience excessive delay if high priority nodes are more active. Error detection in CAN is through bit stuffing with frame check, ACK and cyclic redundancy check (CRC). 

V. IN-VEHICLE EMBEDDED ARCHITECTURE

In modern vehicles, computer assisted driving system are common. Model based techniques for safety critical systems are found to be applicable on automotive system design too [START_REF] Khan | Model-Based Verification and Validation of Safety-Critical Embedded Real-Time Systems: Formation and Tools[END_REF]. In usual architectures a centralized controller is used with parallel buses connecting various ECUs [START_REF] Angerd | Design and implementation of a central control unit in an automotive drive-by-wire system[END_REF].

Figure 2 describes the distributed embedded architecture of a SCANIA truck. It shows three isolated buses connected to a coordinator system (COO). The architecture is based on three CAN buses and shown as Green, Yellow and Red buses [START_REF] Johansson | Vehicle applications of controller area network[END_REF]. This color coding is used to exhibit the relative importance of each bus. Green bus is the least important one as it connects the audio system, road information system, climate control etc., while the red bus comprises of the most critical ECUs including engine and brake management, suspension control and exhaust emission control. The middle (yellow) bus connects the less critical data as compared to the red bus e.g. locking and alarm control, instrument cluster control, Bus chassis control etc. The central ECU (i.e. COO) functions as a gateway to interconnect three parallel CAN buses. A diagnostic bus connected to green CAN is used for fault detection, diagnosis and error reporting.

A higher level protocol above CAN used for trucks is SAE J1939 protocol which enables plug-and-play function. But due to fixed priorities, optimization is difficult on this network. More research is going on to obtain a robust protocol for vehicle automation which should offer flexibility as well as scalability.

It is important to note that the embedded architecture is dependent on the application type. CAN is being used in aerospace and even space applications. Airbus A380 avionics system uses a CAN bus for aircraft door position sensing. Also, in SMART-1 spacecraft developed by Swedish space agency, redundant CAN buses are used which are designed such that they are resistant to radiations effect as desired for space operation. In addition to embedded networks, a CAN gateway is used to inter-connect vehicles for vehicle to vehicle (V2V) and vehicle to infra-structure (V2I) communication as shown in fig. 6. 

VI. HIGH PERFORMANCE COMPUTING IN AUTOMOTIVE ENVIRONMENT

As stated earlier, the increased autonomy comes with a cost and that is complexity. Figure 7 describes how this complexity is increasing yearly in an exponential manner. It shows that during 2004 to 2013, the number has increased from 5 million to about 150 million lines of software code in automotive embedded systems due to increased autonomy and added number of ECUs. Because it is believed that in fullautonomous mode, software drives the car, so the number of software lines will increase even more [START_REF] Macher | Automotive embedded software: migration challenges to multi-core computing platforms[END_REF]. Due to large number of ECUs, cost is increasing. Also, due to insufficient space, these units are difficult to package and place inside the automotive. Non-standardization of hardware and software results in multiple different architectures in each brand.

In 2003, automotive giants agreed to combine efforts in standardization under one umbrella for future ECU software. It was named AUTOSTAR (Automotive Open System Architecture). In another consortium based in Japan named Japan Automotive Software Platform Architecture (JasPar), about 100 car makers and suppliers joined hand to standardize automotive network technology, middleware and software architecture for automotive control system. This initiative in 2004 resulted in development of ISO 26262 guidelines which is a functional safety standard. These standards emphasize on model based design, component based and virtual platform for software development.

It is required to work for reduction in the number of ECUs in next generation automotive and this can only be possible if low power, low cost but reliable and high performance computing platforms is used in automotive electronics [START_REF] Macher | Automotive embedded software: migration challenges to multi-core computing platforms[END_REF]. One solution to this requirement is by using graphics processing units (GPUs) to address the real time data handling, processing and communication. GPUs are high performance systems where single GPU can be used to replace all ECUs in the present day automotive architecture. These GPUs are found suitable processing units for multiple applications e.g. general purpose processing, real fast, soft real-time and hard real time. However, since GPUs are additional processing units controlled by device drivers which vary due to different vendors and driver version, it is important to consider real time application constraints while using them for critical applications [START_REF] Elliott | Real-world constraints of GPUs in real-time systems[END_REF].

VII. CONCLUSION

The paper describes in detail the development history of automotive embedded systems with emphasis on the autonomous driving vehicles and their impact on society. It has been emphasized that in order to lower the accident fatalities, the role of self-driving vehicles is obligatory, however, in addition to socio-economic benefits to society, legal and social impact of these systems must be considered before integration in our society.
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TABLE I .

 I AUTONOMOUS CAR PIONEER PROJECTS

	Project/Leader	Country Platform/Theme	Year
	E. Dickmanns	Germany Mercedes-Benz	1980's
	PROMETHEUS	Germany Autobahn	1987-95
	CMU Navlab	USA	11 different vehicles	1995
	Carsense	EU	Alfa 156 Sport wagon 2.0	2000-02
	DARPA demo III USA	Collision avoidance demo	2001
	Park-Shuttle	Germany Automatic Shuttle Service	2002
	DARPA	USA	Autonomous drive in rough	2005
	Challenge II		terrain without traffic	
	DARPA	USA	Autonomous drive in urban	2007
	Challenge III		environment with traffic	
	Vis-lab	Italy	Piaggio Porter Electric vans	2012
	Google SDC	USA	Lexus RX450h SUVs	2013

TABLE II .

 II LEVEL OF AUTONOMY AS DESCRIBED BY NHTSA[START_REF]Preliminary Statement of Policy Concerning Automated Vehicles[END_REF] 

	Autonomy	Description
	Level 0	Human driver has the complete manual control
	Level 1	One function is automated, others are manual
	Level 2	More than one function is automated at any instant
		means higher autonomy than Level 1
	Level 3	Driving is automated. Driver can do other activities
		without compromising on safety
	Level 4	Autonomous car can drive it-self without a human
		driver. Computer has full control

TABLE III .

 III COMPARISON OF RELIABILITY REQUIREMENTS FOR

		AUTOMOTIVE SUBSYSTEMS	
	Subsystem	r t (µs)	requirements Reliability	Comments
	Antilock Brake	< 2x10 4	high	Fail-safe design
	System			
	Engine	10-100	high	Robust control
	Management			
	Air Bag	10 4	Very high	DSP based
				switching
	Navigation	10 4	moderate	Reliable sensor in
	System			case of GPS outages