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The singular value decomposition (SVD) is drawing the attention as a new transform technique for robust digital watermarking, from the fact that slightly alterations don't affect the image quality. However; several SVD based watermarking algorithms have a serious limitation causing the false positive detection vulnerability. In this paper, we propose watermarking system to counterattack the weakness above mentioned; the proposed technique use the sharing secret principle to calculate secret keys to be embedded in the singular vectors of the watermark as a control parameter, this step invariably ensures that watermark extraction from the watermarked image, using a modified matrix, is not possible, even if it was attacked. Experimental results demonstrate the robustness of our method against attacks.

INTRODUCTION

With the widespread use of Internet to exchange digital media content including images, which can be easy to duplicate, modified and illegally attacked by anyone without deterioration. Day by day the protection of intellectual property gets more difficult, solving this problem; the watermarking is becoming a promising technique to protect data. It is realized by embedding a signal "mark" into a host image that is insensible for the human visual system, after embedding process the watermark should not be removable by unauthorized person and should be robust against intentional and unintentional attacks [START_REF] Terzija | Digital image watermarking using complex wavelet transform[END_REF]- [START_REF] Hameed | Digital image watermarking in the wavelet transform domain[END_REF]. This is done into two phases: watermark embedding and extraction. In general, according to the domain in which the watermark is embedded, the watermarking algorithms can be grouped into spatial and frequency (transform) domain, in spatial domain the watermark is embedded directly to the pixel location [START_REF] Arnold | Techniques and applications of digital watermarking and content protection[END_REF]. On the other hand, for frequency domain the watermark is embedded by transforming the original image into a set of frequency domain [START_REF] Loukhaoukha | On the security of digital watermarking scheme based on SVD and Tiny-GA[END_REF]. Spatial domain methods are less complex as no transform is used, but are not robust against attacks especially to lossy compression [START_REF] Yavuz | Improved SVD-DWT based digital image watermarking against watermark ambiguity[END_REF]. Transform domain watermarking techniques are robust in comparison to spatial domain methods [START_REF] Yavuz | Improved SVD-DWT based digital image watermarking against watermark ambiguity[END_REF].

However, the representation of the images in the frequency domain is not necessarily the optimal representation for image. Therefore, other transform representations were explored for watermarking using linear algebra methods such as singular value decomposition (SVD) [START_REF] Loukhaoukha | On the security of digital watermarking scheme based on SVD and Tiny-GA[END_REF].

In recent years, SVD was started use in watermarking as a different transform; it can be used in a wide range of application where data may be organized in a matrix representation [START_REF] Yavuz | Improved SVD-DWT based digital image watermarking against watermark ambiguity[END_REF], [START_REF] Calagna | A robust watermarking system based on SVD compression[END_REF]. The fact that singular values of an image have a very good stability, that is when small perturbation is added to an image, its singular values don't change significantly [START_REF] Calagna | A robust watermarking system based on SVD compression[END_REF], [START_REF] Loukhaoukha | Tatouage numérique des images dans le domaine des ondelettes basé sur la décomposition en valeurs singulières et l'optimisation multi-objective[END_REF], so the SVD has attracted attention of researchers for using for watermarking [START_REF] Jain | A reliable SVD based watermarking scheme[END_REF]. But, due to the watermark insertion method, several SVD based watermarking algorithms have a serious limitation; the singular values (SVs) of the watermark are embedded into the SVs of the host image. Then during the detection phase, the watermark is reconstructed using original singular vectors. Another watermark rather than the original can be reconstructed as the embedded watermark; if their singular vectors are used causing the false positive detection vulnerability, so to prevent this attack we propose a method based on sharing secret principle by dividing secret data between the singular vectors of the watermark ensuring that the reconstruction of another watermark from the watermarked image isn't possible. The paper is organized as followed: Section 2 gives an overview of numerous digital watermarking proposed schemes to counterattack the false positive detection vulnerability. In Section 3, we describe the SVD based schemes watermarking algorithms and the false positive detection vulnerability. Section 4 demonstrates the SVD watermarking algorithms using sharing secret principle. Experimental results to validate the proposed watermarking scheme are discussed in Section 5 and conclusions are presented in Section 6.

II. RELATED WORKS

The field of digital watermarking has recently seen numerous novel article covering new techniques. For embedding a watermark in an image, Liu and Tan [START_REF] Loukhaoukha | Tatouage numérique des images dans le domaine des ondelettes basé sur la décomposition en valeurs singulières et l'optimisation multi-objective[END_REF] have proposed a SVD based watermarking scheme, it was however argued by Zhang and Li [START_REF] Jain | A reliable SVD based watermarking scheme[END_REF], that by taking recourse to the reference matrices of the watermark, the same can be extracted from a possibly distorted watermarked image; this problem has been dealt by Kundur and Hatzinakos [START_REF] Jain | A reliable SVD based watermarking scheme[END_REF] ensuring that the probability of false positive detection remains low.

Recently, a counterfeiting attack has also been proposed. Yavuz and Telatar [START_REF] Yavuz | Improved SVD-DWT based digital image watermarking against watermark ambiguity[END_REF] proposed a method by applying 3rd level DWT to the cover image, then SVs of the watermark are embedded into SVs of the LL and HL subbands while components of U matrix of the watermark are embedded into LH and HH subbands. In extraction, first the similarity of extracted U matrix is checked with the original one. If it is found similar, the watermark is constructed by using extracted SVs and original U and V matrices of the watermark. While Loukhaoukha [START_REF] Loukhaoukha | Tatouage numérique des images dans le domaine des ondelettes basé sur la décomposition en valeurs singulières et l'optimisation multi-objective[END_REF] encrypt watermark with the chosen cryptographic function to get the enciphered watermark, in the second method the one-way hash functions is computed for matrices U wc and V wc after appalling the SVD, then hash values are stored in a private key. Then in [START_REF] Loukhaoukha | Optimal image watermarking wlgorithm based on LWT-SVD via multi-objective ant colony optimization[END_REF] the two above mentioned methods are combined to get the algorithm more robust.

Our watermarking scheme does not have the weakness illustrated above since the detector requires the singular vectors of the watermark image. Then, the extracted secret from the possible counterfeit image is compared to the embedded one.

III. SINGLAR VALUE DECOMPOSITION

Recently, singular value decomposition has been used in a variety of applications including images processing. From the viewpoint of linear algebra we can observe that a discrete image is an array of non-negative scalar entries which may be regarded as a matrix.

Let M be an image matrix of size n×m. It can be represented as:

M=USV'=∑  U i V i t . ( 1 
)
Where U and V are orthogonal matrices (U t U= I, V t V= I) by size n×n and m×m respectively. Their columns are called respectively left and right singular vectors.

S with size n×m is the diagonal matrix. With r (rank of M matrix) nonzero elements called singular values (SVs) of the matrix M, they are in increasing order meaning that the importance is decreased by going from the first SV to the last one [START_REF] Yavuz | Improved SVD-DWT based digital image watermarking against watermark ambiguity[END_REF].

If M is an image as in our case, it is important to note that [START_REF] Loukhaoukha | Tatouage numérique des images dans le domaine des ondelettes basé sur la décomposition en valeurs singulières et l'optimisation multi-objective[END_REF]:

•Singular values correspond to the luminance of the image (image brightness) and corresponding singular vectors specifies the intrinsic geometry properties of the image.

•A slight variation of the singular values don't affect the visual perception of the image (the SVs have a good stability).

•Left singular vectors represent horizontal details while rights singular vectors represent the vertical details of the image [START_REF] Yavuz | Improved SVD-DWT based digital image watermarking against watermark ambiguity[END_REF].

A. False positive detection vulnerability

In [START_REF] Loukhaoukha | Tatouage numérique des images dans le domaine des ondelettes basé sur la décomposition en valeurs singulières et l'optimisation multi-objective[END_REF] demonstrations that several SVD based schemes watermarking algorithms suffer from the false positive detection vulnerability.

In a blind scheme the SVs of watermark are added to SVs of host image. The matrices of singular vectors U w and V w of the watermark are preserved in private key to be used in extraction phase; watermarked image is composed by using modified singular values matrix and singular vectors (U and V matrices) of host image. In extraction phase, the watermark is restored using U w and V w matrices stored during the embedding phase.

If an attacker use U * and V * matrices of his own watermark in place of reserved ones he can show his own watermark, this is due to the fact only the singular vectors specifies the geometrical property of the image. Moreover, the singular vectors are not inserted at all; this is a serious limitation of the SVD based watermark insertion duo to the watermark insertion method. Fig. 1 show a visual example to the mentioned vulnerability, for more illustration the reader can look at [START_REF] Loukhaoukha | Tatouage numérique des images dans le domaine des ondelettes basé sur la décomposition en valeurs singulières et l'optimisation multi-objective[END_REF] and [START_REF] Loukhaoukha | On the security of digital watermarking scheme based on SVD and Tiny-GA[END_REF]. IV. PROPOSED METHOD In order to overcome the problem mentioned above with minimal alteration of the scheme proposed by Chandra [START_REF] Loukhaoukha | Tatouage numérique des images dans le domaine des ondelettes basé sur la décomposition en valeurs singulières et l'optimisation multi-objective[END_REF], the idea is to share a secret D between matrices U w , S w and V w of watermark, to avoid that an attacker reconstruct his watermark using their own matrices U * and V * without having the secret D. During the embedding phase, a key is inserted in each matrices U w , S w and V w of watermark, then use the modified S * to reconstruct the watermarked image, those keys are calculated using sharing secret principle.

A. Sharing secret principle

The goal is to divide data D into pieces D i ...D n in such a way that:  Knowledge of any k or more D i makes D easily computable.

 Knowledge of any k-1 or fewer of D i pieces leaves D completely undetermined.

By using a (k, n) threshold scheme with n = 2k-1we get a very robust key management scheme [START_REF] Shamir | How to share a secret[END_REF].

Our scheme is based on polynomial interpolation:

 Given k points in the 2-dimensional plane, with distinct x i 's, there is one and only one polynomial q(x) of degree k -1 such that q(x) =y i for all i. We can assume that the data D is a number to divide it into pieces D i , we pick a random k-1 degree polynomial q(x)=a 0 +a l x+ . . . a k-1 x k-1 in which a 0 =D , and evaluate: D 1 = q(1) ,..., D i = q(i) ,..., D n = q(n).

 Given any subset of k of these D i , we can find the coefficients of q(x) by interpolation, and then evaluate D=q (0).

 Knowledge of just k-1 of these values, on the other hand, does not suffice in order to calculate D.

 To make this claim more precise, we use modular arithmetic instead of real arithmetic. The set of integers modulo a prime number p forms a field in which interpolation is possible.

 Given an integer valued data D, we pick a prime p which is bigger than both D and n. The coefficients a 1 ... a k-1 in q(x) are randomly chosen from a uniform distribution over the integers in [0, p-1] and the values D 1 ... D n are computed modulo p.

Some of the useful properties of this (k, n) threshold scheme are:

 The size of each piece does not exceed the size of the original data.

 When k is kept fixed, D i pieces can be dynamically added or deleted without affecting the other D i pieces.

 It is easy to change the D i pieces without changing the original data D all we need is a new polynomial q(x) with the same free term.

During the extraction phase, the matrices U w and V w , saved during the embedding phase, and the matrix S' of the watermarked image, which can be attacked, are used to extract the embedded watermark; if an attacker use their own U * and V * matrices in place of rights matrices the extracting watermark was optical and geometrical similar to the attacker's watermark; at this step the secret D is calculated; if it is different to the inserted one the extraction phase is stopped here.

Let be M and W the image and watermark matrices respectively. I, I' are watermarked image and the attacked one.

B. Embbeding phase

 Apply the SVD to the host image:

M=USV.

(

) 2 
 Apply the SVD to the watermark:

W=U w S w V w . (3) 
 Calculate keys using sharing secret principle.

 To share the secret D, a key is inserted in each matrices U w , S w and V w .

 Calculate S * using the modified S w :

S * =S+S w . ( 4 
)
 Reconstruct the watermarked image I:

I=U w S * V w . ( 5 
)
C. Extraction phase  Apply the SVD to the watermarked image maybe attacked:

I'=U'S'V'. (6) 
 Calculate S' w :

S' w =(S'-S)/ [START_REF] Loukhaoukha | On the security of digital watermarking scheme based on SVD and Tiny-GA[END_REF]  Retrieve inserted keys from U' w , S' w and V' w .

 Calculate the secret D c using the secret sharing principle and polynomial interpolation:

If D c =D then go to the next step.

Else the extraction phase stops with a probability of an attack of false positive detection.

 Reconstruct the watermark :

W=U w S' w V w . ( 8 
)
Embedding and extraction phases are represented in Fig. 2 and Fig. 3. 

V. EXPERIMENT RESULTS

In this section we show the robustness of the proposed method against possible attacks. We performed fidelity tests after watermark embedding, whether perceptual distortion occurred to the host image or not. Also we tested the robustness against standard attacks i. e. cropping, Gaussian noise, rotation, resizing and contrast adjustment to the marked image. In experiments, Lina is used as host image; Baboon and Peppers as original and attacker's watermark respectively (Fig. 4 There is no perceptual distortion in the original and watermarked image, which means that the proposed scheme has satisfied the criteria of invisibility. For robustness, as shown in Table I the obtained differences between inserted secret and the calculated one in the case of attacked watermark and the original mark, when our scheme is applied; these experiments give evidence that our watermarking scheme is robust against that kind of attacks. Actually, it depends on the robustness of the SVD against those attacks that's mean that if the SVD based scheme can extract the watermark with a high correlation between the original and the second watermark the secret extraction can continue correctly, as shown in the second and the last lines of Table I the distance between the two differences is still high but the quality of the extracted watermark is low.

To summarize, our scheme is robust against geometrical attacks, including rotation, Gaussian noise, resizing, adjustment contrast and cropping attacks.

But, does the size of watermarked images affect the efficiency of the proposed method?

From the view point that the deference between singular values of an image is decreased, whenever the image size is reduced we applied the following test to check the robustness of our method in this case; results are shown in Table  and Fig. 6. Finally, we show the robustness of our scheme with several images of different sizes, third and fourth columns of Table II show the distance between the original and wrong watermark, the distance is still vast between the inserted secret and the calculated one. With the right watermark the difference |D-D c | is between 5 and 2406, however it is around 188000 with the wrong watermark; this result is meaning that the size of the watermarked image affect the watermark extraction because of the quality of the extracted watermark which decrease going to small images sizes as shown in Table in the same time it doesn't affect the secret extraction from the vast distance obtained.

A. Robustness conditions of the proposed method

In the SVD, the biggest part of energy is concentrated in low frequencies of images, which they are expressed by the nearest coefficients to the left upper corner of the matrix; the watermarking profit this property to insert watermark in low and middle frequencies according to robustness/invisibility compromiser [START_REF] Razafindradina | Robust and blind watermarking in the singular values domain[END_REF]. Experiment shown in Fig. 7 leads as to know where insert the secret according to the above mentioned compromiser.

In our method a secret is inserted at coefficients of the SVD, to evaluate the robustness of the proposed method we have insert a secret in different places of the matrices then we calculate the peak signal to noise ratio (PSNR) between the cover image and the watermarked image and normalized correlation (NC) between the original watermark the extracted one. So from the obtained results we must choice the coefficients that inserted keys must be:

 Different and nonzero values (according the sharing secret principle).

 Inserted at the middle of the coefficients of the SVD, to insure the robustness/invisibility compromiser. We have proposed a robust watermarking scheme, based on SVD using a sharing secret principle. The aim of our solution is to hide the watermark and insure their robustness against the false positive detection vulnerability. Our solution is robust against several attacks. The novelty of our scheme is the use of the sharing secret principle in watermark embedding, that is adaptively chosen according to the local features of the image. This approach makes the solution more robust against the false positive detection vulnerability. The secret is extracted from the attacked image and compared with the inserted one. The experimental results obtained give evidence that our scheme is robust. However, we observe that it is interesting to evaluate the robustness of the watermarking algorithm with different sizes of the watermarked image in conjunction with the previous illustrated attacks.

Our perspective turns around increasing the robustness of our solution using block based SVD scheme.
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 1 Figure 1. Example of false positive detection vulnerability. (reconstruction of an other watermark from the watermarked image and the attacker watermark)
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 2 Figure 2. Watermark embedding phase using the proposed method. (the modified Sw is used to reconstruct the watermarked image).

Figure 3 .

 3 Figure 3. Watermark extraction phase using the proposed method. (comparing tow secrets D and Dc to continue the exraction phase or not)

  ); W e is the correct extracted watermark and W e * is the extracted attacker's watermark; |D-D * c | as the difference between the inserted secret and the calculated one in the case of the attack of false positive detection and |D-D c | as the difference in the other case. Results are shown in Table and
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 6 Figure 6. Results of the influence of image size on the robustness of the proposed method. (the distance is wide between the calculated secret and the inserted one with different sizes of images)
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 7 Figure 7. Robustness conditions of the proposed method.(influence of the insereted secret on the quality of the watermarked image)