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Abstract—With the increasing image falsification due to the
easy access and use of image manipulation tools, image authen-
tication techniques have seen considerable interest in protecting
multimedia documents integrity and authenticity, it has been
demonstrated to be a very powerful solution for ensuring the
security of multimedia documents. The aim of this paper is to
present a Cholesky decomposition based scheme for strict image
authentication. To ensure the requirement of strict authentication
where no changes are tolerated to the host image, the Cholesky
decomposition properties are used beside the use of cryptographic
hash function and public key cryptosystem. For the purpose
of reducing the authentication data size, the diagonal of the
Cholesky decomposition matrix is used instead of using the entire
matrix.

The experimental results demonstrate that our technique is
able to identify image tampering despite the minor modifications.
In addition, the proposed scheme demonstrates its effectiveness in
sensitive information systems. We review an application example
in medical information security to ensure both integrity and
authenticity. Our scheme can find a niche role in healthcare
systems as an instrument for secure sharing and control of
medical images.

Index Terms—Strict authentication, Cholesky decomposition,
Cryptographic hash function, Public key cryptosystem.

I. INTRODUCTION

In recent years, the security of multimedia documents
becomes a serious problem, especially with the increasing
image falsifications provided by the easy access and use of
image manipulation tools. Thus, new information security
requirements become ever more urgent [1].

Military, medical and quality control images must be pro-
tected against illegal use and unauthorized manipulations;
which could affect the judgments based on these images.
Thus, image authentication techniques has the ability to attain
this requirement due to its effectiveness in several multimedia
applications.

Generally, the image authentication schemes can be divided
into tow main stages, stamping and verification stages. In the
stamping stage the desired image to be protected is used to
derive the authentication data that serves to verify the integrity
of the image. At the verification stage, to decide whether the
image is changed or not the consistence is evaluated between
the authentication data calculated from the query image and
the one calculated in the stamping stage [2].
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Authentication schemes can be classified according to the
service they provide into two main categories strict and
selective authentication. In strict authentication schemes no
modifications to the host image are accepted, even if only
one bit is changed. It is used for several applications such
as in law enforcement and medical image systems where no
alterations in the image are allowed, while selective or content
based authentication is used specifically when some image
processing operations are allowed such as compression and
filtering, it considers images as authentic when the content
does not change [1]-[5].

Strict image authentication methods can be further separated
into two main categories according to the techniques that are
used: methods based on conventional cryptography and fragile
watermarking-based methods [1], [3], [6]. The main difference
between these two categories of techniques is that the former
create a separate file to the authentication data, while the later
embed it into the data to be authenticated [7].

In classical image authentication methods based on cryp-
tography, an authentication data is computed from images
using a hash function. The resulting hash is further encrypted
with a secret private key of the sender and then appended
to the image or stored in a confidential authority. During
the verification process, the receiver computes the hash from
the received image and compare it with the appended one
[1], [6], [8]. To address both the authentication and integrity
problems, a diversity of schemes has been proposed for
different applications.

In this paper, a Cholesky decomposition-based scheme for
strict image authentication is proposed, the novelty of our pro-
posed scheme is the profit from the Cholesky decomposition
properties to detect any modification made on the original
image despite there imperceptibility by the human eyes.

Unfortunately the Cholesky decomposition is not possible
and unique if the decomposed matrix is not positive definite, to
solve this problem the given image is firstly multiplied by its
transpose then decomposed by the Cholesky decomposition
to generate an authentication data. Using the hash function
the principal diagonal is hashed. This latter will be encrypted
with the public key cryptosystem Rivest, Shamir, and Adleman
(RSA).

To detect any modifications, the authentication data is



calculated from the given probe image and it is compared
with the appended authentication data, depending on the con-
sistence between the two sequences the image is considered
as authentic or not.

Experimental results show the efficiency of our proposed
method under several attacks and show the ability to use the
proposed scheme in sensitive information applications such
as low enforcement, military and medical images share and
control.

The rest of this paper is organized as follows. In section II
we describe the cryptographic background. Section III includes
the related works and briefly formulates the problem in the
existing methods. The Cholesky decomposition which will
be used in the proposed scheme is described in section IV.
The detailed proposed scheme is described in section V, then
experimental results including an example of application are
presented in section VI and VII respectively. Finally, section
VIII concludes our work.

II. CRYPTOGRAPHIC BACKGROUND AND TOOLS

Over the ages, Cryptography has attracted the attention
as a tool to meet some of the information security re-
quirements. Cryptography is the study of mathematical tools
and techniques used in information security to provide a
security service including confidentiality, data integrity, and
entity authentication [9]. Enabling significant information to
be stored or transmitted over non-secure networks, so that only
authorized recipients can read it [1].

Message authentication techniques such as hash functions,
private or public key systems and digital signatures are also
used in image authentication and integrity systems [1]. There
are several tools that are used in image authentication algo-
rithms. The most important one is based on the hash function
which afford an effective and secure information processing

(11, [10].
A. Hash Function

In modern cryptography, the cryptographic hash function
is considered as one of the most frequently used primitives
[9]. A hash function processes an arbitrary finite length input
message to a fixed length output called the hash value or
digest; in other words, it is the compact representation of the
input message [1], [9], [10].

To achieve the security (cryptographic) requirement, a typi-
cally chosen hash function must satisfy at least, the following
properties [10], [11]:

o For any given hash value y of H, it is “computationally

impossible” to obtain a message m such that H(m) = y.
It must be difficult to reverse H from y to get an m
corresponding to .

o For any given message m, it is “computationally impos-
sible” to obtain any message m’ such that m #* m’ and
H(m) = H(m').

o Itis “computationally impossible” to obtain any two mes-
sages m and m’ such that m # m’ and H(m) = H(m').

B. Rivest, Shamir, and Adleman (RSA) Public Key Cryptosys-
tem

One of the most used public key cryptosystem is the RSA
cryptosystem. It is used to provide both secrecy and digital
signatures, The security of this cryptosystem is ensured by
the integer factorization intractability [9].

The RSA key generation, encryption and decryption algo-
rithms are described as follows [9]:

1) Key Generation Algorithm: Each entity generates an
RSA public key and a corresponding private key and do the
following:

1) Generate two large distinct random primes p and ¢ each

roughly the same size.

2) Compute n =p x g and ¢p(n) =(p—1) x (¢ —1).

3) Randomly choose the integer e such that ged (e,n) = 1.

4) Using the extended Euclidean algorithm (see [9]), Cal-

culate the unique integer d, 1 < d < ¢(n), such that
exd=1[¢]
The public key is (e,n) and the private key is d.

2) Encryption Algorithm: At the sender end, A encrypts a
message m for the receiver B.

1) Obtain the authentic public key (e, n) of the receiver B.

2) Represent the message as an integer m in the interval

[0,n —1].

3) Compute the encrypted message m. = mc[n].

4) Send m, to B.

3) Decryption Algorithm: B should use the private key d
to recover the plain text m from the encrypted message m..

1) Compute m = (m.)%[n).

III. RELATED WORK AND PROBLEM FORMULATION

The emerging evolution of image processing tools imposes
new challenges for researchers to design effective authen-
tication schemes. The existing schemes should be further
improved to meet new requirements including the use large-
size authentication data and tolerating more image processing
operations without compromising security.

The compromise between these requirements leads to a
new generation of image authentication schemes that use new
techniques to combine the watermark and digital signature
techniques [7].

Friedman and Gary in [12] proposed the concept of trust-
worthy digital camera for image authentication. A hash func-
tion is used to hash the content of the original image, then
the encrypted result is attached with the original image and
sent to the receiver. To obtain the original digest, a public
key is needed to decrypt the signature. The authentication
of the images is verified by comparing the decrypted digest
and the newly created one. In [13] a watermarking based
image authentication scheme is proposed, that is suitable for
several applications including medical images archiving and
commercial image transaction. In this scheme, a private key is
used to insert a watermark in the original image. To verify
the image authenticity, anyone can use the public key to
extract the watermark. If the watermarked image is modified



the visual quality of the extracted watermark will be affected.
However, compared to the secret key schemes, the public key
scheme are more expensive computationally [14]. Ping et al.
described in [14] a secure visible watermarking-based scheme
for ownership verification and authentication. According to
the user need, the watermark can be visible or invisible. This
scheme is able to detect any modifications made on the image.
To check the ownership, a valid user key is required. The
disadvantage of this scheme is that the secret key will need
to be transmitted from the image owner to the user through a
secure channel. In [15] a strict authentication watermarking-
based scheme for medical images is proposed, the watermark
is generated by hashing selected area of interest and embedded
outside the region of interest in the LSB bits.

For strict image authentication, digital signature-based
schemes are more applicable than watermarking-based
schemes. The authentication data generated by the hash func-
tion is sufficiently short, enabling the fast creation of the digital
signature. In addition, the hash function is very sensitive to any
modifications made on the images, which means that changing
a single bit in an image may result a different hash value.
Moreover, the authentication data used to identify the image
is associated with it in a separate file, by the sequence, the
embedding capacity of those techniques is higher than the
embedding capacity of watermarking-based schemes [7].

IV. CHOLESKY DECOMPOSITION

The Cholesky decomposition of a positive definite matrix
A is a decomposition of the form:

A=Lx1L!

In which L is upper triangular with positive diagonal
elements and L' denotes the conjugate transpose of L, if A is
positive definite; the decomposition is unique and there is only
one lower triangular matrix L with strictly positive diagonal
entries [16], [17].

A. Cholesky Decomposition Properties

The Cholesky decomposition is considered as an important
tool in matrix computation because [17]:

1) It maintains correlated parameters; this means that the
same information used to determine the value of one
parameter is also used to partially conclude the value of
the other.

2) The Cholesky decomposition destroy the relation be-
tween each parameter and their proceeding ones.

3) The Cholesky decomposition can indicate the correlation
degree of its variables.

4) Compared with the other entries in a row, the size of the
diagonal entries indicates the independence degree in a
correlated variable.

This sort of result and properties can be potentially useful
when considering the value of future research since this may
give an indication of the degree to which variables are related.

V. PROPOSED METHOD

Our main issue in the proposed scheme is to address
both the authentication and integrity of images. The use of
Cholesky decomposition properties, is the major difference
that differentiates our proposed scheme from existing state
of the art approaches; correlated parameters of the Cholesky
decomposition allows the control of any modification arise the
factorized matrix; this means that modification that changes
the value of one parameter will also partially affect the value
of the other. In addition, the parameters correlation degree is
indicated using the size of the diagonal entries, providing the
use of the principal diagonal instead of using the whole matrix.

To fulfill the several requirements of security, the robustness
of the proposed signature scheme is achieved by using the hash
function and RSA cryptosystem that encrypts the obtained
sequence before attaching it with the host image.

The goal of our proposed scheme is to detect any modifi-
cation in the digital images. If the image is untempered, the
recalculated authentication data and the attached one will be
equal. If the image is tampered, the two extracted and attached
authentication data will not be equal and the image considered
as non-authentic.

Our proposed scheme consists of two processes: authenti-
cation data generation process and authentication verification
process, which are described in the following subsections.

A. Authentication Data Generation Process

Let the original image I be an image with the size of M X N.
Detailed steps are described as follows, as depicted in Fig (1):
1) Cholesky decomposition is unique only if the matrix
to be factorized is a positive definite matrix. Thus, to
overcome this problem and obtain a positive definite
matrix from the host image I, it is firstly multiplied
by its transpose.
I,=1Ix1I!
2) Using the Cholesky decomposition, the obtained positive
definite matrix [,,, is decomposed into two Matrices L
and L.
I,=LxL!
3) Principal diagonal D of the L matrix is obtained.
4) The hash function is applied on the obtained principal
diagonal D.
H = hash(D)
5) Using a private key, the hashed sequence is encrypted
and attached with the original image.
So, an authentication data sequence (digital signature) can be
transmitted electronically with the original image.

B. The Verification Process

As shown in Fig (2), to verify if the received image has
tampered or not, the receiver computes the authentication data
from the received image. The authentication data that was
appended with the received image is extracted and decrypted
using the public key K,. The decrypted attached data and the
calculated one are then compared.
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Fig. 2. Authentication data verification process.

If the two extracted and attached authentication data are
equal the image is considered as authentic, else the received
image is not authentic.

VI. EXPERIMENTAL RESULTS

In our experiments, the testing programs are implemented
using C' + +. Besides the use of Cryptoc++ library to call
SHA256 hash function and RSA cryptosystem.

The performance of the proposed Cholesky decomposition
based scheme is tested using a wide variety of images in the
CVG-URG database such as “Baboon”, “Airplane”, “Girl”,
“House”, “Lena” and “Peppers” with the size of 256 x 256
pixels as shown in Fig (3).

In order to evaluate if the two authentication data sequences
(the attached and recalculated) are equal or not, we use
correlation metric as:

Z[(Sc(l) B S_c) X (Sa(l) B Sa)]
5\ 1(5e(0) = 52) % (Sa(i) — 5.2

Where S, and S, are the calculated authentication data and the
attached one respectively. S, and S, are the mean of the cal-
culated authentication data and the attached one respectively.

Corr(S., Sa) = (L

Fig. 3. Test images.

Generally, the correlation can take a value between O and
1. If it is closer to 1, the two sequences are getting more
similar. In our tests, if the correlation is equal to 1 the image
is considered as authentic, in the other case the image is
considered as tampered.

The peak signal to noise ratio (PSNR) is defined in Egq.(2),
in units of (dB), which may be used to evaluate perceptual
distortion between the original and modified images.

N x M I(z,y))?
PSNR = 10log max(I(z,y))

X3 ) I

(@)

Where [ is the original image, I " is the modified image, and
N, M denote the height and width of the image respectively.
Generally, the larger the PSNR value is, the more invisible the
distortions are.

To evaluate our algorithm, Table I, shows correlation values
calculated between the authentication data attached to original
images and the recalculated ones, to further demonstrate
the advantages of our proposed method different attacks are
performed .

As well seen from Table I, the proposed scheme proves its
efficiency, without any modification made on the image the
two sequences are similar and the correlation is equal to one.

In the other hand, changing only one bit from a pixel of
the whole image changes the recalculated sequences and the
correlation is different to one and closer to 0 despite the slight
modification made.

For better illustration, results are also demonstrated under
Salt and Pepper noise with a low variance equal to 0.0001,
obtained results in Table I shows the effectiveness of the pro-
posed method, where the correlation values remain low despite
the PSNR high values greater than 46 (dB) which demonstrate
that the slight modification made can’t be perceptible by the
human eyes but it can be detected using our proposed scheme.

VII. APPLICATIONS

Our proposed method can find a main application in health-
care systems, as an efficient tool for protecting sensitive



TABLE I
CALCULATED CORRELATION BETWEEN THE APPENDED SEQUENCE
Sappended AND THE CALCULATED ONE Scqiculated AND THE PSNR
VALUES CALCULATED BETWEEN THE ORIGINAL AND THE MODIFIED

TABLE II
AN EXAMPLE OF APPLICATION: CALCULATED CORRELATION BETWEEN
THE APPENDED SEQUENCE Sgppended AND THE CALCULATED ONE
Secalculated AND THE PSNR VALUES CALCULATED BETWEEN THE

IMAGES. ORIGINAL AND THE MODIFIED IMAGES.

Attacks - Baboon  Plane House Lenna Pepper Original images Attacked images
Without Corr 1 1 1 1 1
attack
Changing Corr  0.2996 -0.0181 -0.0921 0.0332 0.3067 ¢
One Copt b ’ll
bit PSNR 96.2956  96.2956  96.2956  96.2956  96.2956 3

(dB) e
Changing Corr  0.4038 -0.0955 0.2234 0.2353 -0.1673
One
pixel PSNR 62.8536  53.2498 51.8934  62.1441  55.1575

(dB) ‘ ‘
Salt and Corr -0.0361 0.1674 -0.1193 0.3033 0.1881
pepper PSNR =21.1895 (dB)
variance ~PSNR 502796 48.7065 519702 48.6796 46678 Corr(Sappended, Seateutated)=-0.0968
0.0001 (dB) Decision:Tampered

information such as military and medical images, the secure
sharing and control of those images is needed. These images
must be protected against any incidental or/and malicious
manipulations, which could affect the judgments based on
these images, especially in sensitive information applications.

To illustrate the efficiency of our proposed method in the
medical images an example is shown in Table II.

From the obtained results of the correlation in Table II,
we can conclude that any modification in the original images
can be detected using our proposed scheme, even if the
modifications can’t be noticeable by the human (doctors) eyes.

VIII. CONCLUSION

A novel Cholesky decomposition based scheme for strict
image authentication has been proposed. By exploiting the
Cholesky decomposition properties beside the use of crypto-
graphic tools our proposed scheme shows an effectiveness in
detecting tampered images. The proposed scheme can find its
application in several areas, where sensitive information need
to be protected such as various medical imaging modalities and
services (radiology, surgery, etc.). Experimental results have
shown the suitability of the proposed scheme for enhancing
robustness and the security of protected images to provide an
authentication service. Our future works turns around using
the Cholesky decomposition properties to detect and restore
tampered areas besides the exploitation of medical images
properties to embed the authentication data into the host
image.
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