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Over decades of positive research and a series of tests completed within the computing world there have been countless achievements made by computer technicians globally.

With all this success came a wave of unwanted infiltration methods that are used to cause malicious intent on everyday systems. Fortunately, cyber security has always been around to protect all forms of data/information. David Bernstein chairman of the British red Cross once stated, "For every lock there is someone out there trying to pick it or break in", referring to the potential of a cyber-attack on every possible system out there. In the following paper I will write a survey and taxonomy on intrusion detection systems, discussing their types and how they can be successful.

I. INTRODUCTION

Intrusion detection systems (IDSs) have been crucial in detecting malicious activity. IDSs have been studied thoroughly and improved overtime. IDSs are broad and this research paper provides a survey on different types of IDS systems and what influences their true potential. Many other surveys were used to help identify this. As well as a taxonomy on the evasion techniques/how to achieve the highest accuracy for an IDS and the classifications of intrusions.

II. TAXONOMY AND SURVEY OF INTRUSION DETECTIONS SYSTEMS

A. Intrusion detection systems An intrusion detection system (IDS) is a software application or device that checks a network for malicious rule breaks or malicious activity. A violation or malicious activity is usually reported or obtained using a security information system. For example, an activity that would cause the computer services to be unresponsive to users would be recognized as an intrusion. Most of the traditional firewalls are not able to detect malicious activity on a computer. Once the issue is detected it must then be prevented. IPS's (intrusion prevention systems) must eliminate the issue when it is found. However, in this paper I will only cover IDS's. "Failure to prevent the intrusions could degrade the credibility of security services, e.g., data confidentiality, integrity, and availability" [START_REF] Khraisat | Survey of intrusion detection systems: techniques, datasets and challenges[END_REF]. This quote taken from an article written by 'Khraisat, A., Gondal, I., Vamplew, P' has made it clear that without the detection of such attacks, a system will lead to failure.

The two famous types of IDS's can be classified into two categories, Host-based intrusion detection systems (HIDS)

and Network-based intrusion detection systems (NIDS). A Hybrid-based detection system is basically a combination of both the network and host-based systems.

B. Host-based

Host-based intrusion detection systems (HIDS) have a job to examine activities that take place on a specific machine. It can monitor its host in very minute detail. It will only monitor activities taking place on the host it is assigned to. One of the many abilities it has is to dictate the system and find out which users are disobeying guidelines and any users that are involved in malicious activity. A huge difference between Network-based intrusion systems (NIDS) and HIDS is that a host-based can be aware of an outcome caused by an attacker as it can observe the data files and the potentially infected area in the system. They are very similar to application-level intrusion detection systems. Many of the advantages they share are similar however, HIDS are not as capable as those. Majority of the antimalware products available are actively using Host-based IDS. A large amount of the Host-based IDSs rely on string or signature matching to locate threats.

Using simple processes such as this allows them to be infiltrated by altering the signature that will prevent the signature from matching [START_REF] Hammoudeh | Continuous Monitoring in Mission-Critical Applications Using the Internet of Things and Blockchain[END_REF].

An important factor is that the HIDS is incomplete when on its own. When a host is being monitored there are a few things that need to be considered such as any drawbacks that occur. A few of these drawbacks are:  The process of Host-based IDS will consume resources which will reduce the performance of the host.  Any attack taken place on the host will go un-noticed until it has reached the host.  The visibility is also restricted to a single host.

C. Network-based

Network-based intrusion detection systems (NIDS) are devices that are placed inside a chosen network that will assess traffic moving across the devices. Network-based IDS can come in the form of software or hardware-based systems. Most manufacturers will examine the situation and decide which network medium the systems will be joined to. These mediums include: FDDI, Ethernet etc. NIDS usually has two network interfaces that it uses: the first is to operate and report feedback: and the second can listen to network conversations in promiscuous mode (a mode that causes a controller to pass all traffic it obtains to the central processing unit).

Although there happens to be several Network-based IDS vendors, each one of the systems usually operate in two direct ways; Network-based IDS will either be anomaly-based or signature-based systems. Anomaly and signature-based systems detect malicious traffic trying to infiltrate a system. NIDS does in fact have a few drawbacks such as encryption, network data overload, difficulties tuning etc. [START_REF] Ghafir | DNS query failure and algorithmically generated domain-flux detection[END_REF].

Below is an image illustrating NIDS in more detail. The network in the image is using 3 NIDS [START_REF] Ghafir | A Survey on Botnet Command and Control Traffic Detection[END_REF]. They have been positioned in the network system to allow them to observe all the traffic taken place in the circuit. Here is standard security configuration where the NIDS is protecting the network from attacks. In Fig. 1 The firewall is being personally protected by a NIDS to stop any potential attacks that could occur on the firewall. A system can use more than one NIDS to create a more secure system.

D. Hybrid-based

However, Thomas M. Chen writer who wrote 'network and system security' [START_REF] Jyothsna | Anomaly-Based Intrusion Detection System, Computer and Network Security, Jaydip Sen, IntechOpen[END_REF], went into extensive research and conducted many tests and found them to be more effective when used together. In his test he used them separately and then he used them simultaneously. He saw that the detection rate was much better when they were used hand in hand. HIDS can identify malicious data that come for the network whereas NIDS will give a faster response time. He concluded that combining their strengths resulted in a more efficient system [START_REF] Jyothsna | Anomaly-Based Intrusion Detection System, Computer and Network Security, Jaydip Sen, IntechOpen[END_REF].

There are many pros and cons associated with them. Both can be used for different purposes. Most systems will usually use a network-based system as it serves more purpose in the industry [START_REF] Ghafir | Advanced Persistent Threat and Spear Phishing Emails[END_REF].

In fig. 2 NIDS is in contact with the firewalls and HIDS is in contact with the computer itself. Both are working side by side to protect the entire system/server. This shows how each of them operate in a different way [START_REF] Chen | Network and System Security[END_REF].

Both NIDS and HIDS have two types of operation: an anomaly-based and a signature-based. Majority of the IDSs will use both signature and anomaly-based systems. However, there are some systems that will not use both.

These types of systems will clearly be at a disadvantage compared to the systems that use both. I will now go into more detail regarding the anomaly and signature-based systems. 

E. Anomaly-based

The behaviour of a network is examined in detail in an anomaly-based system (ABS). The main goal of an anomalybased system is to detect anomalies. There are many different reasons for these anomalies to appear. This includes illegally using a device, harmful malware, suspicious behaviour etc. Information is constantly being gathered to prevent any future attacks [START_REF] Ghafir | Blacklist-based Malicious IP Traffic Detection[END_REF]. If there is no suspicion and the rules are being followed, then the transaction will be approved. For a network to know what is acceptable it can gain this information from the network administrator. Sometimes the prerequisites can be set beforehand. If an attack manages to get past the signatured-based method, then the anomalybased system comes into effect.

The anomaly-based system is great at finding out if someone is interfering with a network. An example of this is when someone is attempting to log in too many times and is unsuccessful [START_REF] Ghafir | A Survey on Intrusion Detection and Prevention Systems[END_REF][START_REF] Ghafir | Disguised Executable Files in Spear-Phishing Emails: Detecting the Point of Entry in Advanced Persistent Threat[END_REF]. The system will assume that someone is trying to gain access to the system without permission and usually lock the account.

The IDS should be capable of understanding how protocols work and their objective. Protocol analysis can be costly but despite the cost it can be a liability if this is not covered. Having this will decrease the number of false-positive alerts. The accuracy of a system is vital for a long and efficient lifespan [START_REF] Ghafir | Blacklist-based Malicious IP Traffic Detection[END_REF].

In the article 'anomaly based-intrusion detection systems' [START_REF] Ghafir | Blacklist-based Malicious IP Traffic Detection[END_REF] written by 'Jyothsna and Munivara' a taxonomy was made that stated a couple drawbacks in the anomaly-based system that can lead to many failures in different systems. One of the drawbacks stated was the defining of rule sets. It is crucial that the efficiency of a system is at its best ability. These rule sets will most likely be different depending on who requires the system and what system is being used. They later go on to explain that new rules implemented will have to be tested to ensure efficiency [START_REF] Ghafir | Blacklist-based Malicious IP Traffic Detection[END_REF].

F. Signature-based

A signature-based system is also known as a misuse detection system. It is a system that uses patterns it recognizes and then decides if the patterns are suspicious. It stores patterns and checks to see if they are familiar [START_REF] Baumrucker | Cisco Security Professional's Guide to Secure Intrusion Detection Systems[END_REF]. If there is an operation being made on the system with an unusual pattern, it will detect the attack due to previously encountering a similar pattern. All patterns that are encountered are stored in a database so that they can be compared to if need be. The significance of this is that it can quickly check and match a pattern it finds suspicious and see if it may be a threat. This saves a lot of time and makes the system much more efficient [START_REF] Ghafir | Blacklist-based Malicious IP Traffic Detection[END_REF]. Which is why it is important systems are updated on a regular basis so it can identify which signatures are new or old.

A huge drawback to signature-based systems stated in 'anomaly based-intrusion detection systems' [START_REF] Ghafir | Blacklist-based Malicious IP Traffic Detection[END_REF] is that they cannot detect an attack whose pattern does not look familiar. If the pattern of the attack is not located in the database, then it cannot be detected. As soon as an attack is attempted, a signature is made for it. This signature is usually unique as most attacks are different majority of the time. Any attack that can alter its movements could very easily penetrate the signature-based system. It operates best against behaviors that are common/fixed [START_REF] Ghafir | Blacklist-based Malicious IP Traffic Detection[END_REF].

When reading 'anomaly based-intrusion detection systems' [START_REF] Ghafir | Blacklist-based Malicious IP Traffic Detection[END_REF] I concluded that the anomaly and signature-based detection systems can both be very useful when it comes to the security of a system. They operate in different ways and have several purposes. As stated in the article "intrusion detection systems aim to identify intrusion with a low false alarm rate and a high detection rate" [START_REF] Ghafir | Blacklist-based Malicious IP Traffic Detection[END_REF]. For this to be achieved the system must be able to perform at the best of its ability which may in the long run be rewarding and costly.

III. ACHIEIVNG THE BEST IDS

In this part of the paper, I will go through the aspects that decide if an IDS will be successful and how it can achieve its best abilities as well as classifying different intrusions.

A. Evasion Techniques

Attackers have a wide arsenal of attacks they can perform on a system. IT departments are not only responsible for knowing these attacks but also preventing them from happening [START_REF] Ghafir | Advanced Persistent Threat Attack Detection: An Overview[END_REF]. For an attack to be pre-determined it can be easy for the department to know how to adjust the IDS system so it cannot be misguided into seeing a malicious attack. Here are a few strategies attacks will use- Avoiding defaults-For instance, a protocol being used at a port can easily be manipulated. The attacker could change ports which will prevent the IDS from detecting the attack.  Proxying/address spoofing: By doing this the attackers can take advantage of a weak proxy server. They can use these weak proxy servers and prevent the IDS from knowing where the attack is coming from.

 Pattern change evasion: as we already know IDSs can detect attacks using the matching of patterns. However, if the blueprint of the pattern is altered, the attack can go unnoticed.

B. Accuracy of IDS's

The accuracy of an IDS is the one of the most important aspects. In total there are four possible outcomes for the activities examined [START_REF] Ghafir | Tor-based malware and Tor connection detection[END_REF]. I will look at the taxonomy [START_REF] Ghafir | Blacklist-based Malicious IP Traffic Detection[END_REF] that covers these and conclude why they are important. The four types are:

 (TPR) True Positive Rate-This is the ratio between the amount of correctly predicted attacks and the number of attacks. It is very difficult for every single intrusion to be detected however, when this happens the TPR will be 1. For something like this to happen is very scarce and only capable by a very good detection system. TPR can be shown mathematically in the following equation: TPS= TPTP+FNTPR= TPTP+FN  (FPR) False Positive Rate-Is calculated as the ratio between the number of normal instances determined improperly as an attack and the number of normal instances. The equation for FDR is: FPR= FPFP+TNFPR= FPFP+TN  (FNR) False Negative Rate-This is when a detector is not able to recognise an anomaly and it then disregards it and determines it is normal. The equation for FNR is: FNR= FNFN+TPFNR= FNFN+TP  (CR) Classification Rate-The Classification Rate will determine how accurate the IDS is at detecting unusual or normal behaviour in the traffic. This can be described by the percentage of all correctly predicted instances to all the instances. It is shown as: Classification rate (Accuracy)=TP+TNTP+TN+TP+FN [START_REF] Ghafir | Blacklist-based Malicious IP Traffic Detection[END_REF] The survey [START_REF] Ghafir | Blacklist-based Malicious IP Traffic Detection[END_REF] written on these matters clearly states that these four situations can dictate the security of a network. The authors then go into detail describing that a network breach is what determines how strong a system is. If a system is not sent through vigorous 'trial and test', it can have severe flaws that can derail a system leaving it open to endless attacks.

Table.1. A confusion matrix on classification

A confusion matrix is the best way to show classification results of an IDS. It depicts true and false results.

C. Challenges of Maintaining an IDS

To manage an IDS requires three demanding tasks. When an IDS Is being chosen, it is important the program prevents these problems from occurring. These can be classified as such:

Identifying false positives: I have already discussed false positives in a previous chapter. The reason false positives must be recognised is because they can create problems for the IT professionals working on the system. From [START_REF] Ghafir | Blacklist-based Malicious IP Traffic Detection[END_REF] we learnt that false positives must be identified to save the system from any inconvenience. However, using the equation stated in [START_REF] Ghafir | Blacklist-based Malicious IP Traffic Detection[END_REF] we can see how reliable a system is. An IDS that is not updated will find it difficult dealing with false positives.

Staffing: another common problem is staffing. IDS management involves understanding what caused the threat.

In the computing world cyber-attacks are evolving and continue getting better. The attackers are always trying to find flaws in a system, which is why it is crucial for IT technicians to be ahead of the attackers. All organizations will have different goals and requirements. The difficult part with this is locating a professional who has the skills in the required field [START_REF] Damopoulos | Evaluation of anomaly-based IDS for mobile devices using machine learning classifiers[END_REF].

Identifying genuine risks: not identifying a genuine risk can be dreadful. To identify and prevent a risk, the origin of the attack must be known. Letting an attack slip by can be dreadful for any system. Knowing the origin of an attack will decrease the chance of it happening again. Systems used in popular companies usually undergo trial and error before being implemented.

D. IDS's Used in the Industry

In the table below are five of the most popular IDS's used all around the world. As you can see both HIDS and NIDS are used in these detection systems. NIDS however, are used in almost all of them as most companies will require the functions of a network-based system. Companies all around the world put their trust in these software's to protect their systems and keep the personal information of their customers safe.

E. classifications of intrusions-

From the paper so far, a taxonomy can be done to classify intrusions into three different categories, depending on how strong or weak the intrusion is [START_REF] Ghafir | DNS traffic analysis for malicious domains detection[END_REF][START_REF] Axelsson | Intrusion Detection Systems: A Survey and Taxonomy[END_REF]. Well known intrusions These intrusions are common and will usually contain a good pattern. They can be used very easily, and the system can predict them with ease as the pattern is usually within the systems database. Generalized intrusions These may attack a specific part of a system. This is because they patterns may vary depending on the attack. The patterns within these are either weak or great.

Obscure instructions These can be very hard to predict as the system may be confused on what to expect. They are not fully discovered and may alter their attack. A system will usually encounter one of these three types of intrusions. However, it comes down to how well built the system is for it to detect either of these intrusions. [START_REF] Wilhelm | Ninja Hacking[END_REF] CONCLUSION In conclusion of this informative report, surveys of other IDS's were evaluated to see what makes an IDS efficient. It is vital that FP (false positive) and FN (false negatives) are as low as possible. A protocol for an IDS is that malicious traffic will be different to normal traffic. With all the research papers I used within my paper I realized that they all have a similar pattern. They all try to achieve a certain degree of accuracy within an IDS using different techniques. The accuracy and maintenance of an IDS are crucial for it to fulfil its duties. Different systems require different needs. Having a system is one thing, making that system reach its true capabilities is another. Which is why guidelines and protocols are needed whether the vendor using the system is small or large.
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A table showing the 5 best IDS software's.