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Abstract. This paper deals with the development of a Decision Support System 

(DSS) for infrastructure network vulnerability analysis in the natural disaster 

context. The developed DSS named VESTA supports dynamic modelling and 

interdependence modelling. The issues in this particular decision context are 

identified. Characteristics to be respected and the software architecture are also 

presented. The strengths of the DSS and its functionalities are highlighted. It 

calculates parameters by a simulation based on a vulnerability model. This 

paper discusses the implementation granularities of and the use of such a DSS. 
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1 Introduction 

Natural disasters have always been societies’ destabilization sources 

since the beginning of the human societies. In the past, they were 

attributed to divine wrath sign. Much later their manifestations were 

explained scientifically. Actual knowledge allows the disaster 

description through models more or less established. Although the 

causes of such events are most often known, it turns out to be very 

difficult to prevent natural disasters. At most it is possible to think 

about protection systems. 

Disaster affects many stakes including infrastructure networks. 

Through interdependence, a failure of one component might lead to 

those of the others by cascading failures. This situation can quickly 

lead to a complex crisis. 

One of the challenges in the crisis management is the responsiveness of 

decision makers. The use of a Decision Support System seems to be 

primordial to meet the challenge. Indeed, every second counts and 

decisions must be taken quickly. Consequently, the use of simulation 

systems in such context seems essential. 

The objective of this paper is to present a Decision Support System for 
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infrastructure network disruption in the context of natural disaster. First 

of all the issues of the DSS are presented. Features to overcome these 

issues are then shortlisted. Following on, the used architecture is 

described before presentation of the resulting software. 

2 Issues 

Decision making is one of the human being’s main cognitive activities. 

In fact, man is a being who doubts. Through the doubt mechanism, it is 

in constant reflection in every decision process. This situation is further 

emphasised when there are several possible options. In general decision 

making, [1] pointed out some elements which make the decision 

process difficult: 

 Uncertainty of the problem; 

 Several different objectives; 

 Different conclusions that may derive from different perspectives. 

In the particular area of infrastructure failure many other difficulties 

indices could be added to the above enumerated: 

 Decision maker’s emotional state instability; 

 Consequence extent; 

 Interdependence between networks; 

 Interdependence between feared events; 

 The need of justification; 

 Multiples actors. 

For illustrative purpose, the 2010 volcanic eruption in Iceland affected 

about 20 countries because of the interdependences in air transportation 

networks. Because of this number of decision maker implied in the 

decision process, actions synchronisation is harder and time 

consuming. This kind of situation is source of stress and anxiety for 

decision makers which judgment could be affected. The stress erasing 

from this situation leads to the instability of decision maker emotional 

state. In addition, the justification of every action is very different from 

a normal situation. 

It follows that a normal decision context is different from a crisis one. 

Currently everyday routine decisions are less complex, their 

consequence scope is limited, and the decision makers’ emotional state 

is quite stable. On the contrary, in a crisis situation, decisions are more 
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complex, the consequence scope is high, decision justification needs 

are different, and the decision makers are emotionally instable. 

Whatever the consequences, a decision has to be justified and in the 

case of natural disasters, maybe more than any other context, it is 

crucial to explain what is intended to be done. Natural disaster decision 

context varies greatly according to the decision-makers emotional 

states, the consequences extent, the need of justification, and the 

decision subject complexity. Thus, in natural disaster situations, the 

need of support seems to be obvious for decision making. 

The previous example highlights the need of justification of every 

decision. In fact this is not specificity of infrastructure failure but in 

disaster situation in general. Stakes represented by the travellers has to 

be informed about why theirs flights was cancelled, diverted, delayed 

etc. Using computer software (Decision Support Systems) is therefore 

valuable. 

In the following sections, we will describe the architecture of a DSS to 

overcome these issues and take efficient and effective actions according 

to crisis management phases. The aim of an effective action is to fulfil 

objectives in the assigned time, while that of an efficient action is to 

fulfil objectives with the assigned means. 

We have identified some phases in natural disaster crisis management. 

They consist of: 

 Investigation: To identify the feared events and the stakes: This is the 

phase of ignorance which aims to identify risks; 

 Awareness of the situation: In this phase, the risk is known, stakes 

are awarded of the situation which means the beginning of cognitive 

processes to integrate the risk culture; 

 Simulation: Aims to evaluate different scenarios through models 

more or less elaborated; 

 Warning: This is the phase where we assist to the appearance of the 

hazard’s signs; 

 Event: Occurrence of the hazard; 

 Replication: The event is over but the risk of recurrence is high. 

Replicas are seen especially when it comes to earthquakes; 

 Post-event: The crisis is over, but it remains to rebuild and repair 

damages; 

 Stability: This is the last phase. Choices are evaluated and feedback 

formalized. 
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The next section presents definitions of DSSs and some of their 

features. 

3 Definitions and Features 

A Decision Support System is a computer-based system for decision 

support [2]. It is defined as an integration of computer hardware and 

software that is designed to complement the cognitive processes of 

humans in their decision making [3]. In this paper, the designed system 

can be used in many phases. It is called VESTA. 

DSS features as those of classical software depend on the use. They 

were described by Sprague and Carlson  through the ROMC 

approach [4]: Representations, Operations, Memory Aids, Control 

Mechanisms. With regard to decision support systems in a disaster 

management, they have to be flexible, adaptive, responsive, interactive 

[2], progressive and controllable [3]. In addition to these features, we 

have also identified other parameters like: response time, geographical 

distribution, ease of use, portability, ergonomic and efficiency. 

Next section introduces the architecture that incorporates these features. 

4 Architecture 

As recommended by Sprague [5], the architecture adopted is composed 

of three parts namely: a Human Computer Interface, a Data Base, and a 

Model Base. William A. Wallace in [3] added to these parts a data 

analysis capability. In our approach, this module is managed by the 

Data Base Management System. In some situations like those related to 

territorial management, a spatial DSS can have prominent  spatial 

components [6]. 

Data Base is devoted to data analysis capability performed by a Data 

Base Management System (DBMS). The Model Base is related to a 

normative model implemented in a Model Based Management System 

(MDBS). The Human Computer Interface is related to a Dialogue 

Management System. 

Next section presents these components. 

4.1 Human Computer Interface 

A Human Computer Interface (HCI) represents all windows accessible 
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to users. The nine windows of the application have been prototyped 

with Balsamiq [7]. At the encoding time, the GUI was drawn by 

WindowsBuilder - an Eclipse IDE plug-in [8]. The dialogue 

management system related to the Human Computer Interface is 

implemented through Java Classes. 

 

Fig. 1. Human Computer Interface of VESTA 

A feared event like a flood can be aggravated or mitigated by some 

natural or artificial factors (like a dam for instance). As an illustration, 

Fig. 1. presents this particular HCI. 

4.2 Database 

Decisions emerge from the performed data processing. Data are located 

in a database. The Unified Modelling Language (UML) is used for the 

data description. We used a methodology inspired from that presented 

in [9] This approach included actors identification, building the static 

context diagram, relationships between use cases, use cases for human 

actors, sequence diagrams, activity diagrams and class diagrams. 
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Fig. 2. Class diagram with StarUML [10] 

Fig. 2 resents part of the class diagrams in UML. At its occurrence, a 

feared event (Hazard) affects circulating flows in the network and 

stake. The real data base implements 30 classes and 12 relations. 

4.3 Model base 

The model base is managed by a Model Base Management System 

(MBMS). The functional and dynamic modelling of MBMS are 

performed through the object approach. 

Several kinds of actors are identified: International, National, Regional, 

Infrastructure Manager, Local Operator, Emergency, Citizen and the 

Analyst. For each of them several use cases are defined. We have 

defined 14 scenarios. The example in Fig. 3. shows that a local actor 

can determine among others critical components, effective actions, 

feared events etc. 

Flow

+flowName
+flowCirculationLaw: CirculationLaw[0..*]
+flowNominalSpeed
+flowParametre: FlowParameters
+flowType: TypeFlow
+flowMeanTimeToRepear
+flowResistance
+flowReliability
+flowMeanTimeToRecover

+onLeftClic()
+addNewParameters()
+stayCentred()
+getNumberOf()
+changeParameter()
+resize()
+dragAndDrop()
+getTerritory()
+breakDown()
+isAffected()
+circulate()

Stake

+stakeName: String
+stakeQuantity
+stakePosition: Point[1..*]
+stakeColor: Color
+stakeIcone: Icone
+stakeInitialQuantity
+stakeReliability
+stakeMeantimeToRecover

+onLeftClic()
+addNewParameters()
+changeParameter()
+resize()
+dragAndDrop()
+getTerritory()
+breakDown()
+isAffected()

Hazard

+hazardFrequence
+hazardName
+hazardDuration
+hazardAmplitude
+hazardIcone
+hazardSpeed
+hazardType: TypeHazard
+hazardColor: Color[1]
+hazardTerritory: Territory
+hazardOccurenceDate

+onLeftClic()
+stayCentred()
+addNewParameters()
+getNumberOf()
+changeParameter()
+resize()
+dragAndDrop()
+getTerritory()
+occur()

+consume

+isConsumed
Stake_Flow

+fluxConsumpiton

+addNewParameters()
+changeParameter()

Hazard_Stake

+dropQuantity

Hazard_Flow

+dropedNumber
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Fig. 3. Use case for local operator 

Use cases in Fig. 3. are based on the vulnerability model [11] presented 

in the next section. 

Vulnerability model 
Vulnerability is "a stake’s inability to resist the hazard’s occurrence and 

to recover effectively its nominal functioning for a given period of 

time" [12]. Vulnerability depends on the hazard and the system state. It 

is given by: 

               ∏       
 
     (1) 

N is the number of component.    is the intrinsic vulnerability of a 

single component n. It is given by: 

                   (2) 

    is defined as the robustness and     the resilience. The reader may 

refer to [11] for more information. 

The originality of the DSS is also in the implementation of this model. 

Model implementation 
Because of its portability Java was retained as development language to 

implement the model in the previous section. In addition, Java is free 

and can run on different computer environments without any change. 

The system is fully implemented by using swing as an API for graphics 

and JUNG to represent the network [13]. 

Local operator

Log in

Crtitical component

Feard hazard

Feard scenario

Efficient action

AuthentificationSystem
<<actor>>

VulnerabilityAssesser
<<actor>>

ScenerioModeller
<<actor>>

NetworkModeller
<<actor>>

HazardDataModel
<<actor>>

DecisionModel
<<actor>>
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5 The Decision Support System: VESTA 

Many terms are related to Decision Support System in the literature: 

artificial intelligence, data mining, on-line analytical processing, 

knowledge management [14], Group Support System (GSS), Executive 

Information System (EIS). In general, a Decision Support System is a 

computer-based system for decision support [2]. There are many 

definitions in the literature. We divided these points of views into three 

groups: 

 Definitions focusing on the characteristic [2], [15]; 

 Definitions on the objective [3], [14]; 

 Definitions on the architecture [5], [16]. 

A recapitulative is given by[17] and [14]. The developed DSS 

complements shortcoming of the existing. Its functioning is presented 

in the following section. 

5.1 Functioning 

In the literature there are several Decision Support System for disasters 

management. Their applications are related to many disciplines: 

pollution control, water resource management, flood, forecasting, 

prevention of epidemic etc. [14]. A recapitulative is given by [17] and 

[14]. None of these systems take into account the vulnerability 

calculation in a generic way. The Decision Support System for 

Interdependent Network Vulnerability Analysis realized in this study 

contains an ergonomic graphical user interface which allows the user to 

choose different possibilities depending on his/her rights. The 

functioning is composed of five phases: Characterization, Modelling, 

Simulation, Decision, and Evaluation. 

The first step of this approach is to describe the decision context in the 

characterization phase. After this description, networks and 

interdependences modelling would be performed in the modelling 

phase. The simulation will allow best actions determination. Determined 

actions are evaluated in the Evaluation step. 

VESTA is able to calculate the vulnerability of a geographical region or 

a network. The region must first of all be modelled by the analyst. Next 

parameters as feared events and stakes have to be estimated and the 

system can assess the vulnerability of the defined target. Its strengths 
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are presented in the next section. 

5.2 Strengths 

Dynamic Network drawing 

The strength of VESTA resides in the dynamic network drawing. The 

software enables the user to import a map as a picture or to select an 

area from a real map (using Google maps for example). Then, specify 

the boundaries of the geographic area to work within. If the user does 

not find a map, the software offers the possibility to draw the territory 

and represent it by its boundaries on the zone. Territories are resizable 

(zoom, extension...). 

 

Fig. 4. Network drawing 

During the simulation, the user can draw the network by a drag and 

drop function. He/She can add and remove component dynamically. 

The Fig. 4. shows an example of network drawing. 

Vulnerability-based Simulation 

VESTA simulates network functioning and determines the vulnerability 

according to the model presented in [11]. This model takes account of 

interdependence among networks, flow circulation, the impact of a 

feared event such as an earthquake, the component failure due to its 

unreliability etc. VESTA could determine other parameters which are 

described in the next section. 

5.3 Results representation  

The system has been used in two cases study. The first is a generic one. 
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The reader is invited to see [11] for more information. The second is 

real situation. The analysis is performed for Lourdes, in the “Hautes-

Pyrénées” (France). Indeed, the Hautes-Pyrénées lies in the highest 

seismic area in the French metropolitan country. Lourdes is a 

pilgrimage city since 1858. As an illustration the city hosted during the 

150th anniversary of the Virgin apparition nearby 70,000 pilgrims per 

day. This may amplify the dramatic character of the consequences in 

case of the occurrence of a seism. Among the different topics of 

concern, the city wishes to analyse the vulnerability of the sewage 

network. The simulation was performed with our DSS and we proposed 

some actions. The details of the analysis and the methodology are 

available in [18]. 

For a single element (single network, territory, network component, 

stake, flow, factor, feared event), the application calculates the 

vulnerability and shows the result in the form of Pareto chart. This 

chart provides information on the importance of the considered element 

to the global vulnerability. The system could also calculate the part of 

vulnerability induced by interdependence. For now, it is a prototype 

and must be improved. 

 

Fig. 5. Parameter calculation 

Fig. 5. represents the vulnerabilities of six components. It shows that 

the component C4 is the least vulnerable with respect to the feared 

event. Conversely C3 is the most vulnerable. Let us remark that the 

user could also select more or less components and choose to display 

resilience instead of vulnerability for example. 

5.4 Functionalities 

The approach used in the DSS is to minimize the effects of 

interdependences and detect the vulnerable elements. The main 

0
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developed functionalities are presented in the following. 

 Evolution of the parameter: The user can follow the evolution of one 

or more parameters during the simulation time (vulnerability, 

robustness, resilience etc.). 

 Feared event or scenario: One of the aims of vulnerability analysis is 

to determine the consequences of feared events and scenarios. The 

DSS is able to provide the decision maker with some information 

about one parameter of a selected component in the case of different 

possible scenarios. 

 Effect of interdependence: Interdependence when activated could 

change the behaviour of the system. The user can select a parameter 

of a component and see the effect of one or more interdependences 

on it. 

But the following functions are still under implementation: Estimation 

of the Time to break down of a single component, the minimum value 

on one parameter (reliability, Mean Time To Repair…), Determination 

of the worst feared event occurrence point. 

6 Conclusion 

The objective of this paper was to present a vulnerability model-based 

Decision Support System. Every component of the architecture has 

been described. The obtained DSS allows an estimation of 

infrastructure network vulnerability taking interdependences into 

account. The main contributions are in the following: 

 Characterisation of a natural disaster decision context; 

 Identification of DSS features in this context; 

 Description of the DSS functionalities; 

 Proposition of a DSS for natural disaster management. 

Thus it is possible to deduce among others vulnerable areas, critical 

components and the most threatened stakes. 

Our model takes into account interdependences only between systems 

of the same type. So we did not investigate the interdependences 

between feared events and infrastructure networks. But in our 

simulation, we implemented a model (out of the scope of this paper) to 

assess the impact of feared events on infrastructures. In the future our 

perspective is to deploy this application on the internet and on mobile 

devices (smartphone, tablet). 
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