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E-Agriculture, or Smart Farming, refers to the design, development, and application of innovative methods to use modern information and communication technologies (ICTs), such as the Internet of Things (IoT) and machine learning, to move towards more sustainable agricultural and farming practices. The integration of blockchain technology in farming is gaining attention for its potential to migrate from the centralized and monopolistic model that shapes today's food value chain. This paper highlights the fact that most of today's blockchain-based farming frameworks focus on food tracking and traceability. Only rarely does research focus on the design of digital marketplaces to support the trading of agricultural goods between farmers and potentially interested third party stakeholders; equally rarely are performance evaluations performed for the proposed frameworks. The latter is where this paper contributes the most by, not only proposing a novel blockchain-based farming marketplace platform (called "FarMarketplace"), but also a comprehensive methodology to help software solution integrators to better understand and measure how a given configuration setting of such a platform can influence the overall quality of service performance in the long run.

Introduction

Agriculture is a sector that is in constant demand.

Owing to the increased global population and limited (or scarce) resources, this demand is continuously increasing, enlarging the demand-supply gap [START_REF] Blandford | Supply Response to Increased Demand for Food[END_REF]. This clearly poses new challenges including the lack of traceability and control throughout the food supply chain, lack of quality assurance, and trust challenges resulting from the growth and consolidation of corporate monopoly power in the food industry [START_REF] Zhao | Blockchain technology in agri-food value chain man-1038 agement: A synthesis of applications, challenges and future re-1039 search directions[END_REF]. Consequently, farmers and the food industry in general are increasingly searching for and adopting new strategies based on modern ICT such as the IoT, cloud computing, big data, and blockchain [START_REF] Rabah | Convergence of AI, IoT, big data and blockchain: a 1041 review[END_REF][START_REF] Lin | Blockchain: The evolutionary next step for 1044 ICT e-agriculture[END_REF][START_REF] Aker | The promise (and pitfalls) 1046 of ICT for agriculture initiatives[END_REF]. These emerging technologies have led to the phenomenon of e-agriculture, also referred to as Agriculture 4.0 or smart farming/-Figure 1: Blockchain Architecture Stack and associated research questions have appeared around the world [START_REF] Lin | Blockchain: The evolutionary next step for 1044 ICT e-agriculture[END_REF][START_REF] Kamilaris | The rise 1089 of blockchain technology in agriculture and food supply chains[END_REF], wherein different research questions at the hardware, software, network, and governance levels have been addressed.

Whereas the majority of the research has focused on investigating blockchain-based solutions for the enhanced tracking and traceability of agricultural goods, as is further analyzed and discussed in Section 2, limited research has been undertaken on the design of innovative smart farming digital marketplaces to support the trading of agricultural goods between farmers and interested third party stakeholders (e.g., food transformation companies, retailers, and other farmers). To overcome this gap in research, this paper presents a novel digital marketplace called "FarMarketplace". FarMarketplace fully exploits the advantages of blockchain capabilities by proposing generic, yet detailed representations of trading (smart) contract templates between farmers, interested third-party consumers, and deliverers. Compared with the current literature, FarMarketplace is innovative in three respects.

• The evaluation of this blockchain solution facilitates a methodology to benchmark a blockchain system. It focuses most notably on the allowable capacity offered by the blockchain immediately before saturation. Hence, this evaluation is based on the expected contract emission throughput and its latency according to the block size. Consequently, the notion of capacity, the maximum throughout that the chain can support is introduced. Phenomena around the capacity are also presented, and the methodology is applied for a specific contract.

• Only limited blockchain-based farming frameworks/ecosystems focus on trading and propose any kind of digital marketplaces where farmers/industries, deliverers, and retailers can discover each other and trade agricultural goods and delivery services;

• The majority of the studies do not provide sufficient details regarding the performance of their proposed system (more than 50% do not evaluate any metrics), and to the best of our knowledge, no study has ever defined a comprehensive methodol- [START_REF] Zheng | Blockchain 1092 challenges and opportunities: A survey[END_REF]Panarello 103 et al., 2018). The possibility of defining/using "Smart 104 contract" has opened a wide spectrum of applications 105 where blockchain technology can be leveraged, and 106 identified an entire new class of business models for 107 shared data [START_REF] Nowiński | How can blockchain technology dis-1098 rupt the existing business models?[END_REF]. In this re- [START_REF] Hang | A secure fish farm platform 1111 based on blockchain for agriculture data integrity[END_REF]Galvez 157 et al., 2018;[START_REF] Thomason | Blockchain -Powering and empowering the 1119 poor in developing countries[END_REF], its primary objec-158 tive is to improve transparency and traceability through-159 out the food chain [START_REF] Feng | Apply-1085 ing blockchain technology to improve agri-food traceability: A re-1086 view of development methods, benefits and challenges[END_REF][START_REF] Zhao | Blockchain technology in agri-food value chain man-1038 agement: A synthesis of applications, challenges and future re-1039 search directions[END_REF] 160 [START_REF] Tripoli | Emerging Opportunities for the 1077 Application of Blockchain in the Agri-food Industry[END_REF]. Figure 2 overview of a traditional food chain, including the con-162 tracts that are typically established between the involved 163 parties [START_REF] Feng | Apply-1085 ing blockchain technology to improve agri-food traceability: A re-1086 view of development methods, benefits and challenges[END_REF][START_REF] Bumblauskas | A 1122 blockchain use case in food distribution: Do you know where your 1123 food has been?[END_REF] 164 [START_REF] Kamilaris | The rise 1089 of blockchain technology in agriculture and food supply chains[END_REF]. These contracts include the fol- In Table 1, we review and classify the state-of- 

). To answer this question, a more in-depth analy-
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sis of these studies should be performed to identify the 258 exact system requirements and constraints.

259

Finally, it can be observed in [START_REF] Surasak | Thai Agriculture Products Traceability System using 1182 Blockchain and Internet of Things[END_REF] Trace & Track N/F SQL-based - [START_REF] Bumblauskas | A 1122 blockchain use case in food distribution: Do you know where your 1123 food has been?[END_REF] Trace & Track N/F Hyperledger - [START_REF] Malik | Productchain: Scalable 1185 blockchain framework to support provenance in supply chains[END_REF] Trace F Hyperledger 1. Time [START_REF] Hua | Blockchain based provenance for agricultural products: A dis-1190 tributed platform with duplicated and shared bookkeeping[END_REF] Trace & Track F N/S - [START_REF] Shakhbulatov | Blockchain Implementation for Analysis of Carbon Footprint 1195 across Food Supply Chain[END_REF] Track F Raft-like consensus 1. Throughput 2. Time [START_REF] Lin | Blockchain and IoT based 1198 food traceability for smart agriculture[END_REF] Trace N/F -- [START_REF] Reddy | Quality Improvement in Organic 1202 Food Supply Chain Using Blockchain Technology[END_REF] Trace & Track N/F -- [START_REF] Xie | Secured data storage scheme based 1206 on blockchain for agricultural products tracking[END_REF] Track F Ethereum (v1.9) 1. Throughput [START_REF] Papa | Use of Blockchain technology in agribusiness: 1210 transparency and monitoring in agricultural trade[END_REF] Trace N/F -- (Awan et al., 2019) Trace & Track N/F N/S 1. Throughput [START_REF] Ali | Applications of blockchains in the Inter-1233 net of Things: A comprehensive survey[END_REF][START_REF] Xiao | A survey of distributed consensus protocols for blockchain networks[END_REF]. In fact, the security level of a given blockchain technology is directly derived from the consensus protocol supporting the chain. Using an exterior database to store data is a common practice in blockchain development. Indeed, it may become expensive to store raw information in a distributed ledger, as each transaction usually implies a fee, and storing only the hash of information stored in a database (allowing for verifying the data integrity by comparing that hash at any given time) is a widely adopted alternative. This database is, in our case, a server but can be substituted by a private cloud Sumathi et al (2020) or IPFS (InterPlanetary File System) to allow for fully decentralized peer-to-peer framework Singh et al (2019).

As the access control of data is not the main focus of this paper, all data is freely accessible, although more advanced access control strategies could be adopted in the future, as defining a XACML politic Ramli et al (2014) 

Smart farming contracts

The set of interactions (or communications) occurring between the previously introduced building blocks The amount of money required to purchase the contract should be equal to the bid price plus the service delivery price, which is denoted by P Del . Note that P Del is an input of the purchase function, meaning that it is computed outside the smart contract 9 and then added to the corresponding state variable (cf., line 3 of Algorithm 2).

If these conditions are satisfied, the following state variables are updated: (i) contract's subscriber/beneficiary with the consumer's ID; (ii) contract delivery price; (iii) consumer's location, which is part of the bid description; (iv) contract balance credited with the required amount; and (v) contract state set to WaitForDeliverer.

In addition, the balance of the consumer's wallet is updated accordingly (cf., line 7 in Algorithm 2). Once the 9 The function for computing the service delivery price is beyond the scope of this paper; however, it can be computed on the basis of parameters such as the consumer's location and type of goods to be delivered contract state has been updated to WaitForDeliverer, de- State variables referring to prices to be paid to the farmer and deliverer (cf., P Far , P Del ) SC To provide stakeholders with the possibility of evaluating service quality, as previously discussed in Section 3.1, another function is defined in the smart contract to make satisfaction scores immutable. This function is detailed in Algorithm 4, allowing consumers, farmers, and deliverers to evaluate each other through a rating score denoted by R User1 User2 (cf. Table 2). These rating scores refer to the reputation/satisfaction level related to a given FarMarketplace's stakeholder. Note that the functions used for computing these rating scores are not included in the scope of this paper. The "number of nodes" in the blockchain network 533 has an influence on the overall system performance as 534 it influences the block and transaction propagation pro-535 cess. Indeed, the greater the number of nodes, the 536 greater the number of messages to be propagated over 537 the network. Another important interaction to be aware 538 of is between the "number of nodes" and "security", as 539 the greater the number of nodes, the greater the level of 540 security. This interaction applies not only to PoW-based 541 blockchain technologies, but also to technologies using 542 BFT-like consensus.

Ecosystem-related Key Performance Indicators

543

The "Block size" parameter, which is limited by the 544 "Block size limit" set at the configuration stage (e.g.,

545

gas limit in Ethereum), has a direct influence on the 546 "block propagation" parameter, as well as on the sys- An overview of the experimental methodology is displayed in Figure 6. A pre-experiment stage was performed to analyze and estimate the experimental settings including the appropriate number and duration of experiments to be performed. A second stage was then performed to experimentally evaluate the QoS offered by the overall ecosystem, with a focus on latency and throughput performance metrics, in addition to the number of transactions per block. These two stages are presented in Sections 4.1 and 4.2, respectively. The experimental results are further analyzed and discussed in Section 4.3, underlining the relation between the maximal throughput offered by the chain (i.e., the long-run capacity limit) and block size.

Selection and configuration of the benchmark

In Ethereum, different feedback controllers are implemented to balance the security/robustness (related to the computational cost) of the blockchain and QoSmainly in terms of throughput and latency -offered to support smart contracts. In fact, the hashing power directly influences the time to resolve a block, i.e., the delay of mining a block, which by definition, influences the latency. In this respect, in Ethereum, the difficulty in mining blocks (a statistical estimate of the number of hashes that must be generated to find a valid solution) is re-targeted over time to control this mining delay.

Figure 7 highlights the long-term evolution (over a 12 hour period) of the difficulty in our setup. It can be observed that the difficulty is frequently re-targeted; however, it tends to converge towards an asymptote. In fact, the system responds by increasing/decreasing the difficulty if the previous blocks are generated faster/slower than a specified mining block time, which ranges from 9 to 17 seconds [START_REF] Pierro | The influence factors on ethereum transaction fees[END_REF].

10 Solidity codes of the contracts are publicly available at the following URL: https://github.com/inpprenable/FarMarketplace, last access Apr. 2020 to be reproducible. To complete the genesis block, the gas limit, which as we know influences the block size, is set arbitrarily to 16 777 216 gas. Furthermore, to ensure that our experimental platform would demonstrate the expected behavior in terms of difficulty (# total ) and the influence of the number of threads, a preliminary experimental analysis was performed, as presented in Appendix A.

Based on this configuration setting, pre-experiments were performed to determine the number (n) and duration (τ) of the experiments to be reproduced in the second evaluation stage. As mentioned previously, the latency and throughput offered by the core chain were considered the performance metrics (both being obtained by comparing the timestamps when transactions were generated for a contract and submitted to the chain). Figure 8 displays the evolution of both metrics, in addition to the number of transactions per block.

Note that the experiments were performed after a 30 min block generation period to ensure that stability of the difficulty was achieved. In a further step, the confidence was analyzed by considering a greater number of experiments. is less than the emission rate, the transaction is queued, leading to a significant increase in the latency. to the chain should be as low as possible (Wood, 2017).

Throughput
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Using an optimizer such as GASOL [START_REF] Albert | GASOL: Gas analysis and optimization for Ethereum smart contracts[END_REF] 798 is an acceptable option to reduce contract gas fees in this 799 respect. [START_REF] Pierro | The influence factors on ethereum transaction fees[END_REF].

818

We also stress the fact that in this study we did not 819 consider the potential evolution of the gasLimit. In-820 deed, miners could be interested in increasing this limit 821 ( to decrease the number of blocks to mine) such that the 822 capacity would evolve as defined previously. Clients 823 such as Geth implement the limitation of the variation 824 between two blocks as defined in (Wood, 2017) (ap-825 proximately 0, 1%). For 10 minute experiments (i.e., 826 with an average of 52 blocks), it could correspond up to 827 a 5% increase in the block size. [START_REF] Hang | A secure fish farm platform 1111 based on blockchain for agriculture data integrity[END_REF][START_REF] Zhao | Blockchain technology in agri-food value chain man-1038 agement: A synthesis of applications, challenges and future re-1039 search directions[END_REF]. Among these, In the context of Ethereum, the difficulty-related feedback control relies on an assumed relation given in (A.1), where τ is the average blocktime (i.e., the average delay to mine a block), d is the difficulty of the chain (relying on a statistical estimate of the number of hashes that must be generated to find a valid solution to mine a block), and # tot is the network hashrate (i.e., the number of hashes realized by a node on a per second basis). As the blocktime is fixed to approximately ten seconds in Ethereum, this relation is frequently simplified by d = 10 × # tot (cf., Section 4.1). were executed on a similar core.

1013

Given this hypothesis, the problem is equivalent to the relation given in A.2, where # thread refers to the hashrate of a single thread that is assumed to be constant, and nb thread to the number of threads used. 

H n d = max H 0 d , H n-1 d + (A.3)           H n-1 d 2048           × max        y -          H n t -H n-1 t 9          , -99        +         y = 1 if H n-
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  ogy to assist software solution integrators under-82 stand the performance characteristics and long-run 83 capacity limits -from a quality of service (QoS) 84 standpoint -of FarMarketplace-like platforms. 85 The FarMarketplace specifications and performance 86 assessment methodology are detailed in Section 3. The 87 performance evaluation of FarMarketplace is presented 88 in Section 4. The conclusion follows.

89 2 .

 2 Blockchain-based Smart Farming 90 A brief overview of the blockchain-related back-91 ground is given in Section 2.1. In Section 2.2, past 92 and ongoing blockchain-based farming/agricultural ini-93 tiatives are reviewed and analyzed. Based on this liter-94 ature review, Section 2.3 discusses the extent to which 95 our research advances the current state-of-the-art.

  been devoted to blockchain 98 over the past years as it offers powerful tamper-proof 99 logging and auditing capabilities where trust and control 100 are no longer centralized and black-boxed, but rather 101 decentralized and transparent (i.e., no requirement for a 102 central trusted authority)

  108 spect, a number of consortia are working on the de-109 sign of decentralized digital marketplaces in different 110 sectors such as healthcare, logistics, energy, construc-111 tion, agriculture, and telecommunication (Al-Jaroodi 112 and Mohamed, 2019). Domain-independent initiatives 113 are also being identified, such as Trusted IoT Alliance 2 114 and IOTA Foundation 3 , Enterprise Ethereum Alliance 115 (EEA), and Flowchain 4 . All these initiatives promote reducing multinational agricultural influence in favor of 156 more localized economies

•

  F2D (Farmer-to-Deliver) and I2D (Industry-to-167 Deliver): contract terms regarding, among other 168 things, the farming or processed food environ-169 ments, origin of drug variety and processed foods, 170 fertilizing, and product distribution requirements 171 (e.g., cold chain); 172 • D2F (Deliver-to-Farmers), D2I (Deliver-to-173 Industry) and D2R (Deliver-to-Farmers): contract 174 terms regarding product distribution including 175 distribution warehousing, delivery, expected 176 product recipient (retailer or industry); 177 • R2D (Retailer-to-Customer: contract terms regard-178 ing sales time, price, and quality.

  179

  Figure 2: Traditional food chain

Figure 3 :Figure•

 3 Figure 3: Overview of the FarMarket ecosystem and associated interactions between stakeholders and supporting marketplace

358•

  notify deliverers that new delivery offers are avail-359 able, allowing them to select one or more offers 360 (see ), which -if accepted by the farmer and con-361 sumer -implies that the deliverer must collect and 362 deliver the asset associated to the bid/contract (see and ), upon which they will be paid;• allow all stakeholders to evaluate the service quality, namely (i) the consumer can evaluate the quality of the delivery service (e.g., punctuality, professionalism) and the received agricultural goods, (ii) the deliverer can evaluate the quality of the farmer and consumer (e.g., punctuality, accuracy of the specified location); and (iii) the farmer can evaluate the quality of the delivery service.To achieve the above functionalities, three main building blocks have been designed and integrated into the FarMarket ecosystem.1. FarMarketchain: This refers to the blockchain and associated smart contracts. A database, denoted by DB in Figure3, functions with blockchain to avoid storing long chains of characters in the blockchain itself, which is costly (only the hash of the corresponding chain is added to the blockchain). 2. FarMarketplace: This refers to the digital marketplace platform. It hosts the blockchain and DB, and has the role of intermediary between the different ecosystem stakeholders. 3. FarMarketApp: This refers to the App that allows stakeholders to benefit from the set of services offered by the FarMarket ecosystem.

  or adopting a blockchain-based solution Maesa et al (2017); Esposito et al (2021).

  and stakeholders are further detailed in Figure4in the 409 form of a sequence diagram. 410 First, consumers and deliverers can look for bids and 411 pending delivery offers (cf., in Figure 4), and possi-412 bly subscribe to the FarMarketplace platform to be noti-413 fied whenever a new bid/offer is published (the Message 414 Queuing Telemetry Transport protocol is being used in 415 this respect). Farmers can publish new bids by speci-416 fying -via the FarMarketApp -information related to 417 their bid (cf., ). This action calls the bid creation func-418 tion detailed in Algorithm 1, where SC Bidi refers to a 419 given smart contract (i referring to the i th contract). In 420 fact, two input parameters are sent by the FarMarke-421 tApp to Algorithm 1, namely, (i) Farmer's ID and (ii) 422 Description (consisting of several information items as 423 detailed in

  454 liverers who have subscribed to pending bid delivery of-455 fers are notified (cf., ). 456 When a deliverer selects a pending bid delivery offer 457 (cf., ), the delivery function of SC Bidi is executed, as 458 detailed in Algorithm 3. This function/algorithm ver-459 ifies the contract state. If state is WaitForDeliverer, 460 then the deliverer becomes the official delivery service 461 provider (cf., line 2 in Algorithm 3), the contract state 462 becomes WaitForDelivery, and both the consumer and 463 farmer are notified of the deliverer's identity (cf., ). 464 At this stage, the deliverer must take delivery of the or-465 dered goods (cf., ). At the moment of exchanging the 466 goods, the deliverer and farmer must both confirm the 467 successful reception, which in practice, results in the 468 call of the delivery SC Bidi function, leading to a change 469 in the contract state to OnDelivering (cf., lines 4-5 in 470 Algorithm 3). In the final stage, the deliverer delivers 471 the goods to the consumer (cf., ). Both confirm the 472

Figure 5 :

 5 Figure5: Performance interaction models regarding blockchain-and infrastructure-related parameters (note, that there is no difference between the solid and dashed arrows, they are used for figure clarity only)
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  As discussed in Section 2, only limited interactions 490 between blockchain-and infrastructure-related parame-491 ters are formalized in the literature, although it is essen-492 tial to have a comprehensive understanding of such in-493 teractions to address the QoS requirements. It is clearly 494 not that simple to develop a unique model/representa-495 tion of such interactions, as there could be as many mod-496 els as there are blockchain technologies (e.g., because of 497 different consensus mechanisms). In this section, we at-498 tempt to clarify, in a graphical manner in Figure 5, the 499 parameter interactions of PoW-based blockchain tech-500 nologies. The parameters listed on the left side of 501 the figure correspond to application-specific parame-502 ters (e.g., implemented network architecture, number 503 of nodes/users), whereas the parameters in the center 504 of the figure refer to features that are specific/intrinsic 505 configurable parameters); the parameters on the right 507 side refer to QoS performance metrics. An arrow from 508 a frame A to a frame B indicates that parameter A has an 509 influence, to a greater or lesser degree, on parameter B 510 (or performance metric B). The following discusses the 511 identified interactions.512First, the "consensus difficulty" lies in the complex-513 ity of generating a block in the chain. It is known in the 514 literature that the time required to solve this challenge 515 is linked to the computational power of the network, 516 which is composed of the "number of computational 517 nodes" and associated "hardware" resources (e.g., al-518 located threads, memory, processors)[START_REF] Pierro | The influence factors on ethereum transaction fees[END_REF]. 519 These three parameters (consensus difficulty, hardware, 520 number of nodes) inevitably influence the "Block (gen-521 eration) frequency" parameter, as emphasized in Figstructure", which includes data distri-524 bution mechanisms, regroups parameters that influence 525 the delay for broadcasting transactions and blocks in the 526 chain. High block propagation delays, associated with 527 high block generation frequency, increase the likelihood 528 of forming concurrent blocks in the blockchain network 529 nodes. Such concurrent blocks, which are called "om-530 mer" (or "uncle") blocks in Ethereum, could possibly 531 not be included in the main chain.

  532

  547tem "throughput" performance. As highlighted in Fig-548ure 5, throughput is tightly coupled with the block gen-549 eration frequency and block size parameters, as the 550 product of both results in the memory throughput where 551 transactions are written. 552 The latency in blockchain networks is directly depen-553 dent on the throughput parameter, although it can be 554 negatively influenced by high transaction propagation 555 delays. Furthermore, as discussed in Section 2.2, if the 556 throughput is less than the transaction asking rates, con-557 gestion effects occur, resulting in an increase in latency. 558 Given the above discussion, we claim in this paper 559 that it is of the utmost importance to evaluate what level 560 of performance a given blockchain-based system, such 561 as the proposed FarMarket ecosystem, can achieve/sup-562 port in the long run. In this study, we are particu-563 larly interested in identifying the maximum achievable 564 throughput when the blockchain is in a steady state and 565 not saturated (which would inevitably contribute to an 566 increase in latency in such cases). This throughput limit 567 is referred to as the (long-run) capacity in this study and 568 is experimentally studied in the next section.

Figure 6 :

 6 Figure 6: Methodology for fixing design of experiments
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  with other studies, this also allows us to focus on the 620 real capacity of the chain and to mitigate the difference 621 in hardware resources (e.g., number of threads, memory 622 allowed, processors). This focus corresponds to the im-623 plementation of the proposed smart contract in Solidity 624 (v0.5.1) on a chain shared with three computers running 625 with Geth 1.9.6 on Ubuntu 18. The three nodes are de-626 fined as miners, one being responsible for generating the 627 transactions. Because the latency and throughput are 628 both influenced by block propagation delays (cf., Fig-629 ure 5), the nodes are connected over a switch offering 630 a high bandwidth to maintain delays (which are non-631 controllable) to a minimum, and thus allow experiments632

Figure 8

 8 Figure 8(a) provides insight into the evolution of the number of transactions per block for ten minutes, for ten experiments, one transaction being submitted per second. It can be observed that the convergence is relatively fast and the blockchain remains (reasonably) stable. This is also confirmed by observing the QoS metrics, namely the latency (see Figure 8(e)) and throughput (see Figure 8(c)). Throughput is computed as the number of transactions for a block divided by the delay to mine that block; latency is based on the time difference between the emission and validation of the transaction. After ten minutes, the latency is in the expected range defined earlier (with a standard deviation less than one second and an average mining delay of 11.6 seconds per block). These experiments allowed us to select a simulation duration of τ = 10 min for the second experimental evaluation stage (a sufficient number of samples being available, 52 blocks on average).

Figure 8

 8 Figure 8(b) displays the evolution of the average number of transactions per block when experiments were added. The relative error corresponds to the difference between the average for a given number and average for 30 experiments. Figures 8(d) and 8(f) provide insight into the same analysis for the throughput and latency metrics, respectively. It can be observed that the steady state is achieved with ten experiments and that the increase in the number of experiments does not significantly change the precision. Consequently, in the following, each configuration is repeated n = 10 times.

Figure 9

 9 Figure9displays the evolution of the three metrics

  Figures 9(a) and 9(b) provide insight into the evolu-

Figure 8 :

 8 Figures 9(e) and 9(f) display the average latency of

Figures 9

 9 Figures 9(c) and 9(d) provide insight into the evolution of the validation throughput. In the first part, the validated throughput is equal to the emission rate because every emitted transaction is validated (leading to the identity function, with minimal differences between the two experiments). In the second part, blocks are saturated such that the validated throughput is limited to a constant, which corresponds to the capacity and is defined by the ratio between the number of transactions per block and the delay of mining a block.As assumed, the number of transactions contained in

Figure 9 :Figure 10 :

 910 Figure 9: Experimental analysis of capacity of blockchain

  experiments were performed in a 802 state near the steady regime for the mining delay, the 803 network considered in this study was not subject to 804 high network latency or data corruption. When using 805 blockchain over the Internet, this delay could be more 806 significant (e.g., approximately 12.6 seconds consider-807 ing the Bitcoin chain (Decker and Wattenhofer, 2013)), 808 which in certain applications could lead to end-to-end 809 latency and throughput problems as discussed in (Fan 810 et al., 2020; Bez et al., 2019). One of the major im-811 pacts of larger delays is the higher probability of the 812 appearance of ommers related to the desynchronization 813 effect. The feedback control on delay would respond 814 by increasing the difficulty, and thus the delay of min-815 ing a block, which explains why the mining delay of the 816 main Ethereum blockchain is approximately 14.4 sec-817 onds

  how to integrate agriculture 831 with blockchain technology remain in their infancy, 832 with several outstanding research challenges and gaps 833

834

  as revealed in the literature review of the research 835 presented in this paper, there is a requirement for 836 blockchain-based farming marketplaces that support the 837 trading of agricultural goods between farmers and inter-838 ested third party stakeholders (e.g., food transformation 839 companies, retailers), which should motivate a move-840 ment away from the centralized and monopolistic model 841 that shapes today's food value chain. 842 This study introduced such a blockchain-based farm-843 ing marketplace, called "FarMarketplace", a part of a 844 larger ecosystem referred to as "FarMarket" In this re-845 spect, trading (smart) contract templates between farm-846 ers, interested third-party consumers, and deliverers 847 were specified. In addition to the specification of the 848 FarMarket ecosystem, a comprehensive methodology 849 was introduced to assist software solution integrators to 850 better understand (and measure) what QoS performance 851 a FarMarket-like ecosystem could achieve and support 852 in the long run. A particular focus was given to the 853 maximum achievable throughput (Tx/s) in the long run, 854 which is referred to as capacity in this study. The ex-855 perimental analyses presented in this paper should lead 856 to interesting discussions regarding the critical aspect-857 s/interactions to be considered between blockchain-and 858 infrastructure-related parameters. 859 5.2. Implications 860 This research presented three main theoretical im-861 plications. First, it contributes to the literature on 862 smart farming (or e-agriculture) by proposing a thor-863 ough state-of-the-art approach for the use of blockchain 864 technology, identifying the trends and gaps in the cur-865 rent research. 866 Secondly, it contributes to making agricultural and 867 farming practices more sustainable in two respects: (i) 868 it facilitates the emergence of local agriculture markets, 869 thus encouraging agriculture and food sourcing and (ii) 870 the nature of blockchain technology helps to prove that 871 climate friendly requirements are met, as farmers are 872 facing an increasing number of obligations for monitor-873 ing, verifying, and reporting according to sustainability 874 requirements. 875 community. To the best of our knowledge, there is 877 only limited research work that thoroughly discusses 878 the interactions between blockchain-and infrastructure-879 related parameters, and how they influence the overall 880 (end-to-end) QoS performance. The experimental evaluation of the maximum achievable throughput (Tx/s) in 882 the long run (i.e., capacity) is a contribution of this re-883 search work. 884 5.3. Limitations and Future research directions 885 Several limitations of our work should be addressed 886 and discussed. The first limitations, related to our 887 experiments, were identified and discussed in Section

  8884.4; therefore, we refer the reader to that section for 889 experiment-related limitations).

890A

  second limitation relates to the proposed smart con-891 tract templates, and particularly to the fact that the set 892 of data items considered in our templates could possi-893 bly not cover all the trading requirements for the differ-894 ent types of agricultural goods/markets to be sold/pur-895 chased. Even though the Description parameter in-896 troduced as part of our smart contracts is sufficiently 897 generic to be extended with any new information that 898 the farmer/seller could deem as relevant (only the hash 899 of the Description is added to the smart contract), it 900 would be convenient to adopt standardized metadata for 901 describing agricultural goods for enhanced interoper-902 ability. Semantic-or ontology-based approaches could 903 be investigated and combined with blockchain-based 904 farming ecosystems (Bacco et al., 2019; Lokers et al., 905 2016). 906 Although beyond the scope of this research, one key 907 challenge lies in the adoption of blockchain-based so-908 lutions by small and medium businesses. The reason 909 for this is twofold: (i) they frequently lack the expertise 910 to invest in blockchain (a common argument that can be 911 found in the literature is that there is no significant adop-912 tion of blockchain technology outside of cryptocurren-913 cies) and (ii) clear feedback on the experience gained 914 from the deployment of blockchain-based systems is 915 limited owing to its recent emergence, although selected 916 reports have provided predictions on the potential gains; 917 see, e.g., IBM report 11 that states that blockchain can re-918 duce the time required to trace the source of food from 919 seven days to 2.2 seconds. It is therefore imperative to 920 make blockchain infrastructures affordable and easy to 921 use in the near future.

  922 11 https://newsroom.ibm.com/How-Blockchain-Could-Mend-Our-Fractured-Global-Food-Supply-Chain Data privacy and security aspects related to 923 blockchain have not been discussed significantly in this 924 paper, although they are of importance in blockchain 925 applications. Indeed, by design, data inserted into a 926 blockchain cannot be erased. Furthermore, the strength 927 of a public blockchain is that everyone can download 928 and verify blocks and transactions, thus leaving room 929 for privacy concerns. Although sensitive data in the pro-930 posed solution are stored apart from the blockchain (in 931 an external database called FarMarketDB), the "hash" 932 of that data is added to the blockchain (via smart con-933 tract). Other more advanced solutions could be explored 934 in the future, similar to the ones proposed in (Kosba 935 et al, 2016; Bünz et al, 2019). 936 Our study of the parameters' influence is also limited 937 by the chosen blockchain; Ethereum runs on the Geth 938 client. In fact, the diversity of consensus protocols and 939 chain parameters supporting existing blockchain tech-940 nologies makes it difficult to objectively compare two 941 technologies. To do this effectively, our analysis should 942 be extended to other chains that function with other con-943 sensus protocols. With this extension, a similar compar-944 ison basis could be defined, enabling a better choice for 945 the blockchain infrastructure selection. 946 Finally, we must highlight the fact that the rela-947 tion considered in Section 4.1 between "difficulty" and 948 "Blocktime" is based on an assumption (this assumption 949 being further detailed in Appendix A), and further re-950 search should be performed to determine more accurate 951 numerical values (e.g., regarding the average difficulty 952 calculation). 953 Appendix A.1. Difficulty and Blocktime Relation

  Figure A.11: Evolution of average blocktime according to number of threads

  Figure A.12: Evolution of inverse of average blocktime according to number of threads

  "difficulty bomb" designed to force users 1019 to update their chain (note that a high number of blocks 1020 -approximately 5 000 000 -must be considered to ac-1021 tivate such a "bomb"), and y is a term depending on the 1022 appearance of ommers in the previous block. The max-1023 imum functions included in the formula ensure that the 1024 difficulty does not fall below the original value, while 1025 limiting its evolution speed. This relation can be inter-1026 preted as explained by(Wood, 2017): before the diffi-1027 culty bomb, if no ommer appears, and if the delay be-1028 tween two blocks is between 9 and 18 seconds, the dif-1029 ficulty does not change. However, if the blocktime is 1030 not in this interval, the difficulty must be reduced or in-1031 creased to favor the next blocktime in that interval.

Table 1

 1 

	273	
	274 275 276 277 278 279 280	emission of a transaction and its commitment to a new block. It can be observed that only a small number of studies evaluated security aspects. The main reason for this is that the majority of the proposed solutions rely on off-the-shelf blockchain solutions, whose security per-formance -which is characterized by the number of trusted participants required to secure the blockchain
	281	-has been widely studied and described in the literature

(see col-260 umn "Performance") that less than half of the reviewed 261 studies performed experimental evaluations of their so-262 lutions. In our opinion, this clearly indicates that 263 blockchain-based farming remains in its infancy, where 264 the focus is more on architectural and functional design 265 choices than on performance benchmarking. For studies 266 evaluating the performance of their solution, through-267 put and latency are the most used metrics, considered 268 in 65% and 50%, respectively, of the reviewed litera-269 ture). Throughput corresponds to the number of suc-270 cessful transactions per second (a transaction being suc-271 cessful if it has been validated and committed to a new 272 block); latency corresponds to the delay between the

Table 1 :

 1 Current state of affairs of Smart Farming initiatives

	Reference	Objective	Smart Contract (SC) support & focus	Platform	Performance
			SCs (F-I)2D D2(F-I) D2R R2C		
	(Pinna and Ibba, 2018) (Devi et al., 2019) (Patil et al., 2017) (Tse et al., 2017) (Carbone et al., 2018) (Hang et al., 2020) (Lin et al., 2017) (Lucena et al., 2018) (Mao et al., 2019) (Tian, 2017) (Bore et al., 2020) (Stefanova and Salampasis, 2019) (Leng et al., 2018) (Kumar and Iyengar, 2017) (Iqbal and Butt, 2020) (George et al., 2019) (Caro et al., 2018)	Temp employ. Track Track Trace Track Track Trace & Track Track Trade Trace Trade Trace Trade Trace & Track Track Trace & Track Trace & Track	F N/F --N/F F N/F N/F N/F N/F N/F N/F N/F N/F N/F N/F N/F	Ethereum Ethereum N/S N/S Hyperledger Hyperledger (v1.4.3) -Hyperledger Own (FTSCON) Ethereum Hyperledger Hyperledger N/S ---Ethereum & Hyperledger	-1. Latency ---1. Throughput 2. Latency --1. Exec. time 2. Merchant profit, 3. Security -1. Throughput 2. Latency -1. Throughput 2. Latency -1. ZigBee-related -1. Throughput 2. Latency 3. CPU

  Algorithm 1: create SC Bidi Input : ID User , Desc Input : loc ID Con , ID User , Desc, amount, P Del 1 if SC state Bidi == Available & amount == SC

	1 SC ID Far Bidi ← ID User ; 2 SC #Desc Bidi ← hash(Desc); // Initialize contract's owner ID // Compute #Desc value 3 SC P Far Bidi ← priceBid(Desc quant , Desc type ...); // Compute bid
	price 4 SC balance Bidi 5 SC state Bidi ← Available; ← 0; Output: SC Bidi	// Initialize bid's balance // Initialize contract state
	Algorithm 2: purchase SC Bidi
	2 3	SC ID Con Bidi SC P Del Bidi ← P Del ; ← ID User ;	P Far Bidi + P Del then // Update consumer's location // Set service delivery price
	6 7 8	SC balance Bidi ID balance Con SC state Bidi ← WaitForDeliverer; ← amount; ← ID balance Con -amount;	// Deposit // Update balance // Update SC state
		Output: SC Bidi	

4

Desc ← Desc ∪ {loc ID Con }; // Update DB description 5 SC #Desc Bidi ← hash(Desc); // Compute new #Desc value

Table 2 )

 2 . Based on these two input param-

	424	
	425 426 427 428 429 430 431	eters, five immutable attributes -also referred to as "state variables" -are extracted/derived to be stored in the FarMarketchain, namely: (i) Farmer's ID, (ii) hash value of the bid description, (iii) bid price, (iv) contract balance, and (v) contract state. The input parameters communicated by FarMarketApp and derived state vari-ables are summarized in Table 2.
	432 433 434 435	At this stage, the contract is available on the market-place and consumers have been notified of its existence (). When a consumer selects a bid for purchase (cf., ), the purchase function of SC Bidi is executed, as de-tailed in Algorithm 2. The purpose of this function/al-
	438	

436

gorithm is to verify that the contract is in the correct 437 state (should be Available for purchase) and that the

Table 2 :

 2 State and Input variables related to FarMarket Application Variable Description App Inputs ID User User identifier referring either to a farmer, deliverer, or consumer, respectively denoted by ID Far , ID Del , orID Con ID balance DelPrices of (i) agricultural goods to be paid to the farmer computed using the priceBid() function, which takes as inputs: product type and quantity and (ii) service delivery that depends, among other inputs, on the distance between consumer and farmer Desc Description stored in the database (see DB in Figures3 and 4), consisting of: (i) farmer's and consumer's location denoted by loc ID Far and loc ID Con , respectively; (ii) type; (iii) quantity of the agricultural goods; and (iv) additional comments R User1 User2 Rating score referring to how satisfied User1 is regarding the 'service' delivered by (or the behavior of) User2. All possible rating score combinations are contained in a set denoted by R = {R Far Del , R Del Far , R Del Con , R Con Far , R Con Del } Bidi State variable referring to the state of contract SC Bidi at a given point in time. Possible states are {Available, WaitForDeliverer, WaitForDelivery, OnDelivery, Delivered} SC ID User Bidi State variable referring to a given stakeholder (cf., ID User ) SC #Desc Bidi State variable referring to the hash of the bid's description (cf., "Desc"), obtained using the priceBid(. . . ) function SC balance Bidi State variable referring to the balance of the smart contract/bid i SC

	User Amount P Far , P State Variables SC state	Balance of user's wallet Amount paid by a consumer to purchase a given contract/bid denoted by SC Bidi
	P Far Bidi , SC	P Del Bidi

  1 has no ommers 2 otherwise, where H n refers to a block with a sequence number de-

	1015
	noted by n, H n d is the difficulty of that block, H n t is the

1016

timestamp (in seconds) when the block was generated,

https://www.trusted-iot.org, last access Apr. 2020

https://www.iota.org, last access Apr. 2020

https://flowchain.co, last access Apr. 2020
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The definition of the difficulty of a block used in the current version of Ethereum has been extracted from yellow paper (Wood, 2017), and is given in (A.3) ∀n >