Dr Pierre Barbaroux 
email: pierre.barbaroux@ecole-air.fr
  
  
  
  
The transformation of the defense innovation system: knowledge bases, disruptive technologies, and operational capabilities

Keywords: Defense innovation systems, Knowledge bases, Disruptive technology, Military capabilities, JEL codes, O30, O32, O360, La transformation des systèmes d Capacités militaires, Codes JEL, O30, O32, O360

   

The transformation of the defense innovation system: knowledge bases, disruptive technologies, and operational capabilities

Introduction

Innovation is a strategy that enables public and private organizations to manage change in all its forms ([BAR 17b]). For defense stakeholders, its primary purpose is to provide the armed forces with effective organizational designs, equipment and capabilities, the latter being considered as critical resources in supporting national defense and security objectives. While the military model of innovation management remains deeply rooted in experimentation and collaboration between academic, industrial and military actors, the defense community is currently facing several challenges. Indeed, economic and institutional structures supporting defense-oriented innovation have evolved in response to technological and political changes, including those affecting publicly funded R&D, defense and security policies and military doctrines. Increasing competition between Nations and companies, together with changes affecting the cognitive and technological landscape also shaped how defense stakeholders (i.e., companies, military services, government agencies, ministries of defense) currently struggle to adapt their core competences and create value to their customers.

Following [BAR 19b], two dimensions of change are at stake when dealing with the transformation of defense innovation systems. The first dimension is concerned with defenserelated knowledge bases, the latter being particularly affected by the development of dual-use knowledge and the intensification of scientific knowledge within defense innovation systems.

The second dimension is related to technological factors, in particular certain technological trajectories emerging from the outside of traditional boundaries of the defense industrial base, and having a disruptive impact on defense organizations' innovation competences (e.g., AI, quantum technologies, nanotechnologies…). This contribution adds a third dimension which is connected to the evolution of military doctrines and capabilities towards net-centricity and multi-domain command and control (MDC²) integration, the latter having a structuring effect on defense customers' needs and preferences.

Located at the forefront of these three dimensions of change, artificial intelligence (AI) perfectly embodies the challenges that defense stakeholders are currently facing ([KAN 18]). Indeed, advances in the disciplines of computer science and artificial sciences (e.g., robotics, virtual or augmented realities, big data analysis) are deeply altering the knowledge structures from which military capabilities are developed. AI perfectly illustrates the disruptive potential of a knowledge application field that is developed at the periphery of the 'ecosystem' but widely affecting its various layers (e.g., system integrators, suppliers and subcontractors, research laboratories, training organizations, government agencies, civil and military operators; [GON 18]). Embodying both technological and organizational breaches for defense actors, AI profoundly redefines the way in which knowledge generation, application and appropriation are organized and processed ([BAR 16a]). It also justifies taking a fresh look at the education and training methods used to nurture (military) users' skills ([BAR 18;[CAM 19]]). Finally, it leads to the rethinking of military operations in the light of the changes brought about by the interaction between two forms of intelligence, human and artificial, which are carefully incorporated into the capabilities, practices and artifacts used to plan, command and control operations (e.g. intelligence, surveillance, reconnaissance, communication, decision making, coordination; [BAR 17a]). This contribution examines the above three dimensions of change affecting defense innovation systems. It puts particular emphasis on the current evolution of knowledge structures (section 2), on the disruptive impact of technology (section 3), and on the transformation of military doctrines and capabilities (section 4). Altogether, these factors (knowledge, technology, capabilities) are driving much of the transformation of defense innovation ecosystems and military affairs ([BAR 19b]).

The evolution of knowledge bases: duality and complexity

Since the 1980's, the dynamics of R&D and innovation in defense sectors have been profoundly altered in response to the growing complexity of aerospace and defense (A&D) products and services, the consolidation of A&D industries, the increasing competition between firms, and the radical change affecting defense and security policies (including R&D funding policies). 

2.1.Dual-use technology

Duality is a multidimensional concept that can be used to characterize different aspects of technology (see Box 1.). For example, duality can be applied to describe the knowledge, skills and competences supporting the production of a given good or service ("upstream" duality), and its particular use by civilian or military customers ("downstream" duality). It can also be employed to examine public and private organizations' policies and strategies (e.g., Boeing is a dual company addressing both civilian and military markets), or to characterize the core activities of larger innovation ecosystems as a whole ([BEL 19b]). Whatever the dimension attached to the concept, it is impossible to consider that the duality of a given entity (e.g., a product, a technology, a policy, or a system) is simply an attribute of that entity. The empirical attributes of a given product, service, or technology cannot be based on essentialist properties only. It follows that duality is mainly the outcome of a socio-cultural process "involving interactions between civilian, military and dual-oriented actors, which shape both technology and context" ([KUL 03, p. 956]). The perception of the role played by dual-use technologies within the defense community has changed through time. During the Cold War period, "dual use was viewed as a negative feature that complicated export control" and "created tensions" ([KUL 03, pp. 955-956]). However, when the Cold War ended up in the early 1990's, perceptions changed and duality became positively evaluated by defense stakeholders as it could enable both military services and companies to mitigate the risks generated by decreasing budgets on their capabilities and sources of revenue respectively. At the same time, the evolution of perceptions regarding duality mirrored the distinctive properties of A&D industries, with aeronautics, space and electronics sectors exhibiting higher levels of upstream and downstream forms of duality in comparison with naval shipbuilding, land platforms manufacturing and missile sectors1 . However, despite major differences among National States' defense budgets and policies, and Because duality is difficult to measure empirically, there is a need to elaborate on scientific methods enabling the empirical identification of both component and architectural knowledge which make up the cognitive structure supporting defense innovation dynamics. [MEU 19] introduced the concept of technological knowledge system (TKS) as a network of interacting agents involved in the generation, diffusion and utilization of technological knowledge. It is made up with four elements: a knowledge core, a constellation of technical systems, a market environment and an institutional interface ([MEU 19, p. 61]). The TKS concept is congenial as it provides a framework for examining distinctive technological trajectories (i.e., products, services) coming from the same knowledge base. Discriminating between component knowledge and architectural knowledge, the TKS model enables analyzing the interactions between knowledge units in order to examine the applications which result from these interactions 2 ([MEU 19, p. 62]). Building on the foregoing, [MEU 19] identified 26 TKSs that are split up into two categories: simple TKSs and complex TKSs. A simple TKS is independent from any other TKS (e.g., optics, light signals, guidance), while a complex TKS is made up with several interdependent TKSs (e.g., armament, remote guidance, drone, sensors; [MEU 19, p. 74]). On average, a TKS consists in 9.2 technologies, with simple TKSs being made up with 6.1 technologies, and complex TKSs being defined by grouping 16.3 technologies. Simple and complex TKSs can be highly synergistic or not depending on the interdependence score which characterizes the relationships between their components. Interestingly, the author demonstrated that the most synergistic knowledge structures are those associated with highly specialized, weakly dual, military technology (e.g. missile and armament in general). At the same time, the author observed that "many TKSs in more generic areas of knowledge such as electronics, propulsion systems or vehicles" ([MEU 19, p. 74]) also exhibit high synergistic knowledge structures, in particular TKSs which are connected to the (civilian) aeronautics sector. In addition, focusing on communication systems and guidance systems knowledge structures, it has been demonstrated that the role played by defense firms is significant but limited to specific applications (e.g., aircraft distance guidance and military drones). Within this framework, the author argued, "defence specificity does not constitute the core of the system, but instead one of its peripheral characteristics. This is consistent with the anticipated duality of these technologies" ([MEU 19, p. 74]).

2.2.Knowledge complexity and scientific intensity

Examining the interactions between distinctive cognitive structures provides key insights on the characteristics of the technological knowledge produced and absorbed by defense actors.

Together with duality, the complexity and scientific knowledge intensity have of the defense knowledge base also been identified as critical properties characterizing it. Considered as a cumulative process, the development of defense technology involves increasing numbers of stakeholders and knowledge sources which, in turns, makes defense products and services more complex and versatile ([BEL 19]). Many weapon systems and military equipment can be defined as high-value capital goods belonging to the category of complex products and systems 2 To access empirical data on the TKS supporting defense-related innovations, the author explored patent citations as they allow for the construction of technological flow matrices which in turn are used to study firms' knowledge-intensive innovation strategies (see [MEU 19] for the details). Within this framework, the author assigned interdependence scores to the various technological classes that make up the database (those technological classes to which the citing patents are attached) and calculated a synergy score for all combinations of technology classes that make up distinctive defense knowledge bases. [POW 17], the objective was "to develop a variety of explainable machine learning models while maintaining their prediction accuracy and to enable human users to understand and trust (while managing) the artificial intelligent partner being developed". After examining hundreds of proposals, the XAI program selected 12 projects, including one that was supported by a group of cognitive scientists who more specifically focused on the psychology of explanations, the latter being dependent on the human cognitive styles, information processing strategies, and decision making abilities. The final deliverable of the XAI program is a "toolkit library consisting of machine learning and human-computer interface software modules that could be used to develop explainable AI systems" and be available for further refinement and applications into defense or civilian business areas ([TUR 18]).

3.1.AI: definitions and sources of legitimacy

Coming back to the origins of the concept, the third wave of AI aims at simulating and extending human intelligence and cognitive skills "across the range of contexts in which humans might interact" ([GAO 18, p.10]). Advancing explainable AI technology (see Box 3) is critical for facilitating the adoption and diffusion of any type of applications incorporating AI technologies (e.g., cybersecurity, automated vehicles, criminal justice, financial services, military capabilities and weapon systems) since conditions their legitimacy. Following [BAR 19a], "legitimacy reflects the acceptance, understanding, adherence, and even support, of the various stakeholders" involved in the production and use of a given technology ([BAR 19a, p.108]). [SUC 95] distinguished three different sources of legitimacy: pragmatic, moral and cognitive. While pragmatic legitimacy resides on individuals' self-interested evaluation of the usefulness or appropriateness of the technology, moral legitimacy more accurately reflects a normative evaluation resulting from the degree of alignment of the actions and services delivered by that technology within a socially system of norms, rules and values. The third source of legitimacy (cognitive legitimacy) is critical for technological innovation adoption as it depends on the ability of individuals to understand and make sense of the actions and services provided by the technology (understandability). A given technology shall thus gain full cognitive legitimacy when the various stakeholders fully understand and accept it (de facto legitimacy), taking its actions and services for granted. According to [BAR 19a], without legitimacy, systems embedding AI technologies (e.g., remotely piloted vehicles, autonomous cybersecurity systems) will suffer from people's misunderstanding regarding their functions and services (lack of cognitive legitimacy), or from some misalignment with existing systems of norms (moral and institutional legitimacy). By reducing AI algorithms' opacity, the third wave of AI will positively affect individual and collective perceptions regarding the desirability and appropriateness of AI applications. The next generation of AI techniques shall thus associate the perceptive (classificatory) and learning abilities attached to the (powerful) statistical learning approach with the abstracting and reasoning capabilities habitually attached to human beings. The objective of the third wave shall thus be to produce AI systems, models and interfaces which will be safe, auditable and socially sustainable, in order to be fully accepted by immediate users and society at large.

3.2.The next frontier: intelligent collaboration and man-machine teaming

According to [FER 19], the development of explainable AI systems is a core issue for designing and operating reliable systems based on the interaction between human and artificial agents, in particular when considering A&D applications (see Box 4). The author elaborated on the concept of "intelligent collaboration" ([FER 19, p.135]) to describe classes of activities relying on man-machine interactions. The concept of intelligent collaboration is applicable to interactive contexts where performance requires a detailed and reciprocal knowledge of the specificities of each type of agents, and a shared understanding of contextual variables. Within this framework, [FER 19] insists on the role played by embodied forms of cognition in shaping human beings' expression of intelligent abilities. For example, enabling artificial systems to make sense of human beings' physiological, psychological and emotional states should greatly advance man-machine cooperation by improving the reciprocity of understandings between human and artificial agents. The transition towards integrated military networks, in which traditional platforms deliver value to military customers thanks to the collaborative networks of sensors, decision-makers and computational capabilities enabling their deployment, has already changed the rules of competition in defense markets. A recent report of the Boston Consulting Group ([GON 18]) indicated that prime contractors have been underestimating the risk associated with the development of AI and robotics for their core business, which consists in producing, integrating and maintaining complex platforms. Following [GON 18], "prime contractors will maintain their preeminent positions as the gatekeepers to major DoD programs, and these contractors may be tempted to cede the AI and robotics market to small niche players or subcontractors (…) Still, prime contractors risk missing the next generation of defense spending" ([GON 18, p.3]). Installed firms are thus asked to rejuvenate their technical competencies, business models and strategies in order to mitigate the impacts of disruptive technologies on their competitive positions, and cope with the ongoing transformation of military capabilities. Next section illustrates how this transformation will be based on intelligent collaboration between networks of cognitively limited but creative human beings operating complex systems and platforms on the one hand, and computationally unlimited but situationally 'unconscious' artificial agents embedded in complex systems on the other.

The transformation of military capabilities: network-centric warfare and multidomain C²

The last dimension influencing the transformation of defense innovation systems is concerned with the evolution of military customers' demand for defense equipment and technologies IN military affairs, the characteristics of demand needs and preferences are expressed in military doctrines, including techniques, tactics and procedures (TTPs), and concepts of operation (CONOPS).

4.1.First step: Network Centric Warfare (NCW)

Two decades ago, U.S. analysts elaborated on the concepts of Revolution in Military Affairs (RMA) and network-centric warfare (NCW) to depict the tremendous impacts of information and communication technologies (ICTs) on organization design models (force packaging and deployment) and decision-making capabilities ([BAR 11]). In the late 1980s, western military services were organized according to a force design model made up with several hierarchical unit components which were vertically and functionally integrated. Force packages were designed (and prepared) to confront a known enemy (e.g., The Soviet Union) in a high intensity and symmetric warfare context. However, when the Cold War period came to an end, the Allies began to think that the transformation of their vertically integrated force structure toward a more flexible organizational form would dramatically extend their organizational responsiveness and effectiveness. At that time, the range and complexity of military operations (including otherthan-war operations, OTWO) increased dramatically, requiring radical changes of military doctrines and models of warfare. Western military services, but not only (see Box 5), then started rethinking their concepts of operation, organization and capabilities, experimenting with a novel model of warfare based on two pillars: organizational modularity and informational netcentricity. The resulting "Network Centric Warfare" (NCW) model aimed at harnessing the full benefits attached to flexible organizational forms and networking communication systems, namely to foster the coordination of heterogeneous and geographically dispersed units and improve decision making processes. The transformation effort was thus expected to provide the military with the full-range capabilities necessary to conduct military operations in present and future contingencies. The NCW model was to be applied indistinctly to the various military areas of expertise and specialties (e.g., Air, Space, Land, and Naval forces), therefore creating synergistic effects among heterogeneous milieus. Networking communication artefacts was expected to facilitate horizontal and vertical diffusion of tactical information, providing warfighters in the network with a reliable vision of the tactical situation. Since the number and variety of available communication channels had been extended too, the rates of interaction increased both vertically and horizontally, reducing decision time-lags, and allowing for a selective control of operational tempo. The quality of communications (and shared awareness) also increased significantly thanks to the variety of information supports (e.g., voice, texts, images, videos, etc.) which could be transmitted in order to provide a reliable picture of the tactical environment. Subsequently, the application of NCW principles increased the need for multilevel cooperation between units, the latter being addressed thanks to the deployment of collaborative tools and applications (e.g., Video-Tele-Conferencing, Text-chat, Tactical Internet). capabilities by adopting a formal information warfare strategy called "Integrated Network Electronic Warfare" (INEW). Following [SHA 10], "this modernization effort (…) is guided by the doctrine of fighting "Local War Under Informationized Conditions", which refers to the PLA's ongoing effort to develop a fully networked architecture capable of coordinating military operations on land, air, at sea, in space and across the electromagnetic spectrum" ([SHA 10, p.37]). The specificity of the INEW doctrine is that it is heavily based on the integration of cyber-warfare (CW) and electronic warfare (EW) capabilities. In addition, its implementation relies both on State (e.g., Information Warfare militia units) and non-State organizations, including State backed hacker groups (e.g., Patriotic Hackers) and IT companies (e.g. Huawei, ZTE). The foregoing is rooted in the "whole of Nation" approach for conducting cyber-war, "to include hackers and university students as cyber-warriors in conjunction with the PLA" ([TEW 19]).

If the doctrinal shift represented by NCW triggered massive investments made by the military in ICTs, sensors, AI and space technologies, it also had direct impact on A&D companies. Therefore, we observed a huge restructuring of industrial facilities through vertical integration and collaborative partnerships during the 1990's and 2000's, with traditional platform manufacturers cooperating with -or being absorbed by-aerospace and electronics companies3 .

The strategic goal of aerospace and electronics companies was to consolidate their position as prime contractors within the defense innovation ecosystem, and appropriate most of the value generated by current and future military programs. Indeed, at the end of the 2000's, on average, electronics components and ICTs (e.g., sensors, software, digital devices) weighted for more than 50% of the value created by -and revenue generated through-military contracts. The result is the current domination of aerospace and electronics companies over traditional platform manufacturers. However, these companies need to be cautious regarding the sustainability of their present competitive position since, in the U.S., "60% of the robotics-focused contracts in the President's Budget for Fiscal Year 2017 were awarded to nontraditional defense players or small prime contractors" ([GON 18, p.3]), a trend that is likely to be reinforced by the progressive implementation of the next generation of warfare models, called multi-domain command and control (MDC²).

4.2.Second step: Multi-Domain Command and Control (MDC²)

MDC² considers that military capabilities no longer reside on isolated Air, Land, Naval or Space superior technology but on a joint combination of networks, hardware systems and software algorithms which are distributed in versatile, reconfigurable, and agile Air, Space, Land and Naval platforms (see DARPA's concept of "mosaic warfare"; [GRA 18]). The sharing of a working knowledge of each service's capacities, constraints and specificities among the joint staff officers' community is thus mandatory for MDC² to deliver its full capabilities. As [TRI 19] observed, MDC² is clearly aligned with the NCW principles: "up to this point, the process seems similar to command-and-control operations today" ([TRI 19, p.51]). However, MDC² philosophy slightly differs from the NCW doctrine on one central point: automation should cover activities which traditionally resided on human actions and decision-making. Indeed, the MDC² model supposes that "the entire process -from detecting the target to selecting the weapon-took place without any involvement by a human operator" ([TRI 19, p.51]). It follows that MDC² introduces the germs of a profound cultural shift for the military, by reshaping how human beings intervene in C² activities. From actors directing all phases of the "killing chain" (e.g., identifying the target, fixing its position, assigning a platform and weapon to engage it, and finally engaging it), officers will now act as supervisors of the process, until the ultimate moment of engaging the target (which still requires a human decision to be made).

If MDC² is technically operational thanks to the application of statistical AI techniques (e.g., target-recognition software), it clearly necessitates intelligent collaboration between human and non-human agents to be achieved in order to be fully performant, reliable, and safe. In this context, the level of trust that users will have vis-à-vis automated systems will be critical. Again, progresses made in explainable AI techniques are likely to have a decisive impact on the operationalization of the MDC² model. Similar to the FCAS program developed in Europe, the U.S. Air Force has launched the Next-Generation Air Dominance (NGAD) program to advance the knowledge and capabilities required to operationalize MDC² principles. Rather than focusing on the development of a new aircraft, the program aims at creating a workable and reliable environment that enables a networked force made up with inherited systems (e.g., F-15s, F-22s, Boeing E-8, Northrop Grumman E-8C) and a range of future capabilities (e.g., AI, sensors, autonomous vehicles, automated systems). Within this framework, communicability and connectivity are considered as critical architectural properties to ensure that distributed networks of sensors and effectors, which were previously integrated in single platforms, actually deliver the capabilities for which they have been designed and deployed. In practice, much efforts need to be made to advance the interoperability of communication protocols, networking architecture and interfaces, data structures, power settings and security requirements, essentially through the modularization of systems' architecture, standardization of interfaces, and adoption of common industrial standards for certification and audit ([DAV 15]).

Beyond the NGAD program, the MDC² concept already has direct implications for A&D companies involved in the development of future military equipment and capabilities. One critical implication is related to the fact that net-centric MDC² organizational forms are dependent upon information availability and integrity, therefore exhibiting strong cybervulnerability. Prime contractors must ensure their customers that the systems they develop are individually and collectively (i.e., when integrated) cyber-secure and cyber-resilient. As previously mentioned, MDC² operationalization is highly dependent upon the level of trust that operators are attaching to the systems they operate and with which they interact to build and share tactical representations and situational awareness. Cyber-resilience then designates a core capability characterizing the behavior of network-centric, IT-intensive, organizational forms ([BAR 17a]). However, managing cyber-risks raises important issues for those companies producing the complex product systems that will make up MDC² networks. Cross-functional integration involving heterogeneous actors is necessary but difficult to achieve in a context of "disaggregated production, distribution and consumption of hardware and software" ([BOY 14, p.345]) where managers "need to deal with threats and recovery operations outside their companies" ([URC 15, p.17]). Large A&D companies often rely on -geographically and cognitively-extended supply chains made up with a variety of organizations, including regulation agencies, customers, suppliers, subcontractors, and research labs ([BOY 15]).

Globalization and outsourcing of software and hardware, R&D and services are the norm. In the U.S. electronics industry for example, 80% of all computer ships has been outsourced ([BOY 14]). Increasing the level of control over extended supply chains is thus hard to achieve for prime contractors as the dispersion of supply chains (particular in the IT sector) make them more vulnerable to a variety of threats and attacks.

Conclusion

This contribution investigated the multi-faceted transformation process affecting current defense innovation systems. Three dimensions of change have been emphasized: (1) the evolution of defense-related knowledge bases from which defense technologies are developed, (2) disruptive technologies (such as AI and digitized ICTs) and its implications for defense stakeholders, and (3) the transformation of military capabilities. These dimensions are not strictly separable: there exist strong interdependencies between knowledge structures and technological applications on the one hand, and between technical applications and customers' operational needs on the other hand. Within this framework, it has been demonstrated that concepts such as duality, complexity, connectivity, interoperability, modularity, security and reliability can be usefully mobilized to cope with the peculiarities of the defense innovation ecosystem, considered as a combination of cognitive, technological and organizational architectures embedded in specific socio-cultural, political and economic environments.

Many arguments presented here have been developed in [BAR 19b]'s collective book untitled

Disruptive Technology and Defence Innovation Ecosystems (ISTE-Wiley edition). Its main objective was to rejuvenate our understanding of the foundations and current evolution of defense innovation ecosystems. As a conclusion to this journey through military innovation landscapes, let us come back to the book's final remarks regarding the challenges and issues facing defense actors: "there are many obstacles to the development of disruptive innovations (…) Among these barriers, the organizational rigidities inherited from the past, the inability to "unlearn" certain established practices, risk aversion, the maintenance of inappropriate mental models, the weight of bureaucracy and the absence of distinctive skills in collective learning and the promotion of creativity, strongly influence the ability of companies and public organizations to benefit from disruptive innovations" ([BAR 19b,p.206]). It is hoped that the ideas presented in this contribution have contributed to arouse the curiosity of scholars about defense-related topics, and stimulated future academic research on the specificities of innovation within aerospace & defense ecosystems.

  These long-term structural trends have led to the transformation of the knowledge base from which technological trajectories and innovation dynamics are developing within leading Nations' defense industrial and technological base (DTIB). Two stylized facts particularly illustrate this change. On the one hand, it has been demonstrated that the significant reduction of defense budgets and a relative disengagement of Nation-states from defense sectors (e.g., privatization of A&D firms), have triggered the intensification of dual-use technological development ([MEU 19]), then reinforcing cooperative relationships between civilian and defense actors ([BEL 19a]; [BEL 19b]). On the other hand, it has been observed a shift towards a knowledge intensive A&D innovation model based on the increasing contribution of scientific research activities to A&D technological developments ([FAU 19]), the former exhibiting higher complexity in terms of variety and spatial distribution of knowledge sources and stakeholders.

Box 1 .

 1 Examples of dual-use technology: chemicals and IT. A dual-use product, service or technology means that it can support both military and civilian applications. [EVA 17] provides a good example of dual use technologies with a chemical called Thiodiglycol. This chemical compound is used as a common solvent in various industries or agriculture, but also in cosmetics and microscopy. At the same time, the Thiodiglycol molecule can be used as a precursor to the chemical warfare agent, mustard gas ([LUN 91]). Duality may also appear when a given technology delivers benefits that were secondary to their development. A famous example is provided by computerized communication networks. Building on packet switching theory ([KLE 64]) and distributed communication principles ([BAR 64]), the first communication network enabling resource sharing among distant computers was funded in the late 1960's by the U.S. Advanced Research Project Agency (ARPA) for the purpose of providing the military with reliable communication capabilities between critical infrastructure in the event of nuclear war ([BAR 12]). The ARPANET project introduced critical software and hardware components that currently underlie the Internet infrastructure.

  industrial sectors' properties, a global trend towards "decompartmentalization of civil-military relationships" ([BEL 19, p. 21]) has been observed, which triggered the development of cooperation between civilian and military actors. Although cooperation strategies can take different forms (e.g., joint technology development, joint ventures, spin-offs…), their realization always requires designing and deploying networking structures enabling the coordination of dispersed sources of innovation, the sharing of risks, costs and value between partners, and the definition of funding policies that fit with the peculiarities of innovation projects' development phases. In addition, examples of dual-use projects developed thanks to cooperative networks cover many technological domains, including space technology ([BAR 16b]), information and communication technology ([BAR 12]), energy storage systems and battery ([KUL 03]), artificial intelligence and autonomous systems ([KAN 18]), and cyberdefense and cyber-security ([BAR 17a]).

(

  CoPS; [ACH 04]). CoPS are knowledge-and labor-intensive, and involve long term businessto-business relationships to be developed. The knowledge base supporting the production of CoPS is thus mirroring the architectural and technological properties of modern warfare systems. The resulting complexity has been reinforced by the combined effects of internationalization of R&D ([GAS 99]), increasing competitive pressures on A&D markets ([BEL 19]), and the massive application of information and communication technologies (ICT) to weapon systems' development and operation ([BAR 11]). Empirical evidence of the growing complexity of defense knowledge bases supporting the production and use of military equipment and capabilities has been provided by scholars, most of them examining patent citations and authorship ([FLE 01]; [FRE 05]). This literature has revealed the networking structure and collective nature of innovation in many different defenserelated technological domains, reflecting higher sophistication and richness of technological trajectories. Internationalization of R&D, together with the increasing diversity of knowledge sources and expertise used to support innovative efforts, have also multiplied the opportunities for knowledge combinations and applications, therefore requiring multiple-scale collaborative arrangements to be negotiated between public and private organizations of different sizes ([BRO 18]). Diversity and variety have been observed both in terms of geographical dispersion of R&D activities and cognitive heterogeneity of knowledge brokers. In this context, it has been shown that research & development, tests and qualification activities have been consuming more human and financial resources, with defense project life-cycles exhibiting a significant increase of their average time length ([GAO 19]). Together with the growing complexity of knowledge bases (and technology), the contribution of scientific knowledge to defense-related innovation activities has also been emphasized by scholars and analysts. [FAU 19] provided evidence of the critical role played by scientific knowledge in defense innovation by exploring the evolution of the innovation model in A&D ecosystems over 70 years (1945-2015). Building on bibliometric analysis as a tool to measure and study knowledge productions' qualities (patents are used as proxies for technological innovations), the author demonstrated that the scientific contributions to innovation contained in patents (including the non-patented literature) increased sharply during the period ([FAU 19, p. 43]). In particular, [FAU 19] indicated that the contribution of scientific knowledge "is positively and significantly correlated with the originality of patents" ([FAU 19, p.48]), the latter being mainly associated with incremental inventions that involve collaborations between scientific and technological knowledge producers. The foregoing suggests that defense-related industries actually share the characteristics of what [ASH 07] called an "analytical knowledge base", the latter corresponding to "industrial settings, where scientific knowledge is highly important, and where knowledge creation is often based on cognitive and rational processes, or on formal model" ([ASH 07, p.227). Analytical ecosystems rely on [JEN 07]'s Science, Technology and Innovation (STI) mode of learning and innovation. In the STI model, the generation of knowledge is "the responsibility of experts engaged in the systematic search for global technological opportunities and scientific solutions to local problems" (HER 15, p. 1139). The knowledge exchanged is thus essentially codified and its applications into new products, services or technologies are legally and/or strategically protected depending on the appropriation strategy adopted by the innovators (e.g. appropriation strategies include licensing-in and out, or patenting, IPT, secrecy or full disclosure). In addition, analytic knowledge can be communicated through long geographical distances thanks to information and communication networking technologies (e.g. Internet). Typical examples of analytical industries include biotechnology, nanotechnology, information and communication technology (ICT), and pharmaceutics ([LIU 13]). The transformation of defense technological knowledge systems indicates that A&D industries belong to the above category. 3. The disruptive impact of technology: Artificial intelligence and autonomous systems The second dimension affecting defense innovation systems' transformation is related to technology itself. Recent advances made in technological domains which are often distant from defense actors' core knowledge and capabilities, opened up a range of challenges, threats and opportunities for the defense community at large, including government agencies, corporate firms, military services and policymakers. Science and technology (S&T) application domains such as artificial intelligence (AI), robotics and quantum technologies, are likely to have a huge disruptive potential for installed players within different industrial settings, including A&D industries (see Box 2.). Following [BAR 19b], "AI profoundly redefines the way in which the processes of knowledge generation, application and exploitation are organized" ([BAR 19b, p. xii]), particularly in military application domains such as cybersecurity, autonomous vehicles (e.g., remotely piloted aircraft systems), war-gaming simulation, command and control (C²), communication, and intelligence, surveillance and reconnaissance (ISR) ([KAN 18]). Progresses made in digital computing and communication capacities also triggered a deep transformation of military workforce's education and training processes and methods ([CAM 19]), together with a revolution in complex product systems' logistics and maintenance ([HUE 19]). For these reasons, AI technology and associated application domains provide a case-inpoint to study in order to improve our understanding of the technological forces that drive the evolution of defense innovation ecosystems. Box 2. Examples of AI enabled disruptive technologies. According to [CHR 97] a disruptive technology designates an emerging technological field that is likely to displace existing ones and alter established practices, competences and business models. In a recent report, [MAN 13], reported 12 disruptive technologies that may have potential to drive radical changes in the near future. These technologies include Mobile Internet, Automation of knowledge work, The Internet of Things (IoT), Cloud technology, Advanced robotics, Autonomous and ear autonomous vehicles, Next-generation genomics, Energy storage, 3D printing, Advanced materials, Advanced oil and gas exploration and recovery, and Renewable energy. These technologies are already impacting existing technical competences and business models in a variety of defense-related affairs, including command-and-control (C²) and communication, logistics and maintenance, intelligence, surveillance and reconnaissance (ISR), search & rescue (SAR), and complex systems engineering and design. Interestingly, most of them are directly enabled, or enhanced, by current advances made in IT and AI. According to [MAN 13], "continuing progress in artificial intelligence and machine learning are essential to the development of advanced robots, autonomous vehicles, and in knowledge work automation, tools. The next generation of gene sequencing depends highly on improvements in computational power and big data analytics, as does the process of exploring and tapping new sources of oil and natural gas. 3D printing uses computer generated models and benefits from an online sharing ecosystem. The mobile Internet, and The Internet of Things, and cloud technology are themselves information and communication technologies" ([MAN 13, p.14]).

  The field of AI can be traced back to 1956 when John Mc Carthy (Dartmouth College) organized a multi-disciplinary workshop which goals was to examine the conditions for artificial systems to simulate human intelligence in various application fields. Current applications of AI algorithms are rooted in a combination of machine-learning theory (e.g., deep learning) coupled with a variety of data collection, computing and classification techniques ([GAO 18]). The foregoing corresponds to what [LAU 16] called the "second wave of AI" ([LAU 16, p. 8]). The latter is based on the application of statistical learning models (essentially based on neural networks theory and its variants) In multiple domains, with a particular emphasis on natural-language processing (e.g., translation, personal assistants on smart phones), and computer vision based on heterogeneous sensors (e.g., cameras, laser, radar). If the first wave of AI was mainly concerned with the development of expert systems relying on consciously designed heuristics (i.e., sets of rules) representing human expertise in well-defined domains ([FER 19]), the second wave of AI does not rely on a human definition of the targeted knowledge structure. It rather starts from the data, with the goal of classifying them through statistic learning techniques with limited reasoning abilities. The second wave of AI is thus acontextual and highly domain-specific. It basically consists in "the creation of statistic models for specific problem domains and then train them on big data" ([LAU 16, p.9]). The application of the second generation of AI technology raises a number of societal issues (e.g., safety, ethics, insurance, individual privacy) which are by and large related to the fact that statistical learning techniques are similar to black-boxes for human beings who use and interact with them. In the words of [LAU 16], AI techniques are known to be "statistically impressive but individually unreliable" ([LAU 16, p.23]). This observation led to the development of a third wave of AI (see Box 3) which goal is to design machines capable of constructing "contextual explanatory models for classes of real world phenomena" ([LAU 16, p.26]). Box 3. DARPA's Explainable Intelligence (XAI) program. In 2016, the U.S. DARPA has launched a call for proposals to advance its recently created XAI program. According to

  Box. The Man Machine Team (MMT) project. In 2018, the French ministry of defense procurement agency (Délégation Générale pour l'Armement, DGA) has launched the Man Machine Teaming (MMT) project with the goal of advancing the capacities of the various stakeholders (i.e., small and medium size companies, research laboratories and large corporations) involved in the exploration, application and utilization of AI techniques. Led by Dassault Aviation and Thales Group, two European A&D leading companies participating in the exploratory phases of the Future Combat Aircraft System (FCAS) program, the MMT project aims at promoting the development of the core technological and industrial capabilities involved in the production and certification of man machine intelligent interfaces. Within the context of the FCAS program, the use of AI systems "would no longer be limited to the execution of simple (most often automated) tasks, but would be based on collaborative work between operators and air systems", including automated and remotely piloted systems ([BAR 19b, p. 204]). The MMT project identified six thematic issues to be addressed, each being decomposable into different sub-themes: Virtual assistance and glass-cockpit, Interactions (interfaces), Mission management, Intelligent sensors, Services to sensors, and Support. The first call for proposals was launched in march 2018 and is now closed. 20 projects have been selected during the first round. The second call for proposals has been launched in 2019 and should be closed in November.

Box 5 .

 5 China's approach to NCW. The government of the People's Republic of China (PRC) has fundamentally transformed Chinese the People's Liberation Army's (PLA)

Segmentation between civilian and military knowledge domains, products, services and technology is higher in traditional military platforms manufacturing sectors.

BAE Systems was created in 1998 by merging UK aerospace (British Aerospace) and electronics facilities (Marconi) ; EADS -now Airbus Group-was created in 1999 thanks to the merge of French (Aerospatiale-Matra) and German (Daimsler) aeronautics and space assets; Thales sent its naval activities to DCN (Direction des Chantiers Navals) in 2007, giving birth to DCNS, now called Naval Group; BAE Systems acquired United Defense Inc. in 2005 and Armor Holdings in 2007, therefore becoming a world leader in defense businesses.