Zied Mani 
email: zied.mani@univ-nantes.fr
  
Inès Chouk 
email: ines.chouk@u-cergy.fr
  
  
  
  
Impact of privacy concerns on resistance to smart services: Does the "Big Brother effect" matter?
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The aim of this study is to provide a better understanding of the factors that explain consumer resistance to smart services from a privacy perspective. To this end, an exploratory qualitative study and a quantitative study were carried out. 653 French consumers answered an online questionnaire regarding smart services in the banking sector. Structural equation modeling was used to test the conceptual model. The findings show that information privacy, the unauthorized secondary use of personal information and perceived intrusion have an impact on consumer resistance to smart services. Moreover, our research highlights the major role of the "Big Brother effect" as an antecedent to these various privacy concerns.

INTRODUCTION

The Internet of Things (IoT) is defined as the next stage of the internet incorporating "billions of devices that are able to communicate with consumers and other systems, services, and devices through the Internet" (Novak & Hoffman, 2018, p. 216). These smart technologies are revolutionizing consumers' lives: smart cities, smart homes, smart retailing, smart banking, smart grids, etc. For example, in the banking sector, smart devices provide new services for customers such as wearable contactless payment, real-time tracking of expenditure and instant management of bank accounts.

However, some questions legitimately deserve to be raised. Do smart technologies go hand in hand with "big progress"? Are the ever increasing numbers of smart devices always beneficial for and in the interests of the consumer? While the current trend is to respond affirmatively to these questions, some research is more equivocal and highlights consumer resistance to these new smart products and services [START_REF] Mani | Consumer resistance to innovation in services: Challenges and barriers in the Internet of Things era[END_REF]. Understanding consumer resistance seems crucial to ensure the success of smart products and services [START_REF] Wünderlich | Futurizing' smart service: implications for service researchers and managers[END_REF]. Indeed, resistance to innovation is often considered as one of the main reasons for the failure of new services and products (Heidenreich and Spieth, 2013). In this respect, a number of recent studies have proposed examining consumer resistance to smart services and products (e.g. [START_REF] Balta-Ozkan | Social barriers to the adoption of smart homes[END_REF]Juric & Lindenmeier, 2018). Such studies generally examine resistance to these innovations by identifying barriers related to use (perceived complexity), value (e.g. perceived price), risk (e.g. security risk), image (e.g. self-image congruence), tradition (the need for human interaction), technological vulnerability (e.g. technology anxiety), inertia, and so on. The findings shed light on the functional and psychological barriers that make consumers reluctant to adopt IoT based services/products. However, these studies suffer from two main limitations.

First, despite the expanding literature on resistance to smart technologies, no research, to our knowledge, has proposed studying resistance to smart services from a privacy perspective.

The few existing studies have mobilized certain specific variables that directly or indirectly impact consumer resistance (e.g. privacy concerns [START_REF] Mani | Drivers of consumers' resistance to smart products[END_REF]). However, given its multifaceted and contextual nature, privacy needs be studied from an overall perspective that takes into account its specificities with regard to the IoT (Hsu & Lin, 2016).

Consequently, recent studies have analyzed the impact of privacy concerns on adoption [START_REF] Marakhimov | Consumer adaptation and infusion of wearable devices for healthcare[END_REF] and continued use intention (Hsu & Lin, 2016) of smart services/devices. These studies generally use the adoption paradigm [START_REF] Davis | Perceived usefulness, perceived ease of use, and user acceptance of information technology[END_REF][START_REF] Venkatesh | Consumer acceptance and use of information technology: extending the unified theory of acceptance and use of technology[END_REF] to explain the process of consumer acceptance of a new smart service or product.

While the adoption approach provides an understanding of the mechanisms for the diffusion of an innovation in the market, it does not explain why consumers may not accept the innovation [START_REF] Ram | Consumer resistance to innovations: the marketing problem and its solutions[END_REF]. In this context, analyzing consumer reactions through the resistance paradigm allows us to understand the barriers that create uncertainty and the rejection of innovations (Hazée et al., 2017). It is therefore legitimate to consider privacy concerns as barriers that generate a negative consumer reaction.

Secondly, the IoT is viewed as the third digital revolution, after the mobile internet and internet web pages [START_REF] Novak | Relationship journeys in the Internet of Things: a new framework for understanding interactions between consumers and smart objects[END_REF]. These technologies (1) favor the development of ubiquitous, autonomous and intelligent services and products, and (2) create major issues related to the management and protection of large amounts of information (big data). In this context, the "vision of a pervasive and omnipresent technology has spurred considerable controversy due to privacy concerns and fears of an Orwellian surveillance society" Slettemeås (2009, p. 219). "Big Data is watching YOU" [START_REF] Lichy | Big Data is watching YOU: opportunities and challenges from the perspective of young adult consumers in Russia[END_REF], "Big Brother imagery" [START_REF] Xu | The role of push-pull technology in privacy calculus: The case of location-based services[END_REF], "Big Brother Syndrome" [START_REF] Minerva | Toward a definition of Internet of Things[END_REF], "Big other" [START_REF] Zuboff | Big other: Surveillance capitalism and the prospects of an information civilization[END_REF]... all of which are expressions currently used to refer to an Orwellian world in which people are under surveillance and subject to control. Various press articles and surveys (e.g. [START_REF] Kpmg | The internet of things should we embrace its full potential? Retrieved from[END_REF] highlight the growing presence of this concern in the minds of consumers.

However, to our knowledge, there have been no empirical studies examining the impact of this variable in the context of negative consumer reactions to innovations. Accordingly, we propose studying the "Big Brother effect" (BBE) as one of the components of consumers' privacy concerns to explain consumer resistance to smart services.

To fill these theoretical gaps, we address the following research questions: what is the impact of privacy concerns on consumer resistance to smart services? To what extent does the BBE have an impact on these concerns and on consumer resistance to smart services?

The objectives of our research here are as follows: (1) to identify consumers' privacy concerns within the framework of the IoT, (2) to test the impact of these privacy concerns on consumers' resistance to innovation, and (3) to investigate to what extent the BBE improves our understanding of negative consumer reactions to new smart services. To this end, we conducted an empirical study in the banking sector. Indeed, this sector presents real development opportunities for the IoT (MarketandMarket, 2017). At the same time, banks face significant privacy challenges due to sensitive data and the risk of cyber-attacks.

The remainder of the paper is divided into three sections. The first provides a literature overview and presents the research hypotheses. The second elaborates the methodology and presents the results. The final section discusses the findings and looks at their managerial and theoretical implications.

Literature review

What are smart services?

In the service literature, the concept of "smart" refers to two ideas. First, it refers to the use of a technology that is termed "smart" in that it concerns "an electronic device or system that can be connected to the Internet and used interactively" (Foroudi et al., 2018, p. 271). Secondly, the term "smart" describes the new characteristics and capabilities of services in terms of the nature of consumer interaction, the nature of the service experience and the provision of services [START_REF] Roy | Constituents and consequences of smart customer experience in retailing[END_REF].

The term "smart services" is used in the present study to designate services that include IoT devices (e.g. wearables) in support of service delivery. Smart services lie within a new context in which the idea of smartness implies new partnerships between the company and its customers and new methods of collecting, exchanging and analyzing data and information [START_REF] Pantano | A new approach to retailing for successful competition in the new smart scenario[END_REF]. According to many [START_REF] Porter | How smart, connected products are transforming competition[END_REF][START_REF] Wünderlich | Futurizing' smart service: implications for service researchers and managers[END_REF][START_REF] Lim | Data-driven understanding of smart service systems through text mining[END_REF], smart services integrate new characteristics, allowing them to be autonomous (i.e. carrying out automatic actions without the user's intervention), intelligent (i.e. analyzing and understanding data related to users and their environment), connected (i.e. collecting and exchanging data with the user and with other devices) and ubiquitous (i.e. providing services anytime, anywhere, and from any device).

While some research has highlighted the benefits and drivers of adoption of smart services, other studies have focused consumer concerns leading to resistance to these services.

Smart services: a consumer resistance to innovation perspective

In the marketing and innovation literature, the conceptualization of consumer resistance varies considerably from study to study (Heidenreich and Spieth, 2013). Among the perspectives for studying resistance, some authors identify two levels: a micro level (individual resistance) and a macro level (collective resistance) [START_REF] Peñaloza | Consumer resistance: a conceptual overview[END_REF]. Individual resistance generally refers to individuals' oppositional reactions to novelty and attempts to impose the innovation, while collective resistance refers to organized and group actions (e.g. boycotts, protests) aimed at more radically opposing marketing practices [START_REF] Roux | Consumer resistance: Proposal for an integrative framework[END_REF].

Since our research objective is to analyze the impact of privacy concerns on individual resistance to smart services, we adopt the micro level perspective. More specifically, our study lies within research that has studied consumer resistance as individual resistance to innovation. Consequently, in line with Heidenreich and Spieth (2013), consumer resistance in our research can be defined as an individual negative reaction toward a new product/service.

In the service marketing literature, resistance to innovation is generally studied within the theoretical model of resistance to innovation proposed by [START_REF] Ram | Consumer resistance to innovations: the marketing problem and its solutions[END_REF] as the outcome of five barriers [START_REF] Laukkanen | Consumer adoption versus rejection decisions in seemingly similar service innovations: The case of the Internet and mobile banking[END_REF]Hazée et al. 2017). Thus, the consumer may be hesitant to use a new service due to its complexity (i.e. usage barrier), economic performance (i.e. value barrier) and the risk involved (i.e. risk barrier). In addition, other barriers arise when the new service or product upsets the consumer's entrenched beliefs (i.e. image barrier and tradition barrier).

In line with this resistance paradigm, an emerging research perspective focuses on consumers' negative reactions to smart services (e.g. [START_REF] Balta-Ozkan | Social barriers to the adoption of smart homes[END_REF]Hong et al. 2017;[START_REF] Park | Exploring the relationship between berceived pace of technology change and adoption resistance to convergence products[END_REF]. These studies generally examine the barriers that drive consumers to express resistance to smart services (see Table 1). In these cases the authors argue that smart services as an innovation lead to changes in consumer habits, beliefs, and a satisfactory status quo [START_REF] Mani | Consumer resistance to innovation in services: Challenges and barriers in the Internet of Things era[END_REF]. Despite the contributions of these studies in understanding the factors of resistance to smart services, no research has focused on various privacy concerns or has empirically examined the impact of Big Brother concerns. However, several authors stress the importance of these concerns in view of the proliferation of new technologies (e.g. [START_REF] Slettemeås | RFID-the "Next Step" in consumer-product relations or Orwellian nightmare? Challenges for research and policy[END_REF], including the IoT.

Privacy concerns in a smart services context

Privacy concerns

Privacy is generally defined as the individual's ability to control his/her personal information [START_REF] Bélanger | Privacy in the digital age: A review of information privacy research in information systems[END_REF][START_REF] Lancelot-Miltgen | Introducing new products that affect consumer privacy: A mediation model[END_REF]. For Margulis (1977, p. 10) "privacy, as a whole or in part, represents the control of transactions between person(s) and other(s), the ultimate aim of which is to enhance autonomy and/or to minimize vulnerability".

In the context of the proliferation of new technologies in everyday life (home, leisure…) and in the economic sphere (work, shopping…), privacy has become a central topic in the literature, including the marketing literature [START_REF] Lancelot-Miltgen | Introducing new products that affect consumer privacy: A mediation model[END_REF]. Indeed, the use of new technologies in the fields of retailing and services generates significant amounts of information and data. This explosion of sensitive and personal information has been accompanied by consumers' growing concerns about the misuse of such information by companies or external entities. Thus, concern for privacy has today become one of the major inhibitors to the adoption and acceptance of new technologies in retailing and services [START_REF] Miyazaki | Consumer perceptions of privacy and security risks for online shopping[END_REF]Aloysius et al., 2016), including smart services.

The characteristics of smart services as potential privacy concerns

In the case of services based on IoT devices, the user does not always have control over the information and data provided (Hsu & Lin, 2016). Rather it is the products themselves (e.g. smart watches, smart wristbands) that communicate with each other instantaneously and carry out actions without the intervention of the user (e.g. automatically arranging payment of a bill based on the data collected). These services are also characterized by the proliferation of communicating devices such as the products used on a day-to-day basis by the consumer (e.g. car, refrigerator, weighing machine, home security system) and the products made available by the company (e.g. payment terminal, shopping assistant systems) [START_REF] Roy | Constituents and consequences of smart customer experience in retailing[END_REF]. In this way the company is made aware continuously and instantaneously of customers' needs through data supplied by smart devices. These devices enable the company to acquire information about of customers' activities (e.g. through monitoring their day-to-day activities, knowledge of their habits, recording personal data, etc.) and to offer appropriate services (e.g. informing customers' of its banking activities, paying bills, authenticating purchases with personal data). In this context, the integration of smart technologies may facilitate companies' access to real-time data on consumer behavior, thereby generating big data [START_REF] Pantano | A new approach to retailing for successful competition in the new smart scenario[END_REF].

Big data, the proliferation of digital media, the presence of smart products in everyday life... all of these may increase consumers' privacy concerns in an IoT context (Hsu & Lin, 2016).

In this respect, various experts have identified vulnerability issues and privacy-related risks associated with a number of smart products (and their associated services) on the market. For example, every year the Mozilla Foundation publishes a list of connected objects in its "Privacy not included1 " program, criticizing connected objects that do not respect their users' privacy. In the same vein, [START_REF] Ching | Wearable technology devices security and privacy vulnerability analysis[END_REF] analyzed three connected objects (Google glass, Fitbit devices, and Samsung smart watches) and identified technical vulnerabilities (e.g. photos and videos can be recorded without user's consent) that expose users to the risk of their private information being appropriated (through, for example, phishing, eavesdropping, and spyware).

On the academic level, research on privacy issues related to the IoT is still at an embryonic stage. Some recent research has highlighted privacy risks regarding the use of smart devices/services (Hsu & Lin, 2016;[START_REF] Wiegard | Smart Services in Healthcare: A Risk-Benefit-Analysis of Pay-as-You-Live Services from Customer Perspective in Germany[END_REF][START_REF] Marakhimov | Consumer adaptation and infusion of wearable devices for healthcare[END_REF]. Thus, in line with our research objective, we decided to carry out a preliminary small-scale qualitative study to identify the different facets of privacy concerns in a smart services context. In the next section, we explain our methodology and present our findings.

Preliminary qualitative study on consumer privacy concerns about the IoT

To explore consumer privacy concerns about the IoT (smart products and/or smart services) we conducted nineteen semi-structured interviews. The participants were selected by means a convenience sampling strategy (Hufnagel & Conca, 1994). The nineteen participants have varied characteristics: 10 women, 9 men, average age 30.4; and various professions (administrative assistant, students, sales manager, trainee, etc.). All participants are located in the Ile-de-France region of France. The number of participants was determined through the principle of theoretical saturation. That is, we conducted interviews until we arrived at the point of theoretical saturation, when no new themes were emerging from the data (Strauss & [START_REF] Corbin | Grounded theory research: Procedures, canons, and evaluative criteria[END_REF].

We used an interview guide that included questions about respondents' perceptions, concerns and expectations related to the IoT. This was structured in three parts. The first part began with general questions about the respondents' expertise and use of new technologies and their knowledge of the IoT (e.g. "Please tell me about your use of new technologies). In the second part, we showed respondents a video produced by a specialized agency that shows an example of a smart service. Given the recent emergence of smart services and their relatively low diffusion rate in France, the video was intended to help respondents understand how a smart service works. The video shows banking and financial transactions being carried out through various smart devices (for example, making an appointment with a bank advisor from a connected watch, payment by means of a connected bracelet, consulting bank accounts on domestic devices, the remote signing of a contract). After they had viewed the video,

respondents were asked open-ended questions (e.g. What do you think about this smart service?, Do you have any concerns regarding smart services? If so, what are they?). data [START_REF] Braun | Using thematic analysis in psychology[END_REF]) -, we identified several concerns2 expressed by consumers about smart services. In line with our research objective, we focused primarily on privacy,3 identifying four such concerns expressed by the informants: a concern for individual privacy, perceived intrusion, secondary use of personal information, and the Big Brother effect (Table 2).

Table 2. Findings of the preliminary study

The concern for privacy construct.

Description of concern Examples of verbatim comments

Information privacy

An individual variable that characterizes:

-the individual's desire for better protection of his or her privacy.

-a high concern for privacy -by unauthorized entities -for other, non-consensual purposes -to select consumers according to their profiles (good vs. bad) "I still have this concern about the security and confidentiality of my accounts. If I ever get my smart watch stolen, which allows me to be identified when I enter the agency, the thief could pretend to be me" (R12) "I need to be sure that the data is not lost anywhere, and that it is not used for bad purposes. And that's complicated to handle" (R16) Big Brother effect An individual tendency to perceive that: -the world is under generalized surveillance -individuals have lost control over their choices -there is a system where unknown entities spy on and manipulate citizens -digital multinationals use data to observe individuals.

"You're completely geolocated, followed everywhere, it's the Big Brother thing [about the connected bank service shown on the video]. It's horrible! It's horrible!" (R6) "I feel like I'm being watched and manipulated because of all the information they have about me" (R11)

We integrated these four privacy concerns into our theoretical model (Figure 1). In the following section we formulate our hypotheses.

Framework and hypotheses

In line with previous research [START_REF] Smith | Information privacy: Measuring individuals' concerns about organizational practices[END_REF][START_REF] Miyazaki | Consumer perceptions of privacy and security risks for online shopping[END_REF][START_REF] Malhotra | Internet users' information privacy concerns (IUIPC): The construct, the scale, and a causal model[END_REF][START_REF] Xu | Measuring mobile users' concerns for information privacy[END_REF], we propose to study perceived intrusion, the importance of information privacy, the unauthorized secondary use of personal information, and the fear of a Big Brother effect as privacy concerns. Drawing on the theory of resistance to innovation [START_REF] Ram | Consumer resistance to innovations: the marketing problem and its solutions[END_REF], we consider these concerns as barriers that positively impact consumer resistance to smart services. We now explain the different variables of our model.

Information privacy

Information privacy refers to an individual variable that depicts a high concern for privacy and a desire to exercise control over personal data [START_REF] Bélanger | Privacy in the digital age: A review of information privacy research in information systems[END_REF]. The proliferation of new technologies has accentuated consumers' privacy concerns (Inman and Nikolova, 2017). Several studies have highlighted the importance of this individual variable in explaining consumers' behaviors, attitudes and intentions in a virtual transaction context. [START_REF] Lancelot-Miltgen | Introducing new products that affect consumer privacy: A mediation model[END_REF] have pointed out that privacy concerns have a positive impact on risk perception and a negative impact on trust in IT innovations, while [START_REF] Eastlick | Understanding online B-to-C relationships: An integrated model of privacy concerns, trust, and commitment[END_REF] found that privacy concerns negatively impact purchase intentions.

Because of their ubiquitous nature, smart products are expected to be present in the daily lives of consumers and likely to exacerbate their feeling of invasion of privacy [START_REF] Mani | Drivers of consumers' resistance to smart products[END_REF]. Individuals who attach great importance to protecting their privacy will naturally tend to reject services that use these smart technologies. For example, in the context of smart homes, previous studies have found that privacy risk limits the perceived value [START_REF] Kim | A study on the adoption of IoT smart home service: using Value-based Adoption Model[END_REF] and increases consumer resistance to such a service (Hong et al., 2017). We therefore put forward the following hypothesis.

H1.

Information privacy concern has a positive impact on consumer resistance to smart services.

Perceived intrusion

According to several authors, intrusion is closely linked to the idea of the violation of personal space [START_REF] Xu | Measuring mobile users' concerns for information privacy[END_REF]. In this sense, Morimoto and Macias (2009, p. 139) emphasize that intrusion is a facet of privacy concern and refer to the "individual's right to be left alone and/or freedom from 'unwanted intrusions of others'". In other words, intrusion involves a perception of a harmful incursion into the space of personal information and is a fundamental component of privacy concern [START_REF] Xu | Measuring mobile users' concerns for information privacy[END_REF].

Previous research shows that the more companies' marketing practices are perceived as irritating, intrusive or annoying, the lower the probability that consumers will give permission for interactive marketing activities [START_REF] Krafft | Permission marketing and privacy concerns -Why do customers (not) grant permissions[END_REF]. In their study of smart services in healthcare, [START_REF] Wiegard | Smart Services in Healthcare: A Risk-Benefit-Analysis of Pay-as-You-Live Services from Customer Perspective in Germany[END_REF] identify perceived intrusion as a construct of mobile user information privacy concerns that has a positive impact on the perception of privacy risks. These privacy risk factors override the perceived value of using the smart health service. Similarly, [START_REF] Mani | Drivers of consumers' resistance to smart products[END_REF] point out that perceived intrusiveness, defined as the preoccupation with the entry of smart products into the consumer's private life without permission, positively impacts resistance to these products. We thus put forward the following hypothesis.

H2. Perceived intrusion has a positive impact on consumer resistance to smart services.

Unauthorized secondary use of personal information

Secondary use generally refers to "the practice of using data for purposes other than those for which they were originally collected" [START_REF] Bélanger | Privacy in the digital age: A review of information privacy research in information systems[END_REF]Crossler, 2011, p. 1018). Indeed, to interact with a company, the consumer increasingly has to use virtual channels (e.g. internet banking, mobile shopping) that collect, use and store private information of various kinds (e.g. names, addresses, lifestyle characteristics and purchasing habits) [START_REF] Lwin | A model integrating the multidimensional developmental theory of privacy and theory of planned behavior to examine fabrication of information online[END_REF]. This requirement increases the risk of unauthorized secondary use, where "information is collected from individuals for one purpose but is used for another, secondary purpose without authorization from the individuals" (Smith et al. 1996, p. 171). For example, when purchasing on the internet, the buyer provides the company with his/her postal address for delivery, which is then used by the company to send targeted advertisements to the consumer's home. Similarly, smart services may present privacy threats with regard to the reuse of consumers' data (Hsu & Lin 2016). IoT devices have the capacity to continuously collect and store sensitive information (e.g. geographical location, financial data). This information may be automatically transmitted to supply databases belonging to the company or to external parties without the consumer's consent. In the IoT context, Hsu and Lin (2016) identify a negative link between privacy concerns about IoT services, including unauthorized secondary use of personal information, and the continued intention to use such services. It can therefore be assumed that unauthorized secondary use constitutes a barrier that increases consumer resistance. Thus: H.3. Unauthorized secondary use of personal information has a positive impact on consumer resistance to smart services.

The Big Brother effect

The term 'Big Brother', which has entered everyday language, originates from George Orwell's novel Nineteen Eighty-Four. Big Brother is a fictitious character, a figure of the totalitarian state and extreme control of freedom and privacy, whose motto "Big Brother is watching you" reminds every citizen of his omnipresence and power. This Orwellian vision is increasingly in evidence today and the term 'Big Brother' is considered by Sarpong and Rees (2014, p. 217) to be the most commonly used contemporary metaphor for describing surveillance and "any activity that seeks to curtail the freedom of individuals or society as a whole". In the 1980s and 1990s, with the proliferation of computer use at work, several authors had already used the term "Big Brother Syndrome", in reference to "a growing fear of computer monitoring controlling people's lives" (Rosenfeld et al., 1996, p. 266). More recently [START_REF] Zuboff | Big other: Surveillance capitalism and the prospects of an information civilization[END_REF] has warned of the danger of a new world of "surveillance capitalism" and a "Big Other" which "is a ubiquitous networked institutional regime that records, modifies, and commodifies everyday experience from toasters to bodies, communication to thought, all with a view to establishing new pathways to monetization and profit. Big Other is the sovereign power of a near future that annihilates the freedom achieved by the rule of law" (Zuboff, 2015, p. 81).

In line with this Orwellian perspective, we propose the concept of the 'Big Brother effect', defined as the perception by the individual of a world subject to monitoring and control by known or unknown, visible or invisible entities that possess specific and above-average technical powers. The concept refers to the idea that the individual constantly lives with the thought that everything he or she does will be recorded somewhere in a digital file by powerful entities. In the minds of consumers, such entities may be private or public organizations (e.g. multinational computer companies, state surveillance organizations).

The growing number of scandals related to the leaking of personal data and the surveillance of citizens by state or private organizations (e.g. the PRISM internet surveillance set up by the NSA [START_REF] Kuner | PRISM and privacy: will this change everything?[END_REF], the Sesame Credit Consumer scoring Program in China [START_REF] Kostka | China's social credit systems and public opinion: Explaining high levels of approval[END_REF]) contributes to the suspicion and fear of an Orwellian world. Various new technologies, including smart products, may be perceived by consumers as a threat to their individual freedoms and the right to privacy. Indeed, with connected objects and mobile applications, organizations can now access, store and analyze consumer information in real time, allowing them to refine their knowledge of consumer habits [START_REF] Wünderlich | Futurizing' smart service: implications for service researchers and managers[END_REF]. Through their ubiquity, autonomy and intelligence, smart products "raise privacy issues since they can put consumers under constant surveillance" (Mani & Chouk, 2017, p. 80). In this context, Xu et al. (2009, p.137) note that "the Big Brother imagery looms in the popular press", in which the impact of new technologies on privacy is often discussed. We can therefore assume that the BBE increases concerns for privacy. We propose the following hypotheses.

H4. The Big Brother effect has a positive impact on concern about information privacy H5. The Big Brother effect has a positive impact on concern about unauthorized secondary use of personal information H6. The Big Brother effect has a positive impact on perceived intrusion Moreover, the information systems literature suggests that the perception of Big Brother surveillance is leading to stress, fatigue and decreased job performance [START_REF] Rosenfeld | Responses on computer surveys: Impression management, social desirability, and the Big Brother syndrome[END_REF]. In line with this research, we assume that the BBE can lead to a negative consumer reaction towards smart services and thus promote resistance to them. Thus: H7. The Big Brother effect has a positive impact on consumer resistance to smart services.

Figure 1. Theoretical framework and hypotheses

Methodology

Procedure and sample

Panel members of a French research company, representative for the French population in terms of gender and age, were asked to fill out an online questionnaire regarding smart services in the banking sector. Indeed, smart banking service is an area with a high potential for development [START_REF] Marketandmarket | IoT in banking and financial services market by solution[END_REF]. For the data analysis, 653 completed questionnaires were used.

The participants were shown a video presenting real examples of smart services (this is the same video used for the qualitative study). We introduced filter questions to check the correct functioning of sound and image on the equipment used by the respondents. After watching the video, participants were asked to answer several sets of questions on several themes: their perception of the smart bank service, their perception of IoT devices in general, their personality, and their socio-demographic characteristics.

Respondents were located in different regions in France. 54% of respondents are women. The average age is 42 years. Various socio-professional categories were represented: farmers, business owners, unemployed, students, retired, etc. (for more details regarding methodology, refer to [START_REF] Mani | Consumer resistance to innovation in services: Challenges and barriers in the Internet of Things era[END_REF].

Measures

Participants responded to a series of multi-item 7-point Likert measures ranging from 'completely disagree' (1) to 'completely agree' (7). Unauthorized secondary use of personal information was measured with the scale of [START_REF] Smith | Information privacy: Measuring individuals' concerns about organizational practices[END_REF]. To measure perceived intrusion, we adapted the Xu et al. ( 2008) scale. To measure information privacy concerns, we were inspired by the scales of [START_REF] Malhotra | Internet users' information privacy concerns (IUIPC): The construct, the scale, and a causal model[END_REF] and [START_REF] Smith | Information privacy: Measuring individuals' concerns about organizational practices[END_REF]. Regarding the BBE, no research has explicitly measured this. The measures were therefore grounded on the Orwellian view of Big Brother, including elements related to a powerful figure. Specifically, two items (BBE1 and BBE2) were written by the researchers on the basis of the exploratory study previously presented, and two items (BBE3 and BBE4) were adapted from the conceptual and qualitative work of Galič et al., (2016), [START_REF] Sarpong | Assessing the effects of "Big Brother" in a workplace: The case of WAST[END_REF][START_REF] Sarpong | Assessing the effects of "Big Brother" in a workplace: The case of WAST[END_REF][START_REF] Zuboff | Big other: Surveillance capitalism and the prospects of an information civilization[END_REF]. In line with our definition of BBE, this construct is operationalized in terms of the capacity of new technologies to monitor and spy on consumers in a visible or invisible manner. Despite our using new measures for the BBE construct, the indicators of reliability and validity are satisfactory (α = 0.92, CR = 0.92, AVE = 0.75). Consumer resistance to smart services was measured through the Heidenreich and Spieth (2013) scale. These various scales are detailed in Table 3. Table 4 shows satisfactory reliability coefficients for all the scales of the model. I have a bad judgment on the smart banking service

Psychometric quality of constructs

Convergent and discriminant validity

A confirmatory factor analysis using AMOS software was carried out. This analysis showed that all items for the independent variables and the dependent variable loaded highly on the respective constructs. Furthermore, convergent validity and discriminant validity of the constructs were checked according to the procedure suggested by [START_REF] Fornell | Evaluating structural equation models with unobservable variables and measurement error[END_REF].

To assess the convergent validity of our concepts, we verified two conditions: the link between the latent variable and each of its indicators must be significant and the average variance extracted must be greater than 0.5 (table 4). 
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AVE: Average Variance Extracted

The discriminant validity of the latent variables was tested by demonstrating that the variance that each construct shares with its items is greater than the variance it shares with the other constructs (table 5). 

Common method bias

We tested the common method variance (CMV) with the unmeasured latent method factor technique [START_REF] Podsakoff | Common method biases in behavioral research: A critical review of the literature and recommended remedies[END_REF]. A comparison of the fit of two models (one with and the other without the unmeasured latent factor) using a chi-square difference test (ΔΧ2 = 280.97; p <0.001) indicated that the model without the unmeasured latent factor had a better fit. This suggests that the common method variance does not pose a threat of bias to the relationships in our model.

Multicollinearity

To assess multicollinearity, we examined the variance inflation factor (VIF). Results show the highest value of VIF is 2.8 (<10). Hence, we can conclude that multicollinearity is not an issue for our model (Hair et al., 1995). Moreover, the examination of the correlation matrix does not show very high correlations for the independent variables.

Test of the research model

To test our theoretical model, a structural equation modelling (AMOS) was used (Figure 2).

The fit indices for the model suggest a good overall model fit (Hair et al., 2006): χ2 = 483.39, df = 112, comparative fit index (CFI) = 0.97, Tucker-Lewis index (TLI) = 0.96, incremental fit index (IFI) = 0.97 and root mean square area of approximation (RMSEA) = 0.07.The results indicate that information privacy has a significant positive impact on consumer resistance to smart services (β = 0.13, CR = 2.19, p =0.03). Hypothesis H1 is therefore confirmed. Hypothesis H2 is supported since the effect of perceived intrusion on consumer resistance to smart services is significant (β = 0.28, CR = 5.32, p <.001). Moreover, unauthorized secondary use of personnel information has a positive significant effect on consumer resistance to smart services (β=0.30, CR=4.19, p <.001). This result supports H3.

Hypothesis H4 is supported since the effect of the BBE on information privacy is statistically significant (β=0.61, CR =16.95, p <.001). The BBE has a significant positive impact on perceived intrusion (β =0.55, CR=13.50, p <.001) and on unauthorized secondary use of personnel information (β =0.81, CR=23.98, p <.001). Our results confirm hence H5 and H6.

Finally, the impact of the BBE on consumer resistance is not significant, H7 is then not supported (p >.05). and negative consumer's reaction to innovation. In other words, the fear of companies violating consumers' privacy is an obstacle to the acceptance of smart services. In addition, our research contributes to past work by examining the impact on consumer resistance of the unauthorized secondary use of personal information. This variable was found to be the antecedent with the greatest impact on resistance to smart services (β=.30). Indeed, consumers are concerned about the communication of their data to other entities without their consent.

Regarding the concern for privacy of information, our results highlight the positive effect of this variable on resistance to innovation. While [START_REF] Mani | Drivers of consumers' resistance to smart products[END_REF] identified an indirect effect of this variable on resistance to innovation (through perceived intrusion), our model empirically confirms a direct positive relationship. This result is in line with the work of [START_REF] Eastlick | Understanding online B-to-C relationships: An integrated model of privacy concerns, trust, and commitment[END_REF], who identified a direct effect of privacy information concern on purchase intent regarding a services e-tailer.

In addition, our results highlight a significant positive of impact of the BBE on the three privacy concerns. Our research contributes to the technology innovation literature by providing an empirical evidence of the impact of the BBE on privacy information concern, the unauthorized secondary use of personal information and perceived intrusion. In other words, our research identifies BBE as a central variable to understand the growing concerns of consumers about the proliferation of new technologies in their lives. This completes the work of the authors who evoked the importance of taking into account the fear of an Orwellian schema to understand the decision process of individuals (e.g. [START_REF] Rosenfeld | Responses on computer surveys: Impression management, social desirability, and the Big Brother syndrome[END_REF][START_REF] Sarpong | Assessing the effects of "Big Brother" in a workplace: The case of WAST[END_REF].

Unexpectedly, the direct impact of the BBE on consumer resistance to smart services was not significant. This impact seems to be only indirect (via the other three privacy concerns), a finding that may be accounted for by the fact that the BBE is based on consumers' impression of being spied on and rarely on tangible proofs. Consequently, consumers do not base their decision to resist or not to resist on this variable. This result confirms the complex role of BBE as a psychological variable in explaining consumer resistance to innovation. Indeed, previous research has failed to identify the direct impact of certain psychological variables such as perceived risk on consumer resistance to innovation [START_REF] Laukkanen | Consumer adoption versus rejection decisions in seemingly similar service innovations: The case of the Internet and mobile banking[END_REF].

Implications for research

From a theoretical standpoint, our research has two implications. First, to the best of our knowledge, it is the first to study resistance to innovation from a privacy perspective. Most previous research has examined resistance to innovation on the basis of models integrating a variety of barriers (e.g. [START_REF] Laukkanen | Consumer adoption versus rejection decisions in seemingly similar service innovations: The case of the Internet and mobile banking[END_REF], whereas our study focuses primarily on barriers related to various consumer privacy concerns. This perspective is interesting particularly when the innovation in its first stage of development. Indeed, faced with an innovation that they have never (or not yet) used, consumers base their perception on their own predispositions to resist change. According to the status quo bias theory [START_REF] Samuelson | Status quo bias in decision making[END_REF]Kim & Kankanhalli, 2009), resistance to innovation can be explained by an individual predisposition to reject any novelty, because it generates more risks than benefits. Thus, in a context where consumers perceive significant privacy risks, they prefer the status quo in order to minimize losses. This perspective of studying resistance through the lens of privacy therefore enriches the emerging research on resistance to innovation in services (Hazée et al., 2017;[START_REF] Laukkanen | Consumer adoption versus rejection decisions in seemingly similar service innovations: The case of the Internet and mobile banking[END_REF].

The second theoretical contribution of this study is to define the BBE and to provide an empirical evidence of its impact on the information privacy, the unauthorized secondary use of personal information and the perceived intrusion. This original variable enriches existing research on privacy concerns. Drawing on Orwell's dystopian vision and [START_REF] Zuboff | Big other: Surveillance capitalism and the prospects of an information civilization[END_REF] theoretical framework, BBE offers a theoretical perspective adapted to a new context of the proliferation of smart technologies and the growing use of big data. While in existing research, the idea of big brother is often conceptually mentioned in an organizational context [START_REF] Rosenfeld | Responses on computer surveys: Impression management, social desirability, and the Big Brother syndrome[END_REF][START_REF] Sarpong | Assessing the effects of "Big Brother" in a workplace: The case of WAST[END_REF], our research is the first to our knowledge to provide an empirical evidence of the importance of this concept in a consumer context.

Implications for practice

Privacy concerns are one of the major issues facing companies today. Our results show that these concerns can become inhibitors to the acceptance of smarts services. Based on our results, we suggest managerial practices that can address these concerns. First, we propose a strategy based on promoting the company's ethical values, which may involve greater transparency in the management of consumers' personal data. Consumers must be able to understand clearly how their data is managed, stored and protected. Companies could therefore adopt a personal data privacy charter. For example, an insurance company in France (MAIF) has adopted a charter "for a humane and ethical digital world"4 that contains a number of principles, including respect (the company undertakes not to sell personal data), transparency (the company undertakes to inform each customer of the origin, content and use of personal data), security (the company undertakes to host personal data in France or within the European Union), and forgetting (customers may ask for that their personal data to be deleted at any time). In the same vein, companies could acquire "privacy protection" labels in partnership with independent organizations. In France, for example, the CNIL (French National Commission for Information Technology and Civil Liberties), an independent public organization, offers certification in accordance with GDPR legislation5 (General Data Protection Regulation). Furthermore, engineering schools, universities and business schools have a role to play for better privacy protection. It would be interesting, for example, to run more courses related to ethics in students' educational programs.

Secondly, companies need to develop a relational strategy to address concerns related to the Big Brother effect. The aim here is to provide answers to the various consumer questions related to the data collected by the IoT, artificial intelligence, mobile apps, and so on. In this respect, companies should strengthen their online presence management so as to interact with customers on social networks, for example. The role of online presence management would be to respond to accusations, prejudices and fake news about the management of personal data. Finally, in terms of public policy, governments should strengthen privacy laws and provide better protection for whistleblowers who expose consumer mass surveillance.

Conclusion

Previous work on the adoption of innovations has been criticized for neglecting factors that lead to the rejection of innovation [START_REF] Kleijnen | An exploration of consumer resistance to innovation and its antecedents[END_REF], notably in the area of services (Hazée et al. 2017;). The present study contributes to a better understanding of the factors that explain consumer resistance to smart services from a privacy perspective. The findings show that resistance to smart services is directly influenced by various privacy concerns: information privacy, the unauthorized secondary use of personal information and perceived intrusion. In addition, our research highlights the major role of BBE as an antecedent to these consumers' various privacy concerns.

Despite the interest of studying the role of these different consumer concerns, it is important to consider them in combination with the perceived benefits of smart services. For example, [START_REF] Roy | Predictors of customer acceptance of and resistance to smart technologies in the retail sector[END_REF] highlight the role of the benefits of innovation in determining customer acceptance of smart retail technology. More specifically, these authors emphasize that the characteristics of innovation (i.e. perceived usefulness, perceived ease of use, and perceived adaptiveness) are perceived as advantages leading to favorable attitudes and behavioral intentions. For their part, [START_REF] Wiegard | Smart Services in Healthcare: A Risk-Benefit-Analysis of Pay-as-You-Live Services from Customer Perspective in Germany[END_REF] hypothesize that consumers' decisions to adopt a smart service in healthcare are determined by their trade-offs between perceived benefits and perceived privacy risks (privacy calculus). In other words, the use of wearable health devices has benefits in terms of improving health management (i.e. perceived usefulness), enhancing experience (i.e. perceived enjoyment) and reducing effort (i.e. effort expectancy). A favorable trade-off between these benefits and privacy risks increases the perceived value and promotes the adoption of smart services.

Accordingly, the privacy concerns identified in our research should be put in perspective together with the potential benefits. We can assume that, despite privacy concerns regarding smart banking, consumers can perceive benefits to this service, such as convenience, just-intime promotions, and personalization. Thus, in accordance with privacy calculus theory [START_REF] Culnan | Information privacy concerns, procedural fairness, and impersonal trust: An empirical investigation[END_REF], consumers would accept making concessions with regard to their privacy if, in return, they perceive/receive significant benefits. To strengthen their customers' choice and reinforce its brand reputation, it is important for banks to be more transparent, diligent, and secure in the management of private data. Indeed, the offers proposed by companies perceived as "secure" or "trustworthy" with regards to consumers' information privacy are more likely to be accepted by buyers (Inman & Nikolova, 2017).

Furthermore, while this study contributes to the literature on resistance to innovation, some limitations has to be addressed by future research. First, the specific application context of our research is the banking sector, which limits the generalizability of our findings to other smart service sectors (e.g. smart homes, smart cities, insurance). Although this context has been chosen in several previous studies for studying consumer resistance to a new service (e.g.

Laukkanen, 2016), some of the issues described are not necessarily found in other sectors.

Second, our research focuses on four main privacy concerns as antecedents to resistance.

Other factors such as improper access and errors [START_REF] Smith | Information privacy: Measuring individuals' concerns about organizational practices[END_REF] could also explain consumer resistance as well as the perception of a "privacy calculus" (potential benefits versus potential risks of data disclosure). Similarly, the model could be 
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  enriched by considering, for example, the moderating role of individual variables: perception of the global impact of the technology, self-efficacy and technology anxiety, among other considerations. Finally, the conceptualization of BBE can be enriched by taking into account contextual variables. Consumers may have different perceptions of BBE depending on the cultural context, media coverage of certain scandals and the role of the mass media.

Table 1 . Review of the main studies on resistance barriers in the context of the IoT References IoT context Nature of study Relevant findings

 1 

	Balta-Ozkan	Smart home	Qualitative The authors identify several social barriers
	et al. 2013				inhibiting the acceptance of smart homes,
						such as control, security, and cost.
	Mani	and	Smart product	Qualitative	The findings show that innovation
	Chouk		(smart		and	characteristics	(perceived	usefulness,
	(2017)		watches)		quantitative	perceived	novelty,	perceived	price,
						perceived intrusiveness) and consumer
						characteristics (privacy concerns, self-
						efficacy) are variables that explain consumer
						resistance to smart products.
	Park	and	Smart products	Quantitative Situational factor (i.e. perceived pace of
			(e.g.	smart		technology		change)	and	perceived
	Koh (2017)	watches, smart		expectation are variables that explain
			glasses)			resistance to new products.
	Mani	and	Smart service	Quantitative The authors extend and update Ram and
	Chouk					Sheth's (1989) theoretical framework on the
	(2018)					barriers leading to consumer resistance to
						innovation. They introduce new barriers
						(technological	vulnerability	barriers,
						ideological barriers and dispositional
						barriers) to explain consumer resistance to
						smart services.
	Hong et al.	Smart home	Quantitative The empirical results show that four types of
	(2017)					risk (i.e. performance risk, financial risk,
						privacy risk and psychological risk) are
						affected by technological uncertainty and
						service intangibility on the one hand, and
						have positive effects on resistance to the
						smart home on the other.
	Juric	and	Smart products	Quantitative The empirical results identify performance
	Lindenmeier	(smart-lighting		expectancy,		social	pressure	and
	(2018)		products)			compatibility and health concerns as major
						determinants of individuals' inclination to
						adopt or reject smart-lighting products.

Table 3 . Scale measurement

 3 

	Scale		Code	Item	Mean SD
	Information	INP1	I'm concerned about threats to my personal	5.5	1.53
	privacy			privacy		
			INP2	I'm concerned about data collected by the		
				smart baking service without my permission		
				I'm concerned about the use of my personal		
			INP3	data without my consent.		
	Perceived	PIN1	I feel that as a result of my using smart	5.1	1.58
	intrusion		banking service, others know about me more		
				than I am comfortable with		
			PIN2	I believe that as a result of my using smart		
				banking service, information about me that I		
				consider private is now more readily available		
				to others than I would want		
			PIN3	I feel that as a result of my using smart		
				banking service, information about me is out		
				there that, if used, will invade my privacy		
				I think the smart banking service can be		
			PIN4	intrusive (new)		
	Unauthorized	USU1	I am concerned that the smart banking service	5.39	1.56
	secondary use		may use my personal information for other		
				purposes without notifying me or getting my		
				authorization		
			USU2	When I give personal information to use the		
				smart banking service, I am concerned that		
				apps may use my information for other		
				purposes.		
			USU3	I am concerned that the smart banking service		
				may share my personal information with other		
				entities without getting my authorization		
	Big	Bother	BBE1	I think that with new technologies, citizens are	5.31	1.50
	effect			increasingly being spied on		
			BBE2	I think that new technologies reinforce the		
				power to monitor citizens without their		
				knowledge		
			BBE3	I think the world is under general surveillance		
				I think unknown entities use new technologies		
			BBE4	to observe citizen		
	Resistance	RES1	I have a negative opinion about the smart	3.85	1.93
				banking service		
			RES2	I'm not in favor of the smart banking service		
			RES3			

Table 4 . Reliability and convergent validity Latent variables

 4 

		Cronbach's	Construct	AVE	Items	Loadings p-value
		alpha (α)	Reliability		Code	
	Information	.97	.96	.90	INP1	.97
	Privacy				INF2	.95	.000
					INF3	.93	.000
	Perceived	.94	.94	.80	PIN1	.91
	intrusion				PIN2	.93	.000
					PIN3	.91	.000
					PIN4	.82	.000
	Unauthorized	.95	.96	.88	USU1	.95
	secondary use				USU2	.93	000
					USU3	.94	.000
	Big Brother	.92	.92	.75	BBE1	.93
	Effect				BBE2	.91	.000
					BBE3	.84	.000
					BBE4	.77	.000
	Resistance	.96	.96	.88	RES1	.
					RES2	
					RES3	

Table 5 . Discriminant validity

 5 

	Construct	1	2	3	4	5	Square root of AVE
	1. Information privacy	1					.95
	2. Perceived intrusion	.43	1				.92
	3. Unauthorized Secondary use	.69	.54 1			.94
	4. Big Brother effect	.51	.45 .67	1		.86
	5. Resistance	.35	.39 .42 .33	1	.94

https://foundation.mozilla.org/en/privacynotincluded/

Examples of concerns expressed by consumers but not addressed in this research: economic cost, loss of control, etc.

Note that two participants did not clearly express any privacy concerns.

https://entreprise.maif.fr/entreprise/pour-une-societe-collaborative/decouvrir-nos-actions/maitriser-les-enjeuxnumeriques/chartenumerique

5 https://www.cnil.fr/fr/les-labels-cnil
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