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Analyse de la fiabilité des blockchains via la théorie des jeux

P. Zappala ¥ M. Belotti I M. Potop-Butucaru ¥ S. Secci®

Abstract

Les blockchains sont développés dans des environnements sujets aux fautes (e.g pannes
franches, fautes transitoires, comportements Byzantins) dues aux comportements égoistes,
rationnels ou irrationnels caractéristiques aux systemes économiques. Dans cet article nous
proposons un modele basé sur la théorie des jeux permettant de caractériser formellement la
fiabilité des blockchains du point de vue de leur résilience face aux déviations rationnelles. De
plus, notre modele permet de caractériser I'immunité des blockchains face aux comportements
Byzantins. Notre modeéle comprend également des conditions nécessaires et suffisantes pour
vérifier la résilience et 'immunité des jeux et une technique novatrice permettant la compo-
sition des jeux. Notre opérateur de composition préserve la fiabilité des jeux simples. Nous
appliquons notre modele pour caractériser la fiabilité de plusieurs protocoles blockchain : Bit-
coin (la plus populaire blockchain de type permissionless), Tendermint (la premiére blockchain
permissioned utilisée par les praticiens), Lightning Network, un protocole side-chain et un pro-
tocole pour les swaps cross-chain.

1 Introduction

Distributed Ledger Technologies (DLTs) allow sharing a ledger of transactions among multiple
users forming a peer-to-peer (P2P) network. DLTs characterized by a block architecture are
called “blockchains”. They enable its users to transfer cryptoassets in a decentralized manner by
means of modular protocols adopted by the users themselves. Beyond the traditional blockchain
architectures (i.e., layer-1 protocols), the literature proposes other protocols that respectively define
and regulate interactions in an overlaying network (layer-2 protocols) and interactions between
different blockchains (cross-chain protocols). In a Blockchain system players can be classified
in three different categories as stated in [2]: (i) players who follow the prescribed protocol i.e.,
altruistic, (i) those who act in order to maximise their own benefit i.e., rational, and (iii) players
who may deviate from the prescribed protocol in an irrational way, i.e. Byzantine.

Interactions among users are modeled with game theory, which is used to design incentive mech-
anisms aiming at preventing any possible deviation from a prescribed protocol that blockchain users
need to follow. Robustness of protocols governing DLTs (e.g., consensus protocols, communication
protocols and storage protocols) has been addressed in several recent works. Most of the game
theoretical models adopted to design secure and robust blockchain protocols, surveyed in [5, 10],
(i) address protocols characterizing specific blockchain implementations, (ii) analyze miners’ be-
haviours in the consensus phase and (iii) adopt Nash Equilibria as solution concept.

In the literature, analysis of systems robustness with respect to participating actors can be
classified according to the agents’ nature [2]. Concerning rational agents, the robustness analysis
includes the study of the equilibria and the evaluation of their properties. The most studied and
adopted solution concept in the literature is Nash Equilibrium, i.e., a strategy profile in which no
player has interest in individually deviating from her own strategy. Authors in [1] define some
properties to characterise strategy profiles: (i) practical strategy profiles equilibria are those which
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exclude weakly dominated strategies, (ii) k-resilient equilibria are those strategy profiles such that
if there is no coalition with at most & players having an incentive to deviate from the prescribed
protocol. In order to analyse robustness with respect to Byzantine agents, authors in [1] introduce
the concept of t-immunity, i.e., no player gets a lower outcome if there are at most ¢ Byzantine
players that can play any possible strategy.

Our contribution. This paper presents a game theoretical framework aiming at characterizing
blockchain protocols, modeled as games, in terms of robustness, i.e. resilience to rational deviations
and immunity to Byzantine behaviors. Robustness analysis of blockchain protocols were performed
before in [1] by adopting the concept of mechanism (i.e., a pair game-prescribed strategy). In order
to characterize the robustness of a distributed system authors in [1] introduce the notions of (i) k-
resilience, (ii) practicality and (iii) -immunity. More precisely, k-resilience and practicality analyze
the robustness with respect to rational agents, while t-immunity deals with Byzantine agents. In
this paper we use the concept of mechanism proposed in [1] to model different types of blockchain
protocols and we define a set of properties to be satisfied in terms of robustness. Since the property
of t-immunity is often impossible to be satisfied by practical systems [1], we introduce the concept of
t-weak-immunity. A mechanism is t-weak-immune if any altruistic player receives no worse payoff
than the initial state, no matter how any set of ¢ players deviate from the prescribed protocol.
We further extend the framework in [1] by proving some necessary and sufficient conditions for
a mechanism to be optimal resilient and t-weak-immune. In order to make the method scalable
to any modular protocol, we define a new operator for mechanism composition and prove that
it preserves the robustness properties of the individual games. Using our framework we studied
the properties of a set of layer-1, layer-2 and cross-chain protocols: Tendermint [4], Bitcoin [6],
Lightning Network protocol [9], the side-chain protocol [8] and the very first implementation of a
cross-chain swap protocol proposed in [7] and formalized in [3]. Thanks to the analysis of protocol
robustness we spotted the weakness of the Lightning Network protocol to Byzantine behaviour and
therefore we propose and further analyze an alternative version of the protocol. Our results are
reported in Table 1 and in [12]. An earlier version with partial results was published in [11].

Table 1: Immunity and resilience properties for Tendermint [4], Bitcoin [6], Lightning Network [9], a side-
chain protocol [8] and a cross-chain swap protocol [3, 7] with respect to the number of rational deviating
agents (k) and the number of Byzantine deviating agents () where n is the total number of players in the

game.
Protocol k-Resilience t-Immunity t-Weak Immunity
Tendermint Yes, k <n/3 No Yes, t <n/3
Bitcoin Yes, k < 3n/20 No No
Lightning Network Yes, k < 3n/20 No No
Closing module Yes No No
(Alternative closing module) (Yes) (No) (Yes)
Other modules Yes No Yes
Side-chain (Platypus) Yes, k <n/3 No Yes, t <n/3
Cross-chain Swap Yes No Yes

2 Game theoretical framework

Mechanisms and Robustness. Given a distributed systems protocol, players can either decide
to follow or not the prescribed instructions. The aim of our model is to understand whether the
players are incentivized to follow or deviate from the prescribed protocol given the presence of
some rational or Byzantine agents. In the following (i) we recall and extend the game theoretical
framework based on the concept of mechanism (introduced in [1]) and its properties, (i) we define
new properties on protocol robustness and (iii) we study properties interdependence.

Let us consider a game in normal form I' = (N,.% u) where players find themselves in an
initial state, i.e., before starting the application of the protocol. For the sake of simplicity we
assign u;(0) = 0 for every o € . when the player i is indifferent between the outcome of the
strategy profile o and the initial state one. Analogously, we assign positive utility, u;(c) > 0,
when the outcome of o corresponds to the final state provided by the protocol and negative utility,



u;(0) < 0, when the outcome of ¢ is worse than the initial state one. The values of u;, for all
t € N, correspond to the marginal utility with respect to the initial state. Every decision-making
problem is modeled by a game ' = (N, ., u), which shows all the possible strategies available to
the players, including following the prescribed protocol and all its possible deviations. A specific
protocol consists of a strategy profile o = (01,...,0,) € % and it is denoted by a pair (T, o), called
mechanism [1]. Every player i is advised to play strategy o; € .%; i.e., the recommended strategy
o is the prescribed protocol. Evaluating the robustness to deviations of a distributed protocol
corresponds to identifying the properties of the mechanism (I', o). Players can decide to deviate
for two different reasons. On one hand, they can cooperate in order to find a strategy profile that
provides a better outcome than the one given by the protocol. On the other hand, some players
can behave maliciously for no specific reason and harm the altruistic ones. These two behaviours
are prevented, according to [1], if prescribed protocols are respectively (i) k-resilient and/or (ii)
t-immune.

A mechanism (T, o) is k-resilient if there is no coalition of at most k players having an incentive
to simultaneously change strategy to get a better outcome. Formally, a strategy profile ¢ € .% is
a k-resilient equilibrium if for all C C N with 1 < |C] < k, all 7¢ € S and all i € C, we have
ui(occ,0-¢) > ui(tc,0-¢). The concept of k-resilience denotes the tendency of a set of k players
to cooperate to move to an equilibrium that differs from the prescribed one. Hence k-resilience
generalizes the concept of Nash equilibrium.

A mechanism (T, o) is t-immune if, given at most ¢ players choosing any strategy different from
the prescribed one, the other players receive at least the utility they would get if everyone followed
the protocol. Formally, a strategy profile o € . is t-immune if for all T C N with |T| < ¢, all
mr € Sp and all i € N\ T, we have u;(o_r,71) > u;(0).

The property of t-immunity is very strong and hardly satisfiable since it requires that the
protocol provides the best outcome no matter how a set of ¢ players deviates. We therefore
introduce a weaker version of the property; t-weak-immunity. This new property guarantees that
non deviating players receive at least the utility value of the initial state (i.e., players receive a
positive outcome).

Definition 1 (t-weak-immunity). A mechanism (T', o) is t-weak-immune if for all T C N : |T| < ¢,
all 7p € S and all i € N\ T, we have u;(o_r,71) > 0.

A player that joins a t-weak-immune mechanism will not suffer any loss (i.e., outcome with
negative utility) if there are at most ¢ deviating players in the game. We say that a mechanism is
weak immune if it is t-weak-immune for all t € N.

Composition of Games and Mechanism. Blockchains systems are complex protocols
designed in a modular way. In order to study the robustness of such complex protocols, we need
to analyze the individual modules and infer the properties of the system by composition. For this
scope we introduce the new notion of composition of games that, to the best of our knowledge,
has never been defined in the literature. Given two different games A and B, the composition of
games is defined by the operator @, hence A® B denotes the composition of game A and B. Given
two games that are played separately and independently, the composition corresponds to players
picking a strategy from each game and receiving as utility the sum of the utilities of the two games.

Definition 2 (Games Composition). Given A = (N,.%4,u4) and B = (N, g, up) two games in
normal form with the same set of players N, two different sets of strategies .4 = {L4; : 71 € N}
and .¥p = {#g; : i € N} and two different utility functions: us : %4 — RN and up : . — RV
then, it is possible to define a new game C = A ® B, called composition of A and B, characterized
as follows: C' = (N, %, uc), where N is the set of the players, ¢ := {(s4i, $Bi), SAi € Lai,SBi €
SBi, Vi € N} is the set of strategies and uc({(cai,08:)}) ;= ua({oai}) + up({op:}) is the utility
function.

The following propositions allow us to (i) model the building blocks of complex protocols, (ii)
study the properties of the subsequent mechanisms and (iii) deduce the properties of the composed
protocol through the composition of mechanisms.

Concerning the solutions of the composition of games, we prove that Nash equilibria can be
identified by selecting equilibria within the single games. It is not possible to create or destroy
Nash equilibrium strategies by composing independent games.



Theorem 1 (composition nash equilibria). Let A = (N,.%a,ua) and B = (N, g, up) be two
games in normal form representation. Then, {(ca:,0pi)} is a Nash equilibrium for A® B if and
only if {oa;} and {op;} are Nash equilibria respectively for A and B.

Concerning robustness properties for composition of games, we can state the following results
on resiliency and weak immunity for two composed games. The results can be generalized for the
composition of multiple games.

Theorem 2 (resiliency). Let A = (N, %a,u4) and B = (N,."p,up) be two games and let (A,c4)
and (B,op) be two mechanisms respectively k-resilient and k'-resilient. Then, (A® B,{04i,0Bi})
is a min(k, k')-resilient mechanism.

Theorem 3 (weak immunity). Let A = (N,.%4,ua) and B = (N,.g,up) be two games and let
(A,04) and (B,op) be two mechanisms respectively t-weak-immune and t'-weak-immune. Then,
(A® B,{0ai,0B:}) is a min(t,t')-weak-immune mechanism.
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