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ABSTRACT
The notion of Cyber-Physical-Social system (CPSS) is an emerging concept developed as a re-
sult of the need to understand the impact of Cyber-Physical Systems (CPS) on humans and vice
versa. This paradigm shift from CPS to CPSS was mainly attributed to the increasing use of
sensor enabled smart devices and the tight link with the users. The concept of CPSS has been
around for over a decade and it has gained an increasing attention over the past few years. The
evolution to incorporate human aspects in the CPS research has unlocked a number of research
challenges. Particularly human dynamics brings additional complexity that is yet to be explored.
The exploration to conceptualise the notion of CPSS has been partially addressed in few scien-
tific literatures. Additionally, this conceptualisation has always been use-case dependent. Thus,
there is a lack of generic view as most works focus on specific domains. Furthermore the sys-
temic core and the principles linking it with the theory of systems are loose. This work aims
at addressing these issues by first exploring and analysing scientific literatures through a Sys-
tematic Literature Review (SLR). Thereby identifying the state-of-the-art perspectives on CPSS
regarding definitions, underlining principles and application areas. Subsequently, based on the
findings of the SLR, we propose a domain-independent definition and a meta-model for CPSS,
grounded in the Theory of Systems. Finally a discussion on feasible future research directions
is presented.

1. Introduction
Cyber-Physical-Social System(CPSS) is an emerging research topic resulting from the introduction of a Social

dimension to the existing Cyber-Physical System (CPS) research. The notion of CPS was originally derived from
an engineering perspective with the support of the US National Science Foundation (NSF) [1, 2]. The objective of
CPS was mainly controlling and monitoring physical environments and phenomena via the integration of sensing,
computing, and actuating devices. In parallel the notion of Internet of Things (IoT) which originates in the late 90’s1
took off as a paradigm with the support of the European Commission from a Computer Science perspective [3]. The
emergence of IoT played an indispensable role for the orchestration of the physical and cyber systems with the goal of
connecting tools and electronic equipment to the Internet and develop a network of computers and objects.

Despite their initial philosophical difference, IoT and CPS share many similarities hence they have been used
sometimes interchangeably without a clearly defined demarcation [4]. There is however a fundamental difference that
should be highlighted: the fact that a CPS refers to a particular system explicitly, while IoT refers at the same time to
the concept, the system formed by all the connected devices and a particular system of interconnected objects. As a
system, a CPS typically collects and controls information about phenomena from the physical world through networks
of interconnected devices, in order to achieve its objective [5]. In the development of both paradigms, humans were
originally assumed as external entities interacting with these systems.

Over the years the increasing popularity of smart devices and their significant role in the daily life of their users
has led CPS systems to consider humans as a multifaceted source of information (i.e. human sensors)[6, 7]. Subse-
quent research studies have started to incorporate humans in CPS research. This trend in particular has uncovered the
importance of humans’ centrality for the development of CPS which was then recognised by the Human-in-the-Loop
(HitL) CPS paradigm [8, 9, 10], where humans are intrinsic actors of the system. Different techniques have then been

bereket.yilma@list.lu (B.A. Yilma); herve.panetto@univ-lorraine.fr (H. Panetto); yannick.naudet@list.lu (Y.
Naudet)

1The earliest quote about Internet of Things in a presentation from Kevin Ashton, 1999, MIT Auto-ID Center, reported in Forbes in 2002 (see
https://www.forbes.com/global/2002/0318/092.html5f7b1b353c3e)
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ABSTRACT
The notion of Cyber-Physical-Social system (CPSS) is an emerging concept developed as a re-
sult of the need to understand the impact of Cyber-Physical Systems (CPS) on humans and vice
versa. This paradigm shift from CPS to CPSS was mainly attributed to the increasing use of
sensor enabled smart devices and the tight link with the users. The concept of CPSS has been
around for over a decade and it has gained an increasing attention over the past few years. The
evolution to incorporate human aspects in the CPS research has unlocked a number of research
challenges. Particularly human dynamics brings additional complexity that is yet to be explored.
The exploration to conceptualise the notion of CPSS has been partially addressed in few scien-
tific literatures. Additionally, this conceptualisation has always been use-case dependent. Thus,
there is a lack of generic view as most works focus on specific domains. Furthermore the sys-
temic core and the principles linking it with the theory of systems are loose. This work aims
at addressing these issues by first exploring and analysing scientific literatures through a Sys-
tematic Literature Review (SLR). Thereby identifying the state-of-the-art perspectives on CPSS
regarding definitions, underlining principles and application areas. Subsequently, based on the
findings of the SLR, we propose a domain-independent definition and a meta-model for CPSS,
grounded in the Theory of Systems. Finally a discussion on feasible future research directions
is presented.

1. Introduction
Cyber-Physical-Social System(CPSS) is an emerging research topic resulting from the introduction of a Social

dimension to the existing Cyber-Physical System (CPS) research. The notion of CPS was originally derived from
an engineering perspective with the support of the US National Science Foundation (NSF) [1, 2]. The objective of
CPS was mainly controlling and monitoring physical environments and phenomena via the integration of sensing,
computing, and actuating devices. In parallel the notion of Internet of Things (IoT) which originates in the late 90’s1
took off as a paradigm with the support of the European Commission from a Computer Science perspective [3]. The
emergence of IoT played an indispensable role for the orchestration of the physical and cyber systems with the goal of
connecting tools and electronic equipment to the Internet and develop a network of computers and objects.

Despite their initial philosophical difference, IoT and CPS share many similarities hence they have been used
sometimes interchangeably without a clearly defined demarcation [4]. There is however a fundamental difference that
should be highlighted: the fact that a CPS refers to a particular system explicitly, while IoT refers at the same time to
the concept, the system formed by all the connected devices and a particular system of interconnected objects. As a
system, a CPS typically collects and controls information about phenomena from the physical world through networks
of interconnected devices, in order to achieve its objective [5]. In the development of both paradigms, humans were
originally assumed as external entities interacting with these systems.

Over the years the increasing popularity of smart devices and their significant role in the daily life of their users
has led CPS systems to consider humans as a multifaceted source of information (i.e. human sensors)[6, 7]. Subse-
quent research studies have started to incorporate humans in CPS research. This trend in particular has uncovered the
importance of humans’ centrality for the development of CPS which was then recognised by the Human-in-the-Loop
(HitL) CPS paradigm [8, 9, 10], where humans are intrinsic actors of the system. Different techniques have then been
used to introduce human actors in CPS, paving the way for the foundation of Cyber-Physical-Social System(CPSS)
[11, 12]. Over the past decade different researchers used different terminologies to refer to the integration of the hu-
man aspect in to CPS projecting different conceptualizations . For instance in [13, 14, 15, 16, 17, 18, 19, 20, 21, 22]
Cyber-physical-human systems (CPHS) was used, being defined as “a system of interconnected systems (computers,

1The earliest quote about Internet of Things in a presentation from Kevin Ashton, 1999, MIT Auto-ID Center, reported in Forbes in 2002 (see
https://www.forbes.com/global/2002/0318/092.html5f7b1b353c3e)
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cyber-physical devices, and people) “talking” to each other across space and time, and allowing other systems, de-
vices, and data streams to connect and disconnect.” In [23] the concept of Cyber-Physical-Social-Thinking hyperspace
(CPST) was introduced for geological information service system. These works define CPSS as “a system deployed
with emphasis on humans, knowledge, society, and culture, in addition to Cyber space and Physical space. Hence, it
can connect nature, cyber-space, and society with certain rules.” where as CPST is established through the mergence
of a new dimension of thinking space into the CPS space. The thinking space is a high-level thought or idea raised
during the intellectual activities of people. These works visualize the intellect of humans separately from the Social
aspect of CPSS as Thinking space. On the other hand the term Social-Cyber-Physical-Systems (SCPS) was also used
in [24, 25, 26, 27]. The commonly shared understanding of SCPS was “complex socio-technical systems, in which
human and technical aspects (CPS) are massively intertwined.” as defined by [27]. According to this definition the
awareness of SCPS extends to the intangibles of social context, which includes social culture and norms, personal be-
liefs and attitudes, and informal institutions of social interactions. Finally, the term Cyber-Physical Human-Machine
system was also used in [28].

Nowadays the acronym CPSS is being widely used in various application areas. Smart Cities, Smart Homes,
Schools, Offices, Museums, and medium to large scale Industries are among the main sectors, where applications of the
CPSS notion has gainedmomentum [11, 12, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46]. Despite
the advances made to integrate human aspects in CPS, the development of CPSS research is still in it’s infancy. There
are still no reliable approaches to harmoniously model the social part together with cyber and physical. Additionally
the hardly predictable and complex nature of humans by itself brings additional complexity to the system. Humans
are social creatures and the term "Social" carries a broader meaning as it reflects emotional, cognitive and behavioral
aspects of a human [12] which are deemed as the three layers of human interaction responses [47, 48, 49]. Moving
forward towards a harmonious integration of social aspects, the CPSS research should take a holistic approach on the
synergy between social aspects and CPS [12]. However, today, the commonly adopted conceptualisations of CPSS
often capture partial characteristics of the social dimension.

In this sense, there is a need for reaching a common understanding on the concepts of CPSS to guide in the develop-
ment of technologies. In recent years some works carried out literature reviews with the objective to provide a view on
CPSS development, challenges and application areas [2, 8, 46, 50, 51, 22, 52, 43, 53]. Although a seemingly common
understanding may have been reached in some domains and, in some cases, more general concepts were introduced
[12], there is a lack of a uniform systemic ground and domain-independent view of CPSS. In general to the best of
our knowledge, there is a lack of consensus regarding the conceptualisation of CPSS and its characteristics consid-
ering commonalities how they are treated in different domains in the scientific literature. Therefore, this work aims
at exploring the state-of-the-art regarding Cyber-Physical-Social system (CPSS). We put special focus on identifying
definitions and characteristics of CPSS and how the social and human aspects are integrated in current research trends.

To this end, we conduct a Systematic Literature Review (SLR). The contributions of this work can be summarised
as: (1) to provide a view on the state-of-the-art perspectives of CPSS considering how they are defined, and how social
aspects are depicted within various domains in CPSS literature. (2) to identify main issues in the integration of social
aspects provided in scientific papers regardless of the application domain, (3) to establish a common ground towards
a unified definition of CPSS through a systemic formalisation and a meta-model proposal, and (4) Propose a future
research direction to support the integration of social aspects in CPSS research.

This paper is organised as follows. Section 2 introduces the research context and establishes a core systemic ground
presenting a brief overview of General Systems Theory (GST) and System-of-Systems (SoS) Principles. Section
3 describes the methodology followed to perform the SLR, the approaches used to analyse the selected papers and
the results obtained from the analysis. Section 4 presents the state-of-the-art perspectives on CPSS, by discussing
definitions and how the social aspect is conceptualised in literature. Section 5 presents the Systemic formalisation
of CPSS by establishing a link with the theory of systems. Section 6 covers a discussion on feasible future research
direction. Finally, Section 7 presents a concluding discussion.

2. Research Context
To understand what a CPSS is, how it has evolved, reflect on state-of-the-art perspectives and propose future

research directions, this study formed by SLR tries to answer the following key research questions:
• How is a CPSS defined?

First Author et al.: Preprint submitted to Elsevier Page 2 of 25



Systemic formalisation of Cyber-Physical-Social System(CPSS)

• How is the Social dimension (i.e. human aspect) conceptualised in current CPSS research?
• What are the application areas of CPSS?
• What are the main issues and challenges in the current CPSS research? (mainly due to the active involvement

of humans).
• What can be made to address these challenges?
CPSS is a complex system; more precisely it is a System-of-Systems (SoS) [54]. Thus, before defining CPSS and its

characteristics, it is worth to first explore the definition and properties of a System and System-of-Systems (SoS) from
a generic perspective. Thereby to establish a core systemic ground to the CPSS research. Therefore, in this section we
first introduce some notions of General Systems Theory (GST) [55] and System-of-Systems (SoS) Principles [54, 56].
2.1. General Systems Theory (GST) and System-of-Systems (SoS) Principles

Originally, in the General Systems theory (GST) a system was defined as a complex set of interacting elements,
with properties richer than the sum of its parts [55]. Based on GST, Naudet et al. [57] introduced systems science for
interoperability and proposed a definition of system which is fitting for the context of CPSS. In this work we adopt the
following definition of a system [57]:
Definition 1. "A System is a bounded set of interconnected elements forming a whole that functions for a specific
finality (objective) in an environment, from which it is dissociable and with which it exchanges through interfaces"
[57].

In this work the authors characterised a system by its components and the interactions between them, where each
component can itself be a system. Thus, they can form a System-of-Systems (SoS). The term System-of-Systems
came into common usage in the late 90’s to characterise large systems often formed from a variety of component
systems which developmentally and operationally exhibit the behaviour of complex adaptive systems (CAS) [58, 59].
The SoS notion fundamentally captured the non-monolithic nature of complex modern systems. The earliest and most
accepted definition of SOS is the one by [54] formalised as follows:
Definition 2. "A System-of-Systems (SoS) is an assemblage of components which individually may be regarded as
systems, and which possesses two additional properties:

• Operational Independence of the Components: If the system-of-systems is disassembled into its component
systems the component systems must be able to usefully operate independently.

• Managerial Independence of the Components: The component systems not only can operate independently,
they do operate independently. The component systems are separately acquired and integrated but maintain a
continuing operational existence independent of the system-of-systems" [54].

From a systems engineering perspective, the notion of SoS was best described as an emergent system from at least 2
loosely coupled systems that are collaborating [56]. The SoS principle dictates that the relationship between component
systems is recursive as any system is produced by another higher system, answering specific requirements. For a
dedicated project, the target system (CPSS in our case) is the final produced system, in this recursively loop.

There are two fundamental perspectives to view a system [60]: from the teleological aspect and from the ontological
aspect. The teleological aspect is focused on the behaviour and functioning of the system, while in the ontological
perspective a system is addressed from a structural point of view. In order to characterise a CPSS, both the ontological
and teleological aspects have to be considered because the complexity demandsmore than the structure and interactions
between components to be taken into account. The main components and their relationship have first to be identified.
Then, functions and behaviours of system components should be formalised, as they can constrain the objectives of
the CPSS [61]. Having recalled the notion of System and System-of-Systems (SoS), we subsequently define the key
systemic concepts to be used in this work, reusing or extending definitions from [57].

• System Component: is an element of a System that is a system itself composed of sub-components that are in
a relation and can be decomposed until an atomic level.

First Author et al.: Preprint submitted to Elsevier Page 3 of 25
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• Relation: is a link between two entities whatever the nature of the link. From a systemic point of view relation
can be formalised locally or globally, i.e. between system components or between a system and its environment
or other systems. We can further distinguish between structural and behavioural relation [57].

• Environment: represents a space that is outside a system’s boundary. An environment itself is a system. In
a system context there are two types of environments to consider; a specific system’s environment which acts
on or is acted by the system it surrounds and global environment which is the complement of the system. The
global environment starts where the system is no more influenced and influences no more.

• Interface: is a component of a system through which a connection between a system and its environment can
be established. It also represents a system’s boundaries.

• Objective: a finality or objective defines a system’s goal at a given time. Every system has an objective often
composed of sub-objectives. An objective can be either uniform throughout the life-cycle of a system or changing
in different contexts.

• Function: is the set of actions the system can execute for the purpose of achieving its objectives. It is a property
of a system that can be lent for or inherited by a super-system (SoS). A function is a means to an end (Objective).

Figure 1 illustrates a systemic model adopted from [57] and modified incorporating the SoS notion from systems
engineering perspective by using UML 2.0 notation.

Figure 1: The Systemic model.

3. Systematic Literature review
The systematic literature review presented in this research paper is conducted according to the guidelines proposed

by Kitchenham [62]. The objectives of this particular SLR is to evaluate and interpret all available research relevant
to answer the key research questions presented in Section 2. The SLR aims to present a fair evaluation of the state-of-
the-art on CPSS following a rigorous and audateable methodology. The main advantage of conducting such an SLR
First Author et al.: Preprint submitted to Elsevier Page 4 of 25
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is to provide a background by identifying gaps, detecting challenges and screening bad practices. Thus, to showcase
state-of-the-art conceptualisations and position novel research activities appropriately[63]. This review is undertaken
following a predefined search strategy and presents evidence concerning the data sources, the selection and analysis
criteria.
3.1. Method of Research

The methodology we use is the fowling: (i) Define the paper selection procedure (including search questions,
keywords, sample sources and the paper selection steps); (ii) Present the paper selection and the bibliographic analysis
(i.e. point out the year of publication, the publishers, countries and the addressed domains); (iii) identify State-of-the-
art perspectives on CPSS (definitions, application areas, challenges and gaps in CPSS literature, report and discuss
findings); Finally, (v) Propose a generic definition through a systemic formalisation and illustrate promising future
research direction to tackle systemic complexities originating from social dynamics. This is further illustrated by
Figure 2, through a Business Process Model and Notation (BPMN) diagram [64].

Figure 2: Overview of the methodology followed in this work.

3.2. Paper Selection Procedure
In this subsection we present the details of our paper selection procedures (i.e. Database selection, Keyword and

Search strings definition and paper filtering steps).
3.2.1. Database Selection

In order to cover all relevant studies that could potentially answer the above mentioned key research questions we
searched for papers by querying the following digital libraries: ACM, Scopus, IEEE_Xplore, Taylor & Francis Online,
Wiley and Springer. We selected six databases taking into account that a minimum of four is deemed sufficient to
perform a robust literature search [65]. It is worth mentioning that among the six quereed databases Scopus is known
to be an extensive abstract and citation database that gathers papers from several peer-reviewed journals. The papers
retrieved from this database come from diverse publishers such as Elsevier, Springer, Taylor & Francis Online, and
IEEE. It is expected that this will provide more robustness to the search. Normally, duplicated papers are expected to
appear from this search and they are removed. Each database has its own syntax to write queries. Hence, the search
strings described in Section 3.2.2 are slightly modified for each database to obtain the expected output.
3.2.2. Keywords and search strings definition

The keywords used in this study were defined based on an iterative process, which is described as follows. First we
queried the digital libraries with the search string Cyber Physical Social System denoted by S1. A total of 431 papers
were retrieved. From these papers, we extract the most used keywords (i.e. repeated more than five times) and the
most repeated terms (i.e. repeated more than fifteen times) in their titles and abstract. This was done by downloading
paper’s metadata (i.e. title, year of publication, authors, abstract and keywords). Next, we perform a data mining on the
extracted metadata in order to identify the relevant keywords using VOSviewer software [66]. VOSviewer is used to
construct and visualise co-occurrence networks of important terms extracted from the metadata. Additionally a manual
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analysis of the metadata was carried out in order to identify relevant keywords. Combining the two we identified twelve
additional keywords and redefined the search string S1 to S2.

• S1: {Cyber Physical Social System}
• S2: {Cyber Physical Social system}, {Human Cyber Physical System}, {Socio Cyber Physical System}, {Social

IoT}, {Cyber physical Human System}, {Social Cyber Physical System}, {Human in the Loop CPS}, {Cyber
Physical Social Thinking}, {Cognitive IOT}, {Human Centered IoT}, {Human Centered CPS}, {Human in the
Mesh}.

Querying the databases with S2 we retrieved a total of 705 papers. Table 1 summarises the total number of papers
obtained from each database per search string.

Publisher Databases Search string S1 Search string S2
ACM 9 114
Scopus 248 260
IEEE_Xplore 67 189
Taylor & Francis 4 4
SpringerLink 99 101
Wiley 4 37
Total 431 705

Table 1: Number of papers retrieved from each database, per search string.

3.2.3. Papers Filtering
After retrieving 705 papers from the the database search, we included 34 additional papers using the “snowball

sampling” technique [67]. In the “snowball sampling” we considered the referrals of CPSS approaches made by
experts, as well as the most cited papers in the existing surveys and reviews. A total of 739 publications were identified
at the end of this sampling phase. Subsequently the selection of papers to be analysed and included in the study was
done in a two step filtering mechanism. In the first filtering step represented by F1 the metadata of each paper was
screened through a set of inclusion and exclusion criteria. The second filtering step involves reading the full text of the
remaining papers. To select which papers are to be considered in this study an additional set of inclusion and exclusion
criteria were applied represented by F2. The two step filtering mechanism is described in table 2, and the overall paper
selection process is depicted in Figure 3 through a Business Process Model and Notation (BPMN) diagram [64].

Filter Inclusion Criteria Exclusion Criteria

F1

Papers written in English Papers not written in English
Paper with full text access Paper without full text access
Primary studies Literature reviews

F2
Papers establishing a link between CPS/IoT and
social dimensions/ human aspects

Papers without link between CPS/IoT
and social dimensions/ human aspects

Papers containing definitions Papers that are only about CPS/IoT
Papers with implicit definitions
Papers discussing open challenges in CPSS
Papers proposing solutions for social dynamics
in CPSS

Table 2: Inclusion and exclusion criteria used to select the papers. The criteria are organised in two filters, F1 and F2,the first is related to metadata analysis whilst the second is based on analysing the full text of the papers.
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Figure 3: Overview of the Paper selection Procedure.

3.3. Analysis of Papers
The initial search revealed 705 references from the digital libraries, and 34 papers based on the snowball sampling.

We then applied filtering on the total of 739 papers guided by a series of inclusion and exclusion criteria as described
in table 2. First we excluded those papers that are not accessible , not written in English and papers that are reviews
and surveys. Consequently the number of considered papers dropped to 589. Moving forward, we analysed the rest
of the papers, considering their title, abstract and keywords. Thus, the number of considered papers dropped to 427.
Moreover, after reading and analysing the full text of the remaining papers according to inclusion and exclusion criteria,
we selected 122 of them. Once the papers are selected, we classify them by the type of publication (e.g. journal article,
conference proceedings, etc.), year of publication and country. Table 3 shows the details of the selection process.

Phase Total N° of Papers
Total number of paper from digital libraries 705
N° of papers after snowballing sampling 739
N° of papers after exclusion based on the paper access, language and type of research 589
N° of papers after exclusion based on title, abstract and keywords 427
N° of papers after exclusion based on full text = N° of included papers 122

Table 3: The details of paper selection process.

The analysis shows that the selected publications are composed of journal articles amounting to 53% and conference
proceedings amounting to 42%. The remaining 5%were identified as technical reports. Figure 4 summarises they type
of publications selected in this study.

Figure 4: The type of publications selected in this study.
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The overall sample considered in this study constitutes papers published up to May 2020. The time distribution
of the papers published is shown in Figure 5. A small fluctuation can be seen between the years 2007 and 2014 in
the number of papers. In 2015 a steady growth appeared followed by a sharp increase in 2016 with gradual changes
in 2017 and 2018. In the year 2020, the rate of publication only within the first few moths has almost doubled the
previous year. This evolution rationalises the the increasing attention the CPSS research gained over the years.

Figure 5: Number of papers published per year.

Our analysis also revealed the development of CPSS research across nations worldwide. As it can be seen on Figure 6,
China, USA and Italy are the leading contributors followed by Canada, Germany and France in terms of the number
of publications produced until May 2020. Figure 7 illustrates the development of CPSS research worldwide according
to the number of publication produced by countries. Since the goal of this study was also to identify the application
areas of CPSS we did not restrict the search strings to specific domains. Hence, we identified a number of application
areas addressed by the works selected for this study which are summarised in Figure 8.

Figure 6: Number of papers published per Country.
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Figure 7: The development of CPSS research worldwide according to the number of publication.

Figure 8: Application areas of CPSS.

4. State of the Art Perspectives
In this section we present the state-of-the-art perspectives on CPSS by first exploring alternative terminologies and

their corresponding definitions followed by a discussion on the CPSS paradigm with an exclusive analysis on works
that used the CPSS acronym. Subsequently we present our analysis on how the social dimension/human aspect has
been conceptualised in the CPSS literature.
4.1. Alternative Terminologies

While studying the selected papers from Section 3 we observed that a number of alternative terminologies to
CPSS has been used by different researchers. Thus, we identified eleven terminologies for which a seemingly coherent
definitions could be extracted. A summary of the terminologies and their extracted definitions is presented in Table 4.
Figure 9 illustrates the distribution of identified terminologies over the sample references used in this study.

All of the alternative terminologies defined in Table 4 are complex interconnected systems which according to the
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Term Definition Reference
CPHS/
HCPS

Cyber-Physical-Human System (CPHS) or Human-Cyber-Physical System(HCPS) is a
system of interconnected systems (i.e. computers, devices and people) that interact in
real-time working together to achieve the goals of the system –which ultimately are the
humans’ goals.

[13, 14,
15, 17, 19,
20, 68, 68,
69, 70, 71,
72, 73]

(HiL)CPS Human-in-the-Loop Cyber-Physical System ((HiL)CPS) is a system consisting of a loop
that involves humans, an embedded system (cyber component), and the physical environ-
ment where the embedded system augments a human interaction with the physical world
making humans’ intents, psychological states, emotions, and actions an intrinsic part of
any computational system. Thus, establishing a feedback control loop.

[10, 74,
75, 76, 77,
78, 79, 80,
81, 52, 82]

SIoT Social Internet of Things (SIoT) is a kind of Social network where every node is an object
capable of establishing social relationships with other things in an autonomous way ac-
cording to rules set by the owner. SIoT is created by integrating social networking (SN)
principles into the native IoT model.

[83, 84,
85, 86, 87,
88, 51]

SCPS Social Cyber-Physical System (SCPS) is Cyber-physical system (CPS) that strongly inter-
acts with the human domain and the embedding environment, working according to the
expectations of humans, communities and society, under the constraints and conditions
imposed by the embedding environment.

[27, 89,
24, 90, 91,
26]

CPST Cyber-Physical-Social Thinking (CPST) is a concept emerged through the fusion of CPS
and IoT on the basis of cloud computing technology, as a broader vision of the IoT. Pre-
cisely CPST is a hyperspace established by merging a new dimension of thinking space
with the CPS.

[92, 93,
23]

HCPPS Human Cyber-Physical Production System (HCPPS) is a generic architecture with the
control loop, adaptive automation control systems, and human-machine interaction to
support humans, machines, and software to interface in the virtual and physical worlds
so as to create a human-centric production system.

[94, 95]

CIoT Cognitive Internet of Things (CIoT) is a paradigm aimed at improving performance and to
achieve intelligence of IoT through cooperative mechanisms with Cognitive Computing
technologies that try to mimic human-like Cognitive capabilities, such as Understanding,
reasoning and Learning.

[96, 97]

HitM Human in the Mesh (HitM) refers to human activities in Cyber-Physical production sys-
tem in which the worker is participating to the process of production planning and its
loop of control, and it is usually enacted by the role of the Manager.

[42]

CPHMS Cyber-Physical Human–Machine Systems (CPHMS) is a CPS that includes problems of
cognition (planning and decision making), navigation, action, human-robot interaction
(perception, environment sensing, and interfacing with the end-user), and architecture
development and middleware.

[16]

PCSC Physical-Cyber-Social Computing is a paradigm that encompasses a holistic treatment of
data, information, and knowledge from the Physical, Cyber and Social worlds to integrate,
correlate, interpret, and provide contextually relevant abstractions to humans.

[98]

Smart-
CPS

is a CPS that combines various data sources (both from physical objects and virtual com-
ponents), and applying intelligence techniques to efficientlymanage real-world processes.

[99]

Table 4: Alternative terminologies to CPSS and their corresponding definitions as proposed by different researchers .
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Figure 9: Distribution of terminologies over sample papers

systemic notion introduced in Section 2.1 correspond to an SoS. As a system each has it’s own finality (objective) to
be achieved through a certain set of functionalities. Further analysing these concepts in light of the theory of systems,
we identified some commonalities and differences mainly in terms of their corresponding systemic objectives and
component systems. To elaborate this we present five objective oriented categorisation of the acronyms below.

• Category A: includes CPHS/HCPS, SCPS. These systems contain human, computers and devices as component
systems interconnected to support human (i.e. meet the objective of human).

• Category B: includes CIoT, CPST, Smart-CPS, CPHMS. The objective of these systems is to improving the
performance of CPS/IoT devices by introducing intelligence.

• Category C: includes (HiL)CPS, HCPPS, HitM. These systems focus on establishing a control loop between
humans, devices and their environment. Generally three types of feedback controls can be established, (i) appli-
cations where humans directly control the system, (ii) applications where the system passively monitors humans
and takes appropriate actions, and (iii) a hybrid of (i) and (ii).

• Category D: includes PCSC. The focus of these systems is to provide contextually relevant abstractions to
human by exploiting data knowledge and information from the environment.

• Category E: includes SIoT. This category of systems create a social network of things/ devices so that the devices
can establish relationships and operate autonomously.

In addition to the differences in objectives which are usually use-case/ domain dependent, component-wise relation-
ships and inter-dependencies of these systems are also diverse and vaguely explained. Nevertheless, all of these systems
contain Human, Computers and Smart devices as component systems which is commonly shared by other works that
use the CPSS acronym. In the next subsection we present the results from exploration of the rest of the works in our
sample references that adopt the CPSS acronym. particularly we present the core definitions given for CPSS, we then
discuss the CPSS paradigm and take a closer look at how the social dimension (human aspect) is conceptualised in
literature.
4.2. Cyber-Physical-Social System (CPSS)

Our analysis revealed that the ways of defining CPSS is also different from one research work to another. Partic-
ularly, we identified five major categories of definitions that can summarise the understanding of the CPSS notion in
literature presented in Table 5.
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Definition Reference
1. CPSS is a system consisting of a computer system, a controlled object and interact-

ing social components (e.g., humans). Thus allowing the control of physical object
using computation and social data to ultimately achieve moral goals and online
cloud management of social processes.

[100, 101, 102, 103,
104, 105, 30, 44, 106,
107, 108, 38, 109, 110,
111, 112, 113]

2. CPSS is a system consisting of not only cyberspace and physical space, but also
human knowledge, mental capabilities, and socio-cultural elements. Information
from cyberspace interacts with physical and mental spaces in the real world, as
well as the artificial space mapping different facets of the real world.

[114, 115, 12, 116, 117,
118, 119, 120]

3. CPSS is a system comprising three intertwining subsystems (i) The human-based
system which refers to the social system containing human actors and their inter-
connected devices/agents and/or social platforms providing human-based services,
(ii) The software-based system that refers to the cyber world providing software-
based services including the underlying infrastructures and platforms, either on-
premise or in the Cloud and (iii) The thing-based systems referring to the physical
world that includes sensors, actuators, gateways and the underlying infrastructures.
CPSS tightly integrate physical, cyber, and social worlds to provide proactive and
personalized services for humans.

[121, 122, 123, 61, 124,
125, 6, 126, 127, 39, 29,
128, 53, 11, 40, 129, 34,
130, 131]

4. CPSS is an extension of CPS/IoT formed by introducing human’s social behaviour
fostering a synergetic interaction between computing and human experience. Thus,
integrating Big Data Collectors (BDCs), Service Organizers (SOs) and users to
build a unified data-centric computing framework.

[132, 133, 45, 134, 135,
136, 137, 138, 53, 41,
139, 43, 32, 37, 35, 33,
31, 140, 141, 36, 142,
143]

5. CPSS is a paradigm originates from the technology development of the cyber-
physical systems (CPS) and cyber-social systems (CSS) to enable smart interaction
between cyber, physical and social spaces, where CPS includes communicators,
multimedia entertainment and business processing devices, etc. and CSS refers to
social networks such as Facebook, Twitter, Youtube, etc.

[98, 144, 145, 146, 147]

Table 5: Definition categories of the CPSS acronym in literature.

Currently a CPSS refers to an interaction space composed of humans and smart devices which is similar to the
alternative systems discussed in section 4.1. However, the CPSS paradigm where the "S" refers to "Social" carries a
broader semantics. In Social science, Turner [148] defined a Social interaction as a situation where the behaviors of
one actor are consciously reorganized by, and influence the behaviors of, another actor, and vice versa which can be
extended to the process whereby there is a mutual influence between behaviors of multiple individuals. There are also
other close interpretations all driven from most influential works of Goffman [149] and Weber [150]. Most commonly
recognised types of social interactions are: Exchange, Competition, Collaboration and Conflict. Overall, what qualifies
an interaction as social is complex, but is inherently associated to specific characteristics of humans: consciousness
and understanding. According to Weber’s social action theory, [150], a social interaction implies taking the actions
of the other into account, which in turn means having a sympathetic understanding. Here, the adjective sympathetic
resonates more of human behaviour in an interaction context because it relates to sentiments, compassion, and empathy.
Today CPS start only to have some features resembling those characterstics, especially driven by the work in social
robotics, or emotion recognition. However they are far from being equivalents to human ones, and allow only weakly
Human-CPS interaction at a social level. Hence, human-machine interaction in a truly collaborative manner demands
efficient means to understand and reason such dynamic responses of a human. Cognition and understanding is a first
prerequisite, which will allow the machine to adapt its behaviour to the presence of humans (situation identification),
and to individuals (personalisation). Then, having sentiments, compassion or empathy (i.e. emotional responses)
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leads us to another level in the evolution of machines, which is related to anthropomorphism, a research topic in social
robotics; [151]. The process of ensuring seamless Human-Machine interaction requires incorporating all or at least
most of the social dimensions in machines; [151]. Considering this broad spectrum that comes with the added "Social"
component in CPS, theCPSS paradigm can be seen as a generalisation of such systems. (i.e. alternative terminologies
(Section 4.1) ⊆ CPSS)

Despite the alternative terminologies used and their different conceptualisations discussed in Section 4.1 a common
understanding shared among all works is that the notion of CPSS they define corresponds to an interaction space (both
virtual and physical) cohabited by humans and CPS devices. Inherently the emergence of these systems is tightly
coined with the presence of human at the vicinity of CPS which leads to some form of interaction. A human is a social
creature and social interaction is by far the most seamless experience one can have as far as interaction goes. This
is because it captures not only task related engagements of a human but also behavioural, emotional and cognitive
characteristics which are deemed as the three layers of human response in any kind of interaction. [47, 48, 49].

Considering an interaction among humans, one can understand or at least interpret the other person’s emotional,
cognitive and behavioural responses because we are equipped with similar sets of sensors and information processing
units. Perhaps, Social interaction is the best interaction model which could potentially results a synergistic interaction
experience in a CPSS context if properly mimicked in machines.
4.2.1. Conceptualising the Social dimension /Human aspects in CPSS
Having explored the various definitions of CPSS in literature, in this subsection we take a closer look at how the social
dimension, i.e., the human aspect, has been conceptualised. The analysis reveals that research works systematically
adopt one of the two views detailed below:

1. Human as a sensor: This is relatively the earliest view in the evolution from CPS to CPSS which originates
with the increasing use of sensor-enabled smart devices by humans. In this view the social aspect was brought
by considering humans as sources of information for Cyber-Physical systems (i.e. sensors). This conceptual-
isation primarily focuses on fusing various information originating from the social space (humans and their
observations) with cyber-systems and physical-systems in order to accommodate various application needs
[100, 101, 102, 103, 104, 105, 30, 44, 106, 107, 108, 38, 109, 110, 111, 112, 113, 144, 146, 147].

2. Human as a system component: On the other hand most of the recent works tend to conceptualize the social
aspect of CPSS not only by considering human as a social sensor but also as co-creators being an integral
part of the system. It is also known as the human-centric way of conceptualizing CPSS [98]. This way of
conceptualization considers humans as members of the CPSS, involving observations, experiences, background
knowledge, society, culture and perceptions (i.e human intelligence and social organizations (e.g. Communities))
in order to co-create products and services together with the CPS. Here humans play the role of resources in that
they provide information, knowledge, services, etc., which at the same time they consume, thus becoming users
of the CPSS [114, 115, 12, 116, 117, 118, 119, 120, 121, 122, 123, 61, 124, 125, 6, 126, 127, 39, 29, 128, 53,
11, 40, 129, 34, 130, 131, 98, 145, 132, 133, 45, 134, 135, 136, 137, 138, 53, 41, 139, 43, 32, 37, 35, 33, 31,
140, 141, 36, 142, 143].

Adopting the second view in recent years, a considerable advance has been made in CPSS research. Particularly re-
search works had successful results in designing smart environments and objects/machines to perform various tasks
with maximum effectiveness. These results are becoming more and more evident in various fields and the pursuit of
simulating human intelligence in machines has allowed achieving high quality in task execution, in some cases even
surpassing a human potential. However, as mentioned in section 4.2 the development of CPSS is still in it’s infancy.
This is mainly due to the fact that high performance in task execution as a result of social sensing and data analyt-
ics does not capture the true nature of social interaction which is embedded in humans. Furthermore in the current
CPSS development direction the advance in task execution performance is promoting machines to replace human la-
bor. Meanwhile the role of human is becoming nothing more than a button pusher. Of course labor intensive tasks
if done faster and better should be taken by machines. Nevertheless, this should not be a trend in all aspects since
human knowledge and skills remain indispensable. According to [152], putting humans and machines to work closely
by promoting collaboration, learning and supervision can potentially deliver better outcomes than isolated operations.
Enhancing the interaction between humans and machine in this context to reflect human like-social interaction is what
signifies a true CPSS. Hence, the CPSS paradigm should take a holistic approach in understanding what characteristics
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make humans social creatures and investigate to mimic those aspects in machines to bring about a synergistic social
interaction. Thus, designing machines not to replace a human but to become better companion to co-create and serve.
Doing so however is not a solution that emanates only from Engineering or Computer Science research. In addition to
human dynamics itself the CPSS paradigm is also faced with a number of challenges that are associated to the pres-
ence of human in the system. Resource management, Interoperability, Privacy and Security are among the major ones
[11, 50]. Hence, It requires additional interdisciplinary effort to address these issues and integrate social aspects in
CPSS. Particularly from fields that investigate human dynamics. This includes but not limited to Cognitive science,
behavioural science, affect/emotion recognition and related subfields of Artificial intelligence (AI). Furthermore, to fa-
cilitate such multidisciplinary collaborations and support the development of novel methods in system designs, domain
independent and common systemic ground of CPSS is needed. However, to the best of our knowledge this has not yet
been addressed. Therefore, in the next section we propose a systemic formalisation of CPSS and a core meta-model to
establish a systemic ground and underlining principles for the development of a true CPSS.

5. A Systemic formalisation of CPSS
According to the systemic notion established in section 2.1 a CPSS is before all a system, precisely a System-of-

Systems (SoS). Having analysed the state-of-the-art on CPSS, it is evident that there is a lack of formalisation and a
common understanding of CPSS which is grounded on the theory of systems. Hence, in this section we propose a
systemic formalisation of CPSS to create a domain independent understanding of CPSS. Thus, making it suitable for
adaptability across different domains and fostering a multidisciplinary collaborative research topic. As explained in
the previous section, the current CPSS view shared by majority of the works is perceived as an environment. However,
a CPSS is beyond an interaction environment. To elaborate on this, we introduce two distinct kinds of CPSS, namely,
the CPSS Space, which corresponds to the current understanding, and the CPSS Object. Making this distinction allows
to consider the latter as a next generation of CPS that is enhanced with social attributes allowing a better handling of
human dynamics (i.e., complex behavioural, emotional and cognitive aspects) and able to somehow socialise. We
define a CPSS as follows, recalling that System and System-of-Systems are respectively defined by definition 1 and 2:
Definition 3. Cyber-Physical-Social System (CPSS): is a system comprising cyber, physical and social components,
which exists or emerges through the interactions between those components. A CPSS comprises at least one physical
component responsible for sensing and actuation, one cyber component for computations and one social component
for actuating social functions. We distinguish between two categories of CPSS, namely CPSS Object and CPSS Space.

Definition 4. CPSS Object: is a Cyber-Physical System enhanced with social capabilities. A CPSS Object is equipped
with functions for sensing, actuation and computation, and social functions related to cognition, emotion or social
behaviour, which has the capacity to understand and adapt to the needs and behaviour of a human.

Examples of CPSS objects are social or collaborative robots, or machines and smart devices extended with social
capabilities.
Definition 5. CPSS Space: is a System-of-Systems (SoS) that emerges through the interaction of humans and CPS or
CPSS Objects. A CPSS Space is the space (physical and/or virtual) where humans and CPS or CPSS Objects interact
together.

Examples of smart spaces are the so-called smart enterprises, smart buildings, smart homes, smart cities, etc. They are
sometimes also called smart environments or smart systems[153]. Today, the CPSS Space concept refers to humans and
CPS Objects, which are socially constrained. Our new perspective considers spaces with humans and CPSS Objects,
i.e. machines with the ability to detect, reason and adopt to humans social interaction responses (emotional, cognitive
and behavioural).

The complexity of any system depends on the nature of relations between its components, together with their indi-
vidual nature, functions, objectives and behaviour. In a CPSS Space, CPS and CPSS Objects have their own functions
and objectives. The space also has its own objectives which may imply some specific response from those CPS / CPSS
Objects, but also some specific behaviour from humans. However, humans evolve in such kind of space in compli-
ance with their own personality, capabilities and objectives. As a consequence, their behaviour cannot be predicted
easily, and can generate instabilities in the CPSS Space. Additionally, humans might not be tolerant when it comes to
following or respecting rules that are not aligned with their personality, way of thinking or convictions, thus adding
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to the complexity. The fulfillment of a CPSS Space objectives while considering the constraints and complexity due
to dynamic interactions between the entities evolving in it, humans and CPS or CPSS Objects, remains a challenge
because they have all their own objectives and behaviour. This requires solutions that go beyond what CPS frame-
works can offer currently. The systemic formalisation of CPSS proposed in this work allows to clearly identify system
components and their interactions. This helps to recognise their functions, constraints and objectives, making it easier
to detect possible conflicts and better manage instabilities. Moving forward we define the key relationships that exist
between components leading to the emergence of a CPSS.
Let C , P , S be respectively the set of cyber, physical, and social components, and R be the set of existing relations, in
a system of interest. We define three kinds of relations:

• RX : X × X→ R, where X is “C", “P" or “S"
• RXY : X × Y → R, where X and Y are“C", “P" or “S" and X ≠ Y
• RCPS : C × P × S → R

There are in total seven types of relations that can link components of a CPSS together, which we detail in the following:
RC , RP , RS , RCP , RPS , RCS , and RCPS .

• RC :- refers to a connection between cyber components, existing in the virtual space, for example an information
flow, a command, query, etc. It can also refer to the sharing of a computational resources. e.g, two software
packages sharing the same processing unit.

• RP :- refers to a connection between physical components, existing in the physical space. An example could be
the connection between mechanical parts of a machine.

• RS :- refers to a social relationship between social components. It can materialise as an information flow or a
transfer of knowledge between social components. It also reflects cognitive ties that govern human behaviour,
e.g., an intellectual conversation between people.

• RCP :- refers to a relationship that exists between cyber components and physical components that can potentially
result in the integration of computation with physical processes (sensing or actuation), e.g., the relation between
components of a smartphone to function. The RCP relation leads to the emergence of a CPS (Cyber-Physical
System):

∀C,∀P ,∃RCP ⇔ ∃CPS (1)
• RPS :- refers to a relationship that exists between physical components and social components that can potentially

result in cognitive processes and observable social behaviours. This is the property that enables a human to take
actions that reflects his emotion, cognition and behaviour in a given context. The RPS relation leads to the
emergence of a PSS (Physical-Social System):

∀P ,∀S,∃RPS ⇔ ∃PSS (2)
• RCS :- refers to the relationship between Cyber and Social components that can potentially result in the integra-

tion of computation and social capabilities, e.g., virtual representation of people in a social network. The RCS

relation leads to the emergence of a CSS (Cyber-Social System):
∀C,∀S,∃RCS ⇔ ∃CSS (3)

• RCPS :- refers to a relationship that exists between at least one cyber, one physical and one social component,
that can potentially result in the integration of sensing, actuation, computation and social processes. The RCPS

relation leads to the emergence of a CPSS (Cyber-Physical-Social System). RCPS can also exists when we have
the three components and there exist one relation between C and P ( RCP ) and another relation between P and
S (RPS ).
Formally, we define the emergence of a CPSS by the following formula:

∀C,∀P ,∀S, (∃RCP ∧ ∃RPS ) ∨ ∃RCPS ⇒ ∃CPSS (4)
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According to formula 4, there are two possibilities for the emerges of a CPSS (i) when there is at least one Cyber,
one Physical, and one Social component, with at least two relations between them, RCP and RPS , which lead to an
RCPS that is responsible for the emergence of a CPSS or (ii) when there is a direct relationshipRCPS between the three
components. The former creates a CPSS Space while the latter is responsible for the emergence of a CPSS Object.
To support this, in Figure 10 we proposed a meta-model for CPSS using UML 2.0 notation. An earlier version of
CPSS meta-model has been previously proposed by [12] as an extension from [154] to introduce the social component
in CPS. The meta-model presented in Figure 10 is an extension and a generalisation of these preceding works. It
formalises the main components of a CPSS as combinations of fundamental (C)yber, (P)hysical and (S)ocial elements,
as well as the relation between them. It allows representing the different kinds of systems that emerge when relations
are instantiated: Cyber-Physical-Social System (CPSS), Cyber-Physical System (CPS), Physical-Social System (PSS),
and Cyber-Social System (CSS).

The CPSSmeta-model is built on top of the systemicmeta-model presented in Section 2.1. Formally, all component
classes (Cyber Component, Physical Component, Social Component) are subclasses of System Component, and all
system classes (CPS, PSS, CPSS, CSS) are subclasses of the general System class. As systems, the latter inherit from
all the properties detailed in Section 2.1.

While the concepts of CPS and CPSS were already known, the meta-model introduces two new concepts: PSS
and CSS. PSS is a composition of physical and social elements, where the social part is materialised through the
physical part. The main representative is the Human system: the physical part is the physical body, while the social
part is composed of the attributes that generate social responses such as cognition, behaviour and emotion, manifested
through the body but distinct from it. The reader could argue that for Human, the social system is indeed a part of the
physical system. However, we view the intangibles of social system separately to allow better understanding of the
concepts. Thus, it unfolds additional layers of complexity. As the details are not of particular focus in this section, we

Figure 10: The CPSS Meta-model.
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will keep things simplified for now and leave this for further discussion. CSS corresponds to a system where the social
component is manifested through the cyber component. A typical kind of CSS is a Social Network, [155], where the
social activities actually result from interactions in the virtual world. For a better readability in Fig. 10, relations are
represented by a link, but all should be understood as subclasses of the systemic Relation class. The constraint {and}
is used to represent the mandatory requirement of at least one component from each part in relation in order for a new
system to emerge.

Figure 11: CPSS Space-Object Meta-model.
To elaborate on the distinction between CPSS Object and CPSS Space we present a complementary meta-model

inspired by Systems Engineering model-driven pattern [56] in Figure 11. The classes CPSS Object and CPSS Space
are subclass of CPSS which is a subclass of an Abstract System by inheritance. The Abstract System class is equivalent
to the System class in Figure 1. In the work ofMorel et al. [56] systems were described to be of tightly coupled (TCS)
or loosely coupled (LCS). The tight coupling of systems refers to the composition of elementary elements, visible but
so tightly linked together that the modification of one of them may cause trouble to the high order system that embeds
it where as LCSs are less constrained in this sense. Thus, for most engineered systems, SoS was descried as a weak
emergence from LCSs. Nevertheless, SoS can also emerge from TCSs as in the case of PSS (e.g. Human system). The
CPSS Object class is an LCS by inheritance extended from the CPS Object class which is an extension of PS Object
class. Similarly, the class CPSS Space is an extension of CPS Space extended from PS Space which is a subclass
of SoS. Thus, CPSS Space becomes an SoS by inheritance which is an aggregation of Human, CPSS Objects, CPS
Objects and PS Objects interacting together. Similarly CPS Space is an SoS which is an aggregation ofHuman and the
socially constrained LCSs (i.e. PS Objects and CPS Objects). We named Collaborative robot of today, Cobot 1.0 as
an example of CPS Object as it is socially constrained while Cobot 2.0 is presented as an example of a socially capable
CPSS Object.

TheCPSS Space-Object distinction Meta-model (Figure 11) visualises the inheritance of properties and relations in
the evolution from Physical System (e.g. Traditional Production System(TPS)) to Cyber-Physical System (e.g. Cyber-
Physical Production System(CPPS)) and to Cyber-Physical-Social System (e.g. Cyber-Physical-Social Production
System(CPSPS)). Reflecting back on the state-of-the-art the evolution of CPSS is summarised in Figure 12. The
bubbles below the arrow represent the composition of the interaction spaces as the components mature. Whereas the
bubbles above the arrow depict the details in the make up of the individual systems that a human interacts with. As it
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can be seen in figure 12 the current understanding of CPSS corresponds to the CPS space respecting the granularity
of the evolution. Hence, we have human interacting with socially constrained CPS Objects. However, our postulate
is that a true CPSS Space is the one where a human interacts mainly (but eventually not only) with the CPSS’s social
component which is materialised through the socailly capapble CPSS Objects represented by the top bubble. Hence,
the CPSS paradigm we propose in this work primarily aims at shading light in this direction to achieve social capability
of machines.

Figure 12: CPSS Evolution.

6. Perspectives and Future Direction
The proposed formalisation of CPSS followed by the discussion in section 5 makes it clear that the current state

of the research is way behind from achieving the required level of maturity to be called a true CPSS. Hence, it opens
opportunities in the CPSS research domain to propose solutions that can pave the way towards a true CPSS. From
the state-of-the-art analysis it is also understandable that there are a number of open challenges to be addressed in the
CPSS research such as resource management, interoperability, security, etc. [11]. Nevertheless, in the road towards a
true CPSS, human dynamics remains being one of the major challenges yet to be tackled.

In a nutshell the CPSS vision introduced in section 5 ultimately aims at formalising a space called "CPSS Space"
where the current socially constrained "CPS Objects" evolve to socially capable "CPSS Objects", ensuring thus a
seamless interaction with humans. Doing so however requires first identifying the key social components in human-to-
human interaction andmimicking those components inCPSObjects to transform them intoCPSSObjects. Considering
a human-to-human interaction, it is obvious that the quality of the interaction is subject to how well the individuals
know each other. (i.e. if one knows the other person’s preferences, behaviour, likes and dislikes it is more convenient
to respond appropriately in a social context). The same is true in a human-machine interaction. Having a social
component by itself signifies the ability to actuate socially however, for a seamless interaction one needs to know the
interacting individual at a personal level. This is because each person is unique and his/her actions and behaviours are
guided by individual knowledge, preferences, interests, culture and beliefs. Hence, in the context of CPSS Space the
need to ensure a true social interaction positions the concept of personalisation or adaptation of the systems to human
presence, at the heart of the problem.

The field of Personalisation is a relatively older research field dating back to the late 90s. The notion of personali-
sation, which is broadly known as customization, refers to tailoring a service or a product in a way that it fits to specific
individuals’ preferences, cognition, needs or capabilities under a given context [156]. Over the years technological
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advances in web applications, online marketing and a tight link between humans and smart devices has revolutionized
the need for personalized services. Virtual assistants on devices such as Alexa, Siri and Cortana, Chat-bots, Online
recommendations for e-commerce and entertainment are among the popular areas where virtual personalisation has
gained momentum. Recently the concept of personalisation, which is widely used in virtual applications started to
be applied in physical spaces. For instance in museums to guide visitors to their presumed points of interest, in trip
planning application to sort travel and tour recommendations. Nevertheless, unlike virtual personalisation, Physical
space personalisation introduces more complexities from the physical world to the personalisation problem. This is
because there are a number of stakeholders evolving in the physical space together with the personalised service con-
sumer. Each stakeholder evolves with their own objectives to be satisfied, constraining each other while at the same
time being constrained by environmental factors. This together with inconsistencies imposed by human behaviour and
preferences makes the problem of personalisation rather complex. These contexts qualify as typical CPSS Spaces since
they correspond to places cohabited by humans and CPS devices that are in virtual and physical interaction, however
not designed as such. Hence, physical space personalisation can be framed as Personalisation in CPSS. This allows to
leverage the systemic notion presented in section 2.1 to identify the main stakeholders, their corresponding objectives
and constraining factors. The Problem of personalisation in a CPSS context has previously been formalised by taking
into account not only the receiver of the personalisation service but also the co-existing stakeholders that have a direct
or indirect influence on the user or the personalisation objective [11, 106].

Introducing the notion of personalisation in a CPSS context opens opportunities to design systems with abilities
of recognising individual needs and preferences. Thereby enabling CPS Objects to somehow actuate socially and
help bring the interaction experience to a personal level. As this is unexplored direction, particularly from the CPSS
perspective discussed in this paper, we believe that it will contribute in the quest towards a true CPSS.

7. Conclusion
This work presented a Systematic Literature Review on Cyber-Physical-Social System (CPSS) identifying the com-

plete spectrum of the notion and the underlining principles. It summarises the state-of-the-art perspectives on CPSS
definitions, application areas and conceptualisations of the social aspect. The analysis revealed that the definitions
provided for the CPSS notion as well as the conceptualisations of the social aspect are tightly linked to the target
application areas. Despite the surge in the adoption of the CPSS acronym across various domains, there is no domain-
independent formalisation or a common framework to characterise the concept. Furthermore, as CPSS is primarily
regarded as a system, it should have an appropriate ground on systems science to appropriately design systemic ob-
jectives, component-wise relationships and interdependencies. Thus, allowing a better handling of perturbations and
maintain systemic stability. However, the links with the theory of system in CPSS design methodologies are loose.
Additionally the social aspect is not fully integrated in the paradigm. Following the results of the SLR analysis a sys-
temic formalisation was proposed. This was done to establish a generic definition of CPSS grounded on the theory of
systems and allow the development of novel methods to integrate the full spectrum of social aspects into CPSS. The
CPSS paradigm proposed in this work distinguishes between two types of CPSS namelyCPSS Space andCPSS Object.
The CPSS Objects are evolved CPS Objects with social actuation capability. Whereas the CPSS Space is perceived as
a place cohabited by humans and CPSS Objects that are in a virtual and physical interaction. The formalisation and
the novel concepts introduced in this work were illustrated through meta-models. Having established a vision for the
future of CPSS, the formalisation reveals that the current conceptualisations are not where they need to be to arrive at
the required level of maturity. To this regard Personalisation in Cyber-Physical-Social Systems was proposed as one
feasible direction to improve the social interaction experience in a CPSS context extending preceding works. Neverthe-
less, the proposal of creative directions to attenuate issues particularly related to social dynamics remain indispensable
in the pursuit towards a true CPSS.
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