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Chapter 1. IoT development history and Overview HCIA-IoT v. 2.5 10 22. IoT is a data service technology. 23. Huawei provides a full stack solution to meet IoT requirements. 24. The network layer is the layer of things. 25. The top layer of the Huawei's full stack IoT solution is the platform layer. 26. The platform layer is equivalent to a communication medium between the sensing layer and the network layer. 27. The application layer is oriented to costumers. 28. The platform layer in the IoT solution is divided into two sublayers, the lower sublayer is called service enablement layer. 29. According to the Huawei IoT solution, there are two network access modes. 30. NB-IoT is an IoT solution of Huawei. Chapter 1. IoT development history and Overview HCIA-IoT v. 2.5 11 B. Choose the correct answer, there is only one correct answer for each question: 1. Which of the followings is considered the oldest known mention of IoT: A. Bill Gates book (the road ahead) B. ITU internet reports. C. Trojan room coffee pot D. Hannover messe 2. In which release of the 3GPP the NB-IoT standard was frozen? A. 13 B. 14 C. 15 D. 16 3. Which of the followings Chinese mobile operator(s) was(were) the first 5G network(s) commercially used? A. China Telecom B. China Mobile C. China Unicom D. All of them 4. In which quarter of 2019, the 5G networks were employed in China for public commercial use? A. First B. Second C. Third D. Fourth 5. Development of IoT industry is driven by: A. Consumers B.

ed Edition Preface

Gladly, two years after the first edition was issued, we come back with a more comprehensive version of this booklet: "Huawei HCIA-IoT v. 2.5 Evaluation Questions". In this edition, we adopted several pedagogical enhancements to make the book one of the best tools available for students preparing to pass the HCIA-IoT v. 2.5 exam.

Over the last two years, I have received several emails from professors and students all around the world, with dozens of recommendations, notes, and corrections. I am grateful for them all, they were useful in creating a better and solid version of the learning material.

So, after you read this work, feel free to share your ideas back on how you think this booklet can be better realized.

Compared to the 1 st edition, this edition includes several enhancements. Mainly, we added a new section for each chapter, to include multiple-choice questions that have more than one correct answer. Furthermore, we extended the abbreviation section by adding definitions to clarify the meaning. We also added a small section with several illustrations, we believe, based on our experience teaching the course, that they are useful for students to enlarge their general understanding.

As I always do, I insist that this is not an exam dump, and it should never be treated as such.

Instead, this is an auxiliary material created to help students prepare for the exam, and it is not enough for the students, by all means, to the pass official exam if used alone with no suitable preparation.
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Bayonne 19-03-2023 1 st Edition Preface

This document is oriented towards students preparing for the exam of Huawei Certified Information and communication technology Associate (HCIA-IoT) v. 2.5. The main idea of this booklet is to provide students with an evaluation tool for their understanding of the course content. This booklet is not an exam dump, and it should never be handled like that.

HCIA-IoT is a course provided by Huawei. It focuses on the Internet of things explaining the technologies used to support it, such as 5G and NB-IoT. It also introduces Huawei products and solutions in this domain.

The structure of this document follows the chapters of the course. For each chapter, there are two groups of questions: True or false and multiple choices questions. Additionally, the booklet includes a table for abbreviations used in this course in alphabetical order. I recommend the following steps to maximize the benefits of this document (Figure1):

1. Read the targeted chapter from the course support. I had the chance to work with Huawei in France in February and March 2021. In this period, I prepared this document. Unfortunately, the spread of COVID-19 was at its highest rates.

The course had to follow very strict instructions of the local authorities. However, we were able to touch physical materials and develop several labs using IoT Huawei developer kit.

Paris 15-03-2021

Attention: Studying this document only is not enough to pass the official exam.

Changes to Edition 1:

• Adding a third section for each chapter containing multiple-choice questions with more than one correct answer. The objective is to comply with the approved examination system.

• Adding a new section with 5 reference images.

• Adding definitions for the acronyms in the abbreviations section.

• Change the font used from the copyrighted Times new roman to Calibri, which is licensed free.

• Re-numbering the chapters in accordance with the numbering used in the official course.

• Correct minor typos and misspellings.

• Adding colored cover. 2. Environmental sanitation is not included in the city management scenario.

3. Device management in the smart city solution includes: 2G/3G/4G, fixed and NB-IoT accesses.

4. Smart streetlamp services do not include charging bills.

5. Smart manhole cover solution can provide real-time monitoring.

6. Security management is a common problem in campus management.

7. Power consumption management is not covered in the smart campus solution.

8. In the campus solution, facial recognition can be used to manage visitors. 9. NB-IoT is a common technology used to manage security in smart campus solution.

10. AMI stands for Advanced Metering Interface.

11. Randomness is a characteristic in the desired AMI solution.

12. V2X includes V2N, V2I, V2P, and V2V.

13. DRIS consists of V2X server and V2X edge.

14. DRIS and HUD can be integrated in an IoV solution. 21. In future, IoT solutions that do not integrate AI capability will become increasingly less competitive.

22. The whole process of electrical power supply consists of 6 steps.

23. Currently, the main power stations are thermal, nuclear and hydropower.

24. The major difference between a smart grid and a traditional grid is that the smart grid establishes by unidirectional information flows between power generation and consumption. 

Chapter 3. IoT Security Technologies

A. Mark the followings True or False?

1. The Tesla incident is classified as a DDoS attack.

2. In the Tesla incident, the network layer of the IoT architecture was attacked.

3. DDoS stands for Distributed Denial of Service.

4. Data interception and tampering is not considered as a security threat.

5. API attacks are categorized as a pipe threat.

6. Pipe detection, cloud-cloud synergy and trusted device authentication are effective means to resolve security threats.

7. Huawei IoT security system provides security to data, access and devices.

8. In the Huawei IoT security system, digital signature process includes the use of RSA2048 or SHA256. 9. In the Huawei IoT security system, the use of digital signature includes generation of public and private keys.

10. In the Huawei IoT security system, the signature verification is provided by the terminal device.

11. During the last two decades, the attackers' capability level has increased.

12. Password guessing is an example of IoT attacks. 12. NB-IoT supports three deployment modes.

13. NB-IoT on the Boudica 150 chip supports full duplex channel.

14. DRX period can be 1.28, 2.56, 5.12 or 10.24s, and it is determined by the operator's network.

15. The maximum eDRX period is 2.92 hours.

16. An IoT device can be in the dormant state for up to 99% of the total time. 17. PSM maximum period is 200 hours. 27. 5G supports M-MIMO on the transmitter and receiver. Thus, multiple antennas are located on the receiver only.

28. 5G deployment is a hybrid networking approach that combines high and low frequency bands. 8. Time-sharing OS is an operating system that implements a specific function within a defined time frame.

9. In single-job batch processing OS, programs are loaded into the memory and executed individually.

10. Network OS developed after distributed OS.

11. IoT OS can operate in networks where the number of connections might grow up to reach a limit of 10 billion.

12. Open-source Huawei LiteOS entered the IoT field in 2015.

13. High requirements on performance and power consumption for videos are two challenges facing the IoT OS.

14. Smart terminals need to meet three standards: smart connections, smart networking and smart management.

15. Huawei LiteOS includes multiple kernels and one middleware.

16. OS evolves over a long period of time.

17. The second-generation of OS also known as real-time systems. 

AR (Augmented Reality):

A real-world system that provides a compound of real and virtual worlds as well as human real-time interaction. AR technologies are implemented in the physical world, with information or objects added virtually.

AT command (ATtention command):

A text-based set of instructions used to control a modem. Originally, it was developed by Dennis Hayes in 1981.

B B2B (Business-to-Business):

A commercial transaction between business entities carried out by professional staff and usually includes negotiation.

B2C (Business-to-Consumer):

A direct commercial transaction between a business entity and its customers aiming for selling products by passing any type of middlemen.

B2H (Business-to-Human):

A commercial transaction between a business entity and customers aiming for selling products based on individual needs.

BLE (Bluetooth Low Energy):

An energy-aware variation of Bluetooth that defines a wireless personal area network.

BR (Basic Rate):

The Bluetooth classical signaling mode, it streams data over 79 channels in the 2.4 GHz unlicensed ISM frequency band.

BRAS (Broadband Remote Access Server):

A device that sits at the edge of an ISP's core network, it routes traffic to and from broadband remote access devices.

BSC (Base Station Controller):

A 2G device that is responsible for handling traffic and signaling between a user equipment and the network switches. .

BSD (Berkeley Software Distribution):

A discontinued OS built on Research Unix, developed and distributed by the Computer Systems Research Group at the University of California, Berkeley.

129 BSS: it can be:

• (Basic Service Set): A topology mode in WiFi where the network includes WiFisupporting devices and one access point used to link the devices with each other and with the Wired LAN.

• (Business Support System):

A set of business elements used by the telecommunications service provider to run its business operations towards customers.

BTS (Base Transceiver Station):

A hardware device that handles the wireless communication between the user equipment and the rest of the cellular network.

C

CA: it can be:

• (Certificate Authority): A structure that keeps and signs digital certificates. A digital signature proves the ownership of a public key.

• (Carrier Aggregation): A wireless communication technology that allows for per-user multiple frequency blocks assignment resulting in increased bit rate

CAN (Controller Area Network):

A standard vehicle bus that allows internal communications between microcontrollers and other onboard devices without the need for a host computer.

CDMA (Code-Division Multiple Access):

A channel access method used in shared-medium networks. By assigning a unique code to users and implementing a spread spectrum technology, CDMA allows many users to share a frequency band at the same time with no interference.

CIG (Cloud Interworking Gateway):

A gateway that sites between the application and the platform to integrate any on-premise or third party systems with the platform solutions.

CISC (Complex Instruction Set Computer):

A computer architecture used to define instructions that includes multi-step operations or involve several low-level operations.

CoAP (Constrained Application Protocol): An application-layer telecommunication protocol

for devices limited in terms of hardware or energy. CoAP is described in RFC 7252 130

CPE (Customer-Premises Equipment):

A terminal device owned by the service provider but located at the subscriber side, it connects to the distribution infrastructure provided by the telecommunication service.

CPU (Central Processing Unit):

An electronic circuit that executes instructions of the programs. It performs basic arithmetic and logical operations as well as handeling the input/output of the computing system.

CRM (Customer Relationship Management):

Studying the interactions between an organization and its customers using data analysis tools.

CS (Cloud Stream):

A stream computing system that is distributed, and real-time. It is major characteristics low latency, high throughput, and high reliability.

CSMA/CD (Carrier Sense Multiple Access with Collision Detection):

A medium access control method for LAN used in Ethernet technologies prior to 2011. When CSMA/CD is used, no device transmits data if the shared medium is already occupied.

D DAC (Digital-to-Analog Converter):

An electrical system that transforms a signal from a digital form into a analog one.

DAG (Directed Acyclic Graph):

A Directed Acyclic Graph: a directed graph, consists of vertices and edges that do not form loops.

DC: it can be:

• (Data Center): A space dedicated to host computer systems and its components.

• (Dual Connectivity):

A technology that allows 4G and 5G to operate at the same time.

DCE (Data Circuit Equipment):

A signal converter and an interfacing device that sits in between the transmission medium and a Data Terminal Equipment.

DDoS (Distributed Denial-of-service):

A cyber-attack occurs when multiple machines are operating together to attack one target.

DICE (Device Identifier Composition Engine):

A hardware or software techniques for cryptographic operations.

DIS (Data Ingestion Service):

A service for collect, process, and distribute real-time streaming data. 

DMS (Distributed Message Service

DTE (Data Terminal Equipment):

An end device that Receives data from users, delivers data, and vice versa.

DTLS (Datagram Transport Layer Security):

An application-layer protocol that is used to secure data between communicating applications. It is suitable for the UDP scenarios because it is able to overcome lost or reordered datagram situations. DTLS was originally described in RFC 4347, and later in RFC 6347 and RFC 9147.
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GSM (Global System for Mobile Communications):

A standard for a 2G digital Cellular mobile network developed by the ETSI in the late 1980s and early 1990s. GSM is suitable for voice calls and SMS; it can provide a bit rate up to 9.6 Kbit/s.

H HFC (Hybrid Fiber Coaxial):

A term used to describe a broadband wired data network that includes both optical fiber and coaxial cable.

HUD (Head-Up Display):

An Umbrella term used to describe any see-through display that presents visual data without requiring the users to change the angle of view from their usual viewpoints.

HTTP (HyperText Transfer Protocol):

An application-layer protocol allows the transfer of hypermedia information following the request-response method and using the client-server model. The current version is HTTP/3, it was released in 2022 and described in RFC 9114.

HTTPS (HyperText Transfer Protocol Secure):

Also called HTTP Over TLS, an extension of HTTP, created in 1994 originally described in RFC 2818 and later in RFC 9110. HTTPS is used to provide secure communication for clients and servers in a data network.

I IAM (Identity and Access Management):

A set of processes forced by an administrative entity to manage the behavior of the users of its information systems. It includes both:

Authentication of the user identity, and authorization of access to the entity resources.

ICT (Information and Communication Technology):

A term refer to the in integration of a set of information technologies covers any product that send, process, store or receive information electronically in a digital form.

IEEE (Institute of Electrical and Electronics Engineers):

Pronounced I-triple-E, a professional non-profit association for electronic and electrical engineering. By creating technical standards, and through conferences and publications, IEEE focus, among many other similar disciplines, on electrical, electronic, computer and telecommunications engineering.

IEF (Intelligent EdgeFabric):

An edge computing solution for IoT applications to became able to make use of the Edge instead of sending data to the cloud. It can also provide data analysis and decision-making support.

IETF (Internet Engineering Task Force):

A non-profit organization created in 1986. IETF is part of internet society, and it is responsible for creating open standards for Internet technologies.

IDE (Integrated Development Environment):

A software package that supports computer programmers in the software development process. Usually, it includes a text editor, a debugger, a compiler, and a GUI builder.

IDPS (Intrusion Detection and Prevention System):

Two broad terms used to describe security measures. An intrusion detection system monitors and analyses events on the network searching for possible threats. while an intrusion detection system includes performing the detection as well as the stopping of the detected incidents.

IDS (Intrusion Detection System

): See IDPS.

IMEI (International Mobile Equipment Identity):

A 15-bit unique identifier allocated by GSM association to valid devices connected to mobile-cellular networks.

IMSI (International Mobile Subscriber Identity):

A unique identifier associated with a mobile cellular network used to, internationally, identify users. IESI is defined in the ITU-T Recommendation E.212 and is usually 15 digits long.

Internet (Interconnected networks):

A set of non-centralized interconnected data networks.

The Internet project started in 1969 in the USA, entered commercial use in 1989, and is the largest data network worldwide. It is considered a pillar of the current civilization.

IoT (Internet of Things):

A data network structure that enables physical objects to be connected and exchange data. IoT nodes tend to need low bit rates and to work in with limited conditions in terms of computation and energy.

IoTDA (Internet of Things Device Access):

A Basic service of the Huawei cloud IoT platform that enables users to quickly connect hardware devices to the platform and integrate their application.

IoV (Internet of Vehicles):

A data network structure that enables smart vehicles to contact and exchange data with one another, and with other objects along the roads. 

IP (Internet Protocol

OFDMA (Orthogonal Frequency Division Multiple Access):

An OFDM-based multiple-carrier channel access method used in shared-medium networks. By assigning orthogonal frequency carriers to users, OFDMA allows many users, each using multiple carriers, to share at the communication medium at the same time with no interference.

OICT (Operational, Information, and Communications Technologies): An extension term for ICT, it adds operational technologies which are hardware or software used to monitor and control equipment, assets, processes, and events in the industrial domain.

OLT (Optical Line Terminal):

A hardware device sits at the service provider endpoint of the optical network to provide both electro-optical conversion operations and optical signal multiplexing.

ONT (Optical Network Terminals):

A demultiplexer device at the end of the fiber to obtain customer signals and feed them to its equipment.

OS (Operating System):

A set of software responsible for managing computing system resources, both software and hardware. 

OSGi (Open Services

OSS (Operations Support System):

A management system used by telcos to provide functions includes error detection and service provisioning as well as inventory and configuration of their network.

OTA (Over-The-Air): A broad term used to describe a set of methods used to distribute new software, new firmware, update data for a large number of devices or users. 

OTN (Optical Transmission

PKI (Public Key Infrastructure):

A system that includes hardware and software dedicated to creating, distributing, storing, and using public keys for digital signatures and encryption.

PMU (Power Monitoring Unit):

A measurement hardware device used to access real-time energy parameters of a given device, some PMUs provides a way to store the collected data for later analysis. 

R RAM (Random Access Memory):

A type of volatile memory used to store digital data in computer systems. Volatility means that the memory loses all its contents if the electrical supply goes off, while random access means the time needed to access data stored in any address is the same. In RAM, data can be written or read with no limitation in terms of the number of times.

RF (Radio Frequency):

A band of frequencies ranges between 20 kHz and 300 GHz. All electronic telecommunication systems use frequencies from the RF band. In the frequency spectrum, the radio band is preceded by the audio band and followed by the infrared.

RFID (Radio-Frequency Identification):

A low-cost short-range wireless technology used to exchange data by means of electromagnetic fields. RFID uses tags with predefined information that can be fixed to objects or cards. The tags can be passively and remotely powered and read using a specific reader. RFID is standardized in ISO/IEC 18000.

RISC (Reduced Instruction Set Computer):

A computer architecture used to define simple instructions where each instruction performs only one function.

ROM (Read-Only Memory):

A type of non-volatile memory used to store digital data in computer systems. Non-volatility means that the memory does not lose its contents if the electrical supply goes off. In ROM, data can be written only one time by the manufacturer and can be electronically modified after that, data can also be read with no limitation in terms of the number of times.

RR (Round-Robin):

A method of handling objects such as document or data packets in a circular way where the object starts from a point and pass by different stages or receivers, then return to the starting point.

RRH (Remote Radio Head) see RRU.

RRU (Remote Radio Unit): Also called remote radio head, a wireless hardware device used in several mobile cellular networks to extend the wireless coverage of the network in challenging environments such as rural areas or tunnels.

RS (Recommended Standard):

A literal prefix for standard names that were developed by EIA. 

RSU (Road-Side Unit

2 .

 2 Try to answer the questions associated with the targeted chapter in this document. a. If you succeed (more than 90% of answers are correct), go forward for the next chapter. b. If not, go backward and study the targeted chapter with more careful.

Figure 1 :

 1 Figure 1: Flow chart explaining a proposed mechanism to address this booklet.
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 161 The adapted Huawei IoT architecture includes: A. Two IoT platform, two access methods and one IoT operating system B. One IoT platform, two access methods and one IoT operating system C. One IoT platform, two access methods and two IoT operating system D. None of them 17. One of the followings is not an example of protocols used in the NB-IoT end-to-Traffic management is a common problem in modern cities.

18 .B. 5 . 17 . 18 . 20 . 1 . 3 . 4 . 5 53 5 . 6 . 8 . 9 . 10 .

 1851718201345568910 Because NB-IoT uses repeated transmission, the downlink gain increased by 12 dB and the uplink gain increased by 9 dB.19. NB-IoT is a wide coverage technology.20. NB-IoT is not an example of LPWA communication technologies.48 Check the correct answer, there is only one correct answer for each question: 1. LPWA stands for: A. Long-Power Wide-Area B. Low-Power Wide-Area C. Large-Power Wide-Area D. Low-Person Wide-Area 2. Power transmission gain in the basic version of LPWA was: One of the followings is not true about Boudica 120, it: A. Supports paging B. Has 20 dB coverage enhancement C. Supports IP only D. Supports single tone 6. At the physical layer of NB-IoT, the bandwidth is: -IoT gain in the repeated transmission is: A. Decreased both in the uplink and downlink B. Increased both in the uplink and downlink C. Increased in the uplink only D. Increased in the downlink only 15. Which of the followings technologies has the highest maximum coupling loss? Which of the followings is the number of connections per cells supported by NB-IoT? One of the followings is not true about NB-IoT: A. Evolution is based on the live network B. Operator-level reliability C. High security D. Local roaming 51 19. NB-IoT solution architecture includes: Which of the following solutions can include NB-IoT? the correct answer, there are multiple correct answers for each question: Which of the followings are true about NB-IoT? A. It was proposed by Huawei and Vodafone B. It evolved out of NB-M2M C. It was part of 5G plan from the beginning D. The current NB-IoT does not support access to 5G networks E. NB-IoT provides very slow transmission rate 2. IoT devices: A. Are typically widely separated B. Need to run on limited power C. Need to transmit small amount of data D. Need frequency with strong penetration Which of the followings are true about NB-IoT deployment? A. Most operators deploy NB-IoT on the sub-GHz frequency band B. It can be deployed on 1800 MHz C. Both 3G station and 4G station can be upgraded to function as NB-IoT station D. It cannot be deployed on 2G network Which of the followings are true about Huawei NB-IoT chips? A. Huawei launched Boudica 120 and Boudica 140 and Boudica 150 chips B. Boudica 120 is compatible with R13 C. Boudica 150 is compatible with R14 D. Boudica 120 supports sub-GHz frequency band and mobility Chapter 5. NB-IoT Communication Technologies and Solutions HCIA-IoT v. 2.In which of the following applications NB-IoT is involved? Which of the followings are true about NB-IoT? A. It is a narrowband system B. The system bandwidth is 200 kHz C. It has a high bit rate D. It uses OFDMA and SC-CDMA 7. NB-IoT deployment modes are: Which of the following technologies are supported by ultra-low power consumption NB-IoT? Which of the followings are true about eDRX? A. It introduced the paging time window B. Within each PWT, an IoT device make 3 paging attempts. C. An eDRX cycle can be up to 310 days D. eDRX are suitable for all IoT scenarios 54 Which of the followings are true about the traffic model of IoT devices? A. Devices do not require high quality communication B. Devices usually send long data packets C. Latency is a major issue D. It includes large number of devices 56 25. In addition to the time and frequency domains, the space domain is also multiplexed to improve the throughput. 26. 3G uses the1.8 GHz bands, 4G uses the 2.6 GHz band and 5G directly jumps to the C band (3.4 to 3.6 GHz).

  ): A message middleware service based on distributed clustering technology. It provides reliable, scalable, fully managed queues for storing messages. DOS (Disk Operation System): An umbrella term for a group of text-based operating systems that were common in the eighties and nineties. DRAM (Dynamic Random-Access Memory): A semiconductor-based variation of RAM that uses capacitive memory cells to store each bit, thus, unlike SRAM, DRAM does need continuous refresh to keep its contents. DRIS (Digital Road Infrastructure Solution): A set of digital technologies used to create smarter and interactive roads, this include road infrastructure and logistics services as well as smart vehicles DRX (Discontinuous Reception): An energy-aware communication mode used by wireless devices to extend the expected duration of service. The device periodically enters the sleep phase where the energy consumption drops down to its minimum. DSL (Digital Subscriber Line): A set of wired telecommunication technologies used to connect to the internet over the traditional telephone lines. DSP (Digital Signal Processor): A specific type of digital processor used to execute instructions designed for signal processing operations such as those performed on the samples of a continuous variable of time or frequencies. DSRC (Dedicated Short-Range Communications): A short-range wireless telecommunication technology, designed to be used in devices mounted inside vehicles. The technology was standardized by European Committee for Standardization in EN 12253 and EN 12253 as well as ISO in ISO 14906.

  ): A family of layer 3 protocols used on the internet. It provides the networks with major functions such as Internetworking, addressing, and fragmentation. The family includes two members IPv4 and IPv6. NFC (Near-Field Communication): A broad term used to describe a set of physical-layer telecommunication protocols developed to wirelessly exchange data between devices located at a maximum distance of 4 cm. NFC protocols use an unlicensed ISM frequency band of 13.56 MHz and support bit rates of 106 to 424 kbit/s. NFV (Network Function Virtualization): A data network architecture based on virtualization technologies to provide hardware-independent networking services. NGC (Next Generation Core): The architecture of the 5G operator network. It is built to respond to very high demands for bandwidth, a massive number of connections, and ultralow delay. It also supports several technologies including SDN, NFV and network slicing. NIST (National Institute of Standards and Technology): An agency of the United States Department of Commerce created in 1901. NIST is active in physical sciences and aims to promote American innovation and industrial competitiveness. NR (New Radio): A radio access technology developed by 3GPP for the 5G mobile cellular networks. It was first described in Release 15 in 2018.NMS (Network Management System):A set of applications used to create a framework for network engineers to monitor and analyse key functions of the network to keep its high operational performance.NSA (Non-StandAlone):A network architecture supported by the 5G in the first deployment phase. NSA enables the 5G network to coexist with other LTE networks and makes use of the 4G core that has been already installed and working, especially handling the 5G control signalling.O O2O (Online-To-Offline):A term in digital marketing describes the digital the approaches used to attract consumers from the digital worlds into the physical stores.OBD (On-Board Diagnostics):A term used to describe a capability in the vehicle's system for self-diagnostic and error reporting.OBS (OBject storage Service): A service provided by cloud operators offering high reliability and secure data sharing. OBU (On-Board Unit): Telecommunication device mounted on vehicles and supports DSRC. It is usually used for paying toll as well as intervehicle communication. OEM (Original Equipment Manufacturer): A broad term used in the automotive and computer industry to refer to the entity that first produced the commercial product, partly or completely. OFDM (Orthogonal frequency-division multiplexing): An extension of FDM introduced in 1966 by bell Labs. ODFM includes the use of closely spaced orthogonal subcarriers that have overlapping spectra, the overlapping does not affect the quality of the signals thanks to the orthogonality of the subcarrier.

  Gateway initiative): An organization founded in 1999 develops open standards for java software and services. OSI (Open Systems Interconnection): A conceptual layer-based model for nodes used in data networks. The model divides the work with network nodes into 7 layers based on functionality. The goal is to achieve the interoperability of communication systems without 145 taking into account their underlying specifications. The model was first proposed by ISO in 1977 and standardized in ISO 7498.

  PSK (Pre-Shared Key): A feature for low-power devices developed by 3GPP, standardized Release 12 and published in 2015. PSM aims to reduce power consumption in wireless nodes to maximize battery life. PSM (Power Saving Mode): A feature for low-power devices developed by 3GPP, standardized Release 12 and published in 2015. PSM aims to reduce power consumption in wireless nodes to maximize battery life. PTW (Paging Time Window): A time parameter set for the eDRX technology, it describes a fixed interval within the eDRX cycle when the network can connect to the UE, if traffic is queued for it. PV (PhotoVoltaic): A physical phenomenon in which energy delivered by light is converted into an electrical form. PWB (Printed Wiring Board): see PCB. Q QoS (Quality of Service): A set of quantitative measurements of the performance of a data network. Usually, QoS is expressed in terms of packet loss, bit rate, throughput, delay, jitter and other performance parameters.

  ): A DSRC-based radio transceiver used wirelessly to communicate with other onboard devices mounted in vehicles such as OBU or ETC. RTD (Resistance Temperature Detector): Also called resistance thermometer, a family of metal-based sensor devices used to measure temperature up to 500 C.

Figure II- 3 :

 3 Figure II-3: Timeline for generations of mobile cellular networks

  

  

Check the correct answer, there is only one correct answer for each question:

  

	A. 10 3 A. Spatial A. Multihop B. 1. 3GPP process of the 5G standardization started in: B. 10 4 B. Time B. Multipoint-to-multipoint 7. How many connections per km 2 can a 5G network support? 13. Which of the followings multiplexing technologies does massive MIMO use? 6. Which of the followings are names of the mesh topology? B.
	A. Release 14 C. 10 5 C. Code C. Multicast	B. Release 15 D. 10 6 D. Frequency D. Multithread
	C. Release 16 8. In terms of spectral efficiency, and compared to IMT-advanced, IMT-2020 can provide: D. Release 17 14. One of the followings is not true about the 5G frequency bands: 7. Which of the followings are disadvantages of the bus topology?
	2. Which of the followings standard(s) can benefit from the 5G? A. The same efficiency B. Less efficiency A. C-band is mainly used for capacity B. 5G can use bands above 6 GHz A. The entire network will shut down B. Terminators are required at both
	A. WiMax C. 3 Times more expansion if there is a break in the main cable 29. With MR, no glasses are needed. 30. The recognition of NB-IoT is an important step to incorporating massive B. WCDMA ends of the main cable D. 10 Times more connections into 5G. C. LTE D. All of them C. 28 GHz band can be used for D. Visible light bands are supported C. Difficult to identify the root cause D. The transmission speed slows 9. Which of the followings is not true about 5G? it: industrial purposes of network shutdowns when a large number of devices 3. One of the followings is not true about the 5G, it provides: A. Global unified standardization B. Global roaming C. Massive connections D. Bit rate up to 1Tbit/s A. Uses low and high frequency bands B. Creates one physical network for are added to the network 15. One of the followings is not true about the sub-6 GHz, it is used for: hundreds of industries C. Has an improved spectral efficiency A. Higher bit rate E. Suitable for small networks B. Coverage D. Has massive energy consumption C. Mobility 8. Which of the followings are true about mesh topology? D. Connectivity 4. Compared to LTE, the throughput of the 5G is: A. 10 times greater B. 100 times greater 10. eNB stands for: infrastructure 16. Which of the followings is not true about 5G full spectrum? A. It does not rely on reset B. Temporarily networking
	C. 1000 times greater 5. Compared to LTE, the number of connections of 5G is: D. None of them A. The same B. 10 times greater A. enhanced NodeB B. evolved NodeB C. enhanced Narrow Band A. Sub-6 GHz low frequency bands serve as the core spectrum B. High frequency bands are C. Rapid deployment D. Resilient to damage supplementary D. evolved Narrow Band C. Sub-6 GHz is used for higher rate 9. Which of the followings are true about home network development? D. C-band is mainly used for capacity 11. Which of the followings service(s) is(are) provided by the 5G core network? expansion A. In the nineteenth, home networks B. A typical home network in 2022
	C. 100 times greater A. Control and user plane separation 17. eMBB stands for: had point-to-point structure	D. 1000 times greater B. Mobile edge computing has a star structure
	6. In 5G, the latency is around: A. 0.1 msec C. Network slicing C. Electronic Mobile BroadBand 12. Which of the followings technology(ies) is(are) supported by the 5G New Radio? B. 1 msec D. All of them D. Enhanced Mobile BaseBand A. Enhanced Mobile BroadBand C. A typical home network in 2022 D. All future networks are expected B. Evolved Mobile BroadBand has a bus structure to evolved towards mesh structure
	C. 10 msec A. Half duplex	D. 100 msec B. CDMA
	C. Both of them	D. None of them
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Check the correct answer, there is only one correct answer for each question:

  

	1. One of the followings is not a requirement for IoT platform:
	A. Device access decoupling	B. Coverage
	1. OS is a computer program that manages hardware, software and firmware
	C. Security resources.	D. Reliability
	2. How many sublayers are there in the functional architecture of the Huawei IoT 2. DOS and windows are examples of programming language handlers.
	platform? 3. Peripherals hardware includes external memory, input devices and output
	devices.	
	A. 2 4. Internal memory includes RAM, REM and ROM. B. 3
	C. 4 5. CPU stands for Central Programming Unit. D. 5
	3. Which of the followings is(are) an accepted data format(s) for Huawei IoT platform?
	A. JSON only	B. Binary only
	C. None of them	D. Both of them D. It supports real time message
	4. One of the followings is not a category of an IoT device access service: transmission notifications
	A. Device connectivity E. The message can be short as for 4 bytes	B. Data forwarding
	C. IoT Edge 9. Which of the followings are not true about CoAP? D. Application integration
	5. One of the followings is not true about the IoT device access in the Huawei platform, A. The header is compressed B. It uses TCP to provide message
	it supports:	retransmission
	A. Multiple access modes C. Strong real time support	B. Multi-network access D. It suits smart parking applications
	C. Multi-protocol access	D. Multiplexing modes

6. Punched tapes are examples of the manual operation system. 7. Multi-job batch processing OS developed to time-sharing OS.

  Enable users to capture low-quality videos with low power consumption is a challenge to the IoT OS. 20. Huawei LiteOS is used in the consumer field and industry because scenarios of this field have common requirements.

	21. While implementing multiple functions in the circuits, a multiplexer must be 10. Which of the followings are considered inter-task communication of the LiteOS? 15. Which of the followings are true about timers? APT (Advanced Persistent Threat): A state, or non-state, threat actor, usually a group of
	added to properly select each one. hackers or specialists that stealthy obtained unauthorized network access and stays around
	22. An instruction set is the smallest functional unit. A. Queue B. Event A. They are used to generate B. They are classified into software, undetected for a considerable time.
	23. CISC is used to reduce the complexity of RISC CPU. C. Semaphore D. Mutex interrupts firmware and hardware timers
	24. RISC instruction can be interrupted. 25. System bus connects all hardware parts together for data communication. C. It is used to synchronize tasks D. The number of hardware timers are 11. Which of the followings are true about Queue? limited by hardware
	26. Task scheduling mechanism is based on priorities. A. It is a data structure B. It can function as a buffer
	27. Dynamic memory allocation is not suitable for users with high memory resource C. It is a special type of semaphore D. It is used to implement exclusive requirement. 28. Although interrupts have priorities, if multiple interrupts occur at the same time, access to critical resources
	they are served simultaneously. 12. Which of the followings are true about events?	
	29. Mutex is also called binary semaphore. A. Data transmissions occur between	B. An event is like a condition for
	30. Timers can be classified into software, firmware and hardware timers. them triggering a task
	C. LiteOS uses 32-bit variable to	D. Only 31 event type can be set
	indicate an event	
	13. Which of the followings are true about the semaphore?
	A. It is a data structure	B. Semaphore is a special type of
		mutex
	C. It is used to implement	D. It is used to implement exclusive
	synchronization between tasks	access to critical resources
	14. Which of the followings are true about mutex?	
	A. It is a special type of semaphore	B. It is also called "Binary semaphore"
	C. It is used to exclusively occupy	D. It has only two states
	shared resources	
	103 110 111 128	

18. There are three aspects of smartness: intelligent management, intelligent connectivity and intelligent network. 96

19.

PAYD (Pay As You Drive), see UBI. PCB (Printed Circuit Board):

  Also called printed wiring board, a hardware structure that consists of a set of conductive and insulating layers. PCB provides a surface to solder electronic components in fixed positions as well as connection media to link these components. Also called Power-Line Carrier, a wired communication technology that is based on electric power distribution networks. There are two major standards for PLC: Recommendation G.hn/G.9960, adopted by ITU-T in 2009, and IEEE 1901, developed in 2010 by IEEE.

	Network): A multiplexing system for transport data over optical
	fibers. It is defined by ITU-T Recommendation G.709 and is able to support up to 400 Gbit/s
	in 2021.
	PCI (Programmable Communications Interface), see USART.
	PCP (Port Control Protocol): An application-layer protocol used to support NAT in IP hosts.
	PCP was proposed in 2013 and is standardized in RFC 6887.
	PDC (Personal Digital Cellular): An absolute 2G cell mobile network standard, operated in the
	1990s and 2000s, but was later phased out to be replaced by 3G and subsequent cellular
	standards.

OTT (Over-The-Top):

A subscription-based media service that offers content via cable, broadcast satellite television, or any other platform that provides content distribution over the Internet.

O&M (Operations & Management):

A routine works, and any additional activities or actions needed to keep a targeted system operating within functional conditions.

P PAN (Personal Area Network):

A spatial-based type of data network that covers an area within a person's workspace.

PHYD (Pay How You Drive), see UBI.

PLC (Power Line Communication):

AGC (Automated Guided Cart):

A type of AGV, specialized for moving traditional carts by being positioned underneath them.

AGV (Automated Guided Vehicle):

A robot that follows marker lines on the floor using different technologies for navigation.

AIoT (Artificial Intelligence and Internet of Things): A combination of artificial intelligence

technologies with the internet of things infrastructure to enhance the performance of the two.

AK/SK (Access Key/ Secret Key): security credentials used to authenticate users identities and to authorize specific resources or rights to them.

ALU (Arithmetic and Logic Unit):

A combinational digital electronic circuit that executes arithmetic operations on binary-coded integers, such as addition and multiplication, and bitwise operations on binary numbers, such as AND and shifting. ALU is used to build more complex units such as central processing unit (CPU) and graphics processing unit (GPU).

AMI (Advanced Metering Infrastructure):

A two-way integrated system that provides communication between utilities and customers. It consists of smart meters, telecommunications networks, and data management software.

AP (Access Point):

A data-link layer networking hardware device that permits wireless devices to connect to a wired network.

API (Application Programming Interface):

A software interface that allows for two or more programs to communicate in a way that one is offering a service to the others. 

F-OFDM (Filtered Orthogonal Frequency Division Multiplexing):

A variation of OFDM where the resulted frequency bands can vary in the ranges and the number of subcarriers.

FOTA (Firmware-Over-The-Air): A method of distribute new firmware to a group of devices.

FPGA (Field-Programmable Gate Array):

A configurable type of integrated circuit that contains an array of programmable logic blocks and designed to be setup by a customer after the manufacturing process.

FSK (Frequency Shift Keying):

A type of digital modulation for analog carrier. In FSK, the frequency of an analog signal carry coded digital data. 

FTTB (Fiber

GIS (Geographic Information system):

A geographical database combined with software for managing, analyzing, and visualizing.

GIV (Global Industry Vision):

Huawei future vision for an intelligent connected world of industry. 

GMSC (Gateway

GPRS (General Packet Radio Service):

A standard for a digital Cellular mobile network developed by the ETSI in the late 1990s and maintained by 3GPP. From a generation perspective, GPRS is described as 2.5G, it provides data rates of 56-114 kbit/s.

GPS (Global Positioning System):

A radionavigation-satellite service provided by the United States Space Force. GPS provides users with geolocation and time information to anywhere near the Earth's surface.

GPU (Graphics Processing Unit):

An electronic circuit that is specially designed to accelerate operations related to images and video processing. 

IPv4 (Internet Protocol version 4):

A variation of internet protocol standardized in 1981 in RFC 791. Written using the dotted decimal notation, IPv4 defined 32-bit addresses which were not sufficient to contain the Internet growth, thus, it was exhausted in 2011, and is slowly being replaced with IPv6.

IPv6 (Internet Protocol version 6):

The major protocol in the internet, it is a variation of internet protocol standardized in 1995 and currently described in RFC 8200. Written using the hexadecimal numeric system, IPv6 defines 128-bit addresses to overcome the execution problem of its predecessor, IPv4.

ISM (Industrial, Scientific and Medical):

A set of bands within the radio spectrum that are internationally reserved for, typically, unlicensed operations in the industrial, scientific, and medical domains.

ISO (International Organization for Standardization):

A non-governmental international standard organization founded in 1947. It develops standards from technical domains such as electrical engineering, and nontechnical fields such as authority control.

ITS (Intelligent Transportation System):

A traffic management application, usually smart, that provide decision-making support for transport networks administrative bodies.

ITU (International Telecommunication Union):

A UN agency specialized in information and communication technologies. The organization is created in 1865 and merged into the UN system by 1949. It consists of three sectors: radio, standardization, and development.

ITU-R (International Telecommunication Union -Radiocommunication Sector):

A sector of the ITU, created in 1992 to take over the objectives of the International Radio Consultative Committee handling the international spectrum of the radiofrequency and satellite orbit resources. 

ITU-T (International Telecommunication Union

I/O (Input/Output

): Data interfaces of information systems that communicate it with other systems or with physical devices. The input interface receives data entering the system, while the output interface is where the information exits the system. 

J JVM (Java Virtual Machine

LPWA (Low-Power Wide-Area):

A variation of WAN that is designed to support low-power and low-bit-rate devices. 

LTE (Long Term Evolution

MAC (Media Access Controller):

A sublayer of data link layer in the IEEE 802 LAN/MAN standards responsible for managing the interactions between devices and both wired and wireless telecommunication media.

MBB (Mobile BroadBand):

A commercial name for a set of services that provide wireless Internet access through cellular mobile networks.

MBus (Meter Bus): A wired telecommunication technology developed in the late 1990s by

European Committee for Standardization, it is described in EN 13757-2 and EN 13757-3. Mbus is used for a remote meter's reading.

MCL (Maximum Coupling Loss):

The maximum conducted power level that a communication system can tolerate before being considered out of service. 

MCU (Main Control

MME (Mobile Management Entity):

The unit of the 4G EPC that is responsible for handling the control signals between the UEs and the rest of the EPC.

M-MIMO (Massive Multi-Input Multi-Output):

A variation of MIMO used to improve spectral and energy efficiency. mMIMO implicates the use of a large number of antennas, up to thousands, arranged in a single array.

mMTC (massive Machine-Type Communications):

A machine-to-machine communication in wired or wireless data networks where a massive number of devices are exchanging data with minimum or no human intervention.

MMU (Memory Management Unit):

An electronic circuit that is designed to handle memory access operations including read and write data as well as translation of virtual address into physical addresses.

MQTT (Message Queuing Telemetry Transport):

A lightweight open publish-subscribe machine-to-machine application-layer protocol developed in 1999 and maintained by OASIS.

MQTT is used to feed information to large numbers of devices that have limited constrains in term of energy and bit rates.

MPU (MicroProcessor Unit):

Also called a processor, for simplicity, a hardware device that performs logical and arithmetical operations. MPU usually incorporates the functionalities of CPU, ALU, MMU, GPU and other computation units.
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MR (Mixed Reality):

A real-time system that merges reality and virtuality together creating a new hybrid environment.

MRS (MapReduce Service):

A big-data solution offered by cloud operators to store, process, and analyse a massive amount of data.

MSA (Multi-Streaming Aggregation):

A variation of carrier aggregation developed by 3GPP for the LTE. It is mainly used to enhance data rate in the mobile cellular networks.

MSC (Mobile service Switching Center):

A voice-call switch device in GSM. MSC handles also other services provided by the mobile cellular system such as SMS.

MT (Mobile Terminal): a broad term used to describe any telecommunication device, usually portable, that is able to wirelessly connect with a cellular mobile network.

MU-MIMO (Multi-User Multi-Input Multi-Output):

A variation of MIMO that includes multiple multi-antenna-equipped terminals communicating with each other.

N

NAN: it can be:

• (Near-me area network): A logical type of data network that includes a group of telecommunication devices located within a certain proximity from each other but not connected to the same data network.

• (Neighbor Awareness Networking): Also called Wi-Fi Aware, A cluster-based network architecture supported by Wi-Fi. When used, devices can discover each other and directly connect with no further need for configuration or additional infrastructure

NB-IoT (NarrowBand Internet of Things):

A standard for wireless LPWAN developed by 3GPP

and was first described in 2016 in Release 13 for low-cost IoT devices and applications supported in the LTE-Advanced Pro. NB-IoT was later integrated in the 5G.

NB-OFDM (Narrowband Orthogonal Frequency Division Multiplexing): An extension for

OFDM, developed to adapt the technology to narrow-band applications where the frequency bands shrink remarkably in terms of range.

NE (Network Element):

An SNMP term used to describe a hardware device connected to a data network with an SNMP agent installed on it to perform network management functions requested by the network management systems.
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RTOS (Real Time Operating System):

A variation of operating systems dedicated to processing data obtained from real-time applications. Real-time processing means that the time needed to process a task is less than the time lapsed until the next task, of the same type, arrives.

RTU (Remote Terminal Unit): Also called a Remote Telemetry Unit and Remote Telecontrol Unit, a hardware device that includes a CPU and a set of digital and analog input and outputs, it is used to collect telemetry data from the field and transmit it to a control system for purposes of monitoring and analysis.

S SA (StandAlone):

A network architecture supported by the 5G. SA enables the 5G network to operate autonomously with no support from other LTE EPC or eNBs.

SC-FDMA (Single-Carrier Frequency-Division Multiple Access):

A FDMA-based single-carrier channel access method used in shared-medium networks. By assigning different users different sets of non-overlapping sub-carriers, SC-FDMA allows many users, each using a single carrier, to share the communication medium at the same time with no interference.

SCMA (Sparse Code Multiple Access):

A code-based non-orthogonal channel access method used in shared-medium networks. By assigning a unique code to users and implementing a spread spectrum technology, SCMA allows many users to share a frequency band at the same time with no interference.

SDK (Software Development Kit):

A set of one-package installable software tools used to create applications. Usually, an SDK is hardware-specific and includes a text editor, compiler, debugger, and GUI builder.

SDMA (Space Division Multiple Access):

A channel access method used in radio telecommunication. When used, parallel spatial sites are created, and the telecommunication system is duplicated within each site. Thus, two users in two sites can be assigned the same frequencies at the same time, and no interference will occur. 

SDN (

SHA (Secure Hash Algorithm):

A board name used to describe a member of the Secure Hash Algorithms family which is developed and maintained by NIST. the family includes SHA-0, SHA-1, SHA-2, and SHA-3. Each of these algorithms uses a cryptographic hash function.

SHF (Super High Frequency):

A sub-band in the radio frequencies that ranges from 3 and 30 gigahertz, these frequency values correspond to wavelength from 1 to 10 cm, that is why it is also called the centimetre band. Radar applications run in this range, it includes the following sub-bands: S, C, X, Ku, K, or Ka.

SIM (Subscriber Identity Module):

Also called a SIM card, an integrated circuit used in mobile cellular networks to store digital including authentication keys and IDs that uniquely identify a subscriber such as an IMSI assigned from the network operator stored in the card. SIM cards are available in three sizes: full, mini-SIM, and micro-SIM cut-outs. 

SMS (Short Message Service

SRAM (Static Random-Access Memory):

A variation of RAM that uses flip-flop circuitry to store each bit, thus, unlike DRAM, SRAM does not need a continuous refresh to keep its contents.

STB (Set Top Box):

A hardware customer-side device commonly used in the TV industry. STB read the source signal from the cable or the dish antenna and converts it into a format that can be displayed on a display device.

T TA (Terminal Adapter):

A piece of hardware equipment used to connect a terminal device to a data network.

TCP (Transmission Control Protocol):

A transport-layer protocol used for reliable exchange of segments within a data network. TCP is a main pillar of the Internet, it was developed in 1974 and standardized in RFC 792.

TDM (Time Division Multiplexing):

A medium-sharing technique where the periodic time window used in the communication medium is divided into a number of subsequent timeslots, each of which can be assigned later to a user of the telecommunication system to exchange data over it.

TDMA (Time Division Multiple Access):

A TDM-based channel access method used in sharedmedium networks. When used, within a periodic time frame, each user is assigned a time slot in a way that if each user accesses the shared medium in its time slot, using the same frequency, no interference will occur.

TE (Terminal Equipment):

A broad term used to describe a hardware device located at the end of telecommunication links. It can be a source or destination of packets in data networks. 

TLS (Transport Layer Security
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