
HAL Id: hal-03184957
https://hal.science/hal-03184957

Submitted on 30 Mar 2021

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépôt et à la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche français ou étrangers, des laboratoires
publics ou privés.

Detecting abnormal DNS traffic using unsupervised
machine learning

Thi Quynh Nguyen, Romain Laborde, Abdelmalek Benzekri, Bruno Qu’hen

To cite this version:
Thi Quynh Nguyen, Romain Laborde, Abdelmalek Benzekri, Bruno Qu’hen. Detecting abnormal
DNS traffic using unsupervised machine learning. 4th Cyber Security in Networking Conference:
Cyber Security in Networking (CSNet 2020), IEEE Communications Society, Oct 2020, Lausanne,
Switzerland. pp.1-8, �10.1109/CSNet50428.2020.9265466�. �hal-03184957�

https://hal.science/hal-03184957
https://hal.archives-ouvertes.fr


HAL Id: hal-03184957
https://hal.archives-ouvertes.fr/hal-03184957

Submitted on 30 Mar 2021

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépôt et à la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche français ou étrangers, des laboratoires
publics ou privés.

Detecting abnormal DNS traffic using unsupervised
machine learning

Thi Quynh Nguyen, Romain Laborde, Abdelmalek Benzekri, Bruno Qu’hen

To cite this version:
Thi Quynh Nguyen, Romain Laborde, Abdelmalek Benzekri, Bruno Qu’hen. Detecting abnormal
DNS traffic using unsupervised machine learning. 4th Cyber Security in Networking Conference:
Cyber Security in Networking (CSNet 2020), IEEE Communications Society, Oct 2020, Lausanne,
Switzerland. pp.1-8, �10.1109/CSNet50428.2020.9265466�. �hal-03184957�

https://hal.archives-ouvertes.fr/hal-03184957
https://hal.archives-ouvertes.fr


Detecting abnormal DNS traffic using unsupervised 

machine learning 

Tiri Quynh Nguyen 
University Paul Sabatier 

Toulouse, France 
MODIS 

Courbevoie, France 
thi-quynh.nguyen@irit.fr 

Romain Laborde 
University Paul Sabatier 

Toulouse, France 
romain. laborde@irit.fr 

Abstract- Nowadays, complex attacks like Advanced 
Persistent Threats (APTs) often use tunneling techniques to 
avoid being detected by security systems like Intrusion 
Detection System (IDS), Security Event Information 

Management (SIEMs) or firewalls. Companies try to identify 
these APTs by defining rules on their intrusion detection system, 
but it is a hard task that requires a lot of time and effort. In this 
study, we compare the performance of four unsupervised 
machine-learning algorithms: K-means, Gaussian Mixture 
Model (GMM), Density-Based Spatial Clustering of 
Applications with Noise (DBSCAN), and Local Outlier Factor 
(LOF) on the Boss of the SOC Dataset Version 1 (Botsvl) dataset 
of the Splunk project to detect malicious DNS traffics. Theo we 

propose an approach that combines DBSCAN and K Nearest 
Neighbor (KNN) to achieve 100% detection rate and between 
1.6% and 2.3% false-positive rate. A simple post-analysis 
consisting in ranking the 1P addresses according to the number 
of requests or volume of bytes sent determines the infected 
machines. 

Keywords-Anomaly detectio11, DNS tmmeling, C&C, K-
111ea11s, GMM, LOF, DBSCAN 

1. INTRODUCTION

Advanced Persistent Threats (APTs) are sophisticated 
and premeditated attacks perpetrated by a threat group of 
lriglùy skilled attackers combining multiple competencies to 
achieve specific and predetermined fraudulent goals. Rather 
than opportunistically attacking a system, the intruders gain 
access to a network and remain undetected for an extended 
period. The complexity of APTs attacks makes them difficult 
to identify [ 1]. Since they target critical companies and 
governments, they constitute one of the biggest security 
challenges [2]. 

To tackle such a challenge, MITRE has proposed 
ATT&CK, an open source knowledge base of adversary 
Tactics, Techniques and Procedures (TTPs) based on real
world obseivations. Tactics are the goals an attacker aims to 
reach. MITRE ATT&CK lists 12 tactics: Initial access, 
Execution, Persistence, Privilege escalation, Defense evasion, 
Credential access, Discovery, Lateral movement, Collection, 
Command and Control (C&C), Exfiltration, Impact. To 
achieve these objectives, attackers use one or more 
techniques. For instance, APT32 [3] has targeted multiple 
priva.te sector industries in Southeast Asian countries like 
Vietnam, Laos, and Cambodia. lt employed 55 different threat 
techniques to attack their target. 

Currently, companies are trying to improve their capability 
of detecting APTs by translating MITRE ATT &CK TTPs into 
detection mles on their Intrusion Detection Systems (IDS). 
However, writing such mles is a very ha.rd task that requires 
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building many higlùy complex indicators of compromise. 
When studying APT32, the attackers used Cobalt Strike's 
malleable C&C :functionality to hide malicious traffic inside 
authorized network traffic e.g. DNS, HTTP and HTTPS. The 
group's backdoor could exfiltra.te data by encoding it within 
the subdomain field of DNS packets. 

ln this article, we focus only on detecting the C&C tactic 
and more specifically on tlrreat techniques consisting in hiding 
malicious traffic inside the DNS protocol. These malicious 
traffics are very similar to genuine DNS traffic. They use the 
sa.me UDP port 53 and respect the DNS messages structure. 
Thus, detecting such traffic cannot be limited to analyzing port 
numbers or inspecting the structure of the messages. A deeper 
analysis is required to assess the behavior of the entities by 
combining multiple information such as the number of bytes 
exchanged, the duration, the time the message was sent, etc. 
Nowadays many companies are using Security Event 
Infom1ation Management (SIEMs) to manage event logs and 
protect their nenvotk from attacks. However, writing 
detection mles in SIEMs while considering a large number of 
criteria is no more possible. What is the correct threshold 
value for each criterion? How to combine constraints on 
criteria? APTs are being executed by skilled attackers, where 
the attack rate is controlled in order to go under the radar and 
remain undetected. 

Machine learning techniques eau help in such a complex 
detection task. There exist two families of machine learning 
techniques: supervised and unsupervised methods. Supervised 
methods eau leam patterns from training data.sets that 
comprise the input features and the expected results called 
labels. Supervised algoritluns are good for specific tasks such 
as image detection. However, this approach has two 
drawbacks in our context. First, the performance of the 
algorithm depends on the exhaustivity of the training data.set. 
An algorithm trained with a specific set of threat techniques 
might not detect zero-knowledge attacks. An algorithm 
trained to detect genuine traffic will be specific to the 
organization where the training data.set has been captured. The 
second issue is related to the cost of labelling data.sets. A large 
number of image data.sets exists because labelling images does 
not require specific skills. ln case of network security, the 
context is completely different. Labelling network security 
traffic eau only be perfonned by security experts which 
implies exponential increase of the cost of this task. 
Unsupervised metl10ds don't need any training which resolves 
the two previously mentioned drawbacks. However, it is more 
difficult to have the sa.me result as the supervised methods eau 
obtain. 
















