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Abstract—Given the central importance of designing se-
cure protocols, providing solid mathematical foundations and
computer-assisted methods to attest for their correctness is
becoming crucial. Here, we elaborate on the formal approach
introduced by Bana and Comon in [[10], [11]], which was originally
designed to analyze protocols for a fixed number of sessions and
which more importantly lacks support for proof mechanization.

In this paper, we present a framework and an interactive
prover allowing to mechanize proofs of security protocol for an
arbitrary number of sessions in the computational model. More
specifically, we develop a meta-logic as well as a proof system
for deriving security properties. Proofs in our system only deal
with high-level, symbolic representations of protocol executions,
similar to proofs in the symbolic model, but providing security
guarantees at the computational level. We have implemented our
approach within a new interactive prover, the SQUIRREL prover,
taking as input protocols specified in the applied pi-calculus,
and we have performed a number of case studies covering
a variety of primitives (hashes, encryption, signatures, Diffie-
Hellman exponentiation) and security properties (authentication,
strong secrecy, unlinkability).

Index Terms—Security Protocols, Formal Methods, Observa-
tional Equivalence, Computational Security, Interactive Theorem
Prover.

I. INTRODUCTION

Given the importance and difficulty of designing secure
communication protocols, computer scientists have strived to
provide solid mathematical foundations, formal methods and
tools for the computer-aided verification of security protocols.

A successful approach in this line of research is to model
cryptographic messages as formal terms subject to some
equational theory representing attacker capabilities. Originally
proposed by Dolev and Yao [38], this idea has been refined
over the years, resulting in a variety of so-called symbolic
models, based, e.g., on the applied pi-calculus [2] or multiset
rewriting [49]. These models capture large classes of attack-
ers and allow the automated verification of protocols. This
has lead to tools such as PROVERIF [22]], TAMARIN [48],
DEEPSEC [28]] and others [5[, [27], [34], [39], which have
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been used to prove the security of widely deployed protocols,
e.g. [14], 1200, [37].

To discuss the general principle and limitations of the
symbolic model, let us consider a simple protocol where a
tag (role T") with identity ¢d carrying its own hashing key k is
authenticated by a reader (role R) that has access to a database
of legitimate pairs (id, k):

R—-T : n

T—R id @ H(n, k)
In words, the reader sends a random number n and, when
receiving a reply, verifies that there is some (id,k) in its
database such that the reply is the identity id XORed with
the hash of n using the key k. To verify that an attacker
cannot impersonate a tag with data (idp, ko), we need to
check that the attacker cannot derive a message that the
reader would accept, whatever knowledge they may have
obtained from previous interactions. Assuming for simplicity
two identities ¢dy and id;, and that the attacker is only active
during its last interaction, we have to verify that, for distinct
names (n;)o<;<p, and for any i1, ...,4, € {0,1}, there is no
context C' made of public function symbols such that:

C’[nj, Zdlj S5 H(nj, k’ij)]lﬁjﬁp =E ido b H(Tlo, ]4)0)

where =g is equality modulo a relevant equational theory.

Rephrased like this, the problem may be solved using rewrit-
ing techniques such as unification, itself based on completion
or variant computation [32], [51]. However, the equational
theory E would need to contain equations reflecting the
algebraic properties of XOR which are typically problematic
for these techniques. In fact, PROVERIF and DEEPSEC do not
support XOR, and TAMARIN only provides limited support for
it. Supporting primitives with rich algebraic properties (e.g.,
blind signatures, exponentiation, XOR) is probably the main
challenge that these tools are currently facing.

An obvious limitation of the symbolic model is that it can
only be used to find logical flaws in protocols, e.g. man-in-
the-middle [47] or reflection attacks [15]. Indeed, security
in the symbolic model is weaker than the cryptographer’s
standard security notion, based on a computational model
where adversaries are arbitrary probabilistic polynomial-time
(PTIME) Turing machines. As an illustration, nonces are
modelled in the computational model as long bitstrings that



are drawn uniformly at random. Two nonces correspond to the
same probability distribution, and are thus indistinguishable,
but the probability that two distinct nonces take the same value
is negligible. The attacker may guess a bit of a nonce but
has a negligible probability of guessing the whole nonce. In
the symbolic model, distinct names are indistinguishable and
are not equal modulo E, but the partial guessing of a nonce
cannot be modelled: a name is either known or unknown to the
attacker. Significant research efforts have been done to get the
best of both worlds through the development of computational
soundness results, but unfortunately they only apply under
strong hypotheses, and have modularity issues [3[], [|35[], [36].

In [10]], [L1], Bana and Comon have proposed a new
approach to security proofs, which they call computationally
complete symbolic attacker (CCSA). It relies on the sym-
bolic setting of first-order logic, but avoids the limitations of
the symbolic models mentioned above. Instead of modelling
attacker capabilities using rules stating what the adversary
can do, their method relies on the specification of what the
attacker cannot do. Starting from the security properties of
cryptographic primitives, they derive some axioms expressing
which pairs of sequences of messages are indistinguishable.
They show that their axioms are sound w.r.t. the interpretation
of terms as probabilistic PTIME Turing machines. Therefore, a
proof of a security property from these axioms implies security
in the computational model under the initial cryptographic
assumptions. This approach has been demonstrated on various
protocols to obtain formal proofs of security [7], [8], [30],
[43], [52]. Going back to our example, authentication would
be expressed more abstractly as:

EQ(att(frame), idy ® H(ng, ko)) ~ false, where
fmme déf <n1, Zd“ D H(nl, kil),ng,idb D H(’H,Q, ki2), N >

Here, the binary function symbol EQ is interpreted as bitstring
equality, and ~ as indistinguishability. The function symbol
att stands for an arbitrary probabilistic PTIME computation
performed by the attacker, taking past messages as input.

Intuitively, the overall statement expresses that there is a
negligible probability that att(frame) yields a message that the
reader would accept. It can be proved using just two axioms:
first, we use the properties of XOR to obtain an equality
between H(ng, ko) and idy @ att(frame); second, assuming
that the keyed hash function satisfies existential unforgeability
under chosen message attack (EUF-CMA), we conclude that
this equality is false with overwhelming probability given that
the message n is fresh and has thus not been hashed in frame.

In contrast with the treatment of our example in the
symbolic model, the CCSA approach yields a proof that is
immediately relevant in the standard model of probabilistic
PTIME machines and which relies on explicit and standard
cryptographic assumptions. Finally, applying the axioms did
not require complex rewriting techniques: we only had to
verify a simple equality involving XOR, and never had to
consider all possible contexts as in the symbolic model.

Two problems prevent a more widespread use of the CCSA
approach. First, it is limited to bounded executions: given

a protocol and a bound on its execution traces, one can
derive a series of indistinguishability goals that need to be
(separately) proved to guarantee the security of the protocol.
Second, proofs are manual: proving a non-trivial goal in
detail is tedious; proving all the goals resulting from all
possible executions is not manageable. Works on decision
procedures remain of limited use so far, as they are limited
to trace properties [31] (e.g. secrecy, authentication) or a very
restrictive set of axioms [44].

Contributions: In this paper, we elaborate on the CCSA
approach to solve these two problems. Our first contribution,
presented in and [IV] is a meta-logic over the base
logic of Bana and Comon [[11]. In the base logic, one has
to separately prove a family of indistinguishability goals, one
for each possible protocol execution within a given bound.
Formulas of our meta-logic express properties of all execution
traces of a protocol, which allows to capture the family of base
logic goals as a single formula. Security properties expressed
in our meta-logic have the standard computational meaning,
and provide guarantees for an arbitrary number of sessions that
does not depend on the security parameter (this is discussed
in detail in [Section IV-C).

We then design proof systems for deriving security prop-
erties expressed as meta-logic formulas, in part by lifting
base logic axioms. We consider both trace properties, which
are useful to model authentication properties, and equivalence
properties, which allow to express privacy properties such as
anonymity and unlinkability. Our meta-logic enables useful
interaction between the two kinds of properties. For instance,
in several of our case studies, we establish unlinkability by
proving en passant an authentication property. This second
contribution is developed in and

Our third contribution is the implementation of the interac-
tive prover SQUIRREL [53]], which allows to reason on proto-
cols specified in an applied pi-calculus using our framework.
Thanks to basic automation techniques coming from first-order
logic, we have been able to carry out several case studies
using this tool. These results, presented in cover a
variety of primitives (hashes, signatures, Diffie-Hellman expo-
nentiation, encryption) and security properties (authentication,
strong secrecy, unlinkability). Although this is not our primary
goal, some of the proofs obtained here are firsts.

Related Work: We have already discussed the limitations
that are inherent to symbolic models, and now focus on
tools which provide guarantees in the computational model.
Several such systems exist, based on different approaches.
For instance, CRYPTOVERIF [23] proofs are based on high-
level game transformations, EASYCRYPT [13]] is built on
a general-purpose probabilistic relational Hoare logic which
can be used to formalize most pen-and-paper cryptographic
proofs, and CRYPTHOL [17] goes even further by embedding
the computational model in the proof assistant Isabelle/HOL.
Finally, F* [21] is a general-purpose program verification
framework which can be used (via external arguments) to
provide computational security guarantees. The various ap-



proaches can be compared on several criteria [12]]; we mention
a few to highlight differences with our tool.

Like CRYPTOVERIF, our protocol specifications are given
in the applied pi-calculus, although our language is less
detailed and does not provide a link with implementations.
The strongest tools for verifying implementations remain
EASYCRYPT and, chiefly, F*.

Unlike EASYCRYPT and CRYPTOVERIF, we only provide
asymptotic security bounds. Our approach hides from the user
all quantitative aspects such as probabilities and the security
parameter and, on the surface, our tool is as simple as symbolic
verification frameworks. In contrast, EASYCRYPT users often
have to carry out probabilistic reasoning, and come up with
complex security bounds, which can result in long proofs.
Such aspects are automated in CRYPTOVERIF. In general, the
current level of automation of our tool sits somewhere between
EASYCRYPT and CRYPTOVERIF.

The most important difference between our tool and earlier
ones is the associated proof methodology: CRYPTOVERIF
relies on game transformations and EASYCRYPT performs
Hoare-style proofs of programs, while we reason over exe-
cution traces of protocols. Our proofs are akin to TAMARIN’S
backward reachability analysis, driven e.g. by our unforgeabil-
ity tactic. We give in an in-depth comparison with
EASYCRYPT and CRYPTOVERIF, based on the analysis of the
Basic Hash protocol in the three tools.

II. OVERVIEW

In this section, we give an overview of our framework and
tool, using as a running example the Basic Hash protocol. The
SQUIRREL prover and our case studies can be found in [53]].

Example 1. We consider the Basic Hash protocol as described
in [25]], which is an RFID protocol involving multiple tags and
readers. Each tag stores a secret key that is never updated,
and the readers have access to a shared database containing
all these keys. The protocol is as follows:

T — R: (n,H(n, key)).
Here, n is a fresh name and key is the secret key. When
receiving a message, the reader checks that it is a pair whose

second component is a hash of the first component using one
of the keys from the database.

hash H
abstract ok : message
abstract error : message
name key index — message
channel c
process tag (i, j:index) =
new n; out(c, (n, H(n,key[i])))
process reader (j:index) =
in(c, x);
try find i such that snd(x)=H(fst(x),keyl[i])
in out (c, ok)
else out (c,error)
system (!; R:

reader (j) | !4 ! T: tag(i, j)).

Listing 1. Basic Hash protocol in SQUIRREL

shows a formal description of the Basic Hash
protocol written in the input language of our tool, which is
close to the classical applied pi-calculus. More specifically,
we consider a scenario featuring several reader sessions with
access to the database, and several tags where each tag can
play multiple sessions. The try find instruction encodes the
database lookup performed by the reader: the then branch
is executed with some value of i for which the required
condition holds, if any such ¢ exists, otherwise the else branch
is executed.

We now describe informally how to instantiate our frame-
work to analyze this protocol — in practice, our tool performs
this instantiation automatically from the applied pi-calculus
specification. We consider a set of actions representing each
step of the protocol: TJ[¢,j] is the action performed by the
j™ session of tag i, R[j,i] represents the action of a reader
session j when it has found a value ¢ for which the second
component of its input is a hash of its first component with
key[i], and R1[j] represents the action of a reader session j
when no such ¢ can be found.

Using the user syntax, we now express an authentication
property on the Basic Hash protocol.

goal auth
(i:index,
cond@R (7, 1) =
(j':index), T(i,37') < R(j,1)
&& fst (input@R(j, 1)) = fst (output@T (i,
&& snd(input@R(j, 1)) = snd(output@T (i,

j:index),

FADD)
FADDIE

Listing 2. Reachability goal in SQUIRREL

Here cond@R[j,] is a macro which stands for the exe-
cutability condition of action R[j, 4], where the reader recog-
nizes a valid input message w.r.t. some key key[é]. Our au-
thentication goal expresses that, whenever this condition holds,
there must be some session j’ of tag i (the one using key[i])
that has been executed before R[j,i]. Moreover, the output
of the tag’s action coincides with the input of the reader’s
action. We may note that we express this correspondence
on each projection. Indeed, for some implementations of the
pairing primitive, the equality of projections does not imply
the equality of pairs.

This authentication goal can be proved in our tool using a
succession of four factics:

cond@R (j,1) . MO . Jjl.
The first tactic simply introduces variables ¢ and j and the
assumption cond@R[j, 4] identified by M0. The second tactic

expands this macro into its meaning, i.e.
snd(input@R[j, 7]) = H(fst(input@R{[j, i]), key[]).

We then use the EUF-CMA assumption: the condi-
tion states that if snd(input@R[j,7]) is a valid hash of
fst(input@R([j,4]), thus the term fst(input@R[j,7]) must be
equal to a message that has previously been hashed, i.e.
some m such that H(m, key[i]) appears in snd(input@R[j, i])
or fst(input@QR[j,]). Actually, input@R[j,i] refers to all
messages outputted so far in the execution, and the only



hashed messages outputted by the protocol with the key
key[i] are the names n[é, j] (note that n is parametrized by ¢
and j since it has been generated below the replications
indexed by ¢ and j). Therefore we deduce that there exists
a tag’s session j; occurring before the action R[j, ¢] such that
n[¢, j1] = fst(input@R[3, ¢]). We conclude by instantiating the
existential quantification over 5’ by ji.

Our framework does not only provide a proof system for
trace properties, but also allows to prove equivalence prop-
erties. For illustration purposes, let us consider the following
unlinkability property for the Basic Hash protocol: we want to
prove that a scenario where a tag with identity ¢ can play many
sessions is indistinguishable to a scenario where each tag with
identity ¢ can play only one session. To this end, we make use
of bi-processes with diff terms (as done e.g. in PROVERIF [24]]
or TAMARIN [16]), and we replace in the protocol specification
given in every key[i] with diff (key[i], key[, j]). On
the left side of the bi-process, the key is the same for all
sessions of the tag with identity i, whereas on the right side
each session j of the tag with identity ¢ uses a new key.

We can then prove that the two projections of this bi-
process are observationally equivalent. The proof proceeds by
induction: we show that indistinguishability holds between the
left and right-hand side’s frames at any point of any trace,
assuming that the same holds for the previous points. We then
consider the three possible actions of the processes. For an
action T[z, j], we use the PRF assumption on the hash function
to replace the hashes of the fresh messages H(n[i,j],...) by
fresh names; we can then conclude since indistinguishability
is preserved by the addition of fresh names on both sides. For
a reader’s action R[j, ], we must show the equivalence (up-
to negligible probability) between the conditions of the action
for the two projections of our bi-process. This is an immediate
consequence of the previous authentication property (and its
obvious converse) which holds for our two projections. The
case of actions R1[j] is handled similarly.

III. MODELLING PROTOCOLS — SYNTAX

In this section, we introduce the syntax of our meta-
logic, which is an extension of the base logic of [11] with
timestamps, indices and macros, before describing how to use
it to model protocols. Along this section, we illustrate our
notions using the Basic Hash protocol introduced in[Section TI}

A. Meta-Logic

Syntactically, our meta-logic is a many-sorted first-order
logic. Terms of the meta-logic (meta-terms) are of three
possible sorts:

o terms of sort message represent bitstrings manipulated
and exchanged by protocol’s participants;

o terms of sort timestamp represent time points in an
execution trace of a protocol;

e terms of sort index are used to identify unbounded
collections of objects, e.g. sessions of a role or items
in a database.

T := 7 |init]afi,..., i | pred(T)
t = z|nfin,..., i) | i, i)ty tn)
| input@T | output@T' | frame@QT
| if ¢ thentelset
| find 7 suchthat ¢ in t else ¢/
A = t=t|i=1i
| T=T|T<T'|condQT | execQT
¢ = A|T[L[oANG [V |d=¢ |0

| Vi |Jig | Vre | Irs

Fig. 1. Syntax of meta-terms and meta-formulas

We assume three infinite sets of variables: X (whose el-
ements are noted x, y, z) for message variables; Z (whose
elements are noted 4, j) for index variables; 7 (whose elements
are noted 7) for timestamp variables.

We assume a set F of indexed function symbols (used to
model encryptions, pairs, ...). Each of these symbols comes
with an index arity as well as a message arity: if f € F
has index arity k£ and message arity n, then for all index
variables 41, ...,7; and meta-terms t1,...,t,, we have that
flé1, ... 9] (t1, ..., tn) is a meta-term.

Example 2. Function symbols representing cryptographic
primitives will have index arity 0, and a message arity
depending on the kind of primitive. For instance, we use H
of message arity 2 to model a keyed hash, (-,-) of message
arity 2 to model concatenation, and fst (resp. snd) of message
arity 1 to model the first (resp. second) projection. Function
symbols representing identities (for example, a constant value
associated to each tag) have 0 as message arity and 1 (or
even more) as index arity.

We assume a set A of indexed name symbols (modelling
random samplings of length 7, the security parameter) and a
set of indexed action symbols A (modelling specific times-
tamps). These indexed symbols only have an index arity: they
cannot be applied to meta-terms.

Example 3. To model the Basic Hash protocol in our frame-
work, we consider two names key,n € N: key has index
arity 1, and keyli] models the key associated to the tag i;
n has index arity 2, and nli, j| represents the name used by
the session j of the tag i. Regarding actions symbols we let
A be the set of three indexed action symbols: ar and agr of
index arity 2 and ari of index arity 1. These action symbols
correspond to what is called T,R,R1 in

Definition 1. Given a meta-logic signature . = (F, N, A)
and some sets of variables X, T and T, we give in the
syntax of meta-terms of sort message (noted t) and timestamp
(noted T), and the syntax of meta-formulas (noted ¢). The
only meta-terms of sort index are index variables.

For any meta-term t, we let st(t) and fu(t) be, resp., the set



of subterms of t and the free variables of t of any sort.

Note that meta-terms and meta-formulas are mutually in-
ductive, due to conditional and lookup constructs in terms.
Lookups generalize conditionals: find i suchthat ¢ in ¢ else ¢’
evaluates to ¢ where indices 7 are bound to values such that ¢
holds if such values exist, and ¢’ otherwise. Again, this lookup
construct can be computed thanks to the finiteness of the
domain of interpretation of indices. The special timestamp
constant init stands for the initial time point.

A key ingredient of our meta-logic are macros, which are
used to refer to protocol executions. We have message macros
input@7" and output@T to refer to the input and output mes-
sages of the action executed at time 7". The macro frame@T
represents all the information available to the attacker at that
time: essentially, it is the sequence of all output messages from
the start of the protocol until time 7. We also have boolean
macros cond@7" and exec@T' which respectively encode the
execution condition of the action at time 7" and the conjunction
of all such conditions until time 7'

B. Protocols as Sets of Actions

We model a protocol as a finite set of actions. Each action
represents a basic step of the protocol where the attacker
provides an input, a condition is checked, and finally an output
is emitted. Formally, an action is defined by an action symbol
identifying it, and an action description giving its semantics.
Actions are indexed, allowing for unbounded executions.

Definition 2. An action aliy, ..., ix].(¢,0) is formed from an
action symbol a of index arity k, distinct indices i1, ..., i,
a meta-logic formula ¢ and a meta-logic term o of sort
message such that fv(¢,0) C {i1,...,ix}. The formula ¢ is
the condition of the action, and o its output.

An action afiy, . .., x].(¢, 0) models that o will be emitted
provided that ¢ holds, but does not specify a failure case.
Conditional branching may be modelled using two actions:
one with the condition for the positive branch, and one
with the negation of the condition for the negative branch.
Alternatively, a single action with a trivial condition may
be used, and an output term that performs the conditional
branching. As we shall see, actions are chosen by the attacker,
hence the second option gives less power to the attacker.

A protocol is a set of actions equipped with a dependency
relation, which constrains the order of execution of actions.

Definition 3. Given a finite set A of action symbols, a protocol
P = (Pa, <) over A is a finite set P 4 of actions, one for each
action symbol, equipped with a partial order < over terms of
the form a[i] with a € A. We require that:

o < is insensitive to the choice of specific index variables:
a[i1, cee, ik] < a’[jl, - ,jk/] iff aLO'(Z'l),_: cy O'(Zk)] <
alo(j1),...,0(r)] for any a,a,i and j and for any
bijective variable renaming o : T — I;

e actions only refer to information about previously exe-
cuted actions; for every ali|.(¢,0) € P, each subterm
of ¢ and o of sort timestamp:

(i) either appears in an input macro input@a[ﬂ,

(ii) or is of the form a[j] where d[j] < ali].

Intuitively, an action can refer to its own input, and can
otherwise only refer to timestamps corresponding to actions
that occur strictly before it. We derive < from < as usual:
a < B when a < §ora=0.

Example 4. For illustration purposes, we consider a protocol
made of two actions

afi].(T,ok) and b[i].(T, (input@ali], input@bli]))

with ali] < b[i]. Intuitively, this corresponds to multiple
sessions indexed by i, where each session inputs an arbitrary
message, outputs ok, then inputs another message before
outputting the pair of the two messages it has received. Note
that action bli] is well-formed because afi] < bli] and b[i]
only occurs in the action’s components through input@bli].

Example 5. We model the Basic Hash protocol in our frame-
work using a set of three actions with an empty dependency
relation:

arli, j1.( T, (n[4, j], H(n[i, j], keyl[i])) )

aglj, . (

snc)i(input@aR[j, 1]) = H(fst(input@Qag|j, 1)), key[i]),
ok

ar1[j]-(
Vi. s;d(input@am [4]) # H(fst(input@ag; [j]), key[i])),
error

We can instantiate the indices of an action by concrete
values to yield concrete actions, which represent distinct
copies of the original action.

Definition 4. Given a set A of action symbols, a concrete
action is an action symbol a € A applied to k integers
(where k is the index arity of @). The partial order of a protocol
P = (Pa,<) is lifted to concrete actions in the natural
way: for any mapping o : T — N, alo(i1),...,0(ix)] <
blo(j1),...,0(j)] holds when a[i, ..., ix| < blj1,..., 7]

Finally, for a given protocol, we can consider its possible
interleavings, e.g. the possible sequences of actions that are
compatible with its dependency relation.

Definition 5. Given a protocol P = (P4, <), an interleaving
is a sequence of concrete actions o ...y, in which no con-
crete action occurs twice, and such that, for every 1 < i <n,
for every concrete action [ such that 5 < «;, there exists
1 <j <isuch that B = «;.

The constraints on interleavings are necessary but insuf-
ficient conditions for a sequence of concrete actions to be
executable. The actual executability of an interleaving will be
a probabilistic notion, and will depend on the implementation
of cryptographic primitives. It is addressed in the next section.

Example 6. Going back to the simple protocol introduced

in we have concrete actions a[l], b[1], a[2],



b2), ...with a[l] < b[1], a2] < b[2], ...indicating that,
in each session, b has to occur after a. The sequence
af2] a[1] b[1] b[2] is an interleaving, but a[2] a[1] b[1] b[2] a[2],
and b[2] a[1] b[1] a[2] are not.

Note that our notion of dependency ordering can be used to
impose phase constraints: declaring a[i] < b[j| imposes that,
in all interleavings, any concrete actions alki| is executed
before all concrete actions blks]. In the tool, such extra
constraints can be specified with an axiom, as follows:

a(i) < b(j).

axiom phase: (i, j:index),

Example 7. Continuing our running example, arl[l,1],
ar[l,2], ar[2,1], agr[3,1], and ar:1[3| are concrete actions
with no dependency. Some possible interleavings are:

1) aT[]-v 2} aR[Sa 1];

2) aT[l, 2} aR[3, 1] ari [3];
3) ag(3,1] ar[l,2] arlL, 3].

The first interleaving corresponds to an honest execution.
First, a tag (with id 1) executes its action (for session id 2).
Then, the reader (session id 3) executes its first action for
i =1, i.e. it recognizes a valid input w.r.t. key[1] of the tag
with id 1.

The second interleaving does not correspond to any real
execution since the conditions of actions ar|3,1] and ar;[3]
could not be satisfied simulatenously.

The third interleaving is also not executable: it represents
an execution in which the reader (session id 3) recognizes a
valid input from tag 1 before any output from tag 1.

As mentioned before, our tool takes as input a protocol spec-
ification expressed in a fragment of the applied pi-calculus,
and automatically translates it to a protocol according to
The translation is rather straightforward but its
description and the study of its semantic properties are outside
the scope of this paper.

IV. SEMANTICS

The semantics of our meta-logic is given through a transla-
tion from the meta-logic to the base logic of [[11f]. We recall

the semantics of the base logic in before defining
the translation in [Section IV-B

A. Base Logic

We briefly recall the key definitions of [11]], considering
only the sort message, and a single attacker symbol att. We do
not rely on the way [[11] encodes protocol equivalence into the
logic (using a so-called folding operation) but only need the
core logic for reasoning about computational indistinguisha-
bility of sequences of messages.

Syntax: The base logic is a first-order logic, in which
terms represent probabilistic PTIME Turing machines produc-
ing bitstrings, and a single predicate ~ represents computa-
tional indistinguishability. A key idea of the CCSA approach
is to use a special attacker function symbol att to represent the
attacker’s computations, which is left unspecified to model the
fact that the attacker may perform any arbitrary probabilistic

PTIME computation. The logic is parameterized by a set Nz
of name symbols, a set of variables Xz, and a set of function
symbols Fg. Terms are generated from Xp and N using the
unary function symbol att and the function symbols of Fp.
We assume that Fp contains at least the following symbols,
with the expected arities and usual notations:

o pairing (_,_), equality EQ(_, _);

« constants empty, true and false;

o conditionals if _ then _else _.

We do not use a predicate symbol for equality in the base
logic: EQ(u,v) is a term and we may write, for instance,
EQ(true, EQ(u,v)). We allow ourselves to use the same
notations for some constructs in the meta-logic and base logic,
because our translation is homomorphic w.r.t. them.

Atomic formulas are of the form wq,...,u, ~ v1,...,0,
where n > 0 and uq,...,Un, v1,...,v, are terms, and
represent indistinguishabilities between two experiments.

Semantics: We are interested in the interpretation of
formulas of the base logic in a specific class of first-order
interpretations, called computational models. The domain of a
computational model M is the set of PTIME Turing machines
receiving as inputs the security parameter 7 in unary (1”) and
a pair p = (ps, pr) of random tapes (the complexity is w.r.t.
the security parameter, not the random tapes). The tape p; is
used to draw honestly generated random values, and is not
directly accessible by the attacker, and p,. is used for random
values drawn by the attacker. The interpretation [t] of a term
as a Turing machine is defined as follows.

o Each name n € Ap is interpreted as a machine that
extracts a word of length ) from p;, such that different
names extract disjoint parts of the tape.

o The symbols empty, true, false, EQ and if _ then _ else _
are interpreted in the expected way. E.g., for any terms
t1, ta, [EQ(t1,t2)] is the Turing machine that, on input
(17, p), returns 1 if [¢t1] and [t2] return the same result:

L if [t (17, p) = [t2] (17, p)
0  otherwise

[EQ(t:, )11, ) = {

e The other function symbols in Fp are interpreted as
arbitrary PTIME Turing machines that do not access the
random tapes. When studying a specific protocol, we re-
strict computational models according to the assumptions
the protocol relies on: e.g. we may assume that a binary
function symbol @ is interpreted as exclusive or, that a
binary function symbol H is interpreted as a PRF keyed
hash function, ...

o The symbol att is interpreted as a PTIME Turing Ma-
chine that does not access the random tape p,, but has
access to p;.

Finally, the predicate ~ is interpreted as computational in-
distinguishability (noted =), where ds,...,d, ~ d},...,d,
when for any PTIME Turing machine A,

| PI’(p : A(d1<1nap)a B -adn(1n7p>7pr) = 1)_
Pr(p: Ald;(17,p),....d, (17, p), pr) = 1



is negligible in 7.

We write M |= ¢ when the base formula ¢ is satisfied in
the computational model M, and we say that ¢ is valid if it
is satisfied in any computational model.

Example 8. Assume that n and m are two distinct names.
The formulas n ~ m and EQ(n, m) ~ false are valid: indeed,
the attacker cannot distinguish between two random samplings
with the same distribution, and there is a negligible probability
that two independent uniform samplings of length n coincide.

The if _ then _ else _ function symbol allows to define other
boolean constructs. We write u A v for if u then v else false,
and define similarly u V v and u = v. Finally, we write u = v
for EQ(u, v).

Example 9. Consider the following base logic formulas:

(u ~ true) = (v ~ true) (a)
(u = v) ~ true (b)

Formula (a) is a logical consequence of (b): if both u = v
and wu are true with overwhelming probability, then it must
also be the case for v.

However, (a) does not generally imply (b). Consider a unary
function symbol [ and a model Ml where f is interpreted as
the machine that returns the first bit of its argument. Then,
for any arbitrary name n, the term f(n) is interpreted as the
probabilistic computation returning 1 with probability % and
0 otherwise. We have M £ (f(n) ~ true) hence formula (a)
is satisfied in Ml when u := f(n), regardless of v. However,
M B (f(n) = false) ~ true. In other words, f(n) is not true
with overwhelming probability, but it is also not false with
overwhelming probability.

B. Translation

Our translation from the meta-logic to the base logic, is pa-
rameterized by the protocol that the meta-logic is meant to de-
scribe. From now on, we assume some protocol P = (P4, <)
built upon a set of actions .4 using function and name symbols
from F and N. Therefore, we consider meta-logic terms and
formulas over ¥ = (F, N, A).

Definition 6. Given a finite set D of integers, the base logic
signature P = (Fp, Np) contains exactly:

o aname symbol ny, . . foreveryn € N of index arity p,
and every ky,...,k, € D;

e a function symbol fy, . x of arity n for every f €
F of index arity p and message arity n, and every

ki,....ky €D.

Example 10. In the Basic Hash protocol, n € N is a name
symbol of our meta-logic, of index arity 2. Let D = {1,2}. We
have P = (Fp,Np) with Ng = {n11,n12,n21,n22}. In
other words, for this choice of concrete indices, we consider
four different names in the base logic. Function symbols used
to model primitives are all of index arity 0, thus we have a
one to one correspondence between function symbols in F and
those in Fpg, and we still write H, (_, ), fst, and snd.

We now define the structure that allows us to interpret meta-
terms and meta-formulas. The idea is that for each possible
interleaving of the protocol, we can define a structure such
that the macros at each timestamp correspond to their expected
value for that interleaving.

Definition 7. A trace model T (associated to a protocol P)
is a tuple (Dz, Dy, <y,01,07) such that:
e Dz C N is a finite index domain;
e <7 is a total ordering on
Dy = {init}Lﬂ{a[k’l, . ,k‘n] la e Aky,... .k, € DI}
such that init is minimal, and such that the sequence of
elements of D1 ordered by <t is an interleaving of P;
e 07 : L — Dt and o7 : T — Dy are mappings that
interpret index and timestamp variables as elements of
their respective domains.

We include o7 and o7 to ease the presentation, which
means that trace models provide an interpretation for all index
and timestamp variables. This information is often irrelevant:
when interpreting a formula, only the interpretation of its free
variables will matter.

The total ordering <7 yields a predecessor function pred :
D+ — Dy which maps init to itself and all other elements
v € D7 to the largest v/ € Dy such that v' < v.

Example 11. Continuing our running example, we consider
Dy = {1}, and the following total ordering:
init < ar(l,1] < ag[l,1] < ari[1]

Therefore, we have that pred,(ar[l,1]) = ar[l,1]. The
notion of trace model forces us to include both ari[1] and
ar[l, 1] even though their conditions are mutually exclusive.
It is not a concern: what matters is that all real executions of
the protocol are accounted for by some prefix of the complete
interleaving induced by some trace model.

When T = (Dz,Dr,<7,0z,07) is a trace model and
k € Dz, T{i — k} is the trace model identical to T in
which o7 is updated to map ¢ to k. We similarly define
T{r + v} when v € Dr.

We can now define, for each meta-term ¢ and trace model T,
the base logic term ()T, and similarly for formulas. The
complete definition is given in and we only
present here its general principle. It is defined inductively
on the structure of meta-terms and meta-formulas, translating
each meta-logic construct by its counterpart in the base logic
when it is available. Indexed function symbols are translated
to their counterpart in 7. For instance, names are translated
as follows: ‘ . def
(n[lh s 72p])T = Noz(i1)ye.,0z(ip)-

Boolean constructs are translated to their dotted counterparts.
Finally, lookup constructs are translated to nested conditionals:
(find i suchthat ¢ in t else /)T &
if (¢)T{=k1} then (£)T{=F1) else
if (gﬁ)T{;H’”} then (t)T{;HkZ} else

if (¢)T{ko} then (£)T{0Fr} else (¢)T



cond;iy = execg,;; = true
input;,; = frame;,;; = output;,;; = empty
outputam =o0
condam =¢ ) )
exec, s = cond@ali] A exec@pred(ali])
frame_., = (exec@ali],
a[i] - -
(if exec@al[i] then output@ali] else empty,
frame@pred(ali])))
input, oy = att(frame@pred(a[f]))

Fig. 2. Interpretation of macros, where a[i].(¢, o) is an action of P 4.

—

where El, ..., k, is a complete enumeration of Dlzl 3
Regarding meta-formulas, quantifications over index and
timestamp variables do not have a direct counterpart in the
base logic. They are translated to finite boolean expressions
through nested conditionals relying on A and V introduced

previously: _ _
(Vi.p)" Akepy (¢)THH
def
(Vo) = Avepy (9)T1T
and similarly for existential quantifications.

Finally, we also have to give a meaning to the macros
input, output, frame, cond, and exec used in the meta-logic.
We define in [Fig. 2| the terms m;;, and {ma[f] | a[i] € Pa}
for each of thése macro symbols, and then have:

aet | (Mini) " if (T)T = init
(m@T)T = {(ma[{ﬂT{;HE} if (T)T — a[E} and am €Pa

Roughly, an output macro is replaced by the meta-term
as specified by the protocol and it is then interpreted in the
trace model to get a base term. The cond macro has a similar
treatment and produces a base formula corresponding to the
conditional of the action. The exec macro simply corresponds
to the conjunction of all past conditions.

The translation of the frame gathers (using nested pairs)
all the information available to the attacker at some execution
point: for each past action, the attacker observes if the execu-
tion continues and, if that is the case, they obtain the output.
Finally, in order to model the attacker’s capabilities, the input
macro is interpreted using the attacker symbol att, to which
we pass the current frame.

Example 12. Considering the trace model T given in
ample 11| with o7z(i) = oz(j) = 1, we give below the

interpretation of several meta-terms:

(output@arli, j])T = (n11,H(n1 1, key;)) d:eftout
(fst(output@arl[i, j]))T = fst(tour)
(input@ag|[j,i])" =

att((true, (if true then to, else empty, empty))) = tin

Therefore the meta-formula expressing an authentication

property in translates as follows in T:
snd(tin) = H(fst(tin), key;) =
(true A fst(tin) = fst(tour) A snd(tin) = snd(fout))

Note that the atom ar[i, j'] < agrlj,i| has been replaced by
true because it holds in T when i, j and j' are (necessarily)
interpreted as 1. If we had had ar[l,1] > agr[l,1] in T
we would have obtained false, making the conclusion of the
implication unsatisfiable.

The base formula of the previous example corresponds to
the translation of the meta-formula expressing authentication
considering a single and very simple trace model. To provide
a proof of our authentication property, we have to verify the
validity of the base formula obtained with any trace model.

C. Validity

We say that a meta-formula ¢ is satisfied in T, M, written
T,M =p ¢, or simply T,M = ¢ when P is clear from the
context, whenever M = (4)T ~ true. Intuitively, it means
that the formula ¢ is true with overwhelming probability on the
trace T. Then, we say that ¢ is valid if it is satisfied in every T
and M: intuitively, the formula ¢ is true with overwhelming
probability for every executions of the associated protocol P.

In practice, this notion of validity is too strong: for instance,
the authentication property of the Basic Hash protocol only
holds if the hash satisfies some unforgeability assumption.
Thus, we are interested in verifying the validity of meta-
formulas for restricted classes C of models. We will con-
sider two types of restrictions. First, we may make some
security assumptions on the interpretation of cryptographic
primitives in M: e.g., when a hash function is declared in
our prover, we assume that its interpretation satisfies the PRF
assumption. Second, further assumptions can be made by
adding axioms expressed as meta-formulas. An axiom ¢ will
restrict the considered class C to those T and M such that
M, o = (¢)T ~ true for all semantic assignments o mapping
free message variables occurring in ¢ to probabilistic PTIME
machines. Axioms are used, for example, to express properties
of message lengths: len({z, y)) = plus(len(z), len(y)).

Note that our notion of validity differs from standard notion
of security in the computational model. In our logic, if a
formula ¢ is valid, it means that for any given trace and for any
attacker interacting with the protocol along this trace, ¢ is false
with negligible probability. In the computational model, one
would rather expect that for any attacker interacting with the
protocol and choosing a polynomial number of actions to exe-
cute, ¢ is false with negligible probability. In the former case,
the advantage of the attacker may grow super-polynomially
w.r.t. to the number of sessions, but not in the latter. We
provide a contrived example showing the difference between
the two notions in While weaker than concrete
security bounds, we stress that this guarantee is stronger than
symbolic guarantees for unbounded sessions. Furthermore, this
limitation can be lifted using the composition result of [29],

as done in some of our case studies (cf. [Section VII).



NAMEINDEP NAMEEQ
n7ém F,i1:j1,...,ik:jk|—¢
onfi]=m[j]+ ¢ T,nfit,...,ix) =n0[j1,...,5k F &
ACTDEP - ACTINDEP
when a[j] < b[i] when a # b

F,b[;]ga[ﬂl_(ﬁ Fva[;]:b[;]ktzs

ACTEQ EXEC

i1 =41,...,5 =jx F ¢ I,Vr' < r.cond@r’ F ¢
I,afir, ..., i) =b[j1,..., k] F ¢ T',exec@Qr F ¢
INIT PRED

D7 =pred(t) VT =7F ¢
T,pred(7) <7/ <7k ¢

I,7#init AT < pred(T) - ¢

Fig. 3. Some rules of our sequent calculus for reachability.

Meta-formulas express properties of all execution traces
of a protocol. Some security properties (e.g. strong secrecy,
unlinkability) are better expressed as equivalences between
two protocols. We accomodate such notions naturally in our
framework since it is based on an indistinguishability predi-
cate: this is presented in Before that, we design
in the next section a proof system that allows to derive valid
meta-formulas (relatively to some classes of models).

V. REACHABILITY RULES

We now present our reachability sequent calculus, for some
protocol P = (P4, <) fixed throughout the section.

Definition 8. A sequent ' - ¢ is formed from a set of meta-
formulas T' and a meta-formula ¢, both without message vari-
ables. The sequent T' & ¢ is valid w.r.t. a class of models C if
(A') = ¢ is valid w.rt. C.
. Pibgr ... Tk on
Definition 9. An inference rule is
ko

sound w.rt. a class C when the conclusion is valid w.rt. C
whenever the premises are valid w.r.t. C.

We now give our meta-logic reachability sequent calculus
rules, and prove their soundness. We talk of validity (resp.
soundness) without specifying the class C when it holds w.r.t.
all models.

A. Basic Rules

Although our sequents have a probabilistic semantics, all
rules of classical first-order sequent calculus are sound.

We give in the rules we designed which are specific
to security protocol analysis, and describe them below. Two
different names are almost never equal (i.e. they are not equal
except for a negligible number of samplings). This can be
the case either because they have different head symbols (rule
NAMEINDEP) or because they have the same head symbols
but different indices (rule NAMEEQ). The rule ACTDEP states
that actions must occur in the order imposed by the protocol,
and ACTINDEP and ACTEQ express that two different actions

@-NIL ®-SYm
THFt®t=0 F'Ftat =t ot
B®-AssoC

FHte (et =tat)at’

Fig. 4. Some XOR rules of our sequent calculus for reachability.

cannot occur at the same instant. The PRED rule states that
there is no timestamp between pred(7) and 7, and EXEC
states that if the trace is executable up to 7 then the protocol
conditions hold for any instant before 7. INIT says that if 7
is not the initial timestamp, then 7 cannot occur before the
action preceding it.

We also have rules for expanding macros into their meaning.
For instance, if P4 contains the action ali].(¢,0), we can
derive T' - output@ali] = o and " I cond@a[i] < ¢. All
these rules are sound.

Some of our rules are sound only under some computational
assumptions. These assumptions can either be cryptographic
assumptions (we give examples in the next section), or func-
tional properties of the primitives. E.g, the rules &-NIL,
©-SYM and ©-AssoC of state functional properties
that @ satisfies whenever it is interpreted as the XOR operator:
these rules are obviously sound in any computational model
where @ is interpreted as XOR.

B. Advanced Rules

We now describe how we designed the most advanced
rules of our reachability sequent calculus, which deal with
cryptographic assumptions and probabilistic independence. We
present here the rule for the EUF-CMA axiom. Another rule,
NAMEFRESH, is presented in [Fig. §| of [Appendix B|

a) Base logic rule: We recall the base logic EUF-CMA
rule from [43]]. Before starting, we introduce notations we use
to describe syntactic side-conditions of rules.

Definition 10. A template C[[]1,...,[|n,®] is a syntactic
expression built using the hole variables ([);)1<i<n, the special
variable o, and applications of function symbols f € Fp (with
the correct arity) such that e occurs exactly once in C.

For any base terms ty,...,t,,t, we let C[ty,...,t,,t] be
the base term obtained by substituting the hole variables and e
by the terms ti,...,tp,t.

When possible, we omit the hole variables and write C|_, o).

Definition 11. Let C[_, o] be a template, u a ground base
term and n a name. Then n Co u holds whenever n appears
in u only in subterms of the form C[W,n] for some 0.

Example 13. We give two examples:

e n L, u states that n does not appear in u.
o k EH(_ ) u states that k appears only as a hash key in u.

—

Roughly, the EUF-CMA rule states that if s is a valid hash
of m, then m must be equal to some honestly hashed message



appearing in s or m. We formally define it next, as a simple
elaboration of the rule EUF-MAC of [43]] (a base logic sequent
'k ¢ is valid when ((AT) = ¢) ~ true is valid).

Definition 12. For any ground base terms s,u, m and name k,
we let EUF-CMA be the rule:

L, \/H(u,k)est(s,m) m=ut ¢
I'ys=H(m,k ¢

Example 14. If u is the term (H(t1, k), (H(ta, k), H(t3, K)))

where K, K are names and s, to, t1 and to are ground terms
that do not use k and K, then we have an EUF-CMA instance:

when KTy ¢y 8,m

T, (att(u) =t1) V (att(u) = t2) F ¢
I',s =H(att(u), k) F ¢

Indeed, k appears only in hash positions in s and att(u), hence
K E(_e) 5,att(u). Moreover, t, and to are the only messages
hashed by Kk (note that ts is hashed by a different key K ).

b) Meta-logic rule: We now explain how to lift the base
logic rule EUF-CMA to the meta-logic. We need to find a
rule such that its translation in any trace model yields a
valid instance of the base logic EUF-CMA rule. There are
two obstacles to this. Assume our meta-logic rule is of the
following form:

s Viukipestism m=ubt ¢
I, s = H(m,k[i]) - ¢

Soundness requires that:

when SSC, 7/ (s,m) ()

o if the meta-logic side-condition SSCy(s,m) holds,
then all translations of s and m must satisfy the base

logic side-condition:
VT, (K7™ Cue ()7 (m)" 2)

the set of meta-terms ST(s,m) must be such that its
translation in any trace model contains all hashes of the
translation of s and m. That is, for every T:

{H(u, (K[ID") € st((s)", (m)")} € (ST(s,m))"  (3)

Note that both obstacles are of the same nature, though
there is an additional difficulty in the second condition: since
the set on the left of can be arbitrarily large (because the
trace in T can be arbitrarily long), the set (ST(s,m))T may
be infinite (because of this, our final rule will slightly differ
from the form proposed in (T)).

We start by focusing on the occurrence side condition
EH(_,e)- First, we naturally lift it to meta-terms, by requiring
that the side-condition holds for the translation of the meta-
terms in any trace model.

Definition 13. Let C' be a template and v a meta-term with
no message variables. For any name symbol n, we let n EE U
hold whenever nz C¢ (u)p holds for any trace model T and
k C Dz (of length arity of n).

The base logic side-condition T is fully syntactic, and
can easily be implemented. This is no longer the case with
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n Eg u, as it requires to check a property on all translations
of u. Therefore, instead of checking directly n EE u, We are
going to check the property on the direct occurrences of n in «
(i.e. n C¢ u), and on the occurrences of n in any action of
the protocol. The idea is that this must over-approximate all
occurrences of n in any translation of w in a trace model T.

First, we adapt to meta-terms (base logic
function symbols in a template C are seen as function symbols
of index arity 0 of the meta-logic).

Definition 14. Let C be a template, u a meta-term without
message variables, and n be a name symbol. Then n Co u
holds whenever n appears in u only in subterms of the form
C[&, n[i]] for some @ and indices i.

Definition 15. Let C be a template, and n be a name symbol.
We write n T P when n C¢ {¢,0 | ali].(¢,0) € Pa}.

We give a sufficient condition to check that n Eg U.

Proposition 1. Let C be a template. For any name symbol n
and meta-term u, if n Co u and n E¢ P then n Eg U.

Next, we need to over-approximate the (possibly infinite)
set of all honest hashes that can appear in the translation of
a meta-term, as stated in (3). As for Eg, we look for all
possible occurrences of H(u,K) either directly in (s,m), or in
an action of P. In the latter case, we also construct a formula
of the logic that characterizes the fact that the action must have
happened before the moment where v was computed, which
improves the precision. We capture this through some set
stp(s,m), which is formally defined in Essen-
tially, Stp (s, m) is a set of triples (u, i, ¢) such that, for any T,
any subterm of (s, m)T that is a hash is the interpretation of
some (u)T{#*} such that ¢ holds in T{7 — k}. Moreover, i
are the new indices in u and ¢: fv(u, ¢) C fv(s,m) U {7 }.

We can now state the meta-logic version of the EUF-CMA

rule given in [Definition

Proposition 2. The following rule is sound whenever H is
interpreted as an EUF-CMA keyed hash-function:

U Vibuitio) i o esto(sm F0-0o =7 ANeAm=u) ¢
T, s =H(m,k[j]) F ¢

when KTy o) P and KCy(_a) 5, M.

Proof (sketch). It suffices to show that, for any trace model T,
the translation of the rule in T is (up to some minor details)
an instance of the base logic EUF-CMA rule.

Using , we know that kK Eﬁ(,,-) t,m, hence

Ki CH( 0 (t,m)" for any k C Dz: this guarantees that the
side-condition of the base logic rule holds. Then, we show
that the translation in T of the disjunction in the premise of
the meta-rule covers all cases of the premise of the base logic
EUF-CMA rule, using the fact that Stp(s,m) correctly over-
approximates the hashes in st((s,m)"). O

Example 15. We illustrate our rule on an example in the
context of the Basic Hash protocol, as described in



(we factorize the quantification and the equality atom, which
are shared by all three cases):

T, Jio, jo. 4o = i A
( (arlio, jo] <7 Anli, j] = nlio, jo])
V (@rljo, i0] < 7 A nli, j] = fst(input@ag|jo, io]))
V (ariljo] <7 Anli,j] = fst(input@ag; [jo])) )
T, snd(input@r) = H(nl[i, j], key[i]) F ¢

F¢

The rule does express that if a hash of nli,j] has been
obtained, this message must have been previously hashed.
The three possible hashed messages detected by Stp(s, m) are
restricted to plausible situations: equalities ig = i ensure that
the hashing key is key|i] and inequalities over timestamps (e.g.
arlio, jo] < 7) ensure that the situation comes from an action
that has been previously executed.

VI. EQUIVALENCE RULES

We now turn to proving equivalences. Ultimately, we are
interested in proving observational equivalence between two
protocols, as this allows to model several security properties
such as strong secrecy, anonymity, or unlinkability. We first
define the notion of observational equivalence, then define
what are our equivalence sequents, and finally present our
equivalence sequent calculus.

Intuitively, two protocols P; and P, are observationally
equivalent when they offer the same set of actions for the
attacker to execute and, for any sequence of actions that the
attacker may decide to execute, the resulting frames with P
and Py are indistinguishable. In particular, the actions execute
with the same probability on both sides, and the sequences of
messages that are outputted are indistinguishable. We start by
defining the notion of compatible protocols, capturing the idea
that they offer the same set of actions.

Definition 16. Protocols P1 = (P4, <1) and Py = (P%,<2)
are compatible if they are based on the same set A of action
names and have the same partial orders, i.e.

a <y ' if, and only if, o <o ' for all o and o'.

Since the notion of trace model only depends on the
underlying set of names and partial order, and not on the actual
semantics of the protocol given by P4, we immediately have
that two compatible protocols have the same trace models.

Definition 17. Two protocols ‘P; and Py are observationally
equivalent if they are compatible and, for any trace model T,
the base logic formula (frameQr)7, ~ (frame@r)7, is valid.

We need a notion of sequent for equivalences that allows
us to express observational equivalences. More generally, we
want to reason about indistinguishabilities between sequences
of meta-level terms and formulas interpreted w.r.t. different
protocols on each side of the equivalence. We also need
hypotheses to enable proofs by induction.

Definition 18. Let Py and Py be two compatible protocols.
A meta-equivalence is an element of the form i ~ U where U
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and v are sequences of meta-terms and meta-formulas of the
same length and without message variables. The interpretation
of a meta-equivalence in a trace model w.r.t. Py and Py is:
_ AT def AT
(d@ ~ U)pl,Pz )791 ~ (v)

—

= (u Py

An equivalence sequent for P1 and Po is a judgment of the
form A bp, p, E where E is a meta-equivalence and A is a
set of meta-equivalences. We may note A = E when Py, Ps
is clear from the context.

The sequent A bp, p, E is valid when T,M = (E)p, p,
for all T and M such that T, M |= (E')}, p, for each E' € A.

We now present our equivalent calculus, for some compat-
ible protocols P; and P, fixed for the rest of this section.

A. Basic Rules

We present in [Fig. 5] some basic inference rules for deriv-
ing equivalences, whose soundness does not depend on any
cryptographic assumption. In these rules, we use the meta-
variable £ to denote either a meta-term or a meta-formula.

All the rules but INDUCTION are obvious liftings of known
axioms for deriving equivalences in the base logic (see
e.g. [11]). It is the case of rule REFL: if @ is macro-free
then its interpretations w.r.t. P; and Py are the same, thus
our rule is, for each possible trace interpretation, an instance
of the reflexivity rule of the base logic. It is also the case
of rules ENRICH, DUP and FA. We also allow in our proof
system variants of the FA rule such as FA-{ which are still
liftings of the base logic FA rule. Finally, rule EQUIV-TERM
allows to replace some occurrences of a meta-term ¢ by ¢’
on the left side of the equivalence provided that Fp, t = ¢
is derivable. We can similarly replace a meta-formula by an
equivalent one using EQUIV-FORM. Obviously, the variants of
these rules working on the right side of equivalences are also
allowed.

The INDUCTION rule allows to prove an equivalence for
any arbitrary timestamp 7 by proving the equivalence when 7
is init and, for each action al] of the protocol, when 7 is ali]
assuming that the equivalence holds for pred([f]). Proofs of
observational equivalence almost always start with this rule.

B. Advanced Rules

We now present some more advanced rules. The soundness
arguments for these rules are postponed to

We show in our rule FRESH. It is based on the base
logic rule which states that adding fresh names on each side of
an equivalence preserves its validity: indeed, these independent
uniform random samplings do not bring any new informa-
tion to the attacker. We lift this at the meta-level by over-
approximating the freshness condition as meta-formulas: we

have (n[?])%l ¢ st((i6)p,) whenever (Fresh;';[i](ﬂ'))qr731

Our proof system also features a rule expressing the
information hiding capabilities of XOR, as well as rules
corresponding to the cryptographic assumptions PRF, CCA1,

ENC-KP, and DDH shown in

is true.
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Fig. 5. Generic inference rules for equivalences

Base logic rule:
AFd ~7

Arin~im where n & st(@), m & st(¥)

Meta-logic rule:

—.

AF a,if Fresh;)[? (@) then empty else n[i]

-

~ 1, if Fresh;gg] (7) then empty else m[j]

=

AFd,nfi] ~T,m[j]
n[i] def - > =
where Freshp[ }(t) = /\(n[?o]j,c)es'tp({) Vi.(c=1i#1o)

Fig. 6. Rule FRESH.

Finally, our proof system includes a rule FA-DUP which
allows to handle some cases where meta-formulas or meta-
terms could be dropped from an equivalence, but where this
cannot be done using the FA and DUP rules because the
justification for dropping the elements is not immediately
apparent in the meta-logic. Formally, we define in
of a set of honest meta-formulas Honest 7y for
any timestamp 7'. The rule is then as follows:

FA-DUP
Ak i, frameQT ~ o7, frameQT
A i, frameQT, execQT A ¢
~ U, frameQT, execQT A ¢

Intuitively, we can remove ¢ when it can already be computed
by the attacker using the information they obtained from a past
execution. Our set Honestg captures a fragment that has this
property. We typically use FA-DUP for formulas describing
honest interactions between protocol participants, such as the
right-hand side of the implication of which does
belong to Honesta (5.4} -

¢ € Honestr,

C. Implementation Details

Since we are interested in proving observational equivalence
between protocols that are compatible and whose terms only

differ in a few positions, we use the common technique of
describing two protocols as a single bi-protocol using a special
binary function symbol diff(-,-). We also present and manip-
ulate meta-equivalences as bi-frames, i.e. as a single sequence
of meta-terms and formulas featuring the diff (-, -) symbol. We
have derived tactics from the rules presented before, adapting
them to work conveniently using this presentation.

VII. CASE STUDIES

We have implemented the meta-logic inside an interactive
protocol prover: SQUIRREL. This tool consists of about 10,000
lines of OCaml code, and is available at [53]).

SQUIRREL accepts models written in a variant of the applied
pi-calculus, as depicted in [Listing I} and allows to prove reach-
ability and equivalence properties of the specified protocol.
Proofs are interactive, using tactics. Automated tactics are
available to reason over equalities and disequalities over terms
(modulo e.g. the equations of XOR). Some tactics performing
basic proof search and automated reasoning are implicitly
applied at each step of the proof to simplify goals and close
absurd ones. A strength of the tool is its modularity: extending
the tool with new cryptographic primitives does not impact the
core of the tool. It only requires to add new tactics and to prove
their soundness inside the meta-logic.

We have used our tool to perform a number of case
studies, proving different kind of properties (authentication,
strong secrecy, anonymity, unlinkability) under various crypto-
graphic assumptions (PRF, EUF-CMA, XOR, CCA;, ENC-KP,
INT-CTXT, DDH). They are summarized in

For each protocol, we provide the number of lines of code
(LoC), the cryptographic assumptions used, and the security
properties studied. In all cases, SQUIRREL is able to conclude
in less than one minute. Interestingly, most proofs follow the
intuition of the pen-and-paper proofs, while some low-level
reasoning is successfully abstracted away or automated.

A. RFID based protocols

Those case studies (Basic Hash [25], Hash Lock [42],
LAK with pairs instead of XOR as in [41]], MW [50]] and
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Protocol LoC | Assumptions Security properties

Basic Hash [25] 100 PRF, EUF-CMA Authentication & Unlinkability

Hash Lock [42] 130 PRF, EUF-CMA Authentication & Unlinkability

LAK (with pairs) [41] 250 PRE, EUF-CMA Authentication & Unlinkability

MW [50] 300 PRE, EUF-CMA, XOR Authentication & Unlinkability

Feldhofer [40] 270 ENC-KP, INT-CTXT Authentication & Unlinkability

Private Authentication [[11] 100 CcA1, ENC-KP Anonymity

Signed DDH [1, ISO 9798-3] 240 EUF-cMA, DDH Authentication & Strong Secrecy
Additional case studies, using the composition framework from [29]

Signed DDH [1, ISO 9798-3] 200 EUF-cMA, DDH Authentication & Strong Secrecy

SSH (with forwarding agent) [54] | 700 EUF-CMA, INT-CTXT, DDH | Authentication & Strong Secrecy

TABLE I
CASE STUDIES

Feldhofer [40]]) are authentication protocols between identity-
specific tags and a generic reader (having access to a shared
database with authorized tags credentials). We used our tool
to establish proofs of unlinkability using the notion defined
in [4]], [6]]: an outside observer must not be able to distinguish
between a system where each tag can play many sessions from
a system where each tag can play at most one session.

These proofs follow the same global pattern: we use the
induction tactic to reason on an arbitrary number of sessions,
then at some point we use the equivalent tactic to transform
the conditional of an action into an equivalent formula that
can be removed with FA-DUP. The systematic use of authen-
tication to establish unlinkability is reminiscent of the well-
authentication condition of [6], [41].

In our framework, equivalence requires synchronized ex-
ecutions of the two protocols, but their databases need not
have similar structures, as would be the case with the diff-
equivalence notions of PROVERIF or TAMARIN. This has
allowed us to obtain proofs of unlinkability that are out-of-
scope of these tools, cf. discussion about Basic Hash in [6].

For LAK, MW and Feldhofer protocols, the last conditional
of the protocol is not modelled. We managed to partially
overcome this limitation for the MW protocol: in this proof,
we enrich the frame with infinite sequences of messages that
over-approximate what the attacker may learn during protocol
executions, which eases the proof process. We cannot yet
prove the indistinguishability of these sequences in the tool,
because we lack a notion of induction over sequences of
messages. This is left for future work.

B. Private authentication

We study the Private Authentication protocol as presented
in [11]], where the authors give a (manual) proof of anonymity
in the computational model for one session of the protocol. A
protocol preserves anonymity if an attacker is not able to tell
when a session of the protocol is initiated by one identity
or by another. Using our tool, we were able to establish
a mechanized proof of anonymity for this protocol, for an
arbitrary number of sessions.
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C. DDH based protocols

We first study a proof of strong secrecy of the shared key
for the signed DDH protocol [1, ISO 9798-3]. Similarly to
RFID based protocols, we rely on the proof of authentication
properties in the reachability prover to perform our proof of
strong secrecy in the indistinguishability prover.

We also present two additional case studies for the signed
DDH protocol [1, ISO 9798-3] and the SSH protocol [54],
where proofs are performed through the use of the composition
framework developed for the CCSA model in [29]. The authors
outline how to decompose a proof for those protocols into
single session proofs, which consists in slightly modifying
the hash function by giving more capacities to the attacker
using oracles. With our tool, we were able to mechanize those
proofs. Compared to the other case studies presented so far,
those two hold for an unbounded number of sessions that may
depend on the security parameter (this is given by the result
in [29]]), and not just for an arbitrary number of sessions.

VIII. CONCLUSION

We have designed a meta-logic on top of the CCSA logic
of [11f], and proof systems for establishing reachability and
equivalence properties in that language. We have shown that
it yields a simple, high-level methodology for carrying out
computer-assisted proofs of cryptographic protocols, providing
asymptotic security guarantees in the computational model.
This is supported by the implementation of the interactive
prover SQUIRREL, and its use on various case studies.

As future work, we plan to enrich and optimize the proof
automation, for instance by borrowing from the SMT tech-
niques and tools. Our proof systems could also be enriched
to benefit from equivalence reasoning in reachability goals,
e.g. the PRF equivalence rule should allow to replace hashes
by fresh names in reachability goals. We would like also
to extend our framework to deal with protocols with states.
Whereas handling protocols with states seems to be difficult
in CRYPTOVERIF, our approach based on a reasoning over
execution traces of protocols seems to be more suitable for this
extension. We are working on it with the aim of mechanizing
e.g. the proof of the modified AKA protocol of [43[]. On a
more theoretical level, we plan to address the formal semantics



of our applied pi-calculus protocols, and the study of their
translations to our internal representation as sets of actions.
Finally, we plan to elaborate on our approach to provide truly
unbounded security guarantees, instead of asymptotic security
guarantees for each trace (with an asymptotic bound that may
depend on the trace).
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APPENDIX A
SEMANTICS OF OUR META-LOGIC

Our translation from the meta-logic to the base logic, is
parametrized by the protocol P = (P4, <) that the meta-
logic is meant to describe, as well as the trace model T under
study. The general principle of this translation is presented
in and we give below the complete definition of
this translation. We start with the interpretation of meta-terms
of sort index and timestamp:

(i)p=0z(i)  (M)p=o7(r)  (init)p = init
(a[ih . ,lp])TP a‘TI(il),-u,UI(iP)
(pred(T))} = pred((T)3)

Then, we give the interpretation of meta-terms of sort
message. Remember that the interpretation of the macro
terms m, .. and {mam | ali] € P} are given in Below,
ki,...

-

k, is a complete enumeration of Dm in lexicographic
) T
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orderm

(i1, ip))p = Nog(in),oz(iy)
(2)p = @
(f[il,...,ip](tl,...,tn));r) = . :
foz(in)moz(ip) ((E1) P -5 (tn)p)
(m; )T if (T)T = init
@T T init oo - ~
(mQT)" =9 (4 _yTE=F) it (T)T = a[f] and aff] € Pa

al7]
(if ¢ then t else ')}, = if (¢)} then (t)} else (/)%

(find 7 suchthat ¢ in t else t')}, =

if (¢);¥in1} then (t)Tp{inl} else

if ((/));T,{Hkp} then (t);r,{wkp} else ()%

The interpretation of meta-formulas is quite straightforward.
For instance, we have that:

(@A) = (6)p A ()

Other boolean connectives are translated similarly. We let:

T
P

T
P

(i =)D = true if oz(i) = oz(i)
/P T ) false otherwise
(T =) = true if (T)?,r? = (T"%
false otherwise
nr _ f true if (1) < (T)%
(T=T)p = { false otherwise
t=t)p =®)p=()p

Finally, as already explained, quantifications over indices
and timestamps are translated to finite boolean expressions:

(¥i. 0)F =Arens (D)™ (vr. )5 =Aven, (¢)H"
(3i. 9% =Viens (D)™ (@r. 9)F =Vien, (¢)H"

Overall, this translation is well-defined because our notion
of protocol imposes that the condition and output message
of an action « only refer to actions 5 < «, or to inputQq«
(which itself can only refer to actions 5 < «). For instance,
the translation of (output@7)T is defined as the translation
of a potentially large term (the output message at (7)) but
its translation can only rely on translations (m@7”)T for
(TT < (T)T or m = input and (T")T = (T)".

APPENDIX B
REACHABILITY SEQUENT CALCULUS

We present in this section the soundness proof of some
of our reachability rules. We also give the definition of
stp(_) which we omitted in the body and present rules of
classical first-order sequent calculus in and the rule
NAMEFRESH in | 3

I'This is important to establish the soundness of some tactics, e.g. the one
used to remove useless indices of the try find command.
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Base logic rule:
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Fig. 8. Rule NAMEFRESH.

Proposition 3. The rules of [Fig. 3| are sound.

Proof. To prove the rules soundness, we only need to show
that, if the premises are valid, then the conclusion is valid.

e For NAMEINDEP, this is because names of the meta-
logic with different head symbols are always translated as
different names of the base logic. We conclude by using
the base logic rule which states that EQ(n,m) ~ false
whenever n and m are distinct names (this is the rule
EQINDEP of [30]).

For NAMEEQ, if one of the equalities i1 = j1,...,ix = Jk
does not hold in T, then we know that (n[iy,...,iz])"
and (n[jy, ..., x])T are distinct names of the base logic.
Again, we conclude using the EQINDEP rule of [30].
For ACTDEP, if a[j] < b[] then (b[i] < a[j])" is false,
because T must respect the protocol ordering <.

For ACTINDEP, we simply observe that if a and b are
distinct symbols, then (a[i])T cannot be equal to (b[j])T.
Similarly for ACTEQ, we note that if there exists [

such that 4; and j; are distinct indices in T, then
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(afiy, ..., ix))T cannot be equal to (b[jy,...,jx])T.
e For EXEC, if 7/ < 7 in T, then by a trivial induction we
can show that
(exec@QT)T = ... A (cond@7")T A ...

Therefore, if M |= (exec@7)T ~ true then we have also
that M = (cond@7’)T ~ true.

o INIT and PRED state properties of T w.r.t. the interpreta-
tion of init and pred(_). O

A. Advanced Reachability Rules
First, we recall and quickly sketch its proof.

Proposition. Let C be a template. For any name symbol n
and meta-term u, if n Co u and n E¢ P then n Eg U.

Proof (sketch). We show this by induction over the size
of (u)T. The proof uses the hypothesis n Co P in the macro
case, and n Co u for the other cases. O

We now focus on giving the definition of stp(_) which we
omitted in the body. To do this, we need to define a happen-
before formula T Chpu, which characterizes the fact that some
timestamp 7p must have occurred before the meta-term w.
First, we define this on macros (the base case).

Definition 19. For every meta-terms Ty, T of sort timestamp
and macro mQT, we define:

{

Our meta-logic has three index binders, 3, V and
find _ suchthat _, which are respectively translated to dis-
junctions, conjunctions and nested if _ then _ else _ in a trace
model. Therefore, the subterms of the translation of an index
binder are:

To<T
Ty <T

def if m = input

To Epp mQT .
otherwise

o The subterms containing several whole disjuncts, con-
juncts or conditionals. We do not need to over-
approximate those: e.g. in the EUF-CMA example, we
only care about subterms whose head symbol is H(_, _).

e The union, over the number of concrete indices in the
trace, of the subterms of, respectively, each disjunct,
conjunct, or conditional.

Hence, we need to keep track of bound indices. To do this,
we let i-st(u) be the set of pairs (t,7) where ¢ is a subterm
of u, and i is the set of indices bound on the path from the
root of u to tE] For example, if ¢, t and ¢’ are meta-terms with
no index binders and no message variables, then

—

i-st(find 7 suchthat ¢ in ¢ else t') = {(s,7) | s € st(¢,t,t')}
Formally, we have that:

Definition 20. For any meta-term u with no message vari-
ables, we let i-st(u) = i-st(() : u), where I-SH_: _) is defined

in [Fig. 9

2This requires that binders in » use distinct variable names, and do not bind
a free variable of u. This can be assumed w.l.o.g. through alpha-renaming.



l

I-st(i, j : ) if u=3j.4
C - i-st(7, j : if u= Vi,
sty = (ui) U ST |
i-st(d, 5 : t) Ui-st(i, g : @) Ui-st(i: ¢')  if u = find j suchthat ¢ in ¢ else ¢/
Uuemst(u) i-St(;: v) otherwise

Conventions: i are distinct index variables, and mst(u) are the maximal strict subterms of u.
In all cases above, we require w.l.o.g. that the bound variable indices j and j are distinct and disjoint from <.

Fig. 9. Subterms with bound index variables i-St( : u).

Using this, we can extend the happen-before formula of
to more than macros. The idea is that Ty may
happen before a timestamp in a meta-term « when some macro
m@T appears in u, possibly under bound indices i, and for
some value of these indices we have Ty < 7. In particular,
note that it does not matter if the binder is an existential or
universal quantification, or a lookup. Formally:

Definition 21. For every meta-term Ty of sort timestamp and
meta-term u with no message variables, we define the happen-
before meta-formula Ty Cpp u:

V

(mQT,7)ei-st(u)

def

ToCEnp 3;.(T0 Chp m@QT)
where 7 and fv(Ty) must be distinct.
Finally, we can define the conditional subterms Stp (u) of u.

Definition 22. Let u be a meta-term with no message vari-
ables, we let the set of conditional subterms Stp(u) be:

{(t,7,true) | (t,7) € i-st(u)} U
U {(ta (;a j)a amEth) | (t,.;) S i'St(ma[f])vm € M}
afi].(L)ePaU{init}

where i are distinct indices disjoint from fv(u), M is the set
of macro symbols and m g, is given in

The following (technical) lemma links the subterms of the
translation of u that do not start with a conjunct, disjunct or
conditional, to the elements of Stp(u).

Lemma 1. For any meta-term u, the set Stp(u) is finite.
Moreover, for any trace model T = (Dz, Dy, <7,07,07):

st((u)p) N {t | head(t) & {A,V,if _then _else }}
{(t)’]l'/ (t,;, C) € §t77(u)7 'IZ C Dr,

P = T{7 — k), VM, (T',M = c)}
where head(t) is the head symbol of t, if it exists.
Proof (sketch). The finiteness property is immediate. We
prove the second point by induction over the size of (u)%.

The details are postponed to O

In addition, we show the following proposition, which will

be used in the proof of
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Proposition 4. Ler a € P, U {init} of index arity p, ¢
a formula without message variables, and ; a sequence of
distinct index variables of length p. Then, for every T, M
such that, for some k in the index domain of T:

T{i— k},M = a[j| Cnp ¢ 4)

we have:

T, M |= a[j] Chp Vi-¢ 5)

whenever i does not appear in j.

Similar results hold for Ji.¢ and if ¢ then ¢ else t/; we
do not detail them. The proof is straightforward from the
definition of Cpy.

Proof. By definition:

def

a[j] Chy @ HEa[ﬂ Chp mQT

V

(7rL@T,E)Ei'5t(¢)

Also:
i-st(Vi.g) = {(Vi.0,0)} U{(s, (i, k)) | (s, k) € i-st(¢)}

Therefore, using the fact that i &

V

(mQ@T,k)ei-st(¢)

alj] Cro Vi & 3i, k.a[j] Crp mQT

which is satisfied in T if and only if:

V

(m@T,E) ci-st(¢)

-

3i. 3k.a[j) Cho mQT

-,

is satisfied in T. This is exactly Ji.a[j] Cpp ¢. Hence, from
Equ. @) we deduce that Equ. () holds. O

B. Proof of
We can now give the proof of

First, for every base or meta-term ¢, we let st(¢) be the
set of subterms of ¢ that do not start with a conjunction,
disjunction or conditional:

st(t) = st(t) N {s | head(s) & {A, V,if _then _else _}}

Moreover, for every u and T, we let SE be the set on the
right-hand side of the lemma.

’ﬂ" (t,f, c) € stp(u),
Pl =T{i — k}, ¥M, (T,



The finiteness property is immediate. We prove the second
point by induction over the size of (u)5, generalized over all
parameters, and by a case analysis over u. We only present
the input@T" and Vi.¢ cases (the other cases are similar).

a) Case input@QT': If u = input@T, then we know that:

stp(u) = {(u (D true)} U
U (@@ 5.l <7)

a[ﬂ.(_)e’PAU{init}

| (t,7) € i-st(m am),meM}

If (T)% = init, then (u)% = empty, hence this is immediate.

Assume (T)} # init, then:

(u)p = att((frame@pred(T))5)

Take s € stpy((u)p). If s = (u)p, we immediately get that s €
ST (because (u, (), true) € stp(u) and T,M |= true for any T,
M). Assume s is not (u)%, then s € sty((frame@pred(7))%).
By induction hypothesis:

stg ( (fra me@pred (T))g) c SEame@pred(T)

Hence s € Sframe@pred(T)
To conclude this case, we prove that:

cSs,

T
Sframe@pred(T)
First, note that:

stp(frame@pred(T')) =
{(frame@pred(T),

U (¢

af7].(L)eP.aU{init}

(0, true)} U

a[ﬂ < pred(T)) | (tvf)ii:xnam)’}

We have two cases:

. let (t, (7, ] j < pred(7')) in the set above, and let
= T{i,j — k} for some k C Dz. Assume that:

VM, (T, M = a[f] < pred(T))
Then, since ()" is not init we know that:
VM, (T, M |= afi] < T)
Hence (1)} € ST B
o for (frame@pred(T'), ), true), let afi].(_) € P.a U {init}

and k C Dz such that (pred(T))T = a[k]. Let T/ =
T{i,5 — k}, we know that:

VML, (T', M |= ali] = pred(T))
We conclude as in the previous case.

3Indeed, we know that (T)T is not init, and T’ is T where we changed
the interpretation of 4. Since 4 is disjoint from fv(u) (this is guaranteed by
— /
stp), we know that (T)T = (T)T.
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b) Case Vi.¢: If u = Vi.¢, then:
()" =Aceny (¢)T17

Since stg((u)T) does not contain the subterms of (u)*
start with A, we have that:

sto((u)") = Ueep, sta((¢) ")
Let e € Dz and T’

that

= T{i — e}. By induction hypothesis:
sto((¢)") € S

To conclude, we show that Sgl C ST Le (t,7,c¢) € stp(¢),
k CDrand T” = T'{j — k} such that:

VM, (T, M [ ¢) (6)

We know that (£)T" € ST, and we need to prove that ()T e
ST - Recall that stp(¢) is the set:

{(t,i,true) | (,7) € i-st(¢)} U (7)

U { G 5),ali) Cro ¢) | (t,7) € i-st(myz),m € M} (8)

a[?] (L) eP 4 U{init}

If (t,f,c) is taken in the second component above (i.e.
Equ. (), then j = jo,71 and there exists a such that:

def e
¢ = afjo] Cho ¢

and: .
VML, (T”, M = aljo] Chp ¢) ©)

We know that (¢,7,c) € stp(Vi.¢), and and
Equ. (O) imply that:

VM, (T{j ~ k }, M = afi] Cro Vi)

Hence (t)T{;HE} € S\%_¢. Since 7 does not appear in t, we
have that (¢)™7=*} is syntactically equal to (¢)T{#>eHs—k}
which is exactly (¢)T".

It only remains the case where (¢, 7, ¢) is taken in the first

component (i.e. Equ. (7)). We start by observing that:
i-st(Vi.¢) = {((i, k), 5) | (k,s) € i-st(¢)}

Hence (t,(i,7)) € Stp(Vi.¢). Since the condition is true, we
have nothing else to check, and we know that ¢ € SE .

C. Additional Cryptographic Rule

Finally, we present an additional cryptographic rule
for an INT-CTXT symmetric encryption scheme [19]]
(senc(:,-,-),sdec(,-)). Here, senc(m, n, k) is the symmetric
encryption of m using key k and randomness n, and sdec(c, k)
is the decryption of the ciphertext c¢. The decryption of a
ciphertext yields either a constant L. if it fails, or a message
ok(m). In the latter case, c is said to be a valid ciphertext.
A symmetric encryption is INT-CTXT if it is computationally
infeasible to produce a valid ciphertext not previously pro-
duced by the sender. We informally describe the security game
played by an adversary A (see [[19] for a formal description):
i) a fresh key k is randomly generated by the challenger; ii)
we run the adversary A, while giving the adversary access



LV (senc(m.rkljo 1), 7.6 €str (¢) 3i.(Jo = AbAc=senc(m,r ko)) F ¢

when k C

r c
senc(_,_,e),sdec(_,e)

I, sdec(c, k[j]) # Lc - ¢

and senc-rand; (c)

Fig. 10. Rule INT-CTXT (meta logic)

to an encryption and a decryption oracle using key k; iii) the
adversary must produce a ciphertext ¢ that was not produced
by the encryption oracle such that sdec(c, k) # L.. A schema
is INT-CTXT if any PTIME adversary A has a negligible
probability of finding such a ciphertext.

a) Meta logic rule: The meta logic, given in is
similar to our EUF-CMA rule. Essentially, it states that if ¢
is a valid ciphertext then it is equal to an encryption which
took place before c. There is only one difficulty: encryptions
can only be obtained through the encryption oracle in the
INT-CTXT game, and this oracle samples a fresh encryption
randomness at each call. Hence, for our rule to be valid for
key k, we must ensure that all encryptions with key k use
a valid encryption randomness (i.e. a name which can only
appear at the encryption randomness position of the same
plain-text). This is checked using the syntactic side-condition
senc-rand; (c) defined below.

Definition 23. Let u a meta-term with no message variables.
For any name symbol k, we let senc-rand!. (c) hold whenever,
for any trace model T and [ CDr (of length arity of k), for
any:

senc(m,r, ky) € ()"

then 1 is a name ny, and it only occurs in (c)* in the subterm
senc(m,r, ky).

b) Remarks: Finally, we have two remarks.

First, [19] only gives a ciphertext validity checking ora-
cle, not a full decryption oracle. The two formulations are
equivalent, as the only ciphertexts that can be decrypted to
something different than | . are the one the adversary obtained
by querying the encryption oracle. Consequently, the adversary
can simulate the decryption oracle.

Second, we consider a randomized symmetric encryption
scheme here. A similar cryptographic assumption and rule
of our meta logic can be defined for deterministic symmetric
encryptions (using unique initialisation vectors).

APPENDIX C
EQUIVALENCE RULES

We present in this Section the remaining equivalence rules,
and the soundness proofs missing from the body.

a) XOR equivalence rule: The defines our
XOR-FRESH rule, which expresses the information hiding

capabilities of XOR. Together with the rules of
these are the only rules that we need to reason about protocols
involving XOR. In a nutshell, the rule expresses that ¢ & ni]

and n[?] are interpreted as the same probability distribution

provided that n[i] is fresh (this guarantees the independence
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Base logic rule:
At @ ~ 7, (if len(t) = len(n) then n else ¢ & n)

AFd~7U,t®n
where n & st(7,t)

Meta-logic rule:

AFd ~7, (if len(t) = len(n[i]) A Freshgj} (¥,1)

then n[i] else t ® n[i])
AFd~T,tdnli]

Fig. 11. Rule XOR-FRESH (base and meta logic).

of distributions) and that the distributions yield messages of
the same length. In details, we rely on a base logic rule that
differs from the one of [30]. We first establish its soundness
(see Proposition [6), and then lift it using the same over-
approximation of the freshness condition as for FRESH.

b) Soundness: We now prove the soundness of our rules.
Proposition 5. Rule FRESH is sound.

Proof sketch. Consider an instance of the rule with a valid
premise, and conclusion ¢. Let us show that, for any T
and M satisfying A, we also have T,M = ¢. Note that
(Fresh;D[f](ﬂJ))gfDl is a boolean combination of constants true
and false, and similarly for the other freshness formula.

It cannot be that the interpretation of one formula is equiv-
alent to true and the other to false, as this would contradict
the validity of the premise. If the two interpretations are false,
the premise is equivalent to the conclusion, so we conclude
trivially.

Otherwise, the two freshness formulas interpret to true. This
implies that n__ @) is not a subterm of (i )Tpl, and correspond-
ingly for m,. ) and . The validity of the premise gives
us T,M |= (i)p,,empty ~ (7)p,,empty, which implies
T,M | (@)p, ~ (¥)p,. We can finally apply the FRESH
rule of the base logic to obtain T,M = ¢ as expected. O

Proposition 6. Rule XOR-FRESH is sound in all computa-
tional models where & is interpreted as XOR.

Proof. 1t suffices to show that the base logic rule is sound, then
the lifting works as for FRESH. We express the advantage of
an attacker on the indistinguishability game of the conclusion,
where L is the random variable [len(¢) = len(n)] and ¢’ is



CCA1
A bpy py 1 ~ T, C[{zeroes(len(t)) }, )
A Fpy Py U~ T, C[{t}

pk (k[ ])]
(7,t,K[i],C), k T2 (#,t) and k £2, ) (C)

—pk(e),dec(_,®)

when r 22

Fig. 12. Rule cCA; (meta logic)

A, gl kLK) C
Abpips T~ T Clithyi) | o oo (7.1)
Abp, p, @~ T, C[{t}, E pk(e) dec(_,®)

1, P2 [{ }pk(k[z])] k k/ |:’7:k2(.> (O)

Fig. 13. Rule ENC-KP (meta logic)

if len(t) = len(n) then n else ¢t ® n:
Adv(A)
= |Pr[A([a])] — Pr[A([,t & n])]]
— [Pr[1] x (Pr{A([]) | L] - PelA([5,t & n]) | L))+
Pr(+L] X (Pr{A([7]) | ~L] - PrlA([7.t &n]) | ~L])

The freshness condition n ¢ st(i,t) implies that the distri-
butions [7,t & n] and [¢/,n] are the same, provided that L
holds. Moreover, when —L, the terms ¢t @ n and ¢’ evaluate to
the same result. We can thus rewrite our advantage as follows:

Adv(A)

= [Pr[L] x (Pr[A([a]) | L] — Pr[A([7,£]) | L])+
Pr[~L] x (Pr[A([a]) | ~L] — Pr[A([7,#]) | ~L])|

= [Pr[A([a])] — Pr[A([7,])]]

In other words the advantage is the same for the premise and
conclusion, thus the rule is sound. O

c) Additional cryptographic rules: Our CCA; rule,
shown in uses the function symbol zeroes which is
assumed to be interpreted, in all computational models, as
the machine returning a string of 0 of the given length. Our
meta-level rule can be obtained as a lifting of the base logic
rule CCA7 of [45]], using transitivity and function application
rules to handle the context C. For this rule and the following
ones, we extend to handle multiples matching
patterns: n S, [ o],cu[,e ¢ states that n appears in ¢ only in
terms of the form C [, n] or Ca[w, n], for some . When ¢ is
a context we also impose that the terms w do not contain its
hole variable — otherwise the syntactic side condition would
not carry to the base logic rule after the application of function
applications to get rid of the context.

We show in our meta-logic rule for encryption key
privacy [18]]. This rule is obtained as a lifting of a variant of
the base logic ENC-KP axiom of [11f], relying on the IK-CCA
notion instead of the IK-CPA notion of [18].

Finally, gives our lifting of the DDH rule from [9].
Remark that this last rule allows to directly close the goal when
the sequent is a valid instance of a DDH game. In the tool, the
rules for encryption support indexed names r, and incorporate
a condition as in rule FRESH to guarantee freshness.

Finally, we define in our rule PRF. Intuitively, the
cryptographic assumption PRF allows us to replace the hash of

20

DDH

A F7’17772 i~ ﬁ{gab = gc}
it a C)072 (@),b O 7a (i), ¢ 20T (a)

when P, is equal to P; in which all occurrences of ab

have been replaced by c

Fig. 14. Rule DDH (meta logic)

some message by a new random value, provided that hashing
key is well-used and that the message has not been hashed
before. This is expressed in the base logic rule, which is a
variant of the PRF rule of [30], and then lifted to the meta-
logic using the same techniques as before.

d) The FA-DUP rule: We provide in the defini-
tion of our sets Honestg of honest meta-formulas and meta-
terms. The rule FA-DUP assumes that frame@QT" is available on
both sides of the equivalence. This entails that the attacker has
output@T” for any T" such that T" < T A exec@QT" holds. To
ensure this condition, we impose that the formula ¢ occurs in
a context where exec@T' is known to hold, and our definition
of Honest(ry guarantees (among other things) that subterms
of ¢ of the form input@T” are for timestamps 7" < T.

Proposition 7. Rule FA-DUP is sound.

Proof. In this argument, the computational model and A do
not play a role: we are simply showing that, for any trace
model, our rule can be derived from base logic rules. Consider
some trace model T, and assume that (@, frame@QT)7 ~
(¥, frame@T')7, is a valid base logic formula. We show that

(@)p,, (frameQ@T)%, , (execQT A )3,
~  (0)p,, (frameQT)7, | (execQT A ¢)7,
Using equational reasoning on A, we can replace

(exec@T)}, A (¢)p, by

(exec@T)}, A if (exec@T)L, then (¢)p, else false

and similarly on the other side. Then by FA and Dup
on exec@QT, we reduce our equivalence to proving the
one where the last items of frames are replaced by
if (execQT)}, then (¢)7, else false: in more detail, we
observe that EQ((exec@T)Tf (fst(fst(frame@T)))%, ) ~ true
holds, which allows us to replace the first term by the second,
to conclude by removing the applications of fst using FA and
get rid of frame@T using DUP.

We will actually prove more generally that, for any se-
quences of base terms U and V' such that U , (frame@T )P, ~

v, (frame@T")7, , we have

U, (frame@T)7, ,if (exec@T)) then (f)gl else false

~ V, (frame@T)},_, if (exec@QT)%, then («E)Tp; else false

for any T’ that only differs from T for the semantic assignment
of index and timestamp variables that do not occur in 7', and



Base logic Rule

Meta-logic Rule

if HFresh®(¢; @, C, t) then n

AFu,C[ else H(t, k)

]N’[}’

Ai—ﬁ,C{ .

if HFreshiy!!(t; @, C, t) then n

]NQ_}'

else H(t, k[i])

AFd,CH(t k)] ~T
when n & st(@,C,t), k Ty e (@,C, 1)

/\ m#£t

H(m,k)est(a)

and HFresh®(¢; @) def

and HFresh'" (¢; )

A v @, CH(t,K[i])] ~ T

P
Chi e

/\ Vj((;:z_(; /\c):>m7ét)

(H(m K[io]).7 c) Estp (@)

when n ZJ" st(@,C,t), k (@,C,t)

def

Fig. 15. Rule PRF (base and meta logic)

For any set S of meta-terms of sort timestamp, define
Honestg as the least set of meta-formulas and meta-
terms that contains atomic meta-formulas over indices
and timestamps and is closed under function application,
boolean connectives, and the following rules, where Q
stands for any quantification over timestamp or index
variables, and the quantified variable is assumed to be
disjoint from the variables occurring in S:

TeS ¢ € Honestg 7y
(T" <T = ¢) € Honestg

¢ € Honestg
Q.¢ € Honestg

t,t' € Honestg
(t =t") € Honestg

T €S ¢ € Honestsyiry
(T" <T A ¢) € Honestg

T e S orpred(T) €S
input@QT" € Honestg

TeS
output@T' € Honestg

Fig. 16. Honest formulas used in rule FA-DUP.

for any meta-term of meta-formula £ € Honestg for some set
S containing 7" and such thalﬂ (THT <(T)" forall T" € S.
We proceed by structural induction on &.

e Assume ¢ is of the form ¢; A ¢o with ¢1,¢02 €
Honests. By equational reasoning we can replace
if (exec@T')T, then ()%, else false by

(if (exec@T), then ((Z)l);r;; else false) A
(if (exec@T)L, then (¢2)%, else false)

and similarly on the other side. We conclude by the
FA rule on A and induction hypotheses on ¢; and
¢2: we invoke the induction hypothesis on ¢; with
U and V, and then use the induction hypothesis on
¢2 with the sequence U (resp. 17) enriched with
(frame@T)%, ,if (exec@T)%, then (£)% else false with
1 =1 (resp. 1 = 2).

o The other boolean connectives cases (e.g. V), the case
t = t' and the case where £ is a function application are
identical to the ¢1 A ¢ case.

#We do not specify P or Pa here as they are irrelevant to the interpretation
of timestamp meta-terms.
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e Assume £ is of the form TV < T = ¢’. There are two

subcases:

- If (7)Y < (1) then (T" < T = ¢)%, is true =
(¢’ )TP: for i € {1,2}. By equational reasoning on
= we can thus replace the interpretation of & by
that of ¢’. Moreover, our condition on S extends to
S U{T'}. We conclude by induction hypothesis on
@' € Honestgy77y.

- Otherwise, each (77 < T = qﬁ’)gi can be re-
placed by true and we conclude by FA on each
if (exec@T)}r;i then true else false, followed by FA
on true and false, and DUP on execQT'.

e The case T < T'A¢' is similar to the second case above.

o Assume £ is of the form Q.¢’. By definition, (¢)77r3; is
a boolean combination of (¢’ )772: where T” only differs
from T’ in its semantic assignment for the quantified
variable. Since this variable is assumed to not occur in .S,
the condition on S w.r.t. T/ also holds w.r.t. T, and the
condition TV w.r.t. T also holds w.r.t. T”. We proceed as
we did in the first case for a simple boolean combination,
i.e. by pushing the conditional on exec@T underneath
boolean connectives, using FA on boolean connectives
and concluding by induction hypotheses on ¢’ and T”.

o If £ is an atom over index or timestamp meta-terms, then
the translation of ¢ is independent of the protocol, i.e.
(€)%, = (€)F,. and is either true or false. We can thus
conclude by induction hypothesis.

o Consider the case of a meta-term output@7” for some
T’ € S. By hypothesis on S we have (T")" < (T)T".
Therefore, there exists some context C' using fst and snd
such that

(if exec@T” then output@T’)%,
C|[(frame@T)} |

Note that we omitted the else branch for conciseness, as
it does not play a role. In other words, we have almost
extracted (output@T’)gi from (frame@T)TP/i.

We now bridge the gap between the element in our
sequence (i.e. an output) and what we can extract from
the frame (i.e. an output under a conditional). Since T and
T’ coincide except for the interpretation of variables that
do not occur in T, we have (exec@QT)}, = (exec@T)TP/i.
Moreover, (exec@T)gi is of the form (exec@QT” )TP; A _

EQ(

) ~ true.



Therefore (exec@T” )TP; holds in the then branch of
(exec@T)qui. Putting everything together, we get:

if (exec@T')%, then (output@T”)T,

EQ( if (exec@T)7, then C[(frame@T)qui}

) ~ true.
We obtain our equivalence statement by performing the
replacement permitted by this equality, and conclude by
FA on the conditional, then on the fst and snd symbols
in C. Finally, we remove exec@QT and frame@Q7T using
Dup.

Finally, if we have a meta-term input@7’ where ei-
ther 77 € S of pred(T') € S, we proceed
roughly as in the previous case. First, we know that
(input@T’)Tpli = att((frame@pred(T’))TPIi). By hypoth-
esis on 7" we have (pred(7”))T < (7). Moreover,
(frame@pred(T’))gi is a subterm of (frame@T)gi
(fra me@T)%r)l, which can be accessed using a number of
applications of snd. We can thus replace (input@T’)gi
by att(snd"((frame@T)7, )), which allows to conclude
using FA and Dup. O

APPENDIX D
NUMBER OF SESSIONS DEPENDING ON 7

We give here an example of two protocols P and Pr that
can be distinguished by an adversary which can interact g(7)
times with the protocol, where ¢ is a polynomial, but cannot
be distinguished by an adversary which interacts k times with
the protocol (where k is an arbitrary fixed integer, independent
of n). The construction of P is as follows. First, the protocol
samples uniformly at random a bitstring n of length 7. Then,
when queried with an integer input i, the protocol leaks bit(n, i)
— the i bit of the nonce n. Finally, the adversary wins the
game if they can find n. The idealised protocol Pz is identical
to P, except that the adversary never wins:

Bit(n) =1 (in(cq,i); out(cg, bit(n,i)))
Byit(n) | in(es,x);if n = x then out(cy, true)

else out(cy, false)
Pr :=new n; (Byit(n) | in(cs, x); out(cy, false)

P :=new n; (

Clearly, there exists an adversary A that can distinguish
between P and Pz by interacting n+1 times with the protocol:
this adversary queries all bits of n using 7 queries, and then
sends n to the protocol. In that scenario, P returns true while
Pr returns false, which are trivial to distinguish.

Of course, an adversary interacting at most k times with
the protocol cannot learn more than k bits of n, and has a
winning probability of at most 2*~". Such an adversary has a
negligible probability of winning (w.r.t. n).

APPENDIX E
COMPARISON WITH EXISTING TOOLS

To deepen the comparison between SQUIRREL, CRYP-
TOVERIF and EASYCRYPT, we conducted a security analysis

)
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of the same protocol in the three toolsE] More precisely,
we modelled the Basic Hash protocol, and proved that it
provides authentication and unlinkability. The corresponding
SQUIRREL, CRYPTOVERIF and EASYCRYPT files can be
found in the repository [SS]E]

We start by presenting the summary of the key findings
of our comparison in This summary is based
on the basic quantitative comparison of the three approaches
in and an in-depth qualitative comparison
conducted in Appendices to where we compare the
three approaches on how protocols, security properties and
cryptographic assumptions are modelled, and on how security
proofs are carried out.

A. Summary of key findings

Generally, we conclude that CRYPTOVERIF and SQUIRREL
operates at a similar level of details and expressivity, though
they use different approaches, and proofs developments. On
the other hand, EASYCRYPT is more expressive, at the cost
of a higher level of details and modelling overhead.

a) Protocols: Protocols are modelled in very similar
fashion in CRYPTOVERIF and SQUIRREL. Writing a protocol
in EASYCRYPT may require a more involved modelling —
because it does not support directly protocols with sequences
of inputs/outputs.

We note that CRYPTOVERIF does not support stateful
protocols, while EASYCRYPT does. The CCSA approach on
which SQUIRREL is based upon can naturally model stateful
protocols [43]] — such an extension is left as future work.

b) Security properties: From our case study, the three
tools appeared equally capable of expressing all usual security
properties, albeit using different approaches. However, we note
that: i) native support for events or timestamps in CRYP-
TOVERIF and SQUIRREL allows for more direct and simpler
statements of correspondence properties; and ii) EASYCRYPT
logic is more expressive, and allows to formalize more
complex relational properties of protocols, and to internalize
composition results and reasoning (though we did not much
exploit this in our case study).

c) Cryptographic assumptions: Adding new crypto-
graphic assumptions in EASYCRYPT is easy, as it uses a very
expressive logic. While CRYPTOVERIF provides a way to add
new assumptions, doing it in a way that can be efficiently
used by the tool probably requires a deep understanding of the
tool. On the other side of the spectrum, we have SQUIRREL,
where adding new hypotheses is not possible without in-depth
knowledge of the tool.

d) Proofs: Proofs in CRYPTOVERIF and SQUIRREL
mostly focus on the security aspects, thanks to native sup-
port for cryptographic reasoning, although using different ap-
proaches: the former uses cryptographic game transformation,
while the latter operates on the protocol traces. On the other

S0f course, we also used existing case studies in the literature (e.g. [30],
[33], [46]), albeit not of the same protocol, to build a detailed description of
how each tool operates.

6See examples/{README.md, cryptoverif/, easycrypt/}



SQUIRREL | CRYPTOVERIF | EASYCRYPT

Authentication

- modelling 30 LoC 40 LoC 220 LoC

- proof 10 LoC 0 LoC 60 LoC
Unlinkability

- modelling 20 LoC 60 LoC 330 LoC

- proof 40 LoC 10 LoC 630 LoC

TABLE II

TOOLS COMPARISON: BASIC HASH PROTOCOL

hand, EASYCRYPT does not have rules dedicated to cryp-
tographic reasoning, but allows to carry out such reasoning
using its lower-level, very expressive logics. As a direct con-
sequence, proofs are considerably shorter in CRYPTOVERIF
and SQUIRREL than in EASYCRYPT.

B. Quantitative Comparison

As a basic quantitative metric, we give in the lines
of code (LoC) needed to prove the authentication and un-
linkability properties of the Basic Hash protocol in each tool,
distinguishing the modelling and proof parts. We notice that
SQUIRREL and CRYPTOVERIF have similar LoC values, with
the difference that CRYPTOVERIF concludes automatically for
the authentication proof. The EASYCRYPT development is
sensibly longer, which was expected considering the fact that
it is a general purpose proof assistant, relying on an expressive
high-order logic.

We stress the fact that the LoC metric only gives a very
rough idea of the modelling and proof efforts required to
perform our case study analysis. For example, a large part
of the EASYCRYPT development are low-level Hoare-logic
proofs which, while being protracted, are elementary.

C. Qualitative comparison: modelling protocols

In CRYPTOVERIF, protocols are modelled using a variant
of the applied-pi calculus. This language is similar to the input
language of SQUIRREL. We note however that SQUIRREL
can model trace restrictions, which can be used, for example,
to model protocol phases (see [Example 6. Phases and trace
restrictions are not supported by CRYPTOVERIF.

EASYCRYPT has been mostly used for security analysis of
cryptographic primitives. These are modelled using modules,
which are simply lists of procedures. These procedures operate
on a global memory and can perform random samplings —
they are stateful probabilistic programs. A key feature of the
module system is its composability: a module F — a functor
— can be parameterized by other modules by taking them as
arguments. For example, an encryption schema can be defined
w.r.t. an unspecified block permutation. The same mechanism
can be used for protocols, modelling an input/output pair as
a module procedure. Note however that when modelling a
protocol in which an agent performs sequentially multiple
pairs of input/output, the modelling becomes more complex,
as we need to maintain in a global state the position of the
agent in this sequence (this problem does not appear in Basic
Hash, as each agent comprises only one input/output pair).
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D. Qualitative Comparison: modelling security properties

a) Correspondence Properties: In CRYPTOVERIF, the
processes of the protocol agents can be annotated by events.
Crucially, events do not modify the agents behavior: they are
only added to the execution trace of the protocol, where they
can be used to express properties of the protocol.

Modelling correspondence properties in SQUIRREL is very
similar, though we do not use events: we directly refer to the
values of components of the protocol (e.g. nonces, messages)
at various points of the protocol execution using timestamps.

Expressing correspondence properties in EASYCRYPT re-
quires more work. For the Basic Hash protocol, we had
to modify the protocol agents to add some bookkeeping of
the events: essentially, events are manually logged into some
global tables. Security properties are then expressed in the
same way as in CRYPTOVERIF or SQUIRREL.

Contrarily to our timestamp approach where nothing is
added, and to CRYPTOVERIF events that are just annotations
leaving the protocol behavior unchanged, the EASYCRYPT
modelling of correspondence properties has the drawback that
it requires to modify the protocol to add the global tables of
events: the protocol shown secure is not the original protocol.
Of course, this problem can be solved by doing the modelling
in several steps: i) define the original protocol; ii) define the
protocol with events; and iii) show that the two protocols have
the same behavior (except for the global tables). Nonetheless,
this requires some additional work from the user.

Arguably, a minor advantage of our approach compared to
CRYPTOVERIF is that it allows to have more concise protocol
descriptions, as we do not need to modify the protocol specifi-
cation itself. For example, new correspondence properties can
be added to a development without changing the protocol.

b) Equivalence properties: CRYPTOVERIF models
equivalence properties as the indistinguishability of two
protocols (given as two distinct processes), whereas in
SQUIRREL the two protocols have to be given in a bi-process.

EASYCRYPT models equivalences using relational proba-
bilistic Hoare logic formulas (pRHL), which state that, as-
suming that the initial memories of the left and right programs
satisfy some relational property (the pre-condition), the final
memories satisfy some other relational property (the post-
condition). This is a very expressive logic, which goes beyond
bare equivalence: e.g., we can write a pRHL formula that
(roughly) states that an event happened on the left program
less often than on the right program.

E. Modelling: cryptographic assumptions

The analyses have been carried out using the same cryp-
tographic assumptions: the keyed hash function is assumed
EUF-CMA and PRF. Although the cryptographic assumptions
are the same, their modelling differs.

CRYPTOVERIF offers a large panel of predefined crypto-
graphic primitives: when modelling a protocol, a user has
to import the appropriate cryptographic primitives and as-
sumptions they need. Notably, these are modelled using a



specification language, which let the user declares sets of
indistinguishable oracles available to the adversary. While an
experienced user can theoretically use this system to define
their own cryptographic assumptions, we remark that some
of the default assumptions have been modified in non-trivial
ways, probably to use alternative equivalent formulations that
are more powerful and can be used automatically by the tool.
Consequently, adding complex new assumptions may be out-
of-reach of most users.

In EASYCRYPT, cryptographic assumptions are expressed
through games, using the same programming language and
module system than for protocols, and the user can define
new cryptographic hypotheses if needed. Moreover, this can
be done easily, as the language used to express assumptions is
very close to the pseudo-code language used by cryptographers
for paper proofs.

SQUIRREL cryptographic hypotheses are hard-coded in
the prover, and adding now cryptographic hypothesis is not
straightforward: it requires to do non-trivial syntactic checks,
and to compute complex sets of subterms. E.g., for the EUF-
CMA, we must compute the set of hashes appearing in a
protocol execution for a given key, and the condition on the
trace under which each of these hashes appears.

F. Security proofs

The main differences between CRYPTOVERIF and SQUIR-
REL lie in the way proofs are handled. Each step of the proof is
a transformation of a cryptographic game in CRYPTOVERIF,
while in SQUIRREL the transformation is applied to formu-
las and frames. As a first consequence of this difference,
CRYPTOVERIF does not handle states, while we are confident
that SQUIRREL will be able to support stateful protocols[]
Both tools have basic proof steps dedicated to cryptographic
reasoning: CRYPTOVERIF applies cryptographic assumptions
by replacing a set of oracles by an indistinguishable set of
oracles, while SQUIRREL has specialized inference rules.

EASYCRYPT proofs are done at two levels. First, the
equivalence between two protocols (modelled as modules) can
be shown using a probabilistic relational Hoare logic (pRHL).
To complete such proofs, the user often has to come up with
(relational) invariants of the programs, and to perform precise
probabilistic reasoning. Then, such results can be composed
using its ambient higher-order logic (e.g. a property shown for
an arbitrary block permutation can be instantiated to a precise
permutation, say AES). Among these three tools, EASYCRYPT
is the only one that allows to prove high-level composition
results (e.g. the Universal Composability framework has been
formalized in EASYCRYPT [26]). On the other hand, and in
contrast with CRYPTOVERIF and SQUIRREL, EASYCRYPT
does not have rules dedicated to cryptographic reasoning.
Instead, its pRHL and higher-order logic are expressive enough
to carry out cryptographic proofs directly — often at the cost
of more details and work.

7The CCSA approach can be naturally adapted to model and prove secure
stateful protocols (e.g. see the manual case study of [43]).
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