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Abstract The Internet of Things (IoT) is an emerging paradigm in the world of computer
networks, where physical objects are connected over the Internet. Given the huge number
of connected devices that are potentially vulnerable, highly significant risks emerge around
the issues of communication security. Unfortunately, the conventional security methods are
hard to adapt due to the heterogeneity and resource-constrained objects. In this paper,
we propose a reliable and adaptive distributed public-key management infrastructure for
the IoT. The main purpose of our proposal is to mitigate the resource issue for public-
key certificate management to design an effective security mechanism, which offers reliable
end-to-end security services. In order to evaluate the performances of our proposal, we have
conducted intensive simulations with comparison to the literature, in which we have obtained
promising results in terms of storage, communication, response time and resilience against
malicious nodes.

Keywords Key management · Security · Certification · IoT

1 Introduction

The Internet of Things (IoT) is taking over an important position in our daily life and
playing a crucial role in economic development. It gets to be a critical innovation to create an
intelligent environment. IoT is a large scale network interconnecting heterogeneous devices
designed from different technologies. Though the IoT growth makes devices smarter, their
usage might be compromised by intruders, which increases dramatically the attack area on
the network. The impact of attacks gotten to be more damaging, where several enterprises
had been subject of intrusions. Since IoT is composed of resource-limited devices, this makes
them highly vulnerable, and require specific security solutions. In this paper, we give a
focus on key management, which is one of the most important services to deploy in such
environment in order to secure the exchanged data between the network devices.

Security solutions based on symmetric keys are considered as practicable to offer end-
to-end security services, such as confidentiality, integrity and authenticity. However, the key
management with symmetric key-based solutions is costly and not scalable, especially when
we consider inter-domain communication in the IoT. The reason for this is the requirement
of one key per peer and the pre-deployment of these keys. Public-key cryptography is an
alternative way of providing end-to-end security and it is the dominating security solution
on the Internet. Public-key cryptography solves the key management issues and allows peer
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authentication without a pre-shared secret on both sides. Furthermore, public-key cryptog-
raphy, specifically the certificate-based approach, offers additional services that enhance the
vision of the IoT. Symmetric key-based solutions fall short, such as service access based on
the group membership or service type. However, some works (such as [1,2]) consider that
public-key cryptography with certificates requires more resources than symmetric key-based
solutions. In this context focuses the framework of this work by addressing the resource issue
in public-key management in the IoT context.

In this paper, we propose a reliable and adaptive distributed public-key management
infrastructure for the IoT. The IoT network is organized into various disjoint communities.
Each Community operates under a specific public-key certificate management policy, such
as hierarchical certification, Web-of-trust based certification, and threshold certification. In
our framework, the key management is performed through the trust propagation among
communities in the global graph of trust. A community contains a set of objects and a
delegate object. The community members send the authentication request to the delegate
object, which further sends it to the external communities. The delegate object is selected
among those having a high degree of resources and trustworthy in both inside and outside
the delegated community. Regarding the application requirements, the public-key certificate
recovery process can be implemented in two different ways, namely: proactive or reactive.

We summarize the main contributions of this paper as follows:

1. The proposition of a public-key management infrastructure, which makes several au-
tonomous communities coexist;

2. The proposition of a distributed algorithm for the determination of strongly connected
trust components connecting the IoT communities;

3. The proposition of an objective function selecting the most reliable delegate objects;
4. The implementation of the public-key certificate recovery process in two different ways:

proactive and reactive.

The remaining of this paper is structured as follows. In Section 2, we review the lit-
erature. In Section 3, we present the detailed description of the proposed framework. In
Section 4, we analyze its performances with comparison to the literature by assessing the
storage, communication, response time, and the resilience against malicious nodes. Finally,
we conclude this paper in Section 5.

2 Related work

Security in the IoT has become an essential necessity to better prevent malicious elements
from sneaking into the network to spy on, inject, or reuse data. Great efforts have been
made these last years to develop security mechanisms to enhance communications secu-
rity in the IoT [3,4]. With the increasing attention given to key establishment solutions
using low-power security primitives, research on the development of efficient key manage-
ment infrastructures has proliferated. In order to ensure the robustness of key management
infrastructures, most of the solutions are based on cryptographic primitives, key graphs,
Kronecker product, hardware security primitives, etc.

In [5], Sciancalepore et al. proposed a key management protocol using implicit certificates
to provide the security services in the IoT. This protocol is based on two main algorithms:
ECQV (Elliptic Curve Qu-Vanstone) and ECDH (Elliptic Curve Diffie Hellman). The former
is used for the generation of implicit certificates for the authentication process, and the latter
for the key agreement between the communication entities. The implicit certificates ECQV
allow to provide the authentication service between the IoT entities. The ECDH algorithm
allows each entity of the IoT, which has authenticated itself with ECDV, to compute the
same secret key from an authenticated public-key.

In [6], Roman et al. analyzed the solutions for the session key establishment issue in a
client-server architecture for the IoT. They studied the suitability of two security mecha-
nisms such as public-key cryptography and pre-shared keys. To generate the same session
key for the same objects, the authors analyzed the applicability of link-layer oriented key
management system.
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In [7], Dahshan proposed a distributed key management protocol based upon elliptic
curve cryptography (ECC) among the IoT entities. During the initialization phase, the
certification authority generates a key pair (public and private key), which will be provided
to all the IoT entities. This key pair is the private key of each entity, which will be used only
when generating a threshold signature. After the network deployment, each entity executes
the key generation protocol to deliver its session key pair.

In [8], Tsai et al. proposed a new key management protocol by using Kronecker Product
for the IoT. The key establishment process is based on the construction of the symmetric
matrix to generate keys between the different node pairs. Thus, each node pair will have
the same cryptographic key to secure its future communication. The computation of this
symmetric shared key between the node pair has been done separately between the two
nodes since the matrix used in the computation is symmetrical. Therefore, the nodes must
compute the corresponding indexes of the column vectors of the used matrix. Both nodes
should obtain an identical cryptographic key for this computation.

In [9], Ben Saied et al. proposed a collaborative key management protocol for the IoT.
The main purpose of this protocol is to address the security issues and requirements that
key management protocols of the literature suffer from. The principle is to delegate the
cryptographic load of nodes constrained in resources to other assistance nodes less resource-
constrained, which are in close proximity. This by exploiting the spatial heterogeneity of the
IoT. In order to ensure collaborative behavior in Ben Saied et al.’s protocol, two techniques
were designed for the mode of transport and key agreement.

In [10], Veltri et al. proposed a centralized distribution and key management protocol for
the IoT, which aims to minimize the system computation load and network traffic. The group
key distribution process is provided through a central entity called KDC (Key Distribution
Center) to deal with the issue of the frequent joins and leaves of users in the IoT.

To solve the scalability issue of group/multicast key management, Wong et al. [11] pro-
posed a protocol of the logical key hierarchy. This protocol is based on key graphs with
a hierarchy structure, and the key set collection of all the system users is managed and
maintained by the key server. A user i wishing to join a communication group begins by
sending a request to the key server. By using a specific authentication protocol the two
communications parties mutually authenticate each other. If the authentication process is
accomplished successfully and the user i is accepted to be a member in the group, then the
user i shares a symmetric individual key with the key server.

In [12], Gu and Potkonjak proposed a group key management protocol for energy con-
strained networks, which aims to secure group communications in the IoT. The protocol is
based on a low energy PUF (physically unclonable function) structure named multistage
interconnected PUF. The PUF hardware security primitives used in this protocol added an
extra security layer at the protocol stack, which provides an important role in the persistent
storage and group key management mechanism. This is ensured with each reconfiguration
of the MIPUF of all the entities. Consequently, the main concern of this protocol is to en-
sure key management tasks based on MIPUF, including key distribution, key storage, and
rekeying.

In [13], Hoglund et al. proposed an automated certificate registration protocol named
PKI4IoT (Towards Public Key Infrastructure for the Internet of Things) for heavily con-
strained devices. The goal is to ensure the end-to-end security between both certification
authorities (CAs) and recipient IoT devices. In order to issue traditional X.509 digital cer-
tificate to IoT devices by existing CAs, the authors designed a lightweight profile for X.509
certificates with CBOR encoding, called XIOT. In the designed profile, edge devices convert
X.509 digital certificates to and from the XIOT format over constrained networks.

In [14], Braeken et al. proposed an anonymous lightweight proxy based key agreement
protocols, called ALPKA. This protocol allows to establish a common shared key between
two highly resource-constrained IoT devices without prior trust relation through a proxy.
The use of symmetric key cryptography makes this protocol lightweight. The authors added
the feature of anonymity to the system. Hence, no information on the identity of the sender
and the receiver can be derived by an outsider from the messages exchanged.
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In [15], Tabassum et al. proposed a Smart Object (SO)-based key management technique
for the IoT that uses a combination of symmetric and asymmetric cryptosystems. This smart
objects are capable for registering, generating, and distributing keys. In their proposal, the
authors used the open-source Message Queuing Telemetry Transport (MQTT) protocol to
facilitate communications between the source and the destination nodes. To demonstrate
their system, they developed a hybrid approach that can simulate/emulate the proposed
key management technique by integrating physical smart object with simulation data.

Up until now much important work has been carried out on key management for the
IoT, but there are still many gaps to be filled. In other words, there is again a long road
ahead to get rid of security issues. In order to ensure an optimum security level within such
a system, the entities must contribute to security mechanisms (public-key cryptography and
pre-shared keys) to agree on certain security parameters such as secret cryptographic keys.
These security mechanisms, which rely on cryptographic operations more or less complex
causing a computation and storage loads, as well as a high communication overhead. How-
ever, the IoT is heavily constrained in hardware resources: they have some limitations in
terms of bandwidth, memory space, battery capacity, and computing power. Despite these
restrictions, the entities require a lightweight key management system. The aim of this work
is to mitigate the resource issue in public-key management in the IoT to design an effective
security mechanism, which can offer end-to-end security services in such a system.

3 The proposed framework

In this section, we discuss first the certificate format in the IoT context, and then our
proposal main operations: key management infrastructure, key authentication and delegate
object selection.

3.1 Certificate format

Most of the existing approaches ensures the object authentication through the well known
certificate standard, such as X.509, which is expensive in terms of storage. Therefore, the
transmission of these certificates requires significant bandwidth, thus it is not well suitable
for the IoT. In the following, we describe the structure of certificate used in this article.

• Certificate type: this field indicates if the certificate is whether ordinary or partial.
• Encryption tools: this field identifies the algorithm with which the public-key is used

(e.g., RSA, DSA, and ECC). It also contains the hash function and the identifier for the
algorithm used by the signer (or to generate the signature).

• Signer identifier: this field indicates who signs the certificate. It could be a certifica-
tion authority, a server among a distributed certification authority, or a simple object,
following the community certification policy.

• Validity period: this field is represented by two dates, namely, the start and end dates
of the certified public-key.

• Object identifier: this field indicates the holder object identity.
• Public-key: this field contains the public-key of the object.
• Signature: this field contains a digital signature, which could be either complete or partial

following the community certification policy.
• Delegated authority: this field is optional, which indicates whether the holder object is

in addition a certification authority or not.
• Certificate identifier: an abstract attribute composed by the signer identifier, the object

identifier and the certificate period of validity.

3.2 Key management infrastructure

The proposed infrastructure makes several autonomous communities coexist. Each one of
them operates under a specific public-key certificate management policy. The alliance of
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these policies is performed through a global infrastructure, which is in charge to ensure
the passage from one community to another. In the framework of this work, we focus on
the most popular certification models, namely hierarchical certification, Web-of-trust based
certification, and threshold certification. It should be noted that our proposal is not restricted
to these certification models. Other models can be integrated to the global trust graph.

The hierarchical certification model is adapted to infrastructure-based sub-networks,
where a certification authority could be centralized. This authority delivers public-key cer-
tificates for the supervised community objects as well as for other sub-servers, which exercises
the same authority over the objects belonging to the hierarchy lower levels. The access point
toward the global infrastructure is realized through the community root certification author-
ity. In the Web-of-trust based certification model, there are no certification authorities. Each
community object certifies public-keys to another object based on their local trust knowl-
edge. All the issued certificates in the system form a certificate graph. The access point
toward the global infrastructure is realized through one object of the community. With the
threshold certification models, a distributed authority ensures the key management service.
To cope with the unprompted nature of certain types of sub-networks, the service is dis-
tributed among a set of servers, which jointly deliver a public-key certificate for an object.
The authority private-key is split into several shares and each server holds one of them. Each
server generates a partial view of the object certificate, and later, the holder combines them
to get the complete certificate. The access point toward the global infrastructure is realized
through the community distributed certification authority. Fig. 1 illustrates an example of
key-management architecture. The global trust graph connects five communities. For in-
stance, the community C1 operates under a hierarchical certification model, the community
C2 operates under a threshold certification model, and the community C3 operates under a
Web-of-trust based certification model. The certification authority is distributed hierarchi-
cally by delegation in community C1 starting from a central server. However, it is distributed
partially among certain servers in case of community C2, and completely distributed among
all the community C3 nodes.

The key management in each community is performed following its own policy. However,
in large scale, the key management is performed through the trust propagation among
communities in the global graph of trust. Each community is delegated by an object in
order to pass in outside the authentication requests. The delegate objects are selected among
those having a high degree of resources and trust connectivity at both inside and outside the
delegated community. The delegate object could be a certification authority, a server from a
distributed certification authority, or an object among those in the Web-of-trust model based
sub-networks. In the latter case, the delegate object could be the one having the highest
number of certificates issued for or by it. In the global infrastructure, the delegate objects
are in charge to store and distribute their public-key certificates without any centralized
server. On the outside of the communities, all the delegate objects have a similar function
and no specific operation is assigned to specific delegate objects.

In the context of IoT, several security services are imposed. In the robustness point of
view, services such as key independence, forward and backward secrecy have to be ensured.
The key management system has to be capable to prevent any device that has left a commu-
nication session being able to access to the future exchanged data. In other hand, it has to
be capable to prevent a device that joins a new communication session being able to access
to the former data. The generated keys must be independent and the disclosure of any key
should not affect the other ones. In quality-of-service point of view, the key management
system should not introduce extra overhead on the devices in terms of storage, computation
and communication. The framework that we propose address all these services, which are
designed to be implemented in the application layer. The keys generation and certification
are in charge of trustworthy and high-performance devices, elected through a fain-grained
process of selection.
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Fig. 1 Communities cohabitation.

3.3 Key authentication

In the case of hierarchical certification model based sub-networks, the public-key authenti-
cation is done by verifying the validity of the certificate holding that key. If the certificate
signature is valid, the requester object can trust the corresponding public-key. The requester
object can go up towards higher certification authorities in order to verify the complete cer-
tificate chain. In the case of Web-of-trust certification model based sub-networks, the public-
key authentication done by verifying the validity of the certificate chain starting from the
requester object to the requested object. In the case of threshold certification model based
sub-networks, the community is supervised by a coalition of servers. The requester object
combines the set of requested object partial certificates.

The requester object is not a specific function in the network. Each object Oi is a
requester object at each moment it requires to authenticate another object Oj . Therefore,
the requester object Oi is the entity in charge to perform the key authentication for that
communication session. It carries out this process by collecting and checking the certificate
chain of the object Oj . The process of certificate gathering is handled by the delegate
community objects, which are in charge to store their community certificates.

The issued certificates are exchanged periodically among the delegate objects. This allows
each one holding the global view of the trust graph. Checking the certificate chain that
connects both the delegate community objects performs the key authentication. The inter-
community authentication is performed between two delegate objects Oi and Oj belonging
under two different communities Ci and Cj , respectively. Upon receiving the authentication
request, Oj responds by sending its public-key certificate. Then, the delegate object Oi

looks up for a trust chain. In the case of absence of a trust relationship, the delegate object
Oi ignores the request. Otherwise, Oi authenticates Oj by the signature verification of the
certificate chain.

Regarding the application requirements, the public-key certificate recovery process can
be implemented in two different ways: proactive or reactive. With the proactive approach,
the delegate objects exchange periodically the issued inter-community certificates. Hence,
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when a delegate object needs to explore the certificate chains leading to another object,
the process will be done in its locally. On the other hand, with the reactive approach, the
certificate recovery is performed on-demand. When a delegate object needs to authenticate
the destination public-key certificate, it collects the appropriate certificate chain through a
distributed process. The delegate object requester sends a request to the delegate objects
that directly trusts them. Each intermediate delegate object includes its own public-key
certificate in the request and perform the same process. Finally, the destination delegate
object adds its own public-key certificate and sends back the chain to the delegate object
requester.

3.4 Delegate object selection

The delegate object selection is an important step to achieve efficiency in terms of trust graph
connectivity. It consists to select the optimal component of objects connecting -in terms of
trust- all the network communities. Thereby, the main purpose is to extract from the trust
graph a strongly connected component that relies all the communities of the network. In
addition, a selected object should be representative in regard of its community, trustworthy,
and effective in terms of resources. In this context, a trustworthy object is selected among
those having a maximum number of certificates issued for them (in-trust). An resource-
effective object is selected among those having a maximum number of certificates issued by
them (out-trust).

Algorithm 1 Strongly connected components determination process executed by an object
Oi.

1: repeat
2: INOi

← Oi.id ;
3: OUTOi

← Oi.id ;
%% INOi

represents the lowest identity of objects reaching Oi and OUTOi
the lowest

identity of reachable objects by Oi. %%
4: Send Oi.id to the Oi’s in-trust and out-trust objects ;
5: repeat
6: for all received message X from Oj do
7: if Oj is an in-trust object and X < INOi

then
8: INOi

← X ;
9: Send X to the Oi’s out-trust objects ;

10: end if
11: if Oj is an out-trust object and X < OUTOi

then
12: OUTOi

← X ;
13: Send X to the Oi’s in-trust objects ;
14: end if
15: end for
16: until all the messages reception
17: until INOi

= OUTOi

%% INOi
= OUTOi

means that Oi and INOi
are in the same strongly connected

component.%%

We model the trust graph by an oriented graph G(O,R), where O represents the set
of objects and R the set of trust relationship between the objects. With the aim to select
the delegate objects, the following steps are executed. The first step consists of the deter-
mination of strongly connected components in the trust graph. Two objects Oi and Oj of
the trust graph would be in the same strongly connected component if there is at least one
path connecting Oi to Oj and inversely. In order to achieve this operation, we propose a
distributed version of the approach developed in [16]. The distributed approach is presented
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by Algorithm 1. The second step consists of the selection of the strongly connected compo-
nent allowing each community being represented by at least an object. These objects will
be the candidates in the delegate object selection. In case of several candidate objects for a
given community, the delegate will be the one object Oi that maximizes Fi, such as

Fi =

{
di + 1

|d+
i −d

−
i |
, d+i 6= d−i

di, otherwise,
(1)

where di, d
+
i and d−i represent the object Oi’s degree, out-degree and in-degree, respec-

tively. Maximizing Fi consists of maximizing di = d+i + d−i . The out-degree d+i reflects the
resource capability (computation and storage) and the in-degree d−i reflects the degree of
trustworthiness.

Let’s take the illustrative example depicted by Fig. 2. The trust graph connects three
communities, namely C1 = {1, 2, 3, 4}, C2 = {5, 6, 7} and C3 = {8, 9, 10, 11}. By executing
the first step of strongly connected components determination, we lead as illustrated in Fig.
3 to three components: SCC1 = {1, 2, 5, 6, 7, 8, 9, 10, 11}, SCC2 = {3}, SCC3 = {4}. The
strongly connected component SCC1 is the one that represents all the communities. The
objects 1 and 2 represent the community C1, the objects 5, 6 and 7 represent the community
C2, and the objects 8, 9, 10, and 11 represent the community C3. On the other hand, the
other strongly connected components, SCC2 and SCC3 allow just the representation of
community C1. In Table 1, we present the objective function evaluation regarding each
community. The object 1 is selected to act as delegate for the community C1, the object 5
is selected to act as delegate for the community C2, and the object 8 is selected to act as
delegate for the community C3. The final structure is illustrated in Fig. 4.

Our work does not focus on energy in the delegate object selection. We believe this is not
a strong issue in the context of IoT. The proposed framework is not designed to operate with
hostile, isolated and/or completely autonomous equipment as considered in Wireless Sensor
Networks. The IoT’s devices (such as smartphones, connected watches, etc.) are mostly
equipped with rechargeable batteries, which let them permanently operational. That’s why
we are focusing mainly on resources (computation and storage) and trustworthiness in the
delegate object selection.
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Community i di d+i d−i Fi Selected object
C1 1 5 2 3 6 1

2 4 2 2 4
C2 5 6 2 4 13

2 5
6 3 1 2 4
7 3 2 1 4

C3 8 9 5 4 10 8
9 3 1 2 4
10 2 1 1 2
11 3 2 1 4

Table 1 Delegate objects determination.
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4 Performance evaluation

In this section, we present the simulation environment, evaluate the performances of our
proposal under several metrics, and finally compare it to the literature.

4.1 Simulation environment and methodology

The numerical simulations, which validate the proposed framework, have been developed
under a Java virtual machine (JVM), JRE 9.0.4, developed on a machine characterized by
2.30 GHz Intel® Core™ i3-2350M Processor, 4 GB RAM, 512 GB SSD, and 64-bit Windows
operating system. We have simulated the proposed public-key management infrastructure
via 750 objects managed by three autonomous communities. Each of them operates under
a specific public-key certificate management policy: (1) hierarchical certification, (2) Web-
of-trust based certification, and (3) threshold certification. The alliance of these policies is
achieved through a global infrastructure. Thus, the latter consists of a set of immobile ob-
jects, randomly scattered in the deployment area of 1000 m2. These objects present different
features in memory and processing power, we have considered for this purpose two types of
objects, namely, ordinary and delegate objects, according to the size of their memory and
the rate of their processor. The overall simulation parameters are summarized in Table 2.

Parameter Value

Deployment area 1000 m2

Deployment type Random
Number of communities connected by the trust graph 3
Number of delegate objects 3
Network size 75− 750 objects
Number of malicious objects 5− 20 objects
Public-key RSA certificate size 103− 268 Bytes
Public-key ECC certificate size 89− 147 Bytes
Hash function used SHA-1
Digital signature algorithm used ECDSA or RSA
Number of executions 25 iterations

Table 2 Simulation parameters.

The performance parameters retained during the experiment of the proposed framework
are as follows: (1) Storage cost: it is defined as the memory space exploited by an object
during the different phases of the proposed framework for storing both keys and crypto-
graphic parameters; (2) Communication cost: it is the measure of the communication load
between objects based on the packet size exchanged between them; (3) Response time: is the
time elapsing between the end of the request addressed to the proposed key management
infrastructure and the beginning of the response. This is of paramount importance since it
measures the reactivity of the proposed framework.

4.2 Results

In this subsection, we present and discuss the obtained simulation results from the afore-
mentioned performance metrics. The results presented hereafter are obtained by varying the
network size from 75 to 750 objects.
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4.2.1 Storage cost

Fig. 5 shows the average storage cost variation using RSA cryptosystem for proactive proto-
col corresponding to the network size. From the plot, we note that the storage cost increases
with the network density, which is quite logical. This is due to the fact that the objects of
each community, which operates under a specific public-key certificate management policy,
stores a significant number of both keys and cryptographic parameters. Consequently, each
time we increase the key size of the RSA cryptosystem, this results in increased storage cost.
In the ongoing, we present the storage cost obtained by the proposed framework with a very
lightweight cryptosystem to see the gains of changing the cryptosystem, which appears.
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Fig. 5 Average storage cost using RSA cryptosystem vs. increasing network size.

Fig. 6 shows the average storage cost variation using ECC cryptosystem for proactive
protocol corresponding to the network size. From this plot, we can also see that the storage
cost increases with the increase in the network size. Indeed, the storage cost generated by
the ECC based version is lower than that obtained with RSA based version. Because ECC
requires smaller keys to provide equivalent security offered by RSA cryptosystem, thereby
reducing storage requirements. In the continued, we observe the impact of the reactive and
proactive protocol on the storage cost using the ECC cryptosystem with a P-256 bit key
size.

Fig. 7 shows the average storage cost variation using ECC cryptosystem for both proac-
tive and reactive protocols corresponding to the network size. From the plot, we can see that
the more the network size increases, the more the storage load produced by the two proto-
cols increases. Indeed, the reactive protocol considerably reduces the storage load compared
to the proactive one. This is expected because of the periodic exchange of inter-community
certificates issued between delegate objects, which obliges each delegate object to periodi-
cally store and update certificate data so that the delegate objects can explore certificate
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Fig. 6 Average storage cost using ECC cryptosystem vs. increasing network size.

chains leading to another network object. Therefore, if a delegate object needs to explore
one certificate chain leading to another, it looks at the certificate table stored in its locality.

Faulty or unreliable objects can be introduced into the network from intruders to spy,
inject or reuse data to cause any system malfunction. These anomalies can be produced by
any type of malicious cryptographic attacks, which can negatively affect sensitive system
information, and data integrity. Likewise, these malicious objects can make each network
community incoherent in their decisions, and they can cause significant damage to the system
if they take control of it. During further, we evaluate the average size of non-stored keys
as reported in Fig. 8 by varying the malicious object number from 5 to 20 on the whole
network using a topology consisting of 750 objects. During data flow, the malicious objects
are deployed in the area of interest randomly, where the probability of affecting is less than
1.

Fig. 8 shows the variation of the average size of non-stored keys using ECC cryptosystem
for proactive protocol in function of the malicious object number. Indeed, the results show
that the average size of non-stored keys decreases slightly by increasing the malicious object
number throughout the whole network. Nevertheless, the proposed framework distinguishes
between benign (trusted) and malicious objects within the entire network. This is because
isolating the suspected objects prevent them from participating in all activities performed
throughout the network.

4.2.2 Communication cost

Fig. 9 show the communication cost variation using RSA cryptosystem for proactive protocol
corresponding to the network size. From the results, we note that the more the network size
increases, the more the communication load of the objects increases. This is due to the
network density, which makes the object number of each community, becomes more and
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Fig. 7 Average storage cost using ECC cryptosystem for proactive and reactive protocols vs. increasing
network size.

more significant and therefore the transmission load becomes important too. As well, with
2048-bit RSA key size, the communication cost is quite significant compared to that obtained
with other RSA key sizes. 2048-bit RSA key size allows to assure better security than other
RSA key sizes for as long as possible, and therefore the communication load is enormous. In
what follows, we will also present the communication cost obtained with the version based
on the ECC cryptosystem.

Fig. 10 shows the communication cost variation using ECC cryptosystem for proactive
protocol corresponding to the network size. Regarding the obtained results, the version of
ECC cryptosystem offers better performances, while generating a few communication loads
with much shorter keys compared to the version based on the RSA cryptosystem. This comes
down to the smallest keys needed with the ECC cryptosystem-based version, which reduces
transmission requirements. Thereafter, we discuss and examine the impact of reactive and
proactive protocol on the communication cost using the ECC cryptosystem with a P-256
bit key size.

Fig. 11 shows the communication cost variation for both proactive and reactive proto-
cols corresponding to the network size. As shown, the communication cost in both protocols
increases with increasing network size. However, the communication load caused by network
overload is too high in the proactive protocol compared to the reactive one. This is due
not only to periodically exchanging inter-community certificates delivered between delegate
objects, but also to regularly updating certificate tables leading to any objects in the net-
work. To see the influence of malicious objects on the communication cost, we computed
this quantity in the ongoing, according to the proactive principle, while using the ECC
cryptosystem.

Fig. 12 shows the communication cost variation using ECC cryptosystem for proactive
protocol in function of the malicious object number in the whole network. From the plot,
we can see a minor decrease in the transmission load due to the increase in the malicious
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Fig. 8 Average size of non-stored keys using ECC cryptosystem vs. increasing malicious objects.

object number on the network. Although the malicious object number has no impact on the
communication cost, the obtained results using ECC with P-384 bit key size are a little bit
high compared to others as ECC cryptosystem with P-384 bit key provides a higher security
level.

4.2.3 Response time

Fig. 13 shows the response time variation using RSA cryptosystem for proactive protocol
corresponding to the network size. In fact, we observe that the response time increases with
the network density, which is quite logical as the number of messages exchanged between
the objects rises due to inter and intra-community communications. The obtained results
indicate that whatever the RSA key size used, the response time increases. Indeed, even if
the response time provided by using 2048-bit RSA key is greater than that elapsed by using
the other RSA keys, but this ensures sufficient security for a long-lasting control message.
To see the advantage of using the ECC on the interactive applications, during subsequent,
we evaluate the response time of the proposed framework with the ECC cryptosystem.

Fig. 14 shows the response time variation using ECC cryptosystem for proactive protocol
corresponding to the network size. Regarding the obtained results, the version based on ECC
cryptosystem demonstrates better results compared to RSA. It generates smaller keys and
takes less time in cryptographic operations. Consequently, the shorter keys make the ECC-
based version a very attractive option for the objects with limited storage capacity and
processing power. In what follows, we present the response time, which is evaluated for both
proactive and reactive protocols by using the ECC cryptosystem with a P-256 bit key size.

Fig. 15 shows the response time variation using ECC cryptosystem for both proactive and
reactive protocols corresponding to the network size. We note that the total response time
required by the proactive protocol is less than the reactive one. In the proactive protocol,
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Fig. 9 Communication cost using RSA cryptosystem vs. increasing network size.

when a delegate object explores a certificate chain leading to another object, the process is
done locally. However, in the reactive protocol, when a delegate object needs to authenticate
a destination public-key certificate; it collects the appropriate certificate chain through a
distributed process. Consequently, the process of exploring certificate chains diminishes the
interactive application performance. In the continued, we evaluate the response time with
malicious objects presence to observe the influence of these objects on the whole network
consisting of 750 objects. The proactive principle is used under the ECC cryptosystem with
a P-256 bit of key size.

Fig. 16 shows the variation of the malicious object detection time necessary to detect
them across the network using ECC cryptosystem in function of the malicious objects.
From the graph, it should be noted that the detection time increases with the increase in
the malicious object number in the three communities of the network. We also observe that
the detection time using an ECC P-384 key size is greater, regardless of the size of three
other ECC used keys.

4.3 Comparison

In this subsection, we present the obtained results of comparison of our proposal with
PKI4IoT protocol [13]. We observe the average size of non-stored keys, communication cost,
and malicious object detection time variations of both protocols depending on the increase
of malicious objects. The proactive principle is used under the ECC cryptosystem with a
P-256 bit of key size.

Fig. 17 shows the average size of non-stored keys in function of malicious object num-
ber. From this plot, we note that the average size of non-stored keys decreases slightly by
increasing the malicious object number in the whole network for both protocols. In fact, the
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Fig. 10 Communication cost using ECC cryptosystem vs. increasing network size.

average size of non-stored keys in the proposed framework, is lower than that of PKI4IoT.
Besides, the proposed framework distinguishes more effectively between trusted objects and
malicious objects across the network compared to PKI4IoT.

Fig. 18 shows the communication cost variation in function of malicious object number.
From the results, we observe the communication cost is a little high in PKI4IoT compared to
the proposed framework. Furthermore, there is a slight decrease in the transmission load due
to the increased number of malicious objects on the network for both protocols. However,
the increase of malicious object number influences PKI4IoT much more than the proposed
framework. This is due to the effectiveness of the security strategy adopted in the proposed
protocol, which detects and eliminates the malicious objects.

Fig. 19 shows the malicious object detection time in function of malicious object number.
As shown, the malicious object detection time in both protocols increases with increasing
the malicious object number. Regarding the obtained results, the proposed framework can
achieve a high identification success time against a large number of malicious objects across
the network. This is explained by the limited communication load between the objects by
limiting the number of requests exchanged between them and the absence of expensive
arithmetic operations. Unlike PKI4IoT, which relies on many operations to provide the
end-to-end security between recipient IoT devices and certificate authorities.

5 Conclusion

In this paper, we have proposed a reliable and adaptive distributed public-key management
infrastructure for the IoT. This framework optimizes the resource in managing public-key
certificates for homogeneous and heterogeneous environments. The main purpose behind this
study was to design an effective security mechanism in the IoT context and therefore offer
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Fig. 11 Communication cost using ECC cryptosystem for proactive and reactive protocols vs. increasing
network size.

reliable end-to-end network security services. The proposed framework allows several com-
munities of objects to communicate. The key management in each community is performed
following its own policy, such as hierarchical certification, Web-of-trust based certification,
and threshold certification. Each community is delegated by an object in order to pass out-
side authentication requests. The delegate object is selected among those having a high
degree of resources and trust connectivity at both inside and outside the delegated commu-
nity. In this regard, simulations have been carried out with comparison to the literature so
as to assess the performances of our proposal. The obtained results are very encouraging by
reducing response time, transmission and storage loads.
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Fig. 16 Malicious object detection time using ECC cryptosystem vs. increasing malicious objects.
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Fig. 17 Average size of non-stored keys using ECC cryptosystem vs. increasing malicious objects.
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Fig. 18 Communication cost using ECC cryptosystem vs. increasing malicious objects.
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Fig. 19 Malicious object detection time using ECC cryptosystem vs. increasing malicious objects.


