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Introduction

Internet of Things (IoT) is a major evolution, which falls under the continuity of the recent developments of information and communication technologies and embedded systems. The World Wide Web has progressed considerably over the last few years from a calculators network to a network of personal computers, then towards a network, which integrates any communicating device [START_REF] Nguyen | Survey on secure communication protocols for the Internet of Things[END_REF] [START_REF] Challal | Sécurité de l'Internet des Objets : vers une approche cognitive et systémique[END_REF]. IoT is a set of smart objects, which are connected [START_REF] Bin | Research on data mining models for the internet of things[END_REF] through a wireless communication means, using an optical medium or radio frequencies. Each object has the ability not only to collect data, but also to transmit it to the sink via the Internet or by using other communication technologies so that it will be treated and visualized on dedicated dashboards [START_REF] Singh | IoT with advance uses and limitations of smart object[END_REF]. These smart objects, which are regarded as the basic platform of the context of IoT, are the objects of everyday life, such as vehicles, televisions, refrigerators, washing machines, buildings, etc [START_REF] Conti | Accelerated visual context classication on a low-power smartwatch[END_REF] [START_REF] Palma | An Internet of Things example: classrooms access control over near eld communication[END_REF]. Each IoT objects is equipped with electronic components such as radio communication supports, processors, sensors, actuators, etc. The emergence of such networks shows their important role which covers numerous application areas including smart homes, smart cities, smart farms, energy, transport, health, industry, agriculture, logistics, etc [START_REF] Borgia | Special issue on internet of things: Research challenges and solutions[END_REF] [START_REF] Chen | A vision of IoT: applications, challenges, and opportunities with china perspective[END_REF].

Internet of Things is envisaged as an extension of a next generation of Internet [START_REF] Li | The internet of things: A security point of view[END_REF] [START_REF] Billet | From task graphs to concrete actions: A new task mapping algorithm for the future Internet of Things[END_REF]. The rise of the IoT can be observed in many areas from the most personal to the most industrial. This has led to huge benets like a better energy management, improved health monitoring, etc. In such a type of system, any IoT object is potentially connected to the Internet and capable to communicate with other objects [START_REF] Yu | IoT as a applications: cloud-based building management systems for the internet of things[END_REF]. Nevertheless, this generates not only conventional attack threats on networks and data, but also it generates the emergence of new threats, which aect the communications. Furthermore, given the dynamic nature of IoT environment, where objects can join or leave the system, protecting data ows from unauthorized access presents a challenge. Consequently, taking into account the nature of the information exchanged between the IoT objects, security is a very important attribute for the communications between IoT objects to guarantee the reliability and privacy of communications [START_REF] Li | Privacy-aware access control with trust management in web service[END_REF], also for the generated data to guarantee protection of the condential data against unauthorized access. For that reason, it is compulsory to have a secure key management scheme to secure transactions between the IoT objects, and it is necessary to establish mechanisms managing and controlling the access to the data of connected devices,as well as to the device itself. In this context, numerous research is focused on the integration of the key management in the IoT [START_REF] Jisha | Survey on Internet of Things (IoT): security issues and countermeasures[END_REF]. Due to various resource constraints related to the IoT object such as energy, memory space, processing capabilities, etc., security in such networks poses dierent challenges. Some existing schemes attempt to address these constraints, but these schemes are dierent from one to another in terms the techniques used for sharing keys between IoT objects, their security level, their taking into account the characteristics of IoT objects, as well as the heterogeneity of these entities. Also, the integration of access control in the IoT has been the subject of several studies in recent years. However, meeting the constraints of this technological revolution in security approaches remains a challenge.

In this paper, we propose a scheme involving two modules to overcome the security issues, which we have already raised before in the IoT environment. First, a key management module that allows IoT objects to establish their ECC key pairs, which will be used subsequently to generate their shared symmetric keys. In other words, this module permits each two IoT object to cooperate and compute their symmetric cryptographic key in a completely distributed manner without resorting to a central server. To the best of our knowledge, this contribution is the rst in which the symmetric cryptographic technique is applied upon the trust graphs, which is extremely involved not only in the security of data exchanges between the system objects, but also in the reduction of the number of symmetric keys generated in the network. Second, the access control module which is an improvement of the Kerberos authentication scheme. The aim of this module is to ensure scalability by distributing this standard version to dierent domains, as well as adding a trust relationship between them to ensure the security of this scheme. Furthermore, we have integrated the RBAC model (Role-Based Access Control) [START_REF] Salunke | A survey paper on role based access control[END_REF] [43] [START_REF] Ferraiolo | Role-based access control (RBAC): Features and motivations[END_REF], in the access server of the second module to allow access to users or prevent them from this access after a verication of the access rights and the role associated with the user. Through the security analysis, we have proved the robustness of the proposed scheme against some malicious known cryptographic attacks. The performance evaluation of this scheme shows a clear improvement in the results compared to the original version of the standard Kerberos scheme. Furthermore, simulation obtained results demonstrate that the proposed scheme provides very encouraging results in comparison with the concurrent ones.

The remaining of the paper is structured as follows. In Section 2, we briey outline some relevant key management, and access control schemes in the framework of the IoT. In Section 3 and 4, we give separately the detailed description of the proposed scheme, and some security analysis. In Section 5, we provide the obtained results following the performance evaluation of the proposed scheme with its two basic modules. Finally, in Section 6, we conclude this study and we provide some future research directions.

Related Work

In this section, we review many recent and pertinent security schemes in the IoT, which we recapitulate in two groups, namely: (1) Key management schemes, and (2) Access control schemes.

Key Management Schemes

IoT is one of the major communications developments, which have been seen in these last few years, the latter allows the IoT objects to be connected between them and with Internet [START_REF] Abdmeziem | A lightweight key management scheme for e-health applications in the context of Internet of Things[END_REF]. Therefore, to provide an appreciable security level of these communications, several key management schemes have been suggested in the literature to provide a shared secret symmetric key between two or more IoT objects, typically used for security purposes [START_REF] Hong | An ecient key management scheme for user access control in outsourced databases[END_REF] [START_REF] Iqbal | Secure end-to-end key establishment protocol for resourceconstrained healthcare sensors in the context of IoT[END_REF]. IoT objects, which constitute the network, have strict constraints depending on the resources such as energy, computational power, memory, etc. Consequently, few key management proposed schemes are appropriate for the IoT. Most of the existing schemes [START_REF] Iqbal | Secure end-to-end key establishment protocol for resourceconstrained healthcare sensors in the context of IoT[END_REF] [25] use public cryptography key to compute the encryption key. However, public key cryptography generates a high computational cost, which is one of the main concerns for resource constrained objects as stated in [START_REF] Shafagh | Poster Abstract: Security comes rst, a public-key cryptography framework for the Internet of Things[END_REF]. In [START_REF] Iqbal | Secure end-to-end key establishment protocol for resourceconstrained healthcare sensors in the context of IoT[END_REF] [25], the authors have proposed centralized key management schemes, where the encryption key is generated from a central server. In [START_REF] Abdmeziem | A cooperative end to end key management scheme for e-health applications in the context of Internet of Things[END_REF], the authors have proposed a key management scheme based on the use of a node, which is unconstrained in resource to unload the heavy cryptographic operations of a resource constrained node. However, the authors have assumed that these unconstrained resource nodes are trustworthy, but no mechanism is established to detect the case where these nodes are compromised. This aforementioned technique is also used in [START_REF] Iqbal | Secure end-to-end key establishment protocol for resourceconstrained healthcare sensors in the context of IoT[END_REF]. In [START_REF] Porambage | Ecient key establishment for constrained IoT devices with collaborative HIPbased approach[END_REF] [22] [START_REF] Veltri | A novel batch-based group key management protocol applied to the Internet of Things[END_REF] [39], the authors have proposed a group key management scheme. However, none of them allow to overcome the 1 aects n phenomenon [START_REF] Tseng | A Secure group communication protocol for Ad Hoc wireless networks[END_REF]. In [START_REF] Veltri | A novel batch-based group key management protocol applied to the Internet of Things[END_REF] [39], the authors have presented their model by using a tree topology, to improve the eciency in terms of processing time, as well as the energy consumption. The authors in [START_REF] Porambage | Ecient key establishment for constrained IoT devices with collaborative HIPbased approach[END_REF] [START_REF] Porambage | Group key establishment for enabling secure multicast communication in wireless sensor networks deployed for IoT applications[END_REF] exploit Elliptic Curve Cryptography (ECC) [START_REF] Miller | Uses of elliptic curves in cryptography[END_REF] [START_REF] Koblitz | Elliptic curve cryptosystems[END_REF], which is a lightweight cryptographic solution suitable for securing resource constrained objects. In [START_REF] Haripriya | ECC based self-certied key management scheme for mutual authentication in Internet of Things[END_REF], the authors have proposed a self-certied key management scheme based on ECC to provide mutual authentication, in their scheme zero knowledge proof was applied. In the scheme proposed by Chen et al. [START_REF] Chen | Lightweight key management scheme to enhance the security of Internet of Things[END_REF], each node is elected to be a server node. After the node election to be a server node, it will generate an encryption key space for other nodes in the system. In addition, two nodes share the same cryptographic key whether they are associated with the same server node. The Elliptic Curve Die-Hellman algorithm (ECDH) [START_REF] Die | New directions in cryptography[END_REF] and Elliptic Curve Cryptography (ECC) based on implicit certicates are exploited in [START_REF] Sciancalepore | Key management protocol with implicit certicates for IoT systems[END_REF]. Sciancalepore et al. [START_REF] Sciancalepore | Key management protocol with implicit certicates for IoT systems[END_REF], have proposed a distributed key management scheme in the IoT where two nodes cooperate to compute a symmetric key after they have authenticated each other. Hong et al. [START_REF] Hong | An ecient key management scheme for user access control in outsourced databases[END_REF], have proposed a key management scheme for outsourced access control in the cloud computing. To diminish key generation cost by merging repeated data resources, Hong et al. have proposed a key generation algorithm based upon RST (Resource Set Tree). As well, to check a user authorization to gain accesses to outsourced in cloud computing, the authors have proposed key assignment algorithm based upon hierarchical CRT (Chinese Remainder Theorem). Esposito et al. [START_REF] Esposito | Distributed group key management for event notication condentiality among sensors[END_REF], have proposed a set of methods to ensure condentiality with end-to-end assurances. This is done through group-based keys in a distributed cluster Key Management framework.

Access Control Schemes

The illegitimate access to condential data and physical systems in IoT network can have a negative impact upon our daily lives [START_REF] Ramos | Distributed capability-based access control for the Internet of Things[END_REF]. With increasing attention to solutions, which limit access to services and resources in IoT, there has been an amplied eort in access control research in such a network. In [START_REF] Xue | An access control system for intelligent buildings[END_REF], Xue et al. have proposed an access control system, which allows secure communications in IoT environment. The proposed access control model, can be used by users to access buildings using their own smartphones. Indeed, Xue et al.'s model functions using a protocol named SPCL (Smart Phone Controlled Lock), through a server as a central controller, which gives orders to the lock to open or not. In [START_REF] Ye | An ecient authentication and access control scheme for perception layer of Internet of Things[END_REF], Ye et al. have proposed an authentication and access control scheme. Indeed, the proposed ECC-based au-thentication serves to ensure the communication security between users and sensor nodes. In contrast, the proposed access control model is based on attribute, which is used to manage authorization decisions and ensure ne-grained access control. In [START_REF] Patel | Energy ecient integrated authentication and access control mechanisms for Internet of Things[END_REF], Patel et al. have proposed a capacity-based authentication and access control protocol (CBAC), whose objective is to ensure secure authorization in IoT environment. In [START_REF] Pereira | A secure RBAC mobile agent access control model for healthcare institutions[END_REF], Pereira et al. have proposed a mobile agent access control scheme, which is based on the RBAC model. The main purpose of Pereira et al.'s scheme is to guarantee the secure exchange of clinical information between dierent health institutions, which belong to the same trust circle. Indeed, this is ensured by a strong access control of mobile agents. In [START_REF] Ramos | Distributed capability-based access control for the Internet of Things[END_REF], Ramos et al. have proposed a capacity-based access control model in a distributed architecture. The access control logic is embedded in the device, which has capabilities to obtain, process, and forward information to other entities and objects without requiring for a central entity PDP (Policy Decision Point). The capacity concept was originally presented as a token, which gives the owner permission to access an entity whenever. In [START_REF] Bairagi | Trust based d2d communications for accessing services in Internet of Things[END_REF], Bairagi, and Chakroborti, have proposed an access control scheme based on trust. The devices, which want to request services from other devices must be connected through an intelligent gateway called Service Discovery and Analysis (SDA) module. When a device requests a service, the SDA nds the set of devices, which can provide that service based on the trust value of the requestor and the service provider criteria. In [START_REF] Anggorojati | Capability-based access control delegation model on the federated IoT network[END_REF], Anggorojati et al. have proposed an access delegation mechanism with security considerations for IoT networks or federated machine-to-machine communication networks. The proposed security model is based primarily on capability-based context aware access control. Indeed, the access delegation process is accomplished by using context information integration, a capacity propagation mechanism, and secure capacity propagation in federated IoT environments. In [START_REF] Seitz | Authorization framework for the Internet of Things[END_REF], Seitz et al. have proposed an authorization system and access control procedures with dierent entities, which cannot have the same access rights. The authorization engine used in Seitz et al.'s scheme consists of two components, namely access control system and an assertion issuing system. The former is used to produce policy-based access control decisions to grant access to a user. While the latter is used to code the authorization decision as an assertion, performs the policy evaluation, and publishes authorization statements for the user's access to resources. In [START_REF] Rivera | Applying an unied access control for IoT-based intelligent agent systems[END_REF], Rivera et al. have proposed a unied access control scheme for intelligent agents, IoT devices, as well as hybrid elements. Rivera et al.'s scheme relies on the application of user-managed access (UMA) to allow users to authorize arbitrary tries to access their resources, while providing access control. This mechanism is provided at the authorization server level, which in its turn provides authorization data and conrmation in token format to gain access to the protected resource. In [START_REF] Cao | Privacy-preserving conjunctive keyword search on encrypted data with enhanced ne-grained access control[END_REF], Cao et al. have designed a new keyword index to withstand the keyword guessing attack from both access and search patterns. After that, Cao et al. have proposed an attribute-based encryption scheme, whose objective is to support an improved ne-grained access control search. In [START_REF] Nasiraee | Anonymous decentralized attribute-based access control for cloudassisted IoT[END_REF], Nasiraee and Ashouri-Talouki have proposed an anonymous and decentralized attribute-based encryption in the standard model (ABE). In order to check the user's attributes anonymously Nasiraee and Ashouri-Talouki's scheme relies on cryptographic accumulators. Afterwards, to guarantee the ABE access control against unauthorized users, the authors have comprised the accumulator in the ciphertext. Besides, to keep the privacy of the policy against the Public Cloud Server (PCS) Nasiraee and Ashouri-Talouki have proposed a decentralized policy obfuscation method. In [START_REF] Yan | IoT-FBAC: Function-based access control scheme using identity-based encryption in IoT[END_REF] Yan et al. have proposed an access control scheme called IoT-FBAC (Function-based Access Control scheme in IoT), which relies on Identity-based Encryption scheme. The aim of Yan et al's scheme is to avoid over-privilege access to applications from accessing unauthorized functions.

After a thorough review of the literature, we revealed that numerous schemes have been proposed to address the key management issues in the IoT environment [START_REF] Miloslavskaya | Internet of Things: information security challenges and solutions[END_REF]. Most of these schemes aim to integrate; [START_REF] Esposito | Distributed group key management for event notication condentiality among sensors[END_REF] the heterogeneity of the objects that the IoT can interconnect, while taking into account the computing resources of these objects (e.g., memory rate, computing power, storage space, etc.); and (2) cryptographic mechanisms to ensure both privacy, security requirements and usefulness of the service provided for the IoT environment. Consequently, the reviewed schemes dier from the techniques used for cryptographic key sharing between the IoT objects. Also, by their degree of security, their taking into account of the characteristics and the heterogeneity of the IoT objects. To sum up, each of the reviewed key management schemes has interesting advantages in some aspects, but also some weaknesses. These latter may prove to be assets or diculties depending on the cryptographic techniques that will be used to secure communications between the network entities. As IoT objects have a resource constraint, so in most cases they cannot perform the various cryptographic operations for secret key generation. The schemes proposed in [START_REF] Abdmeziem | A cooperative end to end key management scheme for e-health applications in the context of Internet of Things[END_REF] [38] [START_REF] Iqbal | Secure end-to-end key establishment protocol for resourceconstrained healthcare sensors in the context of IoT[END_REF] [24], this has been taken into account, unlike those, which are proposed in [START_REF] Yu | A group key distribution scheme for wireless sensor networks in the Internet of Things scenario[END_REF] [START_REF] Porambage | Group key establishment for enabling secure multicast communication in wireless sensor networks deployed for IoT applications[END_REF], where the authors did not take this constraint into consideration. As regards to the examined schemes relating to access control, we have noticed that some of them are more ecient than others. We revealed that the centralized trust based scheme proposed in [START_REF] Xue | An access control system for intelligent buildings[END_REF], suers from security pitfalls, does not provide scalability, and has a high execution time. However, the energy consumption, storage, and communication costs are reduced. The distributed trust based schemes proposed in [START_REF] Bairagi | Trust based d2d communications for accessing services in Internet of Things[END_REF] [36] [32] are vulnerable to cryptographic attacks. As well, the energy consumption, execution time, and storage cost are high. Nevertheless, these schemes provide the functionality of scalability, and oer a reduced communication cost. Two other schemes based on distributed trust proposed in [START_REF] Patel | Energy ecient integrated authentication and access control mechanisms for Internet of Things[END_REF] [START_REF] Pereira | A secure RBAC mobile agent access control model for healthcare institutions[END_REF] guarantee the scalability and the resistance against cryptographic attacks, their energy consumption is reduced in [START_REF] Patel | Energy ecient integrated authentication and access control mechanisms for Internet of Things[END_REF]. Nevertheless, that which is proposed in [START_REF] Pereira | A secure RBAC mobile agent access control model for healthcare institutions[END_REF] suers from a high execution time and energy consumption, nonetheless its communication and storage costs are reduced. As regards the authorizationbased schemes proposed in [START_REF] Rivera | Applying an unied access control for IoT-based intelligent agent systems[END_REF] [34] they are not scalable, and present some performance limits in terms of energy consumption, execution time, and storage cost. Besides, the scheme proposed in [START_REF] Seitz | Authorization framework for the Internet of Things[END_REF] provides resistance against some malicious known cryptographic attacks, contrary to the scheme proposed in [START_REF] Rivera | Applying an unied access control for IoT-based intelligent agent systems[END_REF]. To sum up, through this critical study, we were able to apprehend the major issues surrounding both the key management and access control in the IoT environment. To mend the shortcomings of the aforementioned work it appeared to us that a scheme which involves two modules (key management and access control), which would be based on ECC and would not be based on a central server could be a good solution to the aforesaid issues.

The Proposed Scheme

In this section, we give the novelty and our main contributions to the proposed scheme. Likewise, we introduce the considered network model, as well as we give a detailed description of each module, which is involved in the proposed scheme.

Internet of Things is envisaged like a next-generation extension of the Internet, the objects of such an environment are connected to each other. A large number of applications require a highly secure network to avoid holes in communications. Therefore, the establishment and sharing secret keys between the communicating objects is necessary. In consequence, the execution of a robust key management algorithm proves to be essential to secure communications between the IoT objects. An extensive review of the existing literature has helped us to better understand all the key management schemes in the IoT, which have been suggested in the last six years. Nevertheless, the prior proposed schemes are in fact not eective because they all rely on complex cryptographic algorithms, resulting not only in high computational and storage loads, but also in a high communications load. Additionally, in terms of security the majority of them are vulnerable to dierent types of known cryptographic attacks, which directly aect the privacy of the exchanged data. Besides, most of them don't ensure the scalability criterion. In the proposed scheme, we have taken into account all shortcomings of the reviewed schemes and we propose a new and scalable key management algorithm based upon trust graphs in the context of IoT. The key management module provides the following important properties: [START_REF] Esposito | Distributed group key management for event notication condentiality among sensors[END_REF] it is completely distributed where the key management is established through a trust graph; (2) it allows IoT objects to have a key pair (private and public key), which will be used to generate symmetric keys in a distributed manner without resorting to a central server; [START_REF] Nasiraee | Anonymous decentralized attribute-based access control for cloudassisted IoT[END_REF] it guarantees the scalability criterion; (4) it overcomes the 1 aects n phenomenon [START_REF] Tseng | A Secure group communication protocol for Ad Hoc wireless networks[END_REF], where the IoT object leaving the network will never be able to decrypt future messages exchanged in the network and the IoT object joining the network will not be able to decrypt the old messages; (5) it achieves better security against various known attacks, with lower storage, energy consumption, communication, and computation costs.

The main idea of key management module is to integrate symmetric cryptography technique upon trust graphs to satisfy the requirements of the IoT system in terms of security. Based on trust graphs, the proposed scheme becomes scalable and considerably reduces the number of symmetric keys generated in the network. During system initialization, each object i locally computes its ECC key pair, which will be used in symmetric key generation process. Thus, the proposed scheme allows two trusted IoT objects to cooperate so as to compute their symmetric keys by using their ECC key pairs after they mutually authenticate each other. We consider the communication network of the IoT as an unoriented graph denoted by G = X, U , where X and U represent the set of vertices and edges, respectively. The graph vertices represent the IoT objects and the existence of an edge, which connects a to b means that the object a trusts b and it can share a symmetric key with it. We illustrate in Fig. 1, the trust graph model of the key management module. The symmetric key generation between the objects are based on the trust transitive relationship, i.e., if a trusts b and b trusts c, then a can trust c (see Fig. 2) [START_REF] Capkun | Small worlds in security systems: an analysis of the PGP certicate graph[END_REF] [START_REF] Ren | Highly reliable trust establishment scheme in ad hoc networks[END_REF]. Consequently, the object a and c can cooperate to compute their symmetric keys in order to secure their future communications. 

Key Management Module Algorithm

In this subsection, we describe in detail the key management module based on trust graphs, so as to mend the security and performance shortcomings of the previous schemes described above. Accordingly, the key management module is extensible or retractile in terms of the number of IoT objects, which integrate the networks. This module operates in ve basic phases, namely: system initialization, mutual authentication with the session key agreement, communication, joining the system, and removal from the system. Before describing in detail the dierent phases, which constitute this module, the meanings of all parameters used by the algorithm relating to this module are summarized in Table 1. The object i's identity

T i
The object i's timestamp

∆T

The valid time interval of the transmission delay Elliptic curve point addition, subtraction and multiplication

System Initialization Phase

In this phase, all the IoT objects agree on dierent parameters to be taken into account during the execution of the computation process of the shared symmetric key between the two communication parties. The detailed steps of this phase are described as follows:

Step-1: all objects publicly agree in a public manner on an elliptic curve equation E p (a, b) with order n dened on a nite eld F p . Furthermore, the IoT objects also agree on a base point G over the elliptic curve.

Step-2: each object chooses a random number d i ∈ [1, n -1] as a secret key. Afterwards, each of these objects derives its public key by computing

Q i = d i • G.
Consequently, each network object has a key pair d i , Q i , which will be used in the symmetric key generation process.

Mutual Authentication with Key Agreement Phase

In this phase, we explain how two IoT objects, namely I a and I b , can authenticate each other and generate a symmetric cryptographic key K by using Elliptic Curve Die-Hellman (ECDH) algorithm. Each system object has a list of identiers of all the objects to which it trusts in order to share with them a symmetric key to secure the future transactions which will be done between them. This list of identiers of each object is denoted by

U i = {Id 1 , Id 2 , • • • , Id m },
where m is the number of objects with which the object i shares a symmetric key. The detailed steps of the mutual authentication process with the session key agreement are described in the following:

Step-1: initially, I a selects a random number r a ∈ [1, n -1], and computes some parameters as follows:

η = r a • G, ξ = r a • d a , α = ξ • G, ν = r a • Q b , γ = α ⊕ ν, ϑ = H(ID a α η T a ).
Afterwards, I a sends the message request ID a , η, γ, ϑ, T a to I b .

Step-2: upon receiving the request message ID a , η, γ, ϑ, T a from I a , I b rstly checks the validity and the freshness of the request message by computing the dierence S = |T b -T a |, where T b is the current timestamp of I b , in the case where S > ∆T , a replay attack could be suspected. Therefore, I b rejects I a 's login request. Otherwise, if S ∆T , I b performs the following operations, so it computes α = γ⊕d b •η, after the α deduction, I b computes ϑ = H(ID a α η T a ), and it compares the result to ϑ already received. If both of them are not equal I b rejects I a 's login request and the authentication process in its turn will be canceled. Otherwise,

I b selects a random number r b ∈ [1, n-1],
and keeps it temporarily in its locally, then it computes

ψ = r b •Q b ⊕α, Z = H(ID a ID b α ψ T b ).
Finally, I b sends the request message ID b , ψ, Z, T b to I a .

Step-3: upon receiving the request message ID b , ψ, Z, T b from I b , I a checks the validity and the freshness of the request message by computing the dierence

S = |T a -T b |, if S > ∆T , I a computes r b • Q b = ψ ⊕ α, Z = H(ID a ID b α ψ T b )
, and compares the computed value Z and the already received one Z. If both of them are equal, then I b is authenticated by I a . Therefore, the latter computes the symmetric key K by using the KDF function such that

K = KDF(ID a ID b ρ T a T b ), where ρ = r b • Q b • ξ = r a • r b • d a • d b • G. Afterwards, I a computes φ = r a • Q a ⊕ r b • Q b , and sends the request message ID a , φ, Auth = H(K, φ r a • Q a ) to I b .
Step-4: upon receiving the request message

ID a , φ, Auth = H(K, φ r a • Q a ) from I a , I b computes r a • Q a = φ ⊕ r b • Q b ,

and checks

Auth to conrm not only the accuracy of the received request message, but also the authentication of I a . If the above check passes correctly, then I a is authenticated by I b . Thus, the latter computes the same symmetric key 3 summarizes the dierent phases of the key management algorithm.

K such that K = KDF(ID a ID b ρ T a T b ), where ρ = r a • Q a • r b • d b = r a •r b •d a •d b •G. Fig.

Communication Phase

For that an IoT object i could communicate with a particular IoT object j, these two communication parties must share a symmetric key. To compute the latter, these two IoT objects must have mutual condence from one to another. This mutual trust can be direct or indirect, we summarize in the following, the communication principle by using these two trusty types.

Communication using a direct trust: each two system objects which have a direct mutual trust (e.g., a and e as illustrated in Fig. 4) directly computes their symmetric key following the key computation process dened in section 3.1.2 without using the transitive relation of trust. Afterwards, the two objects could use their shared symmetric key to secure the communications, which take place between them. Consequently, in the proposed scheme, each two IoT objects can compute a symmetric key, which will be shared between them. Communication using indirect trust: when the object a wants to communicate with b (see Fig. 4), while a and b do not share a symmetric key between them, so this message will borrow one path from a to b, this path represents a trust chain between a and b.

The object a randomly chooses one of the objects with which it shares a symmetric key and trust it. Assume that a chooses e, so a encrypts its message with the symmetric key it shares with e, then sends it to e, which in its turn decrypts it with the same key.

Object I a Object I b Selects a random number d a Selects a random number r a ∈ [1, n -1] Computes η = r a • G Computes ξ = r a • d a Computes α = ξ • G Computes ν = r a • Q b Computes γ = α ⊕ ν Computes ϑ = H(ID a α η T a ) Computes S = |T b -T a | Checks S ∆T Computes α = γ ⊕ d b • η Computes ϑ = H(ID a α η T a ) Checks ϑ = ϑ Selects a random number r b ∈ [1, n -1] Computes Ψ = r b • Q b ⊕ α Computes Z = H(ID a ID b α Ψ T b ) Computes S = |T a -T b | Checks S ∆T Computes r b • Q b = Ψ ⊕ α Computes Z = H(ID a ID b α Ψ T b ) Checks Z = Z Computes ρ = r b • Q b • ξ Computes K = KDF(ID a ID b ρ T a T b ) Computes Φ = r a • Q a ⊕ r b • Q b Computes r a • Q a = Φ ⊕ r b • Q b Computes ρ = r a • Q a • r b • d b Computes K = KDF(ID a ID b ρ T a T b ) Checks Auth ID a , η, γ, ϑ, T a ID b , Ψ, Z, T b ID a , Φ, Auth = H(K, Φ r a • Q a )
Then, e sends this message to b after having encrypted it with the key it shares with it. Upon receiving this message, the object b decrypts it with the key which it shares with e. By the transitive trust principle, the object a trusts e and the object e trusts b, then a can trust b (see Fig. 2). Consequently, for future communications between a and b, both of them will compute a shared symmetric key among them.

Joining the System Phase

This operation occurs when a new object integrates the system. When a new object wants to join the system, it must send an integration request to the system to one of the objects, which have already integrated into the system. Upon receiving the request, if the member object believes that the new object is trustworthy, therefore, the new object and the member object compute a secret key after they have authenticated each other. After then, this new object can communicate with the other system objects based on the transitive trust principle. From that, the new object becomes a member of the system. Obviously, the object which joins the system will not be able to decrypt the old exchanged messages with the key that it shares with one of the system member objects.

Removal From the System Phase

When a network object considers that one of the objects with which it shares a secret key is no longer trustworthy, the shared symmetric key between them will be revoked and the malicious object will leave the system. Therefore, this object will not be able to decipher the future messages exchanged in the network. In the case where this malicious object belongs to the trust chain which connects several member objects, in this case the latter explores another trust chain.

In the ongoing, we explain the novelty and our main contributions for the access control module, which is involved in the proposed scheme. As well, we introduce the network model of the second module, and we describe in detail the access control module algorithm.

IoT is a mixture of countless objects and technologies, which make up an heterogeneous network. Objects in such an environment are often empowered to perform dierent services and access resources and data from other objects using secure communication. The latter plays a very important role in realizing some of these services. This requires supporting both a good authentication and access control mechanism to prevent unauthorized access to the services of IoT objects. The standard Kerberos scheme is eective for authenticating and controlling user access to resources and services of IoT objects. Nevertheless, since Kerberos is only a centralized scheme, and whenever a user wants to use a service of a particular object, it must involve the authentication server. The latter suers from processing power limitation, so that Kerberos scheme has poor expandability, and this demonstrates that Kerberos is not suitable for largescale networks. It is for these reasons that we have thought to extend the standard Kerberos by the distributivity of this scheme. To achieve this goal, we propose a Kerberos enhancement, which consists of integration of trust principle, control of access rights, and a user's role. The standard Kerberos scheme distributivity allows each user in a certain domain to access the data of each object using the means of delegating access rights and a role-based verication (RBAC). Consequently, it is on these principles that we based to develop a proposal to address the issues raised in the standard Kerberos scheme.

The main purpose of the access control module is to provide the authentication and access control services for users who wish to access object services in IoT environments. To put it another way, this module allows users who have the right to access the services of a particular object, as well as prevent others who do not have the access right. Fig. 5, shows the network model considered in the access control module. When a user i wants to access a particular service of an IoT object j, he asks the authentication server AS i of his domain for a T GT i ticket in order to access the T GO i server. Afterwards, using the received T GT i ticket, the user i, requests the T GO i server, an access ticket T GO i to use the service of a particular object j. The T GO i server checks the access rights, the role associated with this user, as well as the validity of the T GO i ticket, so as to answer him with a request, which conrms or denies the access to the requested object. In the case where the user i has the access right, the T GO i server delivers to him the requested ticket (TGO i ticket) to access the services of a particular IoT object requested by the user i. Finally, when the access to this object is successfully performed, the object launches a protocol for executing a particular service in the object j. This scenario is executed when the object belongs to the same domain as that of the user i. Otherwise, if the object belongs to a dierent domain, a trust relationship must be established between the T GO i servers of dierent domain.

Access Control Module Algorithm

Our contribution is based on Kerberos, which is a centralized scheme, it does not provide the scalability criterion. Indeed, it causes a large load of key sharing and an authentication server saturation. In addition, standard Kerberos does not provide the reliability criterion because if the authentication/TGO server fails, the entire system will fail. On account of these weaknesses, we thought about implementing a distributed solution, which inherits the goodness of Kerberos standard. In the upgraded version, we have assigned to each domain, which can be a hospital, company, university, governmental organization, etc., a Kerberos scheme. This is necessary to provide both authentication and access control service, which is ensured by RBAC model (based on the user's role). Therefore, the major interest of the RBAC access control model is to allow the authorization or prohibition of access to the requested object at the local level (i.e., within its domain). The access control module can be divided into three phases, namely: user authentication, obtaining access ticket to the object j, and access to the object j. Furthermore, the connection phase between dierent domains is a special case, which only executes when a user requests access to an object located in another domain dierent from its original domain. The following subsections detail the dierent phases, which constitute the access control module. In Table 2, we summarize the notation and terminology used through the algorithm of the second module. The user i's access password

PW j
The object j's access password

ED

The expiry date of a session key

∆T

The expected valid time interval of the transmission delay T i , T i

The user i's current timestamps

T T GO
The T GO i server current timestamp

T j
The object j's current timestamp

R i
The user i's role

User Authentication Phase

In this phase, the user i identify himself near the authentication server AS i to obtain the T GT i ticket, which authorizes him to make requests to T GO i server that interests him.

Step-1: before accessing the services of a particular IoT object, the user i must authenticate with the authentication server AS i of his domain. For this fact, the user i, rstly, sends to the authentication server AS i an authentication request which include its identity, authentication server's identity, as well as that of the T GO i server, which interests him, such that ID i , ID AS i , ID ST i .

Step-2: upon receiving the authentication request ID i , ID AS i , ID ST i from the user i, the authentication server AS i checks the validity of user i's identity and checks also if this user has the right to access to T GO i server. If both are correct, the authentication server AS i generates a session key S i , which will be shared between the user i and T GO i server to establish secure communication between them. Then, it xes the expiration date ED S i of this session key. Subsequently, it computes the T GT i ticket, which allows this user to make requests to T GO i server such that T GT i = ID i + S i + ED S i . The latter will be encrypted by using the symmetric key K i , which is shared between the authentication server AS i , and T GO i server. Finally, the authentication server AS i responds to the user i with the request S i , T GT i PW i . The user i's authentication phase is depicted in Fig. 6.

User (i) Authentication server (AS i )

Checks user i's ID i Generate session key S i Fix the experation date of S i

T GT i ← ID i , S i , ED Si Ki Ans ← S i , T GT i PW i S i , T GT i = Ans PW i ID i , ID AS i , ID T S i S i , T GT i PW i
Fig. 6: User authentication phase.

Phase of Obtaining the Access Ticket to Object j

Once the user i acquires its T GT i ticket, and wants to use the service of object j, then he sends a demand of T GO i ticket to the T GO i server.

Step-1: the user i sends to server T GO i of his domain an access message request ID i , ID ST i , ID j , R i , T GT i , T i Si , where T i indicates, the current timestamp of the user i.

Step-2: upon receiving the access request ID i , ID ST i , ID j , R i , T GT i , T i Si from the user i, the server T GO i checks whether the object j belongs to its domain. If yes, it decrypts the T GT i ticket by using K i to get the session key S i to decrypt T i , and checks its freshness to see if it's close to the current timestamp T T GO . So, the T GO i server computes T T GO -T i ∆T , where ∆T indicate, the expected valid time interval of the transmission delay. If T T GO -T i > ∆T , the T GO i server rejects the request. Otherwise, it checks the expiry date of the T GT i ticket and evaluates the access rights and the role associated with the user i. If the user i has access rights, the T GO i server generates an access ticket T GO i . The latter is composed of a session key SK ij , which will be shared between the user i and the object j and an expiry date ED SK ij of this session key, user i's identity, object j's identity, as well as user i's role. Afterwards, the obtained ticket

T GO i = ID i + ID j + SK ij + R i + ED SK ij is encrypted with the object j's password PW j .
Finally, the T GO i server responds to the user i with a request SK ij , T GO i S i . The phase of obtaining the access ticket to the object j is depicted in Fig. 7.

Access Phase to Object j

This last phase represents the communication phase between the user i and the object j, which represents the service provider. The steps which constitute this phase are the following:

User (i) T GO i Server Checks if user i ∈ domain i Decrepts: ID i , S i , ED Si = T GT i Ki Decrepts: T i = T i Si Checks ID i Checks T T GO i -T i ∆T
Checks the validity of T GT i Verify access rights of user i on j Generate session key SK ij Fix the data experation of SK ij

T GO i ← ID i , ID j , SK ij , ED SK ij PW j Ans ← SK ij , T GO i PW i SK ij , T GO i = Ans S i ID i , ID T S i , ID j , R i , T GT i , T i Si SK ij , T GO i S i
Fig. 7: Phase of obtaining the access ticket to object j.

Step-1: after receiving the request SK ij , T GO i S i from the T GO i server, the user i decrypts the bloc by using the symmetric key S i to get the session key SK ij , which will be shared between him and the object i. After the user i extracts his access ticket T GO i to access to the particular object j in his domain, he sends an access request ID i , ID j , T GO i , T i SK ij to the object j.

Step-2: after receiving the access request ID i , ID j , T GO i , T i SK ij from the user i, the object j decrypts the T GO i ticket by using PW j to have the session key Sk ij . Afterwards, it checks if the T GO i ticket is still valid. If it true, it checks whether the user i's timestamp T i sent by the user i is close to the object j's current timestamp T j . If T j -T i ∆T , the object j allows the user i to access to its service. The access phase to the object j performed by the user i is depicted in Fig. 8.

Connection Phase Between Dierent Domains

In this phase, a trust relationship is dened between T GO i servers of dierent domains, allows a user i to access a particular service of an object j in another domain dierent from its original domain.

Step-1: initially, the user i authenticates himself near the authentication server AS i in his domain to obtain a T GT i ticket to access to a T GO i server. When the user i gets his User (i) Object (j) Decrypts:

ID i , ID j , SK ij , R i , ED SK ij = T GO i PW j Decrypts: T i = T i SK ij
Checks ID i , and ID j Checks T j -T i ∆T Checks the validity of T GO i Start the service execution

ID i , ID j , T GO i , T i SK ij
Fig. 8: Access phase to the object j.

ticket T GT i for the server T GO i in his domain, the server T GO i check whether the object j belongs to his domain or not. In the positive case, the access control will be ensured by the three phases that we have already seen before without having recourse to the phase of connection between the dierent domains. Otherwise, the T GO i server redirects the request to another T GO i+1 neighbor server from another domain, which it trusts. The T GO i+1 server of external domain check the access rights, and the components of T GT i ticket, if they are adequate, then the T GO i+1 server of external domain sends a ticket T GO i+1 to the user i to conrm his/her access right to the object j. Otherwise, the T GO i+1 server redirects the request to another neighbor T GO i+2 server from another domain, to whom he trusts, and so on. The steps of this phase are depicted in Fig. 9.

User (i)

Authentication server (AS

i ) T GO i Server T GO i+1 Server Object (j) (1) 
(2) ( )

( ):
if the object j does not belong to the domain i T GO i server send Note that the operations (1), [START_REF] Cao | Privacy-preserving conjunctive keyword search on encrypted data with enhanced ne-grained access control[END_REF], and (3) depicted in Fig. 9 are the same operations of the three phases which we have already explained before in Sections 3.2.1, 3.2.2, and 3.2.3, respectively.

T GT i to T GO i+1 server. (3) ID i , ID AS i , ID T S i S i , T GT i PW i ID i , ID T S i , ID j , R i , T GT i , T i S i ID i , ID T S i+1 , ID j , R i , T GT i+1 , T i S i+1 SK ij , T GO i+1 S i+1 ID i , ID j , T GO i , T i SK ij

Security Analysis

In this section, we analyze the security of the proposed scheme to demonstrate the level of its resistance against well-known malicious cryptographic attacks.

Key Management Module

Proposition [START_REF] Esposito | Distributed group key management for event notication condentiality among sensors[END_REF] The key management module can prevent against replay attack. Proof Since the exchanged messages have a valid time interval ∆T , an adversary will not be able to reuse messages of a previous session run of this module in an another future session. Assume that an intruder intercepts the request message ID a , η, γ, ϑ, T a sent from I a to I b and tries to reuse it for another future session. When I b receives this request message, it will check its freshness by computing the dierence S = |T b -T a |, it will nd that it is greater than the valid time interval for the transmission delay ∆T , since the message was not sent at the time T a . For that reason, replay attack is impossible to be performed in the proposed scheme.

Proposition 2 The key management module can prevent against denial of service attack.

Proof Assume that an adversary intercepts the message request ID b , ψ, Z, T b sent from I b to I a and replaces it with ID b , X, Z, T b , after then sends it to I a , where X is any random point on the elliptic curve. Upon receiving this request message, I a computes Z = H(ID a ID b α X T b ), and compares the result (Z ) to the already received value of Z, but they are dierent. Therefore, an intruder cannot overwhelm I a with unnecessary requests for the purpose of conducting an identity or session theft attack. As a result, the proposed scheme can withstand denial of service attack. Proposition 3 The key management module can prevent against man-in-the-middle attack.

Proof Assume that an adversary intercepts the message request ID a , η, γ, ϑ, T a sent from I a to I b , it cannot get η, since computing r a is equivalent to solve Elliptic Curve Discrete Logarithm Problem (ECDLP) [START_REF] Islam | Design of improved password authentication and update scheme based on elliptic curve cryptography[END_REF]. What is more, he will not be able to get γ, because he will not be able to compute α since r a and d a are secret and are only known by I a . In addition, the adversary cannot get ν, because the computation of the secret value r a is equivalent to solve the ECDLP problem. When the intruder intercepts the request ID b , ψ, Z, T b , it replaces ψ with X, where X is a random value chosen by the intruder, then sends the request ID b , X, Z, T b to I a . Upon receiving this request message, I a computes Z = H(ID a ID b α X T b ) and compares it with Z and nds not the same result. Consequently, the authentication fails and the computed key will be revoked. Proposition 4 The key management module can prevent against impersonation attack. Proof An adversary cannot authenticate itself as I a to share a symmetric session key with I b . The adversary intercepts the request message ID a , η, γ, ϑ, T a forwarded by I a , it will not be able to obtain η, because the computation of the secret value r a is equivalent to solve the Elliptic Curve Discrete Logarithm Problem (ECDLP). As well, γ cannot be obtained because it will not be able to compute α, since r a and d a are secret and are only known by I a , and cannot also get ν, as the computation of the secret value r a is equivalent to solve the problem of ECDLP. Proposition 5 The key management module can prevent against modication attack.

Proof Assume that a malicious object wants to alter the exchanged data between the two objects I a and I b , it will have no means to do it. Indeed, it is dicult to carry out a modication attack since I a and I b use the one-way secure hash function to guarantee the integrity of the exchanged data during all the transactions done between the two communication parties.

Access Control Module

Proposition 6 The access control module can withstand man-in-the-middle attack.

Proof Assume that an intruder wants to stand between two communication entities to pretend to be near to each other. However, the intruder will not have the opportunity to pretend to be one near the other under penalty of being spotted by the two communication entities. Because the intruder will not be able to retrieve sensitive information or modify intercepted messages from the T GT i and T GO i tickets, which are encrypted by using session keys, which are known only by the two communication entities. Consequently, such attack is impossible to implement in the proposed scheme.

Proposition 7 The access control module can withstand Sybil attack.

Proof Assume that an intruder wants to impersonate multiple valid users to send wrong requests to T GO i server or object j at a given time. To do this, the intruder must rst identify himself near the authentication server AS i to obtain a T GT i ticket to request a T GO i ticket from the T GO i server. However, the intruder cannot pass this step because the authentication server AS i detects it. We assume that the intruder passes this step, so, he must generate several tickets to hope to deceive the T GO i server or the object j. However, by receiving these tickets, the server T GO i and object j checks the validation of these tickets through the decryption operations. Thus, the request messages of T GO i ticket or service request will be rejected and the attack is detected. Proposition 8 The access control module can detect a DoS attack.

Proof Assume that an intruder attempts to overwhelm the T GO i server or the object i with useless queries for the purpose of leading an impersonation or session theft attacks. The intruder will never be able to authenticate himself or obtain any condential information. Because if the number of the attempts to access T GO i server or object i with a wrong password (or session key) exceeds the predened number, the T GO i server or object i block the operation of a login session. Consequently, this allows us to justify that the proposed scheme resists against such attack. Proposition 9 The access control module can withstand impersonation attack.

Proof If an intruder wants to impersonate a user i he must rst identify himself near the authentication server AS i . However, the latter detects message invalidity and rejects the login request. Consequently, when an intruder wants to impersonate a user i, he will not have the opportunity to do it, based on what was previously demonstrated in sybile attack.

Proposition 10 The access control module can withstand replay attack.

Proof Assume that an intruder has intercepted a valid ticket request from the T GO i server already forwarded by the user i. If the intruder reuses the request ID i , ID ST i , ID j , R i , T GT i , T i Si , the T GO i server detects this attack by checking the user i's timestamp T i of the received request, which will be rejected if T T GO -T i > ∆T . For the same reason, the intruder cannot reuse the exchanged messages between the user i and the object j. Because, the latter detects such attack by checking the freshness of the received request by the validity of the condition T j -T i ∆T . So, an intruder will not be able to reuse messages from one session in another session. Proposition 11 The access control module can bypass brute force attack. Proof In the access control module passwords used by the user i, the object j, as well as the dierent servers are for single use. In addition, the expiry date of the dierent tickets issued during the execution of the proposed scheme is quite short, which usually dates eight hours. Besides, the stolen ticket can be canceled prematurely, if necessary. Moreover, the stolen ticket is valid only if it is used from the ticket owner machine IP address. Consequently, the periodic renewal of passwords and tickets does not allow an intruder to easily and quickly nd these secrets, so the brute force attack is in this case ineective.

Experimental Validation

Simulation Environment and Parameters

In this subsection, we expose and discuss the simulation parameters which we have considered. In order to evaluate the performance of the proposed scheme, we have developed simulations under Java programming language. For the performance evaluation of the proposed scheme, the simulations were performed on a machine, which operate upon Windows 64 -bit system, running over an Intel(R) Core (TM) i3 -2350M CPU @ 2.30 GHz 2.30 GHz processor and 4 GB RAM memory. The simulations were done with 210 users. Finally, as for the obtained results are the average of 25 simulated independent iterations. In what follows, we present and discuss the obtained simulation results of both the key management and access control modules according to some major metrics which we will discuss later.

Key Management Module

During the validation of the key management module, we have focused on four main performance metrics, namely: communication cost, processing time, storage cost, and energy consumption. Through the communication cost, we compute the number of bits sent by each object i during the key establishment process to see the complexity degree of the key management module in a number of messages broadcasted for the establishment of this process. By means of the processing time, we evaluate the execution time of this module during the establishment key process to see at which stages this module is reactive to improve the real time criteria. Moreover, via the storage cost we evaluate the ability of the object i to store the dierent parameters, which it will need in the computing process of the symmetric key. Finally, through consumed energy, we analyze the amount of energy consumed by each object in the system to measure its lifetime, as well as that of the entire network. As mentioned above, simulations of the key management module have been done under Java programming language, with objects which have the same initial energy capacity E 0 = 3 Joule. So as to compute the energy consumed by each object during the key establishment process, we have opted for the radio energy consumption model proposed by Heinzelman et al. [START_REF] Heinzelman | Energy-ecient communication protocol for wireless microsensor networks[END_REF]. The latter is used to compute the energy consumed during the transmission and reception of message (pk) from object i to j, located at a distance d.

In order to evaluate the performance of the key management module, we have chosen to compare the obtained results with those of the concurrent schemes, namely that of Porambage et al. [START_REF] Porambage | Group key establishment for enabling secure multicast communication in wireless sensor networks deployed for IoT applications[END_REF] with its two versions, Haripriya and Kulothungan [START_REF] Haripriya | ECC based self-certied key management scheme for mutual authentication in Internet of Things[END_REF], and Sciancalepore et al. [START_REF] Sciancalepore | Key management protocol with implicit certicates for IoT systems[END_REF] by adopting the same energy model. We have measured the performance metrics that we have considered according to the ECC key size: P-128, P-160, P-192, and P-224 bits. The increase in the ECC key size is essential for seeing the ECC keys inuence on the four metrics listed above, because ECC keys are needed to achieve the desired security and functionality. In what follows, we present the interpretation of the obtained results of the rst module.

Communication Cost

In this subsection, we compare the performances of the key management module, as well as those of the concurrent schemes in terms of communication cost. Fig. 10 illustrates the communication cost variation in function of ECC key size.

As we can see from the simulated graph, the size of messages exchanged between objects increases with increasing of the ECC key size, this is with all schemes, including ours. From the results, it was inferred that the proposed scheme gives better results compared to the concurrent ones. This is because it performs in three communication round and the amount of the exchanged data is less than those of the concurrent schemes. Indeed, to ensure the authentication process between objects, the proposed scheme uses only the hash functions. However, the concurrent schemes use not only much hash functions and ECDSA signature algorithm, but also all of them performs in four communication round, which in part increases the communication cost. 

Processing Time

In this subsection, we were interested in comparing the processing time of the rst module, and the concurrent schemes. Fig. 11 illustrates the variation of the overall processing time in function of the ECC key size. From Fig. 11, it can be seen that the processing time increases by increasing ECC key size for both the proposed scheme and the concurrent ones. The result relating to the proposed scheme is very satisfactory and better than those obtained by the concurrent ones. Besides, the performances of the proposed scheme are higher compared to other schemes with a basic processing time of 412 (ms). Because of the fact that the key management module uses non-complex security mechanisms, on the other hand, the concurrent schemes rely on complex processing operations, especially, Elliptic Curve Digital Signature Algorithm (ECDSA), certicates, etc., resulting in a high computational, and communication load.

Storage Cost

In this subsection, we discuss the storage cost variation in function of the ECC key size for this module, as well as for those of the concurrent schemes. Fig. 12, illustrates, the obtained results in terms of storage cost of each object. As expected, the storage cost on each object in the proposed scheme and the concurrent ones increases when the ECC key size increases. It is shown that the proposed scheme indicates acceptable results compared to those presented by the concurrent ones. Indeed, in the proposed scheme, the IoT objects store only two parameters, but, the scheme proposed by Porambage et al. [START_REF] Porambage | Group key establishment for enabling secure multicast communication in wireless sensor networks deployed for IoT applications[END_REF], Haripriya and Kulothungan [START_REF] Haripriya | ECC based self-certied key management scheme for mutual authentication in Internet of Things[END_REF], and Sciancalepore et al. [START_REF] Sciancalepore | Key management protocol with implicit certicates for IoT systems[END_REF] require several parameters to be stored in each IoT object. Consequently, the results are clearly favorable for the proposed scheme.

Consumed Energy

In this subsection, we discuss the energy consumed variation in function of the ECC key size for the rst module, as well as for those of the concurrent schemes. Fig. 13 illustrates the obtained results in terms of energy consumption on each IoT object. Fig. 13: Energy consumption on each IoT object in function of key size ECC.

From the simulated graph, the energy consumption with the proposed scheme is lower and acceptable than those of the concurrent ones. When the ECC key size increases, the consumed energy in the proposed scheme is more signicant than the comparable ones. This is because the key management module has smaller exchanged message size, less communication load and needs less hash operations. However, the concurrent schemes based upon complex algorithms, especially, cryptographic algorithms, which are expensive in CPU resources.

Access Control Module

In order to validate the access control module experimentally, we chose to perform simulations by using Java programming language, and the IDE Eclipse platform. To evaluate the performance of the access control module, we have chosen to compare it with Ramos et al.'s scheme [START_REF] Ramos | Distributed capability-based access control for the Internet of Things[END_REF], and Nasiraee and Ashouri-Talouki's scheme [START_REF] Nasiraee | Anonymous decentralized attribute-based access control for cloudassisted IoT[END_REF]. For the performed simulations, the variable parameter used is the number of users trying to access a service of a particular object in the IoT environment. During the simulation, we are interested in the following performance metrics: (1) processing time: represents the execution time required for a user, each time the scheme is run. This metric is important for testing the eciency of a protocol across communicating users in the network; (2) communication cost: this metric represents the size of the messages transmitted by one communication part during the scheme run. In the Internet of Things, communications between the IoT communication parties are the most expensive operations, especially, with the increase of communicating objects; (3) encryption time: represents the time needed to cipher a data block by using a well-dened encryption algorithm. Security plays a very important role in IoT systems, mostly, when exchanging messages between two communication entities, so the use of encryption algorithms is extremely important. However, the use of such algorithm inuences the encryption time of a scheme. The reason of that is, increasing the size of the exchanged messages between communicating objects directly inuences the encryption time; and (4) decryption time: represents the time needed to decipher a data block encrypted with a well-dened algorithm. As already mentioned, a use of an encryption algorithm is important to ensure the security of the transmitted messages. A use of the decryption algorithm completes this function, which inuences the decryption time with the increase of the size of the exchanged messages and the number of communicating objects.

In what follows, we provide and discuss the obtained simulation results of the access control module. In order to evaluate this module, we compare its performances with those of Ramos et al.'s scheme [START_REF] Ramos | Distributed capability-based access control for the Internet of Things[END_REF], and Nasiraee and Ashouri-Talouki's scheme [START_REF] Nasiraee | Anonymous decentralized attribute-based access control for cloudassisted IoT[END_REF].

Processing Time

Fig. 14, depicts the variation of processing time in function of the number of users. As shown in Fig. 14, the processing time of the proposed scheme, that of Ramos et al. [START_REF] Ramos | Distributed capability-based access control for the Internet of Things[END_REF], as well as that of Nasiraee and Ashouri-Talouki [START_REF] Nasiraee | Anonymous decentralized attribute-based access control for cloudassisted IoT[END_REF], increases with the increase in the number of users. The results relating to the proposed scheme are very satisfactory and better than those presented by Nasiraee and Ashouri-Talouki [START_REF] Nasiraee | Anonymous decentralized attribute-based access control for cloudassisted IoT[END_REF] and Ramos et al.'s scheme [START_REF] Ramos | Distributed capability-based access control for the Internet of Things[END_REF]. This is explained by the lightweight cryptographic operations used in the access control module, and the transmission load, which is lower, while Ramos et al.'s scheme uses complex algorithms, and particularly Elliptic Curve Digital Signature Algorithm (ECDSA), which is very expensive in CPU resources. 

Communication Cost

Fig. 15, depicts the variation of communication cost in function of the number of users. We note from Fig. 15, that the communication cost is always increasing with increasing the number of users, which is quite obvious. From Fig. 15, it is inferred that the proposed scheme shows better performance compared to that of Nasiraee and Ashouri-Talouki [START_REF] Nasiraee | Anonymous decentralized attribute-based access control for cloudassisted IoT[END_REF] and Ramos et al. [START_REF] Ramos | Distributed capability-based access control for the Internet of Things[END_REF]. The proposed scheme reduces the communication load between two entities because it avoids adding certicates and signatures during data transmission, thus providing a minimum communication cost. 

Encryption Time

Fig. 16, depicts the variation of encryption time in function of the number of users. As observed in Fig. 16, more the number of users increases more the encryption time increases too. Because of the fact that, the increase in the number of users implies an increase in the amount of the encrypted and signed exchanged messages between the communicating entities. Moreover, the results relating to the proposed scheme are very satisfactory and better than those obtained by Ramos et al.'s scheme [START_REF] Ramos | Distributed capability-based access control for the Internet of Things[END_REF], and Nasiraee and Ashouri-Talouki [START_REF] Nasiraee | Anonymous decentralized attribute-based access control for cloudassisted IoT[END_REF]. Because in the access control module the user only has to encrypt a few amount of messages by using a lightweight encryption algorithm. However, this amount in Ramos et al.'s scheme is much larger, and it takes more time to be encrypted, and signed by using ECDSA algorithm. 

Decryption Time

Fig. 17, depicts the variation of decryption time in function of the number of users. As shown in Fig. 17, we notice that the decryption time increases with the increase of the number of users. Likewise, this graph show that the decryption time of the proposed scheme obviously outperforms Ramos et al.'s scheme [START_REF] Ramos | Distributed capability-based access control for the Internet of Things[END_REF], and Nasiraee and Ashouri-Talouki [START_REF] Nasiraee | Anonymous decentralized attribute-based access control for cloudassisted IoT[END_REF]. This is due to the complex cryptographic algorithm used in the concurrent schemes, which increases both the encryption, and decryption times of the exchanged data in the IoT environment. 

Conclusion

In this paper, we have proposed a scheme consisting of key management and access control modules to enhance security in IoT environment. The key management module is based on trust graphs for Internet of things. The idea of integrating the cryptography technique into the trust graphs contributes enormously to the security of the data exchange and key management in such networks. This rst module allows the IoT objects to have a key pair which will be used for the generation of their symmetric key. Likewise, it allows these IoT objects to generate their secret keys in a distributed manner without resorting to a central authority. Moreover, The proposed scheme minimizes the number of keys, which are generated in the IoT, since each IoT object only shares a single symmetric cryptographic key with the objects it trusts in the network. The access control module is an improvement of a network authentication scheme "Kerberos". This improvement is intended to ensure scalability in this scheme, because each time a user wants to use the service of an IoT object, he must involve the authentication server. The latter suers from processing power limitation, so that the Kerberos authentication scheme has poor expandability, and this demonstrates that Kerberos standard is not suitable for large-scale networks. The main merit of this improvement is that: (i) it provides distributivity through a trust relationship which connects T GO i servers from dierent domains; (ii) it checks for permissions, access rights, and roles associated with each user based on the RBAC model; (iii) it ensures a speed of execution; (iv) the system can continue to operate even if an authentication server or T GO i server break down; and (v) it ensures the sharing and distributivity of data. The security analysis of the proposed scheme conrms that it can withstand various malicious cryptographic attacks. Finally, the proposed scheme has been validated by simulation. The obtained results indicate that the proposed scheme oers a reduced processing, storage and communication costs, encryption and decryption time, as well as provides a minimal energy consumption compared with the concurrent schemes.

In our future work, we plan to implement the proposed scheme under a real platform. We also intend to deepen the performance analysis of the proposed scheme by considering other performance metrics to concretize the results for possible comparisons with other existing schemes. Similarly, to measure the weaknesses of the two modules involved in the proposed scheme.
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 1 Notations used in key management module

	Symbol Meaning
	ID i

Table 2 :

 2 Notations used in access control moduleShared symmetric key between authentication server AS i and T GO i server

	Symbol Meaning
	ID i	The user i's identity
	ID j	The object j's identity
	ID AS i ID ST i T GT i	Authentication server identity of domain i T GO Server identity of domain i Ticket Granting Ticket of domain i
	T GO i	Ticket Granting Object of domain i
	AS i	Authentication server of domain i
	S i	Shared symmetric key between T GO i server and user i
	SK ij	Shared symmetric key between user i and object j
	K i	
	PW i