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Abstract

Currently, several technologies are being used together to improve the quality of services
for people. Specifically for the health area, the application possibilities involving both
software and hardware are quite diverse. Internet of Things (IoT) and blockchain are two
technologies that are currently integrating more and more to provide better services, taking
advantage of their characteristics. This work proposes an architecture for the collection
and storage of e-health data, based on IoT and blockchain. For its validation, a prototype
was designed and the flow of operations was analyzed. Preliminary results indicated the
proposed architecture has the potential to integrate IoT and blockchain to support e-health
applications, enabling research and application development, but a broader study with IoT
devices is needed for a better assessment.

1 Introduction

With the integration of technologies such as Internet of Things (IoT) and blockchain, a new
computational layer has emerged capable of offering secure data sharing and analysis, in addition
to enabling privacy guarantees, where it is possible to authenticate, authorize, control and audit
the data obtained from sensors [1]. In this context, the integration of these technologies has
enabled the development of applications in different sectors: finance, health, education, etc.

IoT is a paradigm in which heterogeneous physical objects are interconnected through wired
or wireless technologies. The basic idea is to integrate “things” on the Internet by providing
users with various services [2][3]. Nowadays, many IoT projects have milions of IoT devices
acting as sensor or actuator, collecting sensitive data from people or processing this data for
the most varied purposes [4].

According to the Healthcare Information and Management Systems Society (HIMSS) [5], e-
health is defined as the application of the Internet and other related technologies in the health
sector to improve access, efficiency and the effectiveness of the quality of clinical processes and
business processes used by healthcare organizations, professionals, patients and consumers, in
an effort to improve the health status of patients.

In the literature, several works have invested in e-health applications [6][7]. Neto et al.
[7] proposed an approach for monitoring people who are part of risk groups. For example,
sedentary people, using IoT technologies. They monitored users’ physiological data through
wearable devices and sends this data to a computational cloud. These data are processed, stored
and presented to the healthcare professional, who will monitor and establish new activities for
the user. They built a mobile and web applications, and collected data from sensors and a
dataset of health data. Neto et al. [6] presented an IoT approach to help sedentary people.
This approach monitors users’ physiological data through wearable devices and sends them
to the cloud for processing. In the cloud, the data is processed and presented to the health
professional, that will monitor and establish new activities for users. The data generated in
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situations such as those described in these works brings the problem of how to access the data
safely and how to avoid falsification.

Blockchain is a data structure that makes it possible to create a transaction-proof digital
ledger and share it [8]. This technology uses public key cryptography to sign transactions
between the parties. The transactions are then stored in a distributed ledger. The ledger
consists of cryptographically linked transaction blocks, which form a blockchain [9].

The data obtained from the sensors when stored in centralized bases can cause several
problems due to this centralized topology. Among the problems, we highlight those related to
security, for example, when there is a server failure or when the server suffers hacker attacks.
Blockchain shows itself as a potential technology to solve these problems by offering desired
resources for large-scale IoT infrastructures, such as decentralization, reliability, traceability
and immutability [10].

The objective of this work is to present an architecture that integrates IoT and blockchain
technologies. A flow of operations from the collection of sensors data to the availability of this
data in a web / mobile application will be described. An application prototype to validate the
architecture will also be presented in the work.

This work is divided into the following sections: Section 2 shows some related work; in
Section 3 the proposed architecture is presented; Section 4 shows the design of a proof of
concept for the architecture, the developed prototype and some discussion; and finally, Section 5
presents the conclusions and future work.

2 Related Work

Some works in the literature have developed research related to IoT and blockchain [10][11][12].
Wang et al. [10] proposed a hierarchical blockchain storage structure, where the majority of
blockchain is stored in the cloud, while the most recent blocks are stored in an overlay network.
Research opportunities with the use of blockchain technology in applications that manipulate
DNA sequence data were presented in Neto et al. [12]. For this, an architecture for general e-
health applications with blockchain was proposed. They also implemented a proof of concept to
analyze the use of blockchain technology in e-health applications using DNA sequence data and
they also listed a set of research opportunities. A study of the use of blockchain technology in an
e-health approach was described in Neto et al. [11], using the distributed database BigchainDB,
where a performance analysis of transaction validation times was conducted.

Chendeb et al. [13] proposed a multi-layer IoT/blockchain based architecture customized
and designed to be used in the medical field. Many parties interact With this information,
including doctors, health service providers, insurance companies and pharmacies. A distributed
blockchain cloud architecture model was designed to meet the design principles required to
efficiently manage the raw data streams produced by numerous IoT devices, promoting the
possibility of using blockchain technology with IoT and vertical applications. The proposed
architecture was designed to support high availability, real-time data delivery, high scalability,
security, resiliency, and low latency. As future work, the authors intent to implement this
architecture in a real system, and evaluate performance.

Batista et al. [4] proposed Heimdall, a distributed smart contract-based framework that
provides access control for sensitive or personal data collected by IoT devices that follow the
prerogatives of General Data Protection Regulation (GDPR) and General Data Protection Law
(Lei Geral de Proteção de Dados - LGPD). The users must be able to: authorize or revoke the
data access without depends on a trusted third party; to define what subset of your sensitive or
personal data may be accessed or not based on access rules; to audit whom accessed his sensitive
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or personal data and be able to see when this occurred. For this, it is necessary develop a smart
contract that rules the access control, create the protocol that defines the possible operations on
the access control framework and the involved actions, define the syntax and semantics of access
rules, design a distributed mechanism to verify the access rules and create a multidimensional
index of sensitive and personal data to facilitate queries on stored data. This work is still in
development.

3 Architecture Proposal

This section describes the main elements of the proposed architecture. These elements can be
composed of sub-elements of hardware or software systems.

Figure 1 represents the proposed architecture and operations flow of an environment that
uses IoT and blockchain technologies. The proposed scenario illustrated by the architecture is
an e-health application, with the purpose of verifying the health status of a patient.

At a high level, the first element is the set of devices responsible for performing measure-
ments and data capture. For an e-health environment, for example, these devices are sensors
responsible for analyzing the patient’s physiological events, such as temperature sensors, blood
pressure, glucose, etc. The second element is the communication system used to transmit data
from the input devices to a storage environment. The third element is the data management
system, which is related to the machines responsible for processing, storing and retrieving the
data. And finally, the applications responsible for making interactions of the system with users
capable of verifying the health status compose the fourth element.

In item (1) it is possible to view an IoT prototype responsible for collecting the data, in
addition to elements responsible for handling the data coming from the sensors and preparing
them for sending to the server intended to carry out the storage on the blockchain. Item (2)
presents the architecture element responsible for communicating the IoT Prototype with the
server’s itens. In item (3), server P will receive the data read from the patient’s health status
and perform the insertion of the data on the blockchain. In item (4), the server C responsible
for reading the blockchain data is shown. Sub-items (5.1) and (5.2) show the applications that
access blockchain data through the server C, which make up the set of applications in item (5).
And sub-items (6.1) and (6.2) are the individuals who have access to the applications.

4 Proof of Concept, Application and Discussion

This section presents a proof of concept of the proposed architecture and an application to illus-
trate a possible e-health application scenario. At the end, some discussions about architecture
and technology are presented.

4.1 Proof of Concept

In this section, the implementation of the architecture presented in the previous section will be
discussed. For this, an IoT prototype was designed and built in a similar way to that presented
in item 1 of Section 3, where the sensors used for the implementation were simulated in order to
generate data regarding the measurement of body temperature, blood oxygen level and heart
rate.

The used development board was Esp8266 Nodemcu wifi module, responsible for receiving
health status data and connecting to the Fiware framework. This framework is used to allow the
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Figure 1: Architecture proposal

system to become scalable and to be able to deal with heterogeneity when the system becomes
more robust [14]. Fiware is an open source project that provides a set of components whose
objective is to facilitate the development of intelligent applications. It emerged in Europe from
the Future Internet Public Private Partnership (FI-PPP), defining APIs for the development
of solutions in several sectors, such as: smart cities, agriculture, e-health, transport and en-
ergy [15][16]. A simplified view of the components to perform the communication is shown in
Figure 2.

In Figure 2, the implementation of items 1, 2 and 3 of Figure 1 is presented and the
blocks will be described below. The main component of Fiware middlwware is presented in the
block referring to Orion Context Broker, responsible for managing context information, such
as: updates, queries, records and subscriptions [17]. The context information in the scenario
presented refers to the patient’s health status. For this architecture, Orion Broker will receive
notifications from Agent IoT informing context updates.

The IoT Agent component presented in the block diagram has the function of communicating
the physical devices with the Orion Broker, because in an IoT system it is common to have
a diversity of technologies and communication protocols, requiring an entity responsible for
carrying out the interpretation of data from the sensors for the Orion Context Broker. This
component also addresses security issues and provides services for programmers AGENT. In
this architecture, Agent IoT will listen to the MQTT Broker so that the measurements can be
sent to Orion.
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Figure 2: Simplified view of the components to perform the communication

In addition, Orion Context Broker uses the MongoDB database to store information related
to the context state of devices across entities. These states are stored in the JSON format [18].

With Orion Broker, it is possible for asynchronous notifications to be sent to applications
connected to the Broker. This is made possible when applications subscribe to receive update
notices. This makes it possible for applications that communicate with the Orion Context
Broker do not make requests unnecessarily, but only when the context of an entity is updated.
The use of the signature mechanism will therefore reduce the volume of requests and the amount
of data transmitted between the components of the system. This reduction in network traffic
will improve overall responsiveness [19]. Therefore, whenever a change in the patient’s health
status occurs, a POST request is submitted to the server P, in order to update the patient’s
information.

Regarding the section of architecture dedicated to data storage, the types of available
blockchains were initially analyzed. Blockchain networks are divided into two groups based
on the type of permission, which are: without permission (permissionless) and with permission
(permissioned). An example of a blockchain network without permission is Bitcoin, in which
topology block insertion in the network is not restricted. However, this approach does not sat-
isfy the requirements of the implemented scenario, as the data related to health are of a private
nature. In blockchains with permission only individuals with authorization can interact with
the network [20]. This type of network is interesting for the implemented scenario because the
access to patient data is limited.

The solution for using a permissioned blockchain was to use Hyperledger [21]. The Linux
Foundation launched this project in 2015, which built a corporate blockchain development plat-
form [22]. Hyperledger Fabric is a technology from Hyperledger technologies. It uses a modular
structure to provide scalable components, including encryption, authentication, consensus algo-
rithm, smart contract, data storage and other services [23]. Chaincodes are the smart contracts
responsible for allowing applications to interact with the network, depending on the business
rule of the application. For this architecture, in the chaincodes functions were defined that
insert the data in the blockchain, the reading of the network data, through the servers P and
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C respectively, and the search of the data history.

With the data inserted in the Hyperledger network, it is already possible for applications to
make requests in order to obtain the data from the sensors and present them in a more readable
way. For the demonstration of this architecture, the servers P and C were implemented in Node
JS and the application responsible for demonstrating the data in Vue JS.

4.2 Application

In this section, the prototype of the WEB application will be described. We highlight here that
the idea is to have an application that is an e-health application scenario just to illustrate the
architecture.

This application initially aims to display graphs of the patient’s situation, based on three
variables indicating: heart rate, body temperature and blood oxygen level. The values of these
variables are obtained from the Hyperledger network and are changed by the simulated sensors,
as previously discussed. In the proposed scenario, only one patient is being considered, whose
identification is being named by the identification 111.111.111-11.

As the used network ledger is immutable and transparent, it is possible to take advantage of
these characteristics to track transactions and thus obtain the current status and history of the
patient’s vital signs. Figure 3 shows the last data stored in the network regarding measurements
that indicate heart rate (92 beats per minute), temperature (37 degrees) and blood oxygen
saturation (98%). This chart can be used by professionals to facilitate visualization of the
patient’s current situation through the measured values. This would be just a possible feature
of the application. E-health applications have many features and depend a lot on the type
of application or area of expertise. As patient data is stored on the blockchain, its origin is
transparent to the end user.

Figure 4 displays the data history. These data are: timestamp, name, docType, ekg, tem-
perature and oxymeter. These data represent the timestamp in which the transaction was
performed by the network nodes, the patient’s name, an identifier of the type of transaction,
the measured heart rate value, body temperature and blood oxygen rate, respectively. This is
a code vision. The final user did not visualize this information in this format. This history is
obtained by the server C from Figure 1, which makes a request to the Hyperledger network to
obtain an array that is formed by the values of the vital data and time stamps, this array is
built based on the patient’s identifier. Data of ekg, temperature and oxymeter are displayed in
the graphs of Figure 3.

Finally, in Figure 5, the line graphs show samples of the data history. These graphs were
constructed with the values similar to those in Figure 4. Through them it is possible to in-
vestigate individually and together the three variables that are being measured by the sensors.
Thus, it is easier for the application user to study the patient’s situation, through the knowledge
of the behavior of these data in the past, since it is possible to easily examine the trajectory
of the variation of the information obtained from the sensors according to the evolution of the
time that is in the horizontal axis. And by selecting one of the markers, users are provided
with an immediate visualization of the absolute values measured at each instant, as shown in
Figure 5.

The line graph consists of the presentation of three variables: the upper line (orange and
dotted) shows the measured values referring to the percentage of oxygen in the blood, the
intermediate line (blue and continuous) refers to the value obtained from the ECG sensor, and
the bottom line (green and dotted) is body temperature. The variation of the horizontal axis
indicates the displacement in time and variations in the vertical axis define the measured value
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Figure 3: Measuring sample

Figure 4: Hyperledger network data

Figure 5: Samples of history captured from the sensors

for each variable.

The application presented in this section aims to validate the architecture discussed pre-
viously, indicating that with the implementation of the system through technologies for data
collection, communication, storage, processing and presentation, it is possible to confirm that
the components and the flow of operations established in the Figure 1 can be implemented and
executed together.
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4.3 Analysis and Discussions

As previously informed, there was no implementation of the architecture with all the items. In
this case, the capture of sensor values was simulated, consisting of a work limitation. However,
this does not invalidate the work as the flow of operations remains.

The application considered the use of a permissioned blockchain, that is, for e-health appli-
cations it would be better if the blockchain infrastructure was controlled with permissions for
the involved institutions. In this case, Hyperledger was used for that purpose.

Several data are generated by the sensors, and the volume is often large. However, not all
data makes sense to be stored on the blockchain. This is a research challenge, which involves
data selection and merging, as the blockchain’s storage capacity is limited. To get around this
situation, relational databases can be used as a complement to the applications.

Regarding the financial cost, storing the data on a public blockchain would have an associ-
ated cost. This was yet another reason to use a permissioned and private blockchain. However,
there is a cost to maintain the infrastructure between the involved institutions.

In order to fully serve a real e-health application, further study on the e-health sub-areas
to be used is still needed. There are many sub-areas, so the number of features is also high.
The integration between different systems and between different data formats also becomes
a challenge, especially when considering issues of performance and quality of service. In this
scenario, the use of IoT and blockchain must be carefully designed so as not to harm the entire
e-health environment.

5 Conclusions and Future Work

This work presented an architecture for integrating IoT and blockchain. Thus, with its im-
plementation, it will be possible to perform the flow of operations from the collection of data
originating from sensors to its availability through a web or mobile application. A prototype of
an e-health application was developed to validate parts of the architecture.

This work contributes to the spread of blockchain technology and its application. In addi-
tion, the proposed architecture can be applied to several domains using IoT and blockchain.
This work is at an early stage, and it is possible to try several technologies related to IoT and
blockchain. There is a need to have a deeper study on the integration of actuating and sensing
devices to further characterize the relationship with IoT, and how data can be stored on the
blockchain. It is also necessary to have a study more appropriate to e-health applications, so
that prototypes can be developed that benefit well from the technologies involved. All of these
tasks consist of future work.

Also as future work, we intend to fully implement the architecture in a more robust e-health
application and consequent performance evaluation. For its evaluation, this will initially occur
through the use by users specialized in e-health and also an analysis of application performance
according to different workloads applied to the environment.
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