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stract

nternet of Things (IoT) is a new emerging sys-
f interconnected devices that experiences signif-
growth in a wide variety of applications. The
communication technologies for IoT are the

Power Wide Area Networks (LPWANs) having
range, low cost and low power characteristics.
is context, an important part of the applica-
requires the mobility of the end devices with

e communications. In this paper, we consider
obility management solutions in LPWAN net-

s and we investigate how they ensure security.
rst review the basic IoT security requirements
he typical IoT protocol stack. We then focus on
xisting mobility management solutions in LP-
and we highlight the mobility related security
by checking the attacks that can be performed

se of mobility. Furthermore, we evaluate the se-
in each mobility solution by checking the afore-

ioned attacks and we draw a comparison study.

dex terms— Internet of Things, LPWAN,
ility, Security.

1 Introduction

The Internet of Things (IoT) refers to the huge n
ber of devices connected to the internet for var
purposes including data collection, information s
ing, smart system control, etc. The prominent
quirements for IoT communication with the end
are the low power consumption, the long rang
communication, and the cost efficiency. Low-R
Wireless Personal Area Network (LR-WPAN) t
nologies such as ZigBee and Bluetooth do not fit
range communication requirements but their cost
energy consumption are relatively low. Other t
nologies based on common cellular networks as
3G, and 4G have high power consumption but
span long communication ranges. The lack of a t
nology satisfying all the IoT communication requ
ments led to the development of a new type of wir
communication technology called Low Power W
Area Network (LPWAN). The long range, low
and low power characteristics of LPWAN [1, 2]
it an increasing prevalence in the research and m
facturing areas [3]. Among the various LPWAN t
nologies, the most popular today are LoRaWAN
NB-IoT [5], SigFox [6] and DASH7 [7, 8].

In recent years, IoT is experiencing signifi
growth in a wide variety of applications inclu
healthcare, supply chain, smart cities, smart vehi
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n important part of such applications requires
obility of the end devices that are frequently

ng and changing their locations. Therefore, a
ble mobility management process should be em-
d to provide a roaming feature for devices when
ng away from their home networks. Many solu-
are proposed in the literature for mobility man-
ent in the Internet, and several of them propose
se of a network layer protocol like Mobile IPv6
v6) [9], Fast Handover MIPv6 (FMIPv6) [10],
ork Mobility (NEMO) [11], Proxy Mobile IPv6
Pv6) [12], etc. Other solutions are designed par-
rly for LPWAN technologies that come with
ctions on many parameters like the maximum
ad length and the number of messages sent dur-
time interval. For example, the maximum pay-
length is 243 bytes for LoRaWAN frame, 1600
for NB-IoT, while the daily message number is

cted to 140 messages per day in uplink and 4
ges in downlink for Sigfox [13].
addition to mobility needs, IoT applications
d consider the requirements related to security.
solution or communication technology used to
lish a communication between an IoT device
n end user should take the basic security re-

ments as main requirements in the solution plan
the communication scheme, which include the
nticity, confidentiality, integrity, and availabil-
addition to some specific requirements to IoT

d to resource limitations such as short battery
e and small memory size. The security issues

e classified according to several categories, like
ct severity, consequences, device or network re-
, used protocol stack, etc. Moreover, mobile IoT
new types of security issues related to device
lity itself, and from the management process re-
ible for the handle of the mobility process.
eral papers presented an overview of the secu-
n IoT such as [14], [15] and [16]. The focus in
papers was mainly on common security attacks

networks. But in this paper, we consider the
lity related security issues. To our knowledge,
s the first paper highlighting such mobility re-
security issues.
e rest of the paper is organized as follows. In
on 2, we present a typical IP-based protocol

stack for IoT and the security requirements. Nex
Section 3, we summarize the architectures of the m
famous LPWAN technologies which are LoRaW
and NB-IoT, and how each technology can ach
roaming. Further, in Section 4, we define mob
and we present the three existing solutions for
bility in LPWAN. After, in Section 5, we present
mobility related security issues. Finally, we eval
the aforementioned mobility solutions accordin
the presented security issues in Section 6.

2 IoT Protocol Stack and Sec
rity Requirements

In this section, we present a typical IP-based pr
col stack for IoT. Then, we briefly review the b
security requirements to achieve safe communica
in an IoT environment.

2.1 IoT Protocol Stack

Figure 1 shows a typical IP-based protocol stack
IoT. This stack is very similar to TCP/IP prot
[17], but it is adapted to work in an environment
resources-constrained devices, which is the most
ical constraint in an IoT environment. Simila
TCP/IP protocol, this stack consists of the five
vailing layers: application, transport, network,
and physical; in addition to the adaptation layer

At the application layer, two main proto
are used: the Constrained Application Prot
(CoAP) and the Message Queuing Telemetry Tr
port (MQTT). CoAP is used as a web com
nication protocol adopted by nodes and netw
having limited resources. CoAP is based on
quest/response model between nodes and desig
to be easily integrated into the Web [18]. CoAP
the User Datagram Protocol (UDP) at the trans
layer and a simple mechanism for re-transmissio
case of packet loss [19]. MQTT is based on p
lish/subscribe model and on the Transmission C
trol Protocol (TCP). MQTT is designed to w
in low bandwidth wireless environments allowin
the same time many to many communication
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upport Secure Sockets Layer (SSL) and Trans-
Layer Security (TLS) [20]. Other application
protocols also exist for IoT such as the Exten-
Messaging and Presence Protocol (XMPP) [21],
ful [22], and the Advanced Message Queuing
col (AMQP) [23].
mentioned, UDP is used at the transport layer
oAP. Although a reliable protocol is required
is layer, the TCP is less used for many rea-
First, in many IoT technologies, IoT devices

cheduled to go into sleep mode regularly or af-
ansmission, and a long term connection cannot
ld. Second, TCP adds a considerable overhead
ared to the length of data sent by an IoT de-
Third, many applications using the data sent

T devices require low latency. Also, the over-
added by the TCP adds a delay of transmission

is not suitable for such applications [24]. For
ese reasons and since UDP does not have the
ioned problems, UDP was preferred over TCP
e transport layer.
ny key features motivate to use IPv6 at the net-
layer. IPv6 can achieve high scalability espe-
when comparing it to IPv4. Scalability comes

tially from the number of addresses that can be
ed in the network. IPv6 has 128-bit for the ad-
space whereas IPv4 has only 32-bit which is al-
occupied by the traditional computer networks.
her feature supported by IPv6 is the Stateless
ess Auto-Configuration (SLAAC) which helps in
g addresses without the need for processes like
mic Host Configuration Protocol (DCHP) used
v4. An important feature in IPv6 is the opti-

mobility support that avoids triangular rout-
provided by using the IPv6 extension headers

e of the main challenges of deploying IPv6 in
s the large size of IPv6 headers, therefore, an
tion layer is usually employed. The main pur-
of the adaptation layer is to compress IPv6 head-
hich reduces the packet length and thus the

r needed for transmission. In addition, adapta-
ayer is used in packet fragmentation mechanism
tworks that have small maximum transmission
length. A well known adaption layer protocol
6 over Low Power Wireless Personal Area Net-

works (6LoWPAN) [26], others exist such as RO
Header Compression (ROHC) [27] and Static C
text Header Compression (SCHC) [28].

The two lower layers, physical and link layers,
sist of the technology used and supported by the
device, it can belong to Low Rate Wireless Pers
Area Networks (LR-WPANs) like Zigbee and B
tooth, or Low Power Wide Area Networks (LPWA
like LoRaWAN and NB-IoT, or other types of
layer technologies. An IoT device can support m
than one technology at the same time which help
mobility when moving between networks emplo
different link layer technologies.

CoAP/MQTT

UPD/TCP

IPv4/IPv6

6LoWPAN/SCHC

MAC

PHY

Application

Transport

Network

Adaptation

Link

Physical

Figure 1: IoT Protocol Stack.

2.2 IoT Security Requirements

The IoT networks inherit the common netw
security requirements, which are Confidentia
Integrity and Availability, widely known as the C
triad [29], added to the authenticity.

• Confidentiality (C): refers to the preventio
data exposure to unauthorized parties. Since
data sent by IoT devices could pass through
secure paths before arriving at the destination
appropriate mechanism should be employed to
vent an eavesdropper from revealing them.

• Integrity (I): the data should be exchanged
stored in a manner that prevents any unauthor
party from altering them, which can lead to fa
decisions, or manipulating them for other malic
purposes.
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ailability (Av): the service provided by the
network should be reachable anytime, thus, all
nodes forming the network should be protected

m attacks that hinder the provision of services
Denial of Service and Jamming attacks.

thenticity (Au): refers to the ability of nodes
stituting the network to identify each other.
e identities of the nodes participating in a ses-
n should be verified when establishing it and un-
terminated. An attacker succeeding to break
authentication mechanism can hijack the ses-

n, spoof the identities and violate the privacy of
rs.

we present the security requirements in order to
ate the mobility related security issues shown in

on 5 and the mobility solutions shown in section
cording to these requirements.

Low Power Wide Area Net-
work (LPWAN)

escribe in this section the typical architectures
WAN technologies. Although the diversity of

AN technologies, the most prominent today are
WAN, NB-IoT and Sigfox [3]. In the following,
cus will be on LoRaWAN as a typical example
licensed LPWAN technology and NB-IoT as a
al example of licensed LPWAN technology. We
highlight the roaming within such technologies.

LoRaWAN

Architecture

WAN is a communication technology specified
Ra Alliance [30] designed to provide long range
unication for resource-constrained devices. A

ing feature is added to the last version of Lo-
AN (version 1.1) [31]. The focus will be on this
n whose architecture is illustrated in figure 2.

d Device (ED): is usually a sensor node like a
midity sensor, a temperature sensor, a health
nitoring device, etc. The end device sends the

captured data as an uplink message to the netw
via the gateways [32].

• Network Server: is the intelligent part of the
work, the main tasks are the routing of the end
vice messages to the application server, the tr
ment of the messages received from several g
ways and the choice of the best gateway for
downlink message path [33]. There are 3 type
network server:

– Home Network Server: is the network se
to which the end device initially belongs

– Serving Network Server: involved in cas
active roaming.

– Forwarding Network Server: involved in
of passive roaming.

• Join Server: responsible for the join procedure
the generation of encryption keys in case of
the air activation (OTAA).

• Gateway: acts as a relay between the end
vice and the network server. The gateway rece
and forwards the messages in both directions
link and downlink) without any intervention. U
ally, the uplink messages (from the end devic
the network server) are duplicated at the netw
server since each message can be received f
more than one gateway and each message a
ing at the gateway is sent to the network ser
The downlink messages (from the network se
to the end device) are unique since the netw
server chooses the best downlink path, i.e. gate
with the best link conditions. The communica
between the end devices and the gateways is b
on LoRa physical layer, whereas the commun
tion between the gateway and the network se
is based on IP protocol [34].

• Application Server: receives messages from
network server in order to perform the requ
analysis and make decisions. The applica
server can also be a cloud where end users ac
and view the messages.
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Application 
Server

Gateway

Gateway

Gateway

Home 
Network 
Server

Forwarding 
Network 
Server

Serving 
Network 
Server

Join 
Server

Figure 2: LoRaWAN Architecture.

Roaming

ing is the ability of an end device to send and
e data even though it is outside the coverage of
me network by the means of the visited network
e an agreement should be ratified between the
etworks [35].

RaWAN supports two distinct types of roaming.
first one is called passive roaming where the
evice after leaving the coverage of its home net-
can hold its connection via the forwarding net-
server which only transmits the packets from

nd device to its home network server and vice
. But the end device management (such as the
ayer identity, network session key) is still under
network server control, hence the name of the

rding network server. The second one is called
e roaming or “handover” where the difference
is that the serving network server handles the
evice management. The end device data still
s through the home network server which for-
s them in its turn towards the application server.

3.2 NB-IoT

3.2.1 Architecture

NB-IoT is a network protocol standardized in
lease 13 by the 3rd Generation Partnership Pro
(3GPP) in June 2016. It is developed to work a
with cellular networks like LTE (Long-Term Ev
tion) and GSM (Global System for Mobile Com
nications) under licensed frequency bands [36]. S
NB-IoT is integrated into the cellular network, i
herits the common cellular network architecture
slight modifications as shown in figure 3. Accor
to the standard [37], an end device is attached to
network by two means:

• With Packet Data Network connection (PDN
connection with the PDN is required to comp
the attach procedure. IP data packets pass thro
the packet data network gateway (PGW) w
Non-IP data packets pass through the Service
pability Exposure Function (SCEF).

• Without Packet Data Network connection: w
is a new feature introduced in Release 13 al
ing end devices to remain attached to the
work without a PDN connection. The connec
is based on the control plane established betw
the end device and the mobility management
tity (MME) of the core network. This is effec
where a large number of devices rarely trans
ting data would maintain a long-life connect
thus the end device is connected with short m
sage service (SMS) only to transmit data.

3.2.2 Roaming

NB-IoT benefits from the LTE functionalities
porting roaming in two ways. The first one is thro
the routing from the serving gateway (SGW) of
visited network to the PGW of the home netw
the traffic sent by the end device still passes thro
the home network. The second one is by the rup
between the home network and the visited netw
where the traffic passes through the PGW of the
ited network [38]. An end device can also be
the control plane based connection to suspend
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MME

Application 
Server

Control Plane

CIoT-BS

S1-MME

S-GW PDN-GW

T6a

S5/S8

S11

S1-U

SCEF

User Plane

T8

SGi

Figure 3: NB-IoT Network Architecture.

e the connection and send data whenever it is
r a Cellure IoT Base Station (CIoT-BS) coverage

xt, we will show how roaming is optimized in
AN by proposing new solutions to manage mo-
.

Mobility Solutions for LP-
WANs

section highlights the different types of mobility
T networks, and more especially in LPWANs.
ermore, we consider the only three solutions for

lity management in LPWAN existing in the lit-
re.

Mobility in LPWAN

lity is the ability of a moving end device to
ways accessible to other correspondent nodes
changing the gateway used to reach the net-
[40]. Moreover, mobility can be seen as the re-
lishment process of the connection during end
e movement between two network operators,
her or not having different access technologies.
veral case, connection continuity must be en-
when the end device changes its gateway and,

fore, it must always be able to send/receive data
e new gateway to/from the correspondent node

without interrupting the connection. There a
types of mobility as summarized in table 1.

In the following, we consider an end device
a full protocol stack as shown in section 2. For
RaWAN technology, it is known as a link layer t
nology. Adding a network layer for LoRaWAN
vices can be achieved in several ways as discusse
[27]. Ayoub et al. in [27] also discussed how to a
network layer for several existing LPWAN techn
gies.

The first type is the simplest, where the end
vice moves from the coverage of a gateway to ano
using the same technology and belongs to the s
network operator as shown in figure 4(A), we call
type of mobility “Homogeneous Intra-domain m
ity”. From a technical point of view, such typ
mobility may lead to a change in the link layer i
tity, for example, a passive roaming in LoRaW
does not lead to a change in the link layer iden
while an active roaming leads to a change in the
layer identity. Regarding the network layer iden
(IPv4, IPv6, etc..), it may change or not accor
to the new network layer point of attachment of
new gateway in the core network. In this typ
mobility, the mobility management process is sim
since it should take care of neither the different t
nologies management nor the registration mechan
with another network operator. Usually, this typ
mobility is handled by the technology itself as in
RaWAN and NB-IoT.

In the second type, the end device moves from
coverage of a gateway belonging to a network o
ator, called the home network operator, to ano
belonging to a different network operator, called
ited network operator, using the same technolog
shown in figure 4(B), we call this type of mob
“Homogeneous Inter-domain mobility”. A chang
the network operator means a necessary chang
the network layer point of attachment leading
change in the network layer identity, the link lay
also changed as a new link layer access point use
attach in the visited network. In this case, the
bility management process should take into consi
ation the registration and the authentication m
anism when the end device moves between diffe
networks. This type of mobility is already bui
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e Technology Operator Link Layer ID Network Layer

mogeneous Intra-domain Same Same May change May change

mogeneous Inter-domain Same Different Change Change

erogeneous Intra-domain Different Same Change May change

erogeneous Inter-domain Different Different Change Change

Table 1: Types of mobility

LoRaWAN 
Gateway

LoRaWAN 
Gateway

LoRaWAN 
Network 
Server

Application 
Server

LoRaWAN 
Gateway

NB-IoT      
Base Station

LoRaWAN 
Network 
Server

NB-IoT 
Core 

Network

LoRaWAN 
Gateway

LoRaWAN 
Network 
Server

Network    
Operator               

1

Network   
Operator               

2   

Network   
Operator      

3

IoT 
Device

IoT 
Device

IoT 
Device

IoT 
Device

IoT 
Device

A B C D

igure 4: End device moving between different gateways and achieving different types of mobility.
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WAN v1.1 and in NB-IoT as shown in section

e third type is a little bit complex, where the
evice moves from the coverage of a gateway to
er using different technology and belonging to

ame network operator as shown in figure 4(C),
ll this type of mobility “Heterogeneous Intra-
in mobility”. A compulsory condition is that
nd device should implement the two technolo-
Thus, the mobility management process should
into account how to switch between different
ologies. A change in the technology leads to
essary change in the link layer identity, while
e network layer identity, as in the first type of

lity, it may change or not according to the new
rk layer point of attachment in the core net-

.
e fourth type is the combination of the second
he third types, which is the most complex as

n in figure 4(D). The mobility management pro-
hould manage the registration when the end de-
oves to the visited network and the switch be-
two different technologies. In this case, the link
and the network layer identities are changed,
he new identifiers are obtained during the au-
ication phase with the new network operator.
garding the application layer identity, it is
ly managed by the application running on the
cation server which is often the correspondent
with whom the end device communicates. For
this identity may or may not change according
e application requirements, and is independent
e underlying network changes.
te that a mobility management process of type
ackward compatible, i.e. can handle mobility

pe 3, 2 and 1. But using the process of type 4
pport mobility of lower type adds in general an
ead to the management process. For example,
using mobility management process of type 4 to
ge mobility of type 2, the technology manage-
process is not involved. Thus, according to the

lity type, the corresponding management pro-
hould be used.
reover, mobility always requires roaming agree-
s between different network operators when the
lity is of type 2 or 4, i.e. inter-domain. We de-

fine a domain as the whole network of the cur
operator with which the device can access the co
spondent node or the application server.

Whatever the mobility type, the mobility man
ment process must take into account the resource
itations when the end device is an IoT device.
implemented process must be aware of the incr
in memory usage, battery life and the superfluit
the processing power.

4.2 LPWAN Mobility Solutions

In this section, we investigate three proposed s
tions to integrate the mobility feature in LPW
networks.

1. Blockchain based solution for roaming
LoRaWAN

This solution is proposed by Durand et al.
The authors endeavor to achieve a decentralized
chitecture at the join server level and to optim

Blockchain

Gateway

Home 
Network 
Server

IoT 
Device

IoT 
Device

Gateway

Visited 
Network 
Server

1. Register     
JoinEUI

2. Move

3. 
Add

4. Start session as 
Forwarding NS

Figure 5: Blockchain based solution for roamin
LoRaWAN.
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ing in LoRaWAN v1.1, of which the homoge-
inter-domain mobility belongs.

e join procedure in LoRaWAN involves a join
r to complete the process. Subsequently to an
evice join request to a visited network server,
can be a forwarding or a serving network server

ding to the agreement, the latter sends a home
rk server request to the join server in order to
nize the home network server of this end device
tart up the roaming process. The join server
rms a search based on the received JoinEUI
e list of formerly registered network server ad-
es. Then the join server returns the correspond-
ome network server address to the visited net-
server so that it can complete the join procedure
e new end device.

rand et al. propose a revised solution that re-
s the join server by a blockchain smart contract
own in figure 5. This smart contract has two
functions. The first function is RegisterJoinEUI
is executed by home network servers in order to

er end devices under their control. This func-
binds the end device JoinEUI with the home
rk server address and appends this record to
ray saved in the blockchain smart contract.

us, if this end device goes out of the coverage
home network, the visited network server uses

econd function, which is GetAddress taking a
UI as an input parameter and returns the home
rk server address that has been mapped with
oinEUI by the first function. For the rest of the
rocedure, the home network server assigns the
evice address and returns it via the forward-
etwork server encrypted using the application
n key, and since the forwarding network server
not have information about the application ses-
ey, the authors propose to send it in an out-of-
manner.

viously, this solution is based on blockchain,
is a notable type of distributed ledger technolo-

ased on a decentralized system architecture that
everal advantages over centralized system archi-
re. Decentralized systems avoid single point of
e, since the join server which was a single server

is replaced by a smart contract where the prob
ity of the halt of the whole system at the same
due to a technical or security issue is very low.
sides, overall system performance is enhanced as
server services are distributed across nodes hol
the blockchain ledger, making this solution more
able thus supporting a higher number of end dev

On another side, distributed systems suffer f
many drawbacks. Each transaction sent to
blockchain is subject to fees, thus the transact
sent to add the mapped record between the Join
with the home network server address should
paid which makes this solution less interesting t
adopted. Furthermore, many security issues e
in blockchain, because transaction validation t
some time according to the blockchain type, w
is 14 seconds in Ethereum [42]. This makes the
sent data susceptible to modification or alteration
tack. Adding that blockchain is susceptible to “
attack” [43] which makes the network under atta
control if he reaches 51% of the total network c
putational power.

2. Distribution servers based solution
roaming in LoRaWAN

This solution is proposed by Lamberg-Liszka
al. [44]. Lamberg-Liszkay et al. propose a decen
ized architecture to achieve roaming in LoRaW
v1.0. The authors propose the addition of a
entity called the Distribution Server. The netw
can still work without this server thus this solu
changes nothing in LoRaWAN standard. This se
works as a broker entity in LoRaWAN topolog
reinforce roaming as shown in figure 6. Four serv
are implemented in the Distribution server to man
device roaming as described below.

• Registration Service: this service manages the
istration process of a distribution server with
other network or distribution server. Thus, an
device affiliated initially to its home network se
and roaming in a visited network server can
reach its home network server if the two netw
servers are registered under the same distribu
server or registered under two different distribu
servers having a connection between them.
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tabase Service: after each registration process,
h distribution server stores in its database the
tworkID of the newly registered network server
pped to its IP address, or the collaborating dis-
ution server mapped to its IP address. In this

y, the distribution server builds a database of
tribution and network servers registered with
ir IP addresses. This database is mainly used
the message distribution service.

ssage Distribution Service: is the service listen-
to incoming messages that can come from a net-

rk server or distribution server. In all cases, the
tribution server must read the destination Net-
rkID. If the message is sent by a network server,

distribution server must check if the destina-
n network server is accessible, so it queries the
abase service. If the network server is accessi-
directly, it extracts the network server IP and

wards the message. If the network server is ac-
sible by another distribution server, it extracts
distribution server IP and forwards the mes-

e, otherwise it must reject it. If the message is
t from another distribution server, the current
tribution server knows that it has a direct con-
tion to the destination, so it checks and if the
work server is still registered, it extracts its IP
ress and forwards the message. Otherwise, the

ssage is rejected.

ormation exchange service: this service is ac-
ated if the distribution server has active col-
orator distribution servers. In this case, each
tribution server must periodically send an up-
e message indicating which network server is
l reachable through it, or which network server
o longer reachable. This message is sent peri-

ically within a predefined period or conditionally
ending on a certain condition that triggers the

ormation exchange service process.

note that this solution is based on a distributed
m architecture. It has the same advantages of
rst solution. Nevertheless, it bypasses many

backs encountered in the first solution. This so-
is free of charge because it is not based on the

chain, except in the case where the distribution
r is operated by an operator wishing to provide

IoT 
Device

Gateway

Gateway

Gateway

Network 
Server

Network 
Server

Network 
Server

Distribut
Serve

Distribut
Serve

Distribut
Serve

Figure 6: Distribution servers based solution

paid services. In addition, this solution is not vul
able to “51% attack”, but on the other hand, o
security issues can be found as described in sec
6.

3. Mobility Management with Session Co
nuity during Handover in LPWAN

This solution is proposed by Ayoub et al.
46]. The authors propose a framework to man
end device mobility between different network
erators having the same technology, giving a
cial focus on LoRaWAN technology. The solutio
based on a protocol derived from the Static Con
Header Compression (SCHC) protocol [47] called
bile Static Context Header Compression (MSC
and the use of Mobile IPv6 (MIPv6) protocol to
cilitate the routing when moving between netwo

SCHC [48] is a protocol for IPv6 header comp
sion based on a context stored in the end device
in the network. This context contains several r
where each rule has its unique rule identifier. E
rule contains essentially a list of IPv6 header fi
with a target value, matching operator and comp
sion/decompression action.

The compression and decompression proced
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 Type  = 16 Length Sequence Number

Registration Lifetime Flags Reserved

Care-of-Adress 1

Care-of-Adress 2

Care-of-Adress i

Care-of-Adress N

Figure 7: Frame sent by the gateway.

n the saved context. To find the best matching
etween the rules contained in the context, the
dures iterate through these rules and compare
urrent packet header fields to the target value
ding to the matching operator. The rule identi-
f the best matching rule is sent instead of the en-
eader with the residues of the fields arising from
ompression action. The context is static, which
s that it is not periodically updated considering
the packet header does not change frequently as
evice is still in the same network.

the other hand, SCHC does not take into con-
tion the mobility of end device, which leads to

hange of the used context. Thus, the authors
se to have a context that can be changed dy-

cally when the device moves between networks.
an optimization of SCHC is proposed to sepa-

the rules in the context according to the appli-
n, transport, network and extension layer fields,

lead to more flexible uses of context and saving
ory.

rthermore, to make the IPv6 address assignment
after entering coverage of a new network, the

WAN gateway is supposed to send periodically
e containing a list of care-of-addresses as shown

ure 7, of which the device can take one of them
mmunicate with the new network.

optimization is proposed on the existing Lo-
AN roaming procedure to avoid triangular rout-
here any packet sent to the visited network

r should be routed to the home network server
e sending it to its final destination. For that,
duce the transmission time and save network
width, the binding update mechanism existing

in MIPv6 is used to make direct routing between
end device and the corresponding node avoiding
angular routing.

5 Mobility Related Security
sues

In this section, we focus on security issues relate
mobility causing various vulnerabilities for the
work and communicating entities. The impact
each issue in conformity with security requirem
highlighted in section 2 are summarized in table

5.1 Device Reauthentication

Authentication is the ability of the entities to con
uously identify each other. Thus, entities shoul
able to identify each other before, during and w
terminating a session. Hence, a mobility man
ment process should ensure the secure managem
of device identities during end devices movement
tween different networks. In a typical scenario
end device establishing a connection with a p
moves from its home network towards a visited
work and desires to resume the established sess
For that, an identity verification mechanism sh
be supported by the mobility management proce
verify that any message sent to the visited netwo
actually sent by the end device and any attemp
an attacker to steal an end device identity shoul
detected and prevented.

5.2 Error Message Attack

A mobility management process is a sequence o
tions and operations executed by the involved
ties where signaling messages can be used to con
the progress of the communication. This process
fail or be interrupted before completion for many
sons, such as battery death, connection loss, etc
ensure secure communication, the process must
dress all possible failures. To prove how a failure
be a source of threat, consider the following exam
An end device moving out of its home network
erage towards another network coverage will tri
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obility management process. Suppose that the
ted process registers the end device with the vis-
etwork before reaching its coverage area. Since
rocess is triggered, the end device is registered
with the visited network, but for some reason,
efore the process is completely terminated, the
ss is interrupted. If a signaling message indicat-
hat the process is interrupted and any change
be reverted is not sent to the visited network to
e the newly registered end device, an attacker
ijack the session that should be established be-
the visited network and the end device.

False Handover Request

bility management process is triggered under
in conditions. Suppose that the process is trig-
when the received signal power drops below a

in threshold. This condition can be ill-used to
r the process and generate a false handover re-
. For example, a malicious end device can move
ds the boundary of its home network coverage,
the received signal power decreases until reach-
he threshold value which will trigger the pro-
to start, then immediately, the end device will
back towards the coverage of its home network
, which lead to a false handover request. The
em caused seems insignificant if only one device
olved. But assume that a large number of end
es get involved and behave in such a way. As
ult, a large number of false handover requests
d be handled by the mobility management pro-
Thus, if a server undertakes the requests pro-
g, this may cause performance degradation or
a deny of service if the processing power of the
r is not appropriately estimated.

Spoofing Signaling Message

naling message holds commands to control the
unication or the session flow between the enti-
Various signaling protocols exist and each has
ilored signaling messages. The role of these mes-
is the establishment or termination of a ses-
update connection parameters, exposing a de-
tate, etc. A mobility management process uses

signaling messages to control the communicatio
the network. Messages should be exchanged secu
to avoid any message alteration or spoofing. By
of illustration, assume the used mobility managem
process uses a signaling message that announces
end of a session between the end device with its h
network. The message sender should sign it and
receiver should be able to verify the sender iden
If an attacker succeeds in spoofing this messag
can end an established session which, for exam
must not be terminated. Another example for m
sage spoofing, assume the mobility management
cess uses a signaling message that assigns a new i
tity to a mobile end device, if an attacker succeed
spoofing this message, he can assign his identit
the new end device identity and take the control
end device session.

5.5 Address Squatting

Address squatting is preventing an end device f
getting its genuine address. The address refers
to the link layer identity or the network layer add
This issue occurs when the mobility management
cess pre-assigns addresses for end device based
known or predictable algorithm. Suppose that an
device moving from its home towards a visited
work, the latter can identify it based on the assig
address, which cannot be given to another end de
If an attacker predicts the address generation a
rithm, it claims the ownership of any valid add
that should be given to another end device, and
message sent to the end device will be routed to
attacker. Thus, an end device moving towards a
ited network will fail to establish a connection u
its address that was stolen by the attacker. For t
it is necessary to adopt an algorithm generating
dresses in unpredictable ways and supporting m
anisms protecting reactively counter address sq
ting.

5.6 Address Spoofing

The same scenario shown in the previous attack l
to address spoofing attack which can be seen a
active state of address squatting. The difference
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t the attacker does not only steal the address
ends messages to other nodes that appear to
from the genuine node. To prevent such at-

, the mobility management process should not
n the basic implementation of protocols at the

and network layers, and a suitable mechanism
d be used to manage addresses and identities of
evices during mobility.

Old Address Control

wing an end device switching to a visited net-
, it will be assigned a new identity for the link
and a new address for the network layer, the ob-
identity and address assigned in the home net-
will be released. The problem arises if the ob-
identity and address are released in a way that

s it possible for an attacker to resume the session
was established with the home network. There-
after completing the mobility scenario, any old
n that will not be used in the future should be
ely terminated.

Context Alteration

al mobility management processes make use of
xt which is a sort of trace maintaining infor-
n about the end device and used to resume a
n after moving from the home network to an-
one. The matter is how to maintain the in-

y of this context while it is stored, updated or
nged. As an example, suppose that the con-

contains a destination address of every message
by the context owner. Thus, in case an attacker
eds to change the destination address in this
xt, the messages will be forwarded to another
ation and blocked for the intended destination.
attacker alters a considerable number of con-

, it causes the node to be flooded with a large
er of spam messages and causes at advanced
a denial of service for that node.

A
u

th
e
n
ti

c
it

y

C
o
n

fi
d

e
n
ti

a
li

ty

In
te

g
ri

ty

Device Reauthentication 7

Error Message Attack 7 7

False Handover Request

Spoofing Signaling Messages 7 7

Address Squatting

Address Spoofing 7 7

Old Address Control 7

Context Alteration 7

Table 2: Impact of Mobility Related Security Is

6 Security Evaluation

In this section, we evaluate the mobility solutions
sented in section 4 according to mobility related
curity issues shown in section 5.

6.1 Blockchain based solution
roaming in LoRaWAN security
sues

6.1.1 Device Reauthentication

The reauthentication procedure relies on the sm
contract storing the array mapping JoinEUI to
corresponding home network server address. Te
tively, the solution is not susceptible to such thr
but as discussed before, the blockchain is susce
ble to “51% attack”, thus, if an attacker takes
trol over the blockchain, he can append erron
record by mapping JoinEUI to wrong home netw
server and vice versa. Therefore, when a visited
work server queries the smart contract for a cer
JoinEUI, the returned home network server add
could be faulty, and the rest of the join proce
will lead to an authentication with a faulty netw

13

Jo
ur

na
l P

re
-p

ro
of



serve

6.1.2

We c
and t
For e
attac
is pr
the J
serve

6.1.3

This
that
the c
fected
work
proce
end d
form
filteri
proce

6.1.4

Signa
to th
reque
For t
of Lo
again
[49].

6.1.5

Is pr
JoinE
addre
not b
thus,
JoinE
not p
Furth
RaW
netwo

rder

im-
vice
ork
es-

sing
and
in-

ned
y of

ban-
es-

rypt

an-
such

lu-
se-

hen
the

con-

ob-
that
f the
e, if
the

Journal Pre-proof
r.

Error Message Attack

an perceive that process failure is well handled
his solution is not susceptible to such attack.
xample, when a home network server tries to
h an already existing JoinEUI, an error message
oduced by the smart contract indicating that
oinEUI already exists in the array with another
r address and duplication is hindered.

False Handover Request

solution is vulnerable to false handover requests
can be sent by malicious end devices outside
overage of their home network servers. The af-

entities are the forwarding and the home net-
servers which will execute the entire roaming
dure without any check on messages sent by the
evice. The malicious end device can still per-
this harmful behavior as there are not packet
ng techniques accompanied with the roaming
dure.

Spoofing Signaling Message

ling messages used in this solution are similar
ose used in LoRaWAN join procedure, as join
st, join accept, home network server lookup, etc.
hat, this solution inherits the security strength
RaWAN message exchanges which is not secure
st this type of attack under certain conditions

Address Squatting

evented because the mapping between the
UI and the appropriate home network server
ss is ensured by the smart contract which can-
e altered as the blockchain ledger is immutable,
an attacker cannot add a record mapping a
UI with a faulty network address unless he does
ossess 51% of the network processing power.
ermore, the address assignment is based on Lo-

AN protocol where it is generated by the home
rk server and sent encrypted to the end device

thus an attacker cannot predict this address in o
to block it.

6.1.6 Address Spoofing

The same reasons preventing address squatting
pede address spoofing in this solution. The de
address cannot be spoofed since the home netw
server sends it encrypted to the end device, and m
sages sent by this end device are encrypted u
a network session key ensuring confidentiality
while data integrity is ensured by the message
tegrity check.

6.1.7 Old Address Control

An attacker cannot take control over an abando
address, as it should have the network session ke
the previous session established between the a
doned device and the network server to send a m
sage, otherwise, the network server will fail to dec
the message and will drop it.

6.1.8 Context Alteration

Since this solution does not use any context to m
age roaming, this solution will not suffer from
problem.

6.2 Distribution servers based so
tion for roaming in LoRaWAN
curity issues

6.2.1 Device Reauthentication

The authentication mechanism for end devices w
moving between two networks in this solution is
same as the LoRaWAN v1.0 mechanism which is
sidered not secure [50].

6.2.2 Error Message Attack

By examining the solution implementation, we
serve that the missteps are treated securely so
any interruption or failure during the execution o
procedure causes an error message. For exampl
the address corresponding to a NetworkID where
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t has to be forwarded is not found, the distri-
n server issues an error message and then drops
acket.

False Handover Request

mobility management process in this solution
ceptible to this type of attack as it treats all
eceived packets, and for every received packet,
istribution server extracts the NetworkID and
s to get the corresponding address. If an end de-
ends packets with false NetworkID, each packet
e processed and dropped after that, without

dency to block such corrupted type of packets
will lead to a degradation in the network per-

nce. This impact becomes considerable as the
er of malicious devices increases.

Spoofing Signaling Message

high risk is due to the threat of this solution
is type of attack. Signaling messages are sent
ar text without encryption. Moreover, there
ther an authentication mechanism to verify the
r identity nor an integrity check to ensure that
ata are not tempered. The primary usage of sig-
g messages in this solution is to register or revoke
work server or another distribution server. An
ker exploiting this vulnerability can take control
entire network, by adding and removing collab-
g distribution server in a dangerous and futile

Address Squatting

any registration message is processed without
ining the message sender, an attacker can send
istration request containing a NetworkID of a

network i.e. the network that the attacker
s to squat his address. Therefore, the distri-
n server will insert in the database an entry
ining the NetworkID with the attacker address.
, if the victim network tries to register with his
ct address, it fails because the NetworkID was
ered with the attacker address which make this

ion vulnerable to address squatting.

6.2.6 Address Spoofing

Address spoofing is done in the same way as
dress squatting. The difference is that the atta
sends packets to the distribution server which con
ers them coming from the spoofed network.

6.2.7 Old Address Control

This solution is vulnerable to this attack. Sup
that a network server stops working and release
address. If an attacker succeeds in obtaining
released address, it registers using the old netw
server NetworkID and therefore transmits mess
to the distribution server as it stands as the
work server. This attack leads to the same res
of address spoofing, but in this case, the genuine
work server address is mapped to the NetworkID
appears to the distribution server that the netw
server becomes active again.

6.2.8 Context Alteration

This solution does not use contexts to manage ro
ing in the network, thus, this solution does not e
rience such vulnerability.

6.3 Mobility Management with S
sion Continuity during Hando
in LPWAN security issues

6.3.1 Device Reauthentication

The proposed solution relies on a frame that is
riodically broadcasted by network gateways cont
ing a list of care-of-addresses, where the end de
claims one of these addresses as it is care-of-add
A reauthentication threat occurs if an attacker s
a binding update message mapping a faulty add
instead of the care-of-address, with the home add
of the device. Consider the scenario in figure 8.
device is in its home network with link layer i
tity ID1, and network layer address IP1. The de
moves towards the visited network broadcasting
frame, thus the device gets a care-of-address IP2 f
the frame as its new network layer address, and a
link layer identity ID2 is assigned to it after joi
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etwork. An attacker can also join the network
et IP3 as its network layer address and a link
identity ID3. The threat appears if the attacker
a binding update message mapping IP3 instead

2 to IP1. It is clear that no authentication pro-
s accomplished to check the link layer identity
e device sending the binding update message in
isited network since there is no collaboration
o identity management process executed before
rming the binding update. Thus, this solution
lnerable to such type of attack.

Figure 8: Device Reauthentication.

Error Message Attack

solution does not tolerate any problem due to
nged messages since no tailored signaling mes-
are exchanged, neither between the device and

etwork part nor between the home and the vis-
network. The only exchanged message is the
ng update message sent from the device to the
network through the visited network which is a
6 protocol message, and any error produced is
ged by the protocol itself. As indicated above,
al attention should be given to identity verifica-

tion when communicating with the visited networ
order to achieve a secure binding update proced

6.3.3 False Handover Request

After investigating [45], the list of care-of-addre
can be received by an attacker, who in his turn
assign these addresses to himself or to the dev
under his control and send binding update mess
to the visited network without any verification
the message sources that are sent from the s
device, namely the attacker. To clarify this,
sider the scenario in figure 9, the attacker dev
were in their home network with their IPv6 addre
(HoA1, HoAi, HoAn). The devices move towards
visited network, and listen for frames broadca
by the gateways of the visited network, each de
will therefore request a care-of-address from the
(CoA1, CoAi, CoAn) and will send a binding up
message to the visited network reaching the h
network. If the number of attacker devices is la
this can cause flooding of network servers resultin
a degradation in provided QoS and even a deni
service if the server has limited processing capac

6.3.4 Spoofing Signaling Message

This solution is protected against spoofing signa
message, as the only one is the binding update, wh
if an attacker tries to spoof it, he should use
network and link layer addresses of the target
vice. For the link layer address, LoRaWAN tech
ogy manages addresses in a manner to prevent
devices from having the same address, which prev
the attacker from spoofing the device identity, t
for the network layer address, he cannot have
same address of the device also as IPv6 protocol
vents address duplication, and a binding message
date cannot be sent by the attacker.

6.3.5 Address Squatting

This solution is vulnerable to address squatting
cause the list of care addresses is sent previousl
the frame, thus an attacker can assign to himse
the addresses in the frame preventing new dev
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Figure 9: False Handover Request.

obtaining addresses. For example, suppose a
d network broadcasting its frames, and an at-
r mastering several devices exceeding the num-
f addresses in the frame. To launch the attack,
device gets an address from the list. Hence, a
evice coming from its home network and receiv-
e frame and trying to get an address is blocked
e IPv6 protocol preventing address duplication.
the device cannot begin a session with the vis-
etwork causing address squatting.

Address Spoofing

solution is not vulnerable to address spoofing.
an distinguish between two addressing modes,
rst in the link layer, the second in the network
. Regarding the link layer, addressing is man-
by the LoRaWAN technology, thus, any try to
or spoof the device address is detected by Lo-
AN protocol, and therefore there is no need to
le link layer addressing. Concerning network
addressing, the used protocol is Mobile IPv6,
has a special process for address duplication

tion and prevention.

6.3.7 Old Address Control

An old address control does not pose a threat to
solution. If we consider the address at the link la
LoRaWAN technology manages addresses in a m
ner preventing two devices to have the same add
by generating the address and the key used for
encryption (between the network server and the
vice) from the device unique identifier at the s
of the communication. At the network layer, old
dress control does not cause a problem also, as a
device gets the same address of a device leaving
network, it will start a new session with the vis
network server without any impact on the netwo

6.3.8 Context Alteration

The solution employs MSCHC that uses a con
to compress and decompress the IPv6 packet hea
This context is stored in the device and in the
work, if an attacker successes to change the con
content, he can change, for example, the destina
of the packet, the quality of service that should
provided to the packet, or any other field in the I
header.
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Comparison and Open Challenges

able 3 below summarizes the mobility related se-
issues and provides a comparison between the

lity management solutions presented in section

en designing a mobility solution, several chal-
s are encountered, especially when adding se-

countermeasures to prevent the already men-
d security issues. The first challenge is the mo-

time, which is the time needed to complete
obility management process, this time consists

e pre-handoff time and the handoff time. The
andoff time is the time needed to perform any
ss or action before the device launches the hand-
ocess. The handoff process is the process where
evice releases its connection with the old net-
and establishes a connection with the new net-

. Thus, the time needed to perform the handoff
ss is the handoff time. Pre-handoff time does
ave a direct impact on the device QoS, but the
off time should be taken into consideration and

ized to achieve a seamless handoff procedure
ially for applications that are not time tolerant.
rding the proposed solutions, we can note that
ion 1 relies on blockchain. A blockchain transac-
ontaining the mapping of the JoinEUI with the
ss of the home network server requires about
conds in the Ethereum to be validated and se-
. The transaction validation time is considered
pre-handoff time if sent early by the home net-
server, otherwise, a transaction sent late could
a serious impact on the mobility process which
fail in this case. Solution 2 relying on distri-
n servers has an acceptable handoff time and
ion 3 relying on MSCHC compression algorithm
approximately zero handoff time as it takes a
tive approach to manage mobility which makes
olution more adapted. We know that LPWAN
ologies are not designed for real time applica-
, but the time of handoff should stay under a
in threshold whatever is the type of the used
cation.

other challenge is reducing the number of sig-
g messages exchanged between the different

es involved in the mobility management process,

as more signaling messages means more trans
sions, receptions and processing of these exchan
messages. Also we should take into account
the number of allowed exchanged messages is lim
in certain LPWAN technologies as shown in sec
1. Also, route optimization is a challenge
can be seen as an optimization of the overall s
tion. Route optimization is a way to establish a
rect path between the end device and the corres
dent node through the visited network server with
passing through its home network server, this red
the time needed to route a packet from the so
to the destination at the cost of other parame
more bandwidth or payload length, according to
adopted approach. We can notice that route o
mization is implemented in solution 3 only, whe
solutions 1 and 2 does not include such optimizat

The challenges of mobile IoT become difficul
application, network and security constraints tigh
For that, special solutions must be designed for
constraint in order to achieve a complete framew
for managing mobility in a secure and seamless m
ner.

S
o
lu

ti
o
n

1

S
o
lu

ti
o
n

2
Device Reauthentication 7 3

Error Message Attack 7 7

Fake Handover Request 3 3

Spoofing Signaling Messages 3 3

Address Squatting 7 3

Address Spoofing 7 3

Old Address Control 7 3

Context Alteration 7 7

3 : Vulnerable 7 : Not Vulnerable

Table 3: Comparison of solutions according to s
rity issues
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Conclusion

is paper, we investigated the mobility related
ity issues in LPWAN networks. We started by
nting the typical IP-based protocol stack for IoT
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ent attacks could be performed when using the
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