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Abstract— The Digital Twin is increasingly used in several problem domains and it is an important enabler 

for Internet of Things applications. It is a useful framework for representing and simulating how physical 

objects interact in target environments. The Digital Twin has the ability to store and maintain historical 

and current data about the physical object. In the field of IoT, the concept of general-purpose sensing is 

aiming at determining a set of basic sensing capabilities from which deriving, by means of Artificial 

Intelligence algorithms and techniques (termed Synthetic Sensing), relevant information for describing an 

environment. This paper explores the possible relationships and the feasibility of an integration of Synthetic 

Sensing within a Digital Twin framework. The relevant concepts and associated technologies, the challenges 

and some of the enabled scenarios that this integration can bring are presented. This approach is in its 

infancy and there is a strong need to validate and assess its viability, feasibility and benefits. The paper 

identifies some challenges and validation steps that can lead to a consolidation and broad adoption of this 

approach. Finally, the paper presents some future work that will be carried out with the goal to prove and 

promote the approach.  

 

 THE APPLICATIONS of the Digital Twin are 

increasing and they span beyond the original problem 

domain of manufacturing (i.e., the Product Lifecycle 

Management, PLM [1]) to new applications like e-

health, smart cities, transportation, and many others [2] 

[3] [4]. In this paper, the Digital Twin is intended as the 

constant association between a physical object and its 

software representations within a virtualized 

environment. Events, actions, features, status, data and 

all the other information characterizing the (physical) 

object are to be timely reflected into the logical 

(software)  object (and vice versa). The Digital Twin 

refers to the relationship between a physical object, the 

PO, and its software representations, Logical Objects, 

LOs. This relationship, as pointed out in [5], is 

characterized by several properties that fully qualify the 

Digital Twin. Foundational properties are Identity; 

Representativeness (with Contextualization and 
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Modelling); Reflection; and Entanglement. They 

ensure that the LOs are identifiable and associated to 

the PO. They represent relevant features and aspects of 

the physical object respect to a specific application 

context. These properties ensure that changes in the PO 

are reflected in the LOs and that a strong link is 

established between the PO and its associated LOs. 

Software properties are features that a platform should 

offer to support the lifecycle of several DTs, namely 

replication, persistency, memorization, composability, 

accountability / manageability; augmentation; and 

predictability.  They ensure that LOs representing a PO 

can be used and programmed for providing 

applications. In particular, LOs can be replicated (and 

distributed) in the software environment. They are 

persistent in the software space (at least a replica of the 

PO must always be available to applications). LOs must 

have memory capabilities to store changes and 

attributes of the DT over time.  LOs can be aggregated 

and composed to describe complex POs. They can be 

managed and accounted for their usage. LOs can be 

extended and augmented by means of new functions 

and interaction modes and related Application 

Programming Interfaces, APIs. Their behavior can be 

simulated and predicted over time. Business properties 

refer to servitization, i.e., the ability to transform a 

product/object into a set of services and functions; and 

ownership, i.e., the possibility to identify the owner of 

each PO, and the individual owners of associated LOs. 

The DT is particularly appealing in relationship with 

Internet of Things and Smart City applications. The 

ability to represent features and aspects of 

sensors/actuators or complex aggregation of physical 

objects (e.g., a building) offers the possibility to track 

the behavior of objects and their evolution over time [6 

] [7]. Figure 1 represents some of the Digital Twin 

properties [5].  

Figure 1: some Digital Twin properties 

GENERAL-PURPOSE AND SYNTHETIC 

SENSING 

In the Internet of Things, an interesting trend 

towards the Synthetic Sensing [8] is emerging, i.e., the 

possibility of determining complex events by means of 

simple sensed data like noise, temperature, light and 

other basic measureable features (general-purpose 

sensing). The application of Artificial Intelligence 

techniques to these basic data yields to the 

identification of complex events and information that 

can fully describe the situation occurring in an 

environment. This capability is termed Synthetic 

sensing. This approach is appealing because it supports 

the standardization and consolidation of sensing 

capabilities and it moves the complexity to the software 

level. However, its applicability has to be proved in 

large and complex contexts, e.g., a factory and in 

perspective to a smart city.  

There are two major research challenges in this 

approach: the first is to validate the approach in large 

and complex environments; and the second is the 

identification of a minimal set of sensing capabilities 

that can be used to support the largest number of 

applications. In particular, it is important to determine 

if video sensing, i.e., the usage of video cameras for 

collecting data, is a basic and needed capability. The 

problem with video is the possibility to collect 

information of individuals and then infringing their 

privacy. Figure 2 represents the relationship between 

the general-purpose sensing (i.e., the capture of basic 

measures of the environment), the collection of data 

and a software functionality that, by means of AI 

techniques, can infer complex data and information 

about the environment.  

 

Figure 2: General-purpose and synthetic sensing 

DIGITAL TWINS AND SIGNATURES 

The DT of a product can represent the visual, audio, 

electrical, chemical and other characteristics as well as 

the “signatures” of the product in different states (e.g., 

normal or under stress or in malfunctioning states). The 
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DT can then be seen as a repository of signatures that 

can describe or uniquely identify the (class of a) 

product.  

How the DT, the Synthetic Sensing and the 

Signature recognition fit together? Let us consider an 

example. Electric cars are less noisy than traditional 

vehicles. However, for safety and business reasons [9], 

different types of cars (even of the same maker) will 

have distinctive engine sounds. This feature is as a sort 

of “signature” that characterize a specific model. A 

digital twin representing that car model should store the 

“engine sound” and make it publicly available. The 

sound signature of the car can be used by synthetic 

sensing applications to identify the car and activate 

specific functions. The signature becomes a synthetic 

identifier of the car / object (a sort of advanced RFID). 

There is a vast literature on signatures ranging from 

acoustic studies (e.g., [10]) to electric ones [11] and 

more. The signature under certain circumstances can be 

useful even to predict unintended functioning or 

malfunctioning of products and devices [12].  

The Digital Twin can store and make available a set 

of signatures that characterize the physical object under 

normal operation or during critical conditions. The 

Digital Twin is a “signature” repository to be used to 

identify an object, to recognize some events and for 

determining some of behaviors of the PO (see Figure 

3).  

 

Figure 3: Digital Twin and Signatures 

The identification can be generic, i.e., the 

identification of the class of physical object (e.g., the 

model of a vehicle of a certain brand), or specific, i.e., 

the univocal identification of a specific physical object 

(e.g., the specific car with a univocal identifier, e.g., the 

plate). The specific identification is very important, but 

it may introduce some privacy and security issues. The 

identification of specific or generic objects is not 

always easy in large complex systems. For instance, the 

recognition of generic vehicles at crossroads of a 

jammed smart city can be difficult or impossible. In this 

case, it would be important to be able to “measure” the 

level of congestion and traffic and associate to it a set 

of acoustic, pollution and visual signatures (a 

characteristic of the DT of the specific crossroad). The 

traffic level signature can be considered as the “sum” 

of the different signatures of the actual vehicles at the 

specific crossroad (plus a certain quantity due to other 

acoustic, pollution, visual elements).  

A NEW APPROACH  

Large IoT applications are coping with complex 

environments measurements. They use specialized 

sensors for detecting, acquiring, and collecting data 

related to specific events (e.g., traffic density 

measurement). It is possible to exploit the DT features 

and capabilities to understand what is happening in a 

complex environment and how the physical objects 

influence and determine the context. The DT is 

representing either a physical object capable of 

measuring its changes and characteristics (an 

instrumented physical object); or the logical objects are 

able to continuously collect and process data that 

represent the variation of the physical object. The DT 

becomes a proactive element capable of acting on the 

environment and directly changing the situation. 

Inferring and representing the relationships between 

the single DT and the others in the specific environment 

provides a more granular knowledge of the phenomena. 

By identifying classes and (if possible) instances of 

physical actors responsible of the modifications, their 

individual contribution to changes of status of the 

environments and the interdependencies between the 

objects themselves, make more precise the 

understanding of the situation. Using the DTs in this 

manner can provide an explicable and understandable 

view about the current situation. Also simulations can 

provide a better understanding and insight of the 

dynamics that contributed to the current status of the 

environment. The DTs can be used to calculate and 

predict additional measurements that are not 

necessarily provided by deployed sensors. It is 

important to derive models and algorithms capable of 

supporting these calculations. This may require a  

continuous calibrations and tuning up of inferred data 

based on processing of the basic sensed values and 

measures collected in the field. Many application 

domains could benefit from a change of paradigm from 
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collecting data and inferring information to the search 

for signatures, the identification of the corresponding 

DTs and the calculation of the DT contributions to the 

situation.  

Figure 4 depicts the situation in which smart 

environment applications use the synthetic sensing 

approach in conjunction with the Digital Twin to 

determine events and the situation within a specific 

environment.  

 

Figure 4: the DT and Synthetic Sensing approach 

The adoption of this approach needs adequate 

technologies and tools. Some of the available 

techniques and solutions are briefly discussed:  

Sensing technologies: new sensing capabilities, 

from specialized to new forms of sensing, up to the 

adoption of general-purpose sensing solutions could 

support the implementation of DT based solutions. 

Actually, if the physical object of a DT has sensing 

capabilities, the implementability of the approach could 

be straightforward.  

Identification and Classification: Artificial 

Intelligence has been largely used in the identification 

and classification of objects [13]. These technologies 

can be reused in a DT based system especially if the 

signatures are easily stored and accessible within the 

DT system itself. .    

Data Fusion: There are many projects and solutions 

dealing with the efficient extraction, enrichment of the 

information by combining and jointly analyze different 

sources of data [14]. The DT is gaining an interesting 

role [15] especially in the lifecycle and maintenance of 

physical objects. The DT is already a “point of fusion” 

because many different data are used to describe the 

different facets of it.  

Prediction: a broad literature on this subject is 

available, e.g., [16], it comprises algorithms and 

solutions supporting the prediction capabilities. The 

DT is based on models that do represent the intended 

behavior of the object and its relationships with the 

environment. Under these circumstances, the 

prediction of behavior of DTs are helped by the 

constrained nature of the DT definition.  

Explainable AI: There is a great interest around the 

emerging field of Explainable Artificial Intelligence, 

XAI, e.g., [17] [18]. Some researches points to the 

possibility of coupling the deep learning algorithms 

(the black-box) with a twin functionality based on Case 

Based Reasoning (CBR) that acts as a white-box and 

supports the explainability of results [19]. This 

approach has analogies with the DT and additional 

research is undergoing to better understand if the DT 

approach can be useful [20]. The white box could 

consider the model of the DT and its expected behavior 

in terms of processes and events.  

Situation Awareness and reasoning: given the 

characteristics of DTs, they can play a very important 

role in machine reasoning and situation awareness 

because of the well-defined model representing the DT 

and its constrained behavior. The automatic reasoning 

about the DT and its reaction to environment can rely 

on this solid ground. 

SCENARIOS 

In order to illustrate the possible integration of DT 

and synthetic sensing, two scenarios are proposed.  

Scenario 1: The Home environment 

In [8], a home scenario based on a set of general-

purpose sensing boards deployed in the home 

environment and able to detect basic measurements 

from the context is depicted. Based on the detected 

measurements (sound, heating and others), the data 

collected are used by an AI layer to identify and classify 

the types of events and to associate them to actions 

carried out within the home. In this way, the noise of 

opening a fridge can be recognized after a period of 

training.  

Introducing in this scenario a DT repository of 

already recorded and classified events and their 

corresponding “signatures” can speed up and improve 

the entire process and make the representation of the 

situation clearer. If a new device is deployed in the 

home environment, the home system can be updated by 

means of a registration. The application control could 

access the logical representation of the new device (the 
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LO) and get a description of its typical functioning and 

the set of signatures associated to it. Additional 

information could also be provided by the DT, such as 

typical processes needed to use it, the association with 

other objects and more. Figure 5 sketches a simple 

scenario for the home environment.  

 

Figure 5: the use of signatures and DT in a home 

environment. 

When the home system will detect a new event (for 

instance a new sound) it compares it with the set of 

known signatures (in this case a sound) associated to 

the devices present in the home. The set of possibilities 

is, in most of the cases, well defined and easily and 

quickly recognized. In addition, if the recognized event 

is classified as a potential step within a process, the 

home system could be “expecting” the next event and 

prepare in advance for accommodate the action. If the 

signature is not recognized in this “most likely set”, 

then the search for a mapping of the event and the 

signature of DT can be extended to malfunctioning 

cases, or to exceptions or to a general repository of 

accessible signatures. If the event is not recognized, a 

supervised training can take place and the human 

intervention could help in identify, classifying and 

assigning the event to the signature of a DT. Another 

important aspect of this approach is its ability to 

provide an explanation of the event within a process. 

This may help humans to understand why the system is 

behaving in a particular way.  For instance, in case of 

malfunctioning, the system could associate a particular 

event with a specific signature (a spike in electric 

consumption, for instance) and act in such a way to 

recognize the malfunctioning and put in place actions 

for reducing the impact of the damage. These actions 

can be suggested by the description of the DT itself 

(much like an instruction manual) or to be determined 

by some rule based logic. 

In this example we have considered devices (POs) 

that have a weak entanglement with the corresponding 

virtual representation (LOs), i.e., the physical device is 

not able to determine the changes of status and 

communicate them immediately to the LOs. The DT 

representation is a static one: the signatures are those 

determined in the factory and only a few new ones are 

introduced in case of issues and malfunctions. In case 

of strong entanglement, i.e., when the device has 

sensing capabilities that can provide a full description 

of the status of the PO, then the home scenario DT-

based can be simpler. The device is able to understand 

the events and it will simply communicate them (and 

the process and expected future actions) to the LOs that 

will forward the information to the control system of 

the Home. This DT based approach can be useful for 

helping in many situations by reducing the complexity 

of understanding the behavior of the physical objects 

and their interactions in specific contexts.  

Scenario 2: Smart City and traffic – 

pollution relationship.  

In this scenario, the following situation is 

considered: a limited set of traffic density sensors has 

been deployed in a smart city, while general-purpose 

sensing capabilities (comprising pollution sensors) are 

widely used to monitoring and measuring the 

functioning of the city. Noise and pollution sensing are 

considered “basic” capabilities. Measuring the noise 

and the pollution levels often can provide a measure of 

the “density” of traffic. The assumption is that a certain 

number of vehicles in a specific area of the city may 

have a signature in terms of pollution and noise levels. 

Ideally, from noise and sound, it could be possible to 

capture the typical signatures of vehicles producing 

them and to aggregate their expected pollution 

contribution. It can be compared with the one measured 

by the sensors. Cars have an individual “sound” 

signature (per model and engine used). If the general-

purpose sensory is able to detect the major part of the 

signatures of nearby cars, it would then be possible to 

“calculate” the expected pollution level of the 

aggregation of the detected cars. This allows the 

creation of a “composite signature” for that level of 

traffic. Other sources of pollution can be considered if 

they are represented by DT: nearby smart buildings and 

factories could contribute information for 

approximating the total pollution present in that area of 

the city at the time. Identifying many vehicles at once 

by means of their sound signatures can be impossible, 

so other basic measurements should be considered. 

Video footage or even still pictures of the congested 

areas in conjunction with visual signatures can be used 
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to dynamically determine the number of vehicles, their 

types and models. From individual signatures, specific 

contributions to the pollution production can be 

determined and the “pollution and noise” traffic 

signature can be generated. This signature using 

cameras or video can be calculated and verified in a 

subset of the main crossroads of the city. The derived 

signature is then used in other points of the city with a 

good approximation and accuracy. The very specific-

purpose traffic sensors could be limited or eliminated 

in favor of a sensory infrastructure exploiting the 

synthetic sensing and DT representations. Also in this 

example, the considered DTs are static, i.e., they 

provide a set of signatures and related general 

information of the class of physical objects. More 

proactive DTs can dynamically provide information 

such as location, speed, density of cars around the 

physical object, their detailed consumption and 

pollution produced. The same scenario could be 

implemented, but with less sensory and software 

complexity. The DTs could provide all the needed 

information and the smart city system should be 

designed in such a way to collect the information and 

create a representation of the current situation. These 

DTs provide crowdsensing capabilities designed to 

proactively contribute to the measurement and 

optimization of the environment by directly and timely 

providing general-purpose data.  

A mixed approach, i.e., general-purpose sensing in 

the public infrastructure and fully-fledged sensing in 

the POs, is a promising possibility for the coverage and 

monitoring of a city.  

CONCLUSIONS 

The paper has introduced a vision for the integration 

of Digital Twin and the Synthetic Sensing. This 

approach can have an impact on the capability of 

representing and programming complex. The depicted 

approach is a long-term vision that not necessarily will 

be implemented and realized as described. However, 

the Digital Twin will pervade many applications 

domains and its relationship with data fusion, artificial 

intelligence tools and algorithms should be further 

investigated to exploit its possibilities and features. A 

general remark respect to the approach is related to 

security and privacy. The identification of objects by 

signature may be quite precise in small confined 

environments, while in larger one can be difficult and 

can introduce privacy and security concerns for 

individuals. Security breaches or the easiness of 

infringing privacy or security of individuals is a major 

challenge for the approach. To validate and assess the 

approach, its feasibility and its benefits, some 

incremental steps are envisaged in terms of research 

challenges:  

1. General-purpose sensing: the challenge is the 

identification of a minimal set of basic sensing 

capabilities that can cover the largest part of needs 

of smart environments. Experimentations in this 

field could be helpful to determine these 

capabilities and to refine techniques, algorithms 

and tools for implementing functionalities of 

synthetic sensing.  

2. DT repository usage: the static description of DT 

requires the ability of providing well-organized 

collections of information for describing the 

intended usage and behavior of the object. Also 

indications, instructions about the expected 

behavior in case of malfunctions or critical 

situations must be formatted and presented for 

automatic treatment. The validity, efficiency and 

usability of these solutions have to be proved by 

means of experimentations.  

3. DT for fusion: the DT collects and represents 

different types of data describing the physical 

objects under different facets. The ability of DTs 

to store, mix and extract new information has to be 

extensively verified to identify a set of best 

practices for helping developers and practitioners 

in the large scale usage of this approach.  

4. DT for Situation Awareness and explainability: 

the capability of the DT in helping the 

understanding and explainability of the behavior 

of products/objects in specific situations has to be 

proved and consolidated from simple to more 

complex cases. The differences between static 

versus dynamic DT in several contexts has to be 

evaluated in terms of benefits and complexity of 

the solutions.  

5. Fully-fledged DT systems: large systems of DTs 

have to be created, operated and managed to 

optimize their usage and capabilities. Large use 

cases have to be first prototyped and then 

industrialized. The progression towards 

“horizontal” platforms of DTs has to be proved 

and justified by the easiness to program and the 
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possibility of representing the complexity of 

interacting vertical use cases.  

The focus of our next activities in this field will 

concentrate on these steps and challenges by means of 

the prototyping of increasingly more complex use cases 

that will involve and use several AI technologies as 

well as basic data collection.  
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