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Assessment of Machine Learning

Algorithms for Near-Sensor Computing under Radiation Soft Errors

(3) Machine Learning Algorithms

Machine learning (ML) algorithms have been regaining momentum thanks to their ability to analyze substantial and complex data, supporting artificial intelligence decisions in cloud computing but also in near-sensor computing in endpoint devices. Both cloud and near-sensor computing are liable to radiationinduced soft errors, especially in automotive and aerospace safety-critical applications. In this regard, this paper contributes by comparing the accuracy of tw o prominent machine learning algorithms running on a lowpow er processor upset by radiation-induced soft errors. Both ML algorithms have been assessed w ith the help of a fault injectionbased method able to natively emulate soft errors directly in a development board. In addition, neutron radiation test results suggest the most critical situations in w hich mitigation solutions should address.

(4) Implementation (6) Fault Injection Campaign

ANN was tested

Continuously executed. Score output from the board monitored.

Both our ANN and SVM implementations presented an intrinsic fault tolerance. SVM presented a marginal advantage over ANN. Crashes are proeminent, but they are detectable.

Mostly caused faults on control registers, e.g. PC, LR.

(1) Motivation 

Results

Majority of faults do not incur failure. 2% or less of critical failures without any protection .

High percentage of crahses. Differently than critical failures, they can be identified. Further comparisons between both ML algorithms.

Methodology Results

+ Radiation campaigns.