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ABSTRACT

Wireless communication is a key technology for the Internet of Things (IoT). Due to its open na-
ture, the physical layer of wireless systems is a high-priority target for an adversary whose goal is
to disrupt the normal behavior of the system. In particular, jamming attacks are one of the most
straightforward and effective types of attacks: information flow of the system is stopped or severely
disturbed. In this paper, we propose a method to improve the jamming resilience of IoT systems based
on Direct-Sequence Spread-Spectrum (DSSS) techniques. Our proposal is inspired by the Moving
Target Defense (MTD) paradigm. MTD strategies randomize components of a system, increasing the
effort an attacker needs to compromise the system. We use state-of-the-art Cryptographically Secure
Pseudo-Random Number Generators outputs as spreading sequences for DSSS. The sequences of the
proposed system are generated in an ad-hoc, independent, and distributed way. We show probabilis-
tically that the generated sequences have robust cross-correlation properties. We define a multi-user
system model to evaluate the Bit-Error-Rate of our proposal in the presence of two types of jammers:
a classical band-limited Gaussian noise jammer, and an insider smart jammer with knowledge of one
spreading sequence used in the system. Our proposal proactively mitigates the insider jammer attack.
We quantify the insider smart jammer resilience of a system implementing our proposal, as a function

of the length of the spreading sequences and the jammer power.

1. Introduction

The Internet of Things (IoT) is a reality: every year bil-
lions of new heterogeneous devices are capable of interact-
ing through the Internet [1]. Resource-constrained IoT de-
vices account for the majority of these connected devices.
Constraints include limited energy, memory, or processing
power, among others [2]. This constrained nature makes
them attractive from an economic point of view. The low
cost of a single device allows for IoT-node networks of large
size, where every node has sensors and actuators that in-
teract with our physical world. This creates opportunities
for new services like Industry 4.0, Smart Farming, Smart
Cities, or Smart Home that will be otherwise financially un-
viable. However, the sustained increase in connected IoT
devices also enables opportunities for new types of cyber-
attacks that specifically target them [3, 4]. Moreover, legacy
security solutions and protocols are, in general, not applica-
ble to IoT systems. For example, a cell-battery-powered loT
node in a few-bytes-per-day limited network, will not be able
to use the WWW-ubiquitous Transport Layer Security pro-
tocol in a Public Key Infrastructure-setting. This constrained
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nature of IoT systems that enables their proliferation, at the
same time imposes new yet-unresolved challenges to guar-
antee even the most basic security objectives. The state-of-
the-art in IoT security [5] is lagging behind a reality where
billions of vulnerable IoT devices are deployed every year.

A promising cyber-defense approach that can help to cha-
nge this situation is the Moving Target Defense (MTD) para-
digm [6]. MTD tries to disrupt the information asymmetry
between a static system and unknown attackers, by making
components of the target system inherently dynamic. The
time dimension is now a constraint on the attackers because
the target system is -ideally- in a perpetual change to un-
known states. This MTD dynamism can be applied to one or
many components of a system; i.e., data, software, runtime
environment, hardware platform, or network layer. While
MTD has been gaining growing attention in the last decade
[7, 8,9, 10], MTD research targeted at IoT systems is still
limited.

Although a secure system involves security mechanisms
at many of its components, the network layer is fundamen-
tal. More precisely, the physical layer (PHY) is arguably the
most important resource of an IoT system to be protected.
First, the PHY is the enabler of the distributed capabilities
of IoT systems; upper-layer services rely on it. Second, most
IoT networks are wireless, and the open nature of this medium
makes the PHY an easily-accessible target resource for an
attacker. Among the existing PHY attacks, jamming is one
of the most basic and effective.

A jammer introduces a signal into a shared medium to
disturb legit communication between nodes in the system.
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The consequence of a successful jamming attack is that the
information flow of the system is disrupted. Even more,
as a consequence of Shannon’s limit on any communication
channel [11], an attacker with enough power will always be
successful in jamming a target system with limited power.
Therefore, using resources into a jamming attack is an effec-
tive strategy from an attacker’s point of view [12]. Corre-
spondingly, from a system perspective Anti-Jamming (AJ)
defense mechanisms should be a priority.

Spread-spectrum techniques are well-known for their AJ
capabilities [13, 14]. Two prominent spread-spectrum tech-
niques are Frequency-Hopping Spread-Spectrum (FHSS),
and Direct-Sequence Spread-Spectrum (DSSS). Both tech-
niques rely on a pre-shared sequence between transmitter
and receiver to (de)spread the signal in the time-frequency
domains. A jammer without the knowledge of the pre-shared
sequence cannot power-efficiently jam the transmission.
State-of-the-art IoT radio uses spread-spectrum techniques.
The IEEE 802.15.4 standard uses DSSS, and defines a Time
Slotted Channel Hopping (TSCH) mode based on FHSS [15].
Long-range LoRa modulation uses patented Chirp-Spread-
Spectrum (CSS) [16]. However, none of those spread-spec-
trum systems were designed with AJ as a primary objec-
tive. On the one hand, LoRa uses well-known spreading-
parameters to do CSS, allowing for trivial jamming [17]. On
the other hand, IEEE 802.15.4 in DSSS mode uses spreading-
sequences not only fixed but also too short for providing
any AJ guarantee. Even if IEEE 802.15.4-TSCH provides
an FHSS framework which allows a system to use a custom
or standardized hopping schedule, most of IEEE 802.15.4-
TSCH networks in the literature can be jammed [18].

There is a lack of IoT systems designed with AJ as one
of their primary objectives. Furthermore, insider-node jam-
ming attacks are a real threat to heterogeneous-IoT systems.
A malicious insider-node has knowledge of the public net-
work parameters of the system. Thus, it can efficiently jam
nodes that share the same AJ parameters.

In this paper, we propose a novel IoT-oriented AJ mecha-
nism inspired by the MTD paradigm and leveraging on
spread-spectrum techniques. By design, our proposal proac-
tively mitigates insider-node jamming attacks. Our proposal
randomizes the spreading-sequences used by the nodes in a
DSSS system. Every pair of communicating nodes will have
aunique pairwise spreading-sequence, only known by them.
The novelty of our proposal relies on two factors. First, the
spreading-sequences are generated using Cryptographically
Secure Pseudo-Random (CSPR) number generators; thus,
cryptographically strong randomness claims of the gener-
ated sequences are assured. Second, the generation process
is done following a decentralized and independent process.

In summary, the main contributions of our work are:

C1 We propose an IoT-oriented AJ MTD physical layer
strategy that uses CSPR number generators for the ran-
domization of DSSS spreading-sequences.

C2 We study the cross-correlation statistical and proba-
bilistic properties of large CSPR sequence sets and
uniformly random sequence sets. This fundamental

study is lacking in the literature.

C3 We evaluate the jamming resilience of our proposal
using a model implemented in MATLAB. We expose
our system to an insider smart jammer and validate
that the attack is mitigated. Insider AJ resilience and
cross-correlation of sequences are analytically linked.

The rest of this paper is organized as follows. Section 2
gives some background on the technologies needed to build
and evaluate our proposal. Section 4 defines our AJ pro-
posal. Section 5 studies the cross-correlation properties of
CSPR sequence sets. Section 6 evaluates our proposal against
jamming attacks using MATLAB. Section 3 presents related
work. Section 7 offers some discussion and future work per-
spectives. Finally, Section 8 briefly concludes this work.

2. Background

In this section, we describe three subjects relevant to this
work: Cross-Correlation of Sequences, Pseudo-Random Se-
quence Sets, and Cryptographically Secure Pseudo-Random
Number Generators.

2.1. Cross-Correlation (CC) of Sequences

In this subsection, we deal with notions related to the CC
of sequences: definitions, a fast calculation method, and its
importance for communication systems.

2.1.1. Definitions

The correlation is a measure of the linear similarity be-
tween two sequences. If both sequences are identical, the
term auto-correlation is used. Otherwise, the term CC is
used.

The discrete circular CC is relevant for periodic sequen-
ces of period L. The circular CC between two periodic se-
quences s; and s,, written as 5, ®s,, is defined [19] as:

L-1
(5®s;)[n] = Y silmlsylm +n] )]

m=0

Where m is the complex conjugate of s;[m] and n the
displacement.

Normalized values of the circular CC are obtained if the
result is divided by the maximum auto-correlation value. In
this work, we study sequences of length L, that are used in
a DSSS system as periodic sequences of period L, therefore
the circular CC concept is extensively used.

2.1.2. Fast CC calculation

The CC of s[n] and s,[n], written s, [n]* s,[n], is equiv-
alent to the convolution of s;[—n] and s,[n], where s corre-
sponds to the complex conjugate of s. This equality allows to

use the convolution theorem, to obtain the cross-correlation
theorem [20]:

(s;xsp) =F HF{s;}-F{sy}} )
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Where - denotes point-wise multiplication, F stands for the
Fourier transform, and F~! for the inverse Fourier trans-
form. This equivalence in conjunction with the fast Fourier
transform [21] allows for efficient computation of CC values
in current hardware.

2.1.3. Practical importance for Wireless
Communication Systems (WCSs)

Correlation properties of the sequences have a direct im-
pact on many fundamental properties and performance met-
rics of WCS. For example, low CC is desirable for Code-
Division-Multiple-Access (CDMA) systems, and low auto-
correlation is desirable for signal acquisition and multi-path
interference rejection. Thus, the correlation of sequence sets
for WCS is a widely studied subject [22, 23]. In general,
families of sequence sets for WCS are designed with low
correlation properties [24, 25]. One well-known example is
orthogonal sequence sets: the sequences in the set have a CC
of zero.

The literature on CC of sequence sets for wireless com-
munication [19, 26, 23, 27] characterizes a given family of
sequence sets by the maximum CC value of all the pairs of
sequences within a set ¢,,,.. In most cases, due to the impos-
sibility of computing exact-values, lower bounds for ¢,,,,
are given. Some well-known bounds are Sidelnikov’s [28],
and Welch’s [29].

For a given pair of sequences (x, ), a useful CC concept
is the cross-correlation spectra ¢, ,,. The ¢, , measures the
CC values evaluated for every possible shift of one of the
sequences. The set size N (cardinality) and the length L of
the sequences are also fundamental characteristics of a fam-
ily of sequence sets besides the CC. For example, in sets of
size N we can define an orthogonal set only if the sequence’s
length L > N. Also, Welch’s and Sidelnikov’s bounds are a
function of L and N. Ideally, for multi-user WCS we want
low ¢,,,, and large sets. Nevertheless, there is generally
a trade-off ¢,,,, vs. set size: a low ¢,,,, value implies a
small set size. Larger L implies larger ¢,,,, but lower Nor-
malized ¢, = @0/ L. and an overall lower Normalized
@xy = by,y/ N for all the sequences in the set, which —as
will be seen in latter sections— it has a positive impact in the
AJ properties of the WCS facing a smart jammer.

2.2. Pseudo-Random Sequence Sets for WCSs

Pseudo-Random (PR) sequence sets for WCSs is a well-
studied topic in the literature [23, 26]. A PR sequence com-
plies with some randomness criteria. Golomb’s Random-
ness postulates [30] are widely accepted criteria in the WCSs
literature.

Several families of PR sequence sets exist. Feedback
Shift Register (FSR)-based is the most prominent family of
PR sequence sets. An FSR is a hardware component that
consists of a chain of flip-flops sharing the same clock. The
output of one flip-flop is also connected to the input of the
next one. A Linear FSR (LFSR) is an FSR in which the in-
put to the first flip-flop is a linear function of the previous
FSR state. For a Non-Linear FSR (NLFSR), the input is a
non-linear function of the previous FSR state.

An LFSR uses simple hardware components and pro-
duces uniformly distributed sequences with high-throughput.
As a result, LFSR-families of sequence sets are historically
the most used and studied [30]. However, an LFSR has weak-
nesses in terms of cryptanalysis due to its linear nature. For
example, remaining portions of a sequence can be predicted
with partial knowledge of its elements using the Berlekamp-
Massey algorithm [31]. Notably, this predictability is not
a desirable property from an AJ perspective. If a jammer
knows the sequence of a transceiver, it can jam it in a power-
efficient way [32].

Other families of PR sequence sets for WCS have gained
attention in recent years due to the predictability of LFSR-
based sequences. These families include Legendre/Jacobi
sequences [33, 34], NLFSR-based De Bruijn sequences [27,
35, 36], and chaotic sequences [37, 38, 39]. However, these
families of sequence sets for WCS still have factors that im-
pact on their randomness properties. Either because of non-
randomness-related design objectives or because of inherent
functional limitations. Jacobi sequences aim at low auto-
correlation properties by design. De Bruijn sequences in a
set are not independent of each other, and the sets are gen-
erated with low cross-correlation design objectives. In other
words, non-negligible information can be known of other De
Bruijn sequences in the set if one sequence is known. Chaos
theory-based sequences have practical-use design challenges
[39]. For example, chaotic sequences are inherently non-
periodic, and this forces either robust-synchronization of the
chaotic system state, or complex non-coherent methods for
demodulation. Besides, their use for cryptography use is
proven to be immature and broken [40, 41], which implies
their randomness properties are compromised.

2.3. Cryptographically Secure Pseudo-Random
Number Generators and Stream Ciphers

A Cryptographically Secure Pseudo-Random Number
Generator (CSPRNG) is a functional block that takes some
input parameters (i.e., a key and a nonce) and produces
pseudo-random output suitable for cryptographic use [42,
43]. The same input parameters will consistently produce
the same output.

Stream ciphers [44] are symmetric ciphers. With a given
key, a stream cipher generates a cryptographically secure
pseudo-random stream of bits called a keystream. The key-
stream is independent of the message to be encrypted. The
ChaCha20 [45] is a stream cipher designed to be fast on
pure-software implementations. It is based on the Salsa20
stream cipher [46]. ChaCha20 is designed to expand a 256-
bit key and a 64-bit nonce into 264 randomly accessible 64-
byte blocks. In other words, ChaCha20 outputs =~ 1.18 zetta-
bytes of keystream with a 320-bit input. Initially, Chacha20
constructs a 512-bit initial state composed of a 128-bit con-
stant, the 256-bit key, a 64-bit counter (corresponding to one
of the 2% keystream blocks), and the 64-bit nonce. These
elements are arranged as a 4 X 4 matrix of 32-bit words.
ChaCha20 defines the “quarter-round” operation that trans-
forms four 32-bit words using bit-wise operations and the
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“double round" operation. The double-round consists of
eight quarter-rounds and involves all elements of the 4 x 4
state matrix twice. Finally, ChaCha20 uses 10 iterations of
the double round to transform the initial state into 512 bits
(or 64-bytes) of keystream. ChaCha20 can use a 128-bit key
by duplicating it to form a 256-bit key [46], but this op-
tion is not recommended. Furthermore, the IETF specifies
a ChaCha20 version [47] that uses a 96-bit nonce, limiting
the keystream to = 256 gigabytes. ChaCha20 is used as a
state-of-the-art cipher in Internet security protocols such as
IKE-IPsec [48] and Transport Layer Security [49].

In this work, we use ChaCha20 as a CSPRNG. First, be-
cause in terms of security, it is a well-established stream ci-
pher. Second, because it is software-optimized [50], and this
offers great flexibility for the dynamic IoT systems we target.
For example, on already deployed IoT nodes we can replace
it with another state-of-the-art cipher in the future.

3. Related Work

This section reviews related work in two topics. First,
we review work on correlation studies of Pseudo-Random
(PR) sequences. Second, we introduce some works that use
CSPR-based mechanisms for the design of AJ WCSs.

3.1. Correlation of Pseudo-Random Sequences

The study of correlation properties of PR sequence sets
has been focused on the families highlighted in Sec. 2.2.
Those families are LFSR-based, De Bruijn sequences [27,
35, 36], Legendre/Jacobi sequences [33, 34], and Chaotic
Sequences [37, 38, 39]. The most studied family is LFSR-
based. A classical CC reference is the work of Swarte et al.
[19]. More recent work is given by Zepernick et al. [26], it
also covers other PR families. For a particular PR family, we
refer the reader to the corresponding cited works of a given
family. The CSPR Sequence Sets we use in this work does
not correspond to any PR family in the literature.

Notwithstanding the fundamental and well-studied topic
of the uniformly random probability distribution, there is a
lack of studies on the CC properties of uniformly-distributed
sequence sets. Schotten et al. [24] gave an analytical for-
mula for the auto-correlation of true-random sequences (i.e.,
a Bernoulli process) with the assumption of Golay’s ergod-
icity postulate. However, to the best of our knowledge, no
such analytical equivalent exists for CC characterization of
uniformly-random sequence sets. Popper et al. [51] pro-
vided an empirical characterization of the CC of random
codes', giving three percentiles (Pys, Pyg 99, Pjqp) for sequen-
ces of length [128 < L < 1024], and sets with cardinal-
ity 1000. From the pure-mathematics field, Kuipers et al.
[52] studied properties of an operation similar to the con-
volution on topological spaces linked to the uniform distri-
bution. However, Kuipers et al. focused on demonstrating
linear relationships between the operations.

! Not specified how they were generated, but probably with a CSPRNG.

3.2. CSPR-based AJ WCSs

The closest proposal in the literature to ours is NATO’s
unclassified work by F. Hermanns [53] (German Patent [54]).
It proposed to use AES-OFB cipher” output as code-hopping
(CH) sequences. The proposal is a hybrid DSSS-FHSS sys-
tem. Unlike classical DSSS, where a central carrier fre-
quency is known, CH also ‘hops’ the center carrier frequen-
cy, thus doing FHSS. If originally available bandwidth was
unused by the transceivers, this approach effectively increa-
ses Al resilience. However, if the transceivers already used
DSSS over the whole available bandwidth, the gain of this
approach is yet to be evaluated. Hermanns evaluates the
linear-complexity of AES-OFB sequences, empirically mea-
sures the auto-correlation spectra for a sequence, and evalu-
ates the multi-user performance without jamming and a sin-
gle-user AJ performance with a simulated system (the sim-
ulation platform is not disclosed). The jammer model is
not fully specified for the AJ evaluation. We assume a syn-
chronous and coherent jammer model was used because its
results were simmilar to ours from Sec. 6. For a sequence
length of 1000, it measured a security gain (compared with
a non-AJ system, or L=1) of +10 dB at the BER = 1073
level.

T. Song et al. [55] focus on a single link of a CDMA
communication under disguised jamming (equivalent to the
smart jammer, but not an insider). They propose to use AES
(mode of operation not detailed) to encrypt LFSR-generated
PN Sequences. They use the term Secure Scrambling” to re-
fer to this operation. The legit parties share secret keys of
128, 192, or 256 bits. They focus on an analytic study of
the impact of a disguised jammer who does not know the se-
quence, and the system using the Arbitrarily Varying Chan-
nel (AVC) model. It is relevant to note, in the context of our
work, that the generic analytical results obtained by Song et
al. in the AVC model could be applied to a single-link of our
proposal, as an AES-output should behave as a CSPR output.
They conclude that the secure scrambling method improves
the resilience against disguised jamming for a single link.

FHSS work by M. Tiloca et al. [56] is proposed in the
context of IEEE 802.15.4 in TSCH mode. They created a
CSPRNG based on AES-CTR. The CSPRNG output is used
to execute their Secure Link Permutation (SLP) algorithm,
namely a pseudo-random-permutation. SLP output pseudo-
randomly determines the TSCH schedule. Also, they period-
ically change the TSCH schedule. They implemented their
SLP algorithm in Contiki OS with TSCH, and evaluated it
in TelosB IoT motes. They compared the results against a
fixed non-AJ TSCH schedule. Their proposal effectively de-
feats a selective-jammer, with negligible energy and packet-
delivery-ratio penalties.

D. Torrieri [57] discusses the concept of maneuver keys
in the context of MTD applied to a DSSS system. The work
is a high-level design of such a system: the system nodes
share a given group key k, that they use as the sequence for

2Which behaves functionally as a stream-cipher.
3Scrambling is also used in classical wireless literature to refer to long
DSSS PN sequences, not necessarily cryptographically secure.
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Table 1
CSPR-based AJ Techniques Summary.

Proposal Spread-Spectrum ‘ Crypto Independent SSs ‘ Pairwise SSs
F. Hermanns [53] DSSS+FHSS AES-OFB 7 7
T. Song et al. [55] DSSS | AES-based = | =
M. Tiloca et al. [56] FHSS AES-CTR X
D. Torrieri [57] DSSS | ? X | X
Our Proposal DSSS ChaCha20 v v

* Multi-user SSs generation and distribution is not specified.
** It does not apply. Proposal is not multi-user but single-link.

DSSS modulation. How this key is generated and distributed
is not detailed. The system is reactive, i.e., Intrusion Detec-
tion System (IDS) is present in the network. Moreover, if
a jammer node is detected, it will be isolated from the rest
of the system by initiating a secure group re-keying that ex-
cludes it. Later, Torrieri [58] re-categorized this proposal
within the cyber-defense concept of cyber maneuvers.

In Table, 1, we resume some of the properties of the
CSPR-based AJ techniques including our proposal. We fo-
cus on how the Spreading Sequences (SS) on the system are
generated (i.e., underlying cryptography and independence)
and used (i.e., pairwise or system-wide?). To the best of our
knowledge, aside from our proposal, no multi-link wireless
system AJ proposal in the literature is proactively resilient to
an insider-node attack: an attacker that compromises the AJ
parameters of one node. The system proposed by Hermanns
[53] is potentially resilient, but it lacks sufficient detail about
the distributed mechanisms and properties of the system, AJ
was evaluated for a single-link. Song et al. [55] AES-based
secure scrambling proposal is, at the core, similar to our
proposal. However, as [53], it focuses on a single link, the
distributed mechanisms to generate codes for multiple users
are not detailed, nor the system-wide AJ properties evalu-
ated. Thus, under the hypothesis of an insider attacker that
has knowledge of the secret parameters of one legit node,
the system resilience for other nodes can not be estimated
(e.g., discovering the LFSR used as AES input can compro-
mise the other nodes). In Tiloca et al. [56], all nodes share
the same frequency-hopping schedule: the calculation is dis-
tributed, but not independent. Inevitably, an insider attacker
can efficiently jam the whole system. Finally, in Torrieri
[57] all nodes share the same spreading-sequence. In case
of an insider jammer, all links will be efficiently jammed,
defeating the system. The system will only recover after
some time when the IDS isolates the jammer. This is a reac-
tive strategy to mitigate insider attacks. It excludes the node
from the network only after some given process. In other
words, jamming-detection is needed. Jamming-detection is
a prominent field in the AJ literature and is used in reactive
Al strategies [59] [60]. In our current work, we focus on
proactive jamming and proactive AJ techniques. Proactive
and reactive techniques are orthogonal and can be comple-
mentary (hybrid approaches) [61]. We refer the reader to
[62] [63] [64] for jamming detection and reactive AJ tech-
niques.

All works cited in this section, including our own, as-
sume pre-shared secrets between the sender and receiver to
execute AJ spread-spectrum techniques. In a real-word set-

0. ()
@ @@

(a) IoT AJ MTD network: every (b) Insider attack: node d compro-
pair of nodes use unique PHY mised. Jamming resilient PHY-
parameters. links.

Figure 1: loT MTD Network

ting this hypothesis is not always true. In many IoT use cases,
previously-unknown nodes have to bootstrap ad-hoc mesh
networks. Those nodes do not share common cryptographic
material. Physical-layer AJ bootstrapping is a hard problem
to solve. AJ systems without pre-shared secret information
are needed. This fundamental topic is called keyless jam re-
sistance. We refer the reader to Kang et al. [65] for a recent
survey on DSSS-based keyless AJ. And to J. Tao et al. [66],
and C. Popper et al. [51], for pairwise and broadcast com-
munication proposals, respectively.

4. Proposal

In this section, we present an MTD mechanism targeted
at the physical layer of a communication system. The main
objective of our proposal is to improve the jamming resilience
of IoT networks. In particular, we want to proactively mit-
igate the impact on the system of insider-node jamming at-
tacks.

4.1. Overview

An example of a target IoT network is illustrated in Fig.
la: circles represent IoT nodes, and edges are communica-
tion links. Every link between a pair of communicating no-
des in the IoT network has distinct physical layer parameters
defined by our MTD proposal. These pairwise parameters
are only known by each pair. This physical link diversity is
represented with different edge colors in Fig. la.

To illustrate the potential AJ advantages of such a sys-
tem, consider an insider attack. In this kind of attack, one
of the legitimate nodes in a network becomes an adversary.
Fig.1b shows node d, as an insider attacker in an IoT net-
work. In a legacy IoT network, all the nodes share the phys-
ical layer parameters are shared by ; therefore, an insider at-
tacker can potentially become a very power-efficient jammer.
In our proposed MTD system, an insider attacker’s jamming
impact is mitigated because it has no perfect knowledge of
the physical layer parameters for every link in the network.
As stated before, every link between a pair of nodes has
unique physical layer parameters known only by each pair.

4.2. MTD System: CSPR Sequences for DSSS

The IoT network has DSSS capabilities. To define an
MTD technique the following three fundamental design el-
ements are helpful [7]:

1. WHAT to move: define the moving parameter.
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Figure 2: MTD Proposal: Cryptographically Secure PR-DSSS.

2. HOW to move: define the procedure to change the pa-
rameter.

3. WHEN to move: define the condition of change.

In the following, we further define our [oT MTD network
proposal using these three design elements.

WHAT. The moving parameter of our proposal is the
DSSS spreading sequence ss,,,4.

HOW. We assume two pre-requisites between any pair
of communicating nodes, a and b:

1. They share a cryptographic Key k, ,
2. They share an authenticated synchronized System
State .S,

A given pair of IoT nodes will have a unique crypto-
graphic Key k, ,, whereas all the nodes in the network can
share the System State .S,. S, is a cryptographic nonce (a
number used once) with no randomness requisites.

The core of our MTD proposal depends on a CSPRNG.
We propose to use stream-ciphers [44] as CSPRNG, partic-
ularly ChaCha20 [45].

We describe the procedure for a given pair of nodes a
and b. First, we use the Key &, ;, and the System State S, as
inputs for the CSPRNG. Second, we apply a simple transfor-
mation to the CSPRNG output: truncate to L bits. Finally,
the result is used as a periodic spreading sequence ss,,,4 for
DSSS modulation between the pair of nodes. Fig. 2 illus-
trates our proposed MTD mechanism from a single IoT node
perspective.

WHEN. The movement concept of the MTD system is
determined by the System State .S, variable. For a given in-
stant in time ¢, all IoT nodes should agree with the value of
S;. The frequency of change fg of S, will determine the
frequency of movement of the MTD system. If .S, changes,
the nodes must recalculate the DSSS sequence. Unlike &, ;,
the value .S, does not need to be secret, only authenticated.
One natural candidate for .S, is the Coordinated Universal
Time (UTC). The authenticated time synchronization can
be coarse-grained in most cases because the traffic in con-
strained IoT networks is sporadic (e.g., one packet transmis-
sion per minute, hour, or even day).

4.3. Implications of PHY Randomization

The Cryptographically Secure Pseudo-Randomization of
DSSS spreading-sequences effectively mitigates insider jam-
ming attacks, as will be evaluated in Sec. 6. This insider
Al resilience comes with a trade-off in terms of multi-user
performance. The CC values of the spreading-sequences in
a DSSS system determine the multi-user performance, the
lower, the better. Because our proposal randomizes the se-
quences in a decentralized and independent way, there are
no low-cross-correlation guarantees for the system.

However, we can statistically study the cross-correlation
values of large CSPR sequence sets. Furthermore, because
of the good randomness properties of CSPRNG, any given
CSPR sequence set can be probabilistically characterized.
The cross-correlation of the CSPR sequences is not only the
determining factor of multi-user performance but also of the
insider AJ mitigation. This cross-correlation statistical study
is presented in the following Section 5.

5. Cross-Correlation of CSPR Sequence Sets

In this section, we study the statistical distribution of CC
values of large CSPR sequence sets. We prioritize an empir-
ical approach. First, we generate large CSPR sequence sets.
Second, we calculate the CC of all pairwise sequence com-
binations in the set. Finally, we calculate the Empirical Cu-
mulative Distribution Function (ECDF) of the CC values.
We also provide analytical results that validate the empiri-
cal study. We conclude this section with a CC comparative
study with other families of PR sequence sets.

5.1. Motivation

For a given family of sequence sets for WCSs, the CC
and the cardinality (i.e., number of elements) of the sets
are two of the most important characteristics. They deter-
mine the multi-user capabilities of the system. As stated in
Sec. 4.3, only probabilistic statements can be made about the
cross-correlation values of CSPR sequence sets. To the best
of our knowledge, no work in the literature studies this prob-
lem with enough depth. This section deals with this funda-
mental study. These results are used in Sec. 6 to characterize
the AJ capabilities of our proposal analytically.

5.2. Sequence Sets Generation

Let S csprnG) be a generated sequence set. The se-
quences in the set are binary sequences of a fixed length L,
and were generated using the same CSPRNG. The charac-
teristics and generation-input parameters of the sets are the
following:

e Cardinality (set size): 1024

o [ (bits): {128,256,512,768, 1024, 2048, 4096, 8192,
16384, 32768}

e CSPRNG: {ChaCha20 [45], AES-CTR*})
o CSPRNG Inputs:

4AES is a block cipher, but in CTR mode behaves as a stream cipher.
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- Key: {(0)19, (119, (2)1g5 ---» (1023) 0} (256-bit
length and zero-padded)

— System State: {0}

For example, the set S(12g chachaz0) 1S composed of 1024 se-
quences {5, S, ..., 51923} of length 128. A sequence s; (i €
{0,1,...,,1023}) is generated using ChaCha20 as CSPRNG.
And its inputs are: Key = (i),(, and System State = O ; the
output is truncated to /28 bits.

A generated binary sequence {by,...,b; } has unipolar
encoding with elements b; € {1,0}, from now on we will

work with sequences in bipolar encoding where b; € {1, —1}.

Also, a given sequence of length L will be used in our com-
munication system as a periodic sequence with period L;
thus, length and period are equivalent terms in the rest of
the section.

5.3. Normalized Cross-Correlation Calculation

The circular CC (Eq. 1) between two bipolar binary se-
quences of length L, evaluated at a displacement #, takes
integer values comprised in {—L,..., 0,..., L}. In order to
compare CC properties of sequences of different length L,
the Normalized CC is useful. It is obtained dividing the
CC value by the maximum possible value, in our case L.
Furthermore, we take the absolute value of this result, as
in terms of sequence-signal interference, the sign of the CC
value is irrelevant. The expected Normalized CC values will
be comprised in {0, %, %, ..., 1}, where the value of O is as-
sociated with an orthogonal sequence, and 1 with the max
value, i.e., the same sequence.

Let [NCC, )| be the absolute value of the Normal-
ized circular CC, NCC for short. For a given pair of sequen-
ces (x, y) of length L, and evaluated at a fixed displacement
(time shift) n € {0, 1, ..., L — 1}, this is equivalent [67] to:

L-1

1 -
INCCiy yyim| = I Z x[m]y[m + n] 3)
m=0

The NCC is a scalar value. For every generated set
S(1.csprnG)» We calculate the NCC for every pair of sequen-
ces (x, y) in the set, and for every displacement n €{0, ..., L—
1}. Let CC_S(1 csprNG) be the set that contains all the cal-

culated NCCs. The cardinality of this set will be (IS(2L>|)><L.
Fora S, csprn)| = 1024, this corresponds ~ 500 million
NCC elements.

To calculate the NCC values (Eq. 3), we use the cross-
correlation theorem (Eq. 2) in conjunction with fast Fourier
transforms using an Intel Core i7-6600U CPU @ 2.60GHz x
4 with 16 GB RAM. For sets of large sequence length L we
lowered the cardinality, but this does not affect the statistical
relevance of the results’. We used the following cardinalities
for the input sequence sets Sy : |S{128256 512102431 = 1024,
|S2048] = 600, [Syp96] = 500, [Sgign] = 400, |.S)384]

5Glivenko-Cantelli’s Theorem [68] states that the ECDF of a random
variable converges uniformly to the CDF of the underlying-unknown dis-
tribution.

1 T T 11 \\\ J_,_\,_-—"\ T T T 117
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Figure 3: ECDF of Normalized CC of ChaCha20-generated
sequence sets, for different sequence length L.

=300, |S35763] = 200. A |S; | = 200 produces ~ 50 million
NCC elements.

5.4. Statistical Results and Probability Analysis

In Fig. 3 we show the ECDFs of NCC values of Cha-
Cha20 generated sets S| cpacnan0- Every ECDF was calcu-
lated with between 50 and 500 million NCC values. The
ECDFs of AES-CTR generated sets are visually indistin-
guishable from the ChaCha20. The statistical similarity is
expected, as by design a CSPRNG is indistinguishable from
a True RNG®; and, by the Glivenko-Cantelli Theorem [68],
both ECDFs converge to the same Cumulative Distribution
Function (CDF).

It can be observed in Fig. 3, that the greater the length
L of the sequences in the set .S, the lower the NCC values
for almost all the percentiles (i.e., x-value for a given cumu-
lative probability) of the ECDFs. This was expected, infor-
mally the longer the pseudo-random sequences, the lower the
probability of two sequences being similar to each other. For
example, the 80th percentile Py, = k (i.e., 80% of the NCC
values are < k) is for S5, k = 0.12; for Sys4, k =~ 0.08; and
for S5, k = 0.06. This is not true for every percentile. For
some percentiles lesser than P, 5, we can see that the ECDFs
intersect each other. The step-nature of the ECDFs explains
these counter-intuitive results. It is worth noting that this
step-nature of the ECDFs is not due to a limited number of
sample variables NCC (at least 50 million), but to the inher-
ent discrete values the NCC takes for binary sequences of a
fixed length L.

Ultimately, we want to predict the NCC distribution of
any given CSPR sequence set. The randomness properties
of CSPRNGs and the Glivenko-Cantelli Theorem give us
strong statistical guarantees that any random set of CSPR
sequences will follow the ECDFs shown in Fig. 3. Further-
more, we strengthen this statement with a pure analytical-
probability approach that is found in the next Section 5.5.
The single hypothesis is that a CSPRNG output resembles
a true uniformly random process where every produced bit

6 A generator of truly uniformly distributed bit string -Bernoulli process
with p = 0.5-, or in cryptographic terms a random oracle.
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has an equal probability of being 1 or -1. The results val-
idate the statistical analysis. For L = 128 the ChaCha20
ECDF corresponds to the Analytical CDF with a point-wise
precision of +£0.0001. An important analytical result is that
a given percentile P, is a function of \/Z This result will
have practical AJ system design consequences, as will be ex-
plored in Sec. 6.

5.5. Analytical CC Distribution of CSPR
Sequences

A CSPRNG of length L must be statistically indistin-
guishable from a Bernoulli Process of L trials. Using this
equivalence, we develop an analytical probabilistic study of
the CC of CSPR sequences.

Let s = {by,b,,...,b} be a CSPR binary sequence of
length L, where every bit b; is a random variable (r.v.) that
follows a Bernoulli distribution with p = 0.5.

Lets; = {x;,...,xy} and s, = {y{, ..., ¥y } be two inde-
pendent CSPR binary sequences, with L even. The circular
cross-correlation of s; and s, (Eq. 1), evaluated at n = 0, is:

L L L
(5,®s)[0] = ¥ 5mlsylm +01= Y x,3, = b, (@)
m=1 m=1 m=1

Where b,, is a r.v. that also follows a Bernoulli distribu-
tion’ with p=0.5. The probability distribution of the sum of
two or more independent r.v. is equivalent to the convolu-
tion of their individual distributions. Particularly, the sum
of two Bernoulli r.v. results in a r.v. with Binomial Distribu-
tion of 2 trials. It is well known that Zle Bernoulli(p) ~
B(n, p), where B(n, p) is a Binomial where » is the number
of trials. With this result, we develop Eq. 4. The resulting
random variable follows a Binomial distribution B(L,0.5).
However, this is true only if the original domain-support
of the Bernoulli distribution where k € {0, 1}, but in our
signal processing setting, we use binary bipolar values k €
{—1,1}. We apply a change of variable (c.v.) to transform
the result of the studied r.v. X ~ B(L,0.5) with support
x € {0,1,2,3,..., L}, to our signal processing setting sup-
port where the cross-correlation result will take only even
values y € {-L,...,—4,-2,0,2,4,...,L}. The c.v. is
y=2(x— %) — x=2L The resulting r.v. represents the
CC value of two CSPR sequences, and its Probability Mass
Function (PMF) is symmetrical with respect to zero. We
need one more transformation because we are interested in
the absolute value of the cross-correlation, |CC|. The |CC|
support will be k € {0,2,4, ..., L} with k even. Because
of the symmetry of the CC r.v. PMF, the |CC| r.v. PMF
is straightforward; we double the probability of all the posi-
tive values, except for zero. More precisely, the PMF of the
absolute cross-correlation |CC| of two CSPR sequences of

even length L is, as a function of the taken value k € N:

"Multiplication of two independent Bernoulli variables is also a
Bernoulli.

EIE] () w0
P(CC| =k) =1 (%)(LT)(%) if0 < k < L, keven,
0 otherwise.

This analytical result can be obtained by applying com-
binatorics without computer-aided tools, but we achieved it
with the help of Wolfram Mathematica. Finally, the CDF
can be either calculated directly or expressed in terms of the
regularized incomplete beta function. However, we take an-
other approach to further describe the probabilistic proper-
ties of the |CC| of CSPR sequences.

Using the De Moivre-Laplace theorem, we can approx-
imate the Binomial distribution X ~ B(L,0.5) with a Nor-
mal distribution N (u, o) of mean 4 = L/2, and standard
deviation ¢ = \/L_/4 This results in X ~ B(L,0.5) ~

N (%, v/ L/4). We apply the same c.v. as in the discrete case
to transform the result to our CC r.v. domain, a horizontal
shift of —L /2, and a horizontal dilation by a factor of 2. This

results in CC ~ N(0,0 = \/Z). This continuous approxi-
mation takes into account both positive and negative values
of the horizontal axis. Then, after the the modulo opera-
tion, our domain support should be k € {0,2,4, ..., L}, ie.,
p # 0 only for these even values. As done before, we need
to multiply X 2 the approximated probabilities, excepting for
k = 0. This last transformation is needed to obtain the abso-
lute value of the CC and represent the |CC]| r.v.. The result
closely resembles a half-normal distribution, a special case
of the folded normal distribution [69] with 4 = 0. Finally,
this approximation of the PMF of |CC]| is:

L ith=0,

P(CC|=k) =~ jﬁe 2L ><2 if0 < k < L, and k even,

0 otherwise.

We validated using Wolfram Mathematica that the ap-
proximation is correct at least with three significant digits
for all the support in L = 128, and for k € {0,2,4,6} for
L € {256,512,1024,2048,4096,8192, 16384}. Some im-
portant characteristics of the |CC| distribution of CSPR se-
quences of length L are shown in Table 2. We derived Table
2 results from the well-known half-normal distribution, with
the particularity of P(|CC| = k) = 0 if k odd, that lead to
our approximation. We validated that they are correct for the
ICCl distribution for L = 128.

Finally, for having results that correspond to the Normal-
ized |CC| (NCC), with support k’ € {0, % % .., 1}, the cha-
nge of variable k = k' L should be done. The Median of the

NCCis NCC = % For large values of L, this is:

NCCwn VA2 _ 1 5)

DRI
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Table 2
Properties of the |CC| of CSPR seq. of length L

Support ke {0,2,4,...,L}
Mean ~ \/Z\/Z/ﬂ'
Variance ~ L(1-2/n)
Median = |v/L/2]or[4/L/2] (the even value)
Mode =2
N k
CDF F(k) ~erf ()
Table 3
NCC,,, for different families of PR seq. sets
Seq.
PR Family nee, | 2% | Length
Size
L
Gold 0.130 257 255
Kasami (large set) 0.130 4112 255
Kasami (small set) 0.067 16 255
De Bruijn (low-CC [27]) 0.130 16 256
CSPR-ChaCha20 (C.I. 95%) | 0.305 16 256

The Median is the 50th Percentile and will be useful to sta-
tistically describe properties of the NCC distribution as a
function of L in Sec. 6.5.

5.6. Comparison with NCC of other PR families

In this section, we compare the obtained results against
other families of PR sequence sets. The literature generally
characterizes a given family with the NCC,,,, of all the se-
quences in a set.

The NCC,,,, expresses the worse-case value of the NCC
of all pairwise sequence combinations in a set, for every rel-
ative sequence displacement. All other pairwise combina-
tions have lower NCC values. When realized, the NCC,,,,
affects two pairs of communicating nodes, not the whole sys-
tem. An NCC,,,, will be realized when the specific pair(s)
of nodes communicate at the same time, and for a specific
relative sequence time-shift (displacement).

For PR families in the bibliography, there is hard-bounds
by design for the NCC,,,,. For CSPR sequence sets, we
have no hard-bounds (i.e., any value is possible, albeit with
different probability), but a probabilistic estimation can be
given. In Table 3, we show NCC,,,, values of CSPR?® se-
quence sets compared with other PR families. For CSPR-
ChaCha20 sequences of length L = 256, the NCC mean
value is ~ 0.050° and the median equals 0.044194174.

The NCC,,,, for CSPR sequences with a Confidence In-
terval (C.I.) 95% is more than double compared with other
families. This higher NCC is undesirable for constant high-
throughput systems with a centralized-star topology (i.e., cel-
lular networks, where a central node communicates with all

others). For the IoT use-case, where traffic is packet-based

8 Py9.099926(NCC) = 0.305, combined probability for 256 values
of the spectra -taken as, i.i.d variables- and for a set of 16 sequences
16
(0.99999926)*(2) = 0.9555 .
9Standard deviation = 0.449

and sporadic, the impact of the theoretical NCC,,,, on the
system performance is not that relevant because: (1) the prob-
ability of realization of the event is low (0.00088796%'"),
and (2) if it happens, the impact on the system performance
will be over a single packet. Thus, arguably, the statistical
distribution of CC of sequences is a better suited tool than the
single-value NCC,,,, (i.e., alow-probability and short-lived
event) to predict the expected (e.g., mean, average) perfor-
mance of packet-based low-throughput systems like the IoT.

6. Evaluation: AJ Resilience of Proposal

In this section, we present numerical results that mea-
sure the AJ resilience of our proposal. System AJ resilience
is measured in terms of Bit-Error-Rate (BER) as a func-
tion of jammer signal power. We use MATLAB to simu-
late a multi-node DSSS system. First, we present the sys-
tem and attacker model. Then, we evaluate the system AJ
resilience against two types of attackers (jammers). (A) A
Broadband Noise Jammer that represents a baseline for jam-
mer power efficiency, i.e., any other DSSS jamming strategy
will be preferable for the attacker. (B) An Insider Smart Jam-
mer that represents an upper-bound for jammer power effi-
ciency. The latter jamming scenario is the most relevant. It
instantiates our insider-node jamming attack hypothesis and
measures the degree of jamming mitigation of our proposed
CSPRNG-based DSSS system. The Insider Smart Jammer
Al resilience is analytically linked to the CC properties stud-
ied in Section 5.

6.1. System Model

The system model is shown in Fig. 4. The system is com-
posed of n Transmitter (TX)-nodes, a jammer, one Receiver
(RX)-node, and a channel modeled as Additive White Gaus-
sian Noise (AWGN). The Binary Phase-Shift
Keying (BPSK) modulation in our setting is the conversion
from unipolar {1,0} to bipolar {1,-1} of a signal sample.
The communication process is as follows. (1) A TX-node
sends a random digital signal modulated with BPSK. (2) A
binary Spreading-Sequence (SS) is applied after BPSK, and
the transmission is in base-band. (3) Other signals and AW-
GN are added. The RX-node demodulates the received sig-
nal by (4) de-spreading it using a synchronized version of
the SS, (5) applying an integrate-and-dump correlator, and
(6) making a decision based on the sign of the signal to de-
termine the BPSK symbol.

About the AWGN channel model: The channel model
does not account for fading, frequency selectivity,
multi-path, nonlinearity, or dispersion. This simplification is
not in demerit of the jammer. An AWGN channel highlights
the relationship between the jammer and the nodes’ signal
power in the demodulation process. Most power-independent
phenomena on a more realistic channel will be to the disad-
vantage of the jammer power efficiency because a receiver
will be optimized to compensate the channel’s effect on sig-

10For a given instant in time, with the 16 sequences being used at the
same time, P(NCC, > NCC,,.) < 1—(0.99999926)!20

at least 1 pair = max
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Figure 4: DSSS-CDMA System Model

nals from legit nodes. For example, a frequency and phase-
shifted jamming signal will have less impact on the induced
BER at the demodulation process of a legit node, as com-
pared to an in-phase and frequency version of the same jam-
ming signal.

6.2. Attacker Model

The attacker is a jammer. The jammer has access to the
communication medium and can insert arbitrary signals. Its
goal is to produce errors in the demodulation process of the
receiver. Eavesdropping, tampering, or forgery of informa-
tion is not a goal. The jammer has enough energy, power,
and bandwidth to cover the entire band of the system with
a signal of arbitrary power. The jammer can be further de-
fined by the type of signal it inserts in the channel. We eval-
uate two types of jammers: a Broadband Noise Jammer and
an Insider Smart Jammer (coherent and synchronous), both
further detailed in Sections 6.3 and 6.4, respectively.

6.3. Baseline Evaluation: Broadband Noise
Jammer

A Broadband Noise (BBN) jammer places a random
noise signal over the full width of the TX-node communica-
tion spectrum. A BBN strategy raises the noise level at the
receiver and is a direct attack on the channel capacity of any
communication system [70]. A BBN represents a baseline
in terms of jammer power efficiency for an effective jamming
strategy against a DSSS system!![70].

Attacker Hypothesis The jammer knows the center fre-
quency and bandwidth of the signal.

Simulation Weused MATLAB/Simulink R2017a to model
the system described in Sec. 6.1. There are 4 TX-nodes.

11Other jamming strategies such as Narrowband noise are not consid-
ered effective.
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Figure 5: BBN jammer resilience

We chose that number because it is representative of a one-
hop-link in an IoT mesh network. Even if an IoT network
has more nodes, for a given node, only nodes physically
close have a signal-power relevance. Every TX-node con-
stantly sends random binary data sampled at 1000 times/sec
(1kbps), and we simulate 10 seconds (i.e., 10000 bits). Ev-
ery TX-node uses a different SS. The jammer power J), is
measured in relative terms against a single TX-node power
S, this ratio is expressed as the Jamming-to-Signal Ratio
(SR) = J,/S, in dB'2. The AWGN channel power is in-
cluded in the JSR. We calculate the BER at the RX-node.
We repeat the simulation with different SS lengths. The re-
sults are shown in Fig. 5, every data-point is a simulation
run.

Analysis Obtained results are consistent with the DSSS AJ
theory [70]. When we double the SS length, we also dou-
ble the signal bandwidth, and we obtain a ~+3dB gain in
resilience to Gaussian Noise for a fixed BER. The exception
is the SS codes of length 64 for JSR<15dB. We explain this
weaker resilience as a result of the higher CC values of the
SS of the other legit TX-nodes. For this work, we consider
a BER < 0.1 to be acceptable for a digital communication
system under jamming [70].

6.4. Upper-Bound Evaluation: Insider Smart
Jammer
In this section, we define and model an insider smart
jammer. We find it useful to explicit again our setting and
evaluation goal.

Setting and Goals The jammer is not limited in terms of
energy; i.e., it can apply a jamming signal with power J.SR
persistently in time. There is no reactive AJ mechanism in
our current evaluation. Thus, it is inevitable that for a given
J SR, the jammer will defeat (BER > 0.1) the system. An
insider smart jammer will defeat most AJ systems with
a JSR~0. When the insider knows the AJ parameters of
a single node, he can compromise the whole system’s pa-
rameters. These AJ systems will be compromised either be-

2Power Decibel: 101og,(P1/P2)
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cause the nodes share the same AJ parameters (e.g., hopping-
schedule), or because the system uses a PR sequence set with
no cryptographically secure pseudo-randomness properties
(e.g., LESR-generated, low-CC De Bruijn). In our proposal,
the knowledge of one spreading sequence by an attacker does
not imply the compromise of the other spreading sequences
in the system. From a system perspective then, it is relevant
to study the case in which the attacker has gained knowledge
of the spreading sequence of one node. Then, measure the
impact over the BER of the rest of the nodes in the system.
Our system proposal was designed with the main objective
of proactively mitigating this insider-node attack, and this
section measures to which degree this is achieved.

The insider smart jammer represents an upper-bound for
jammer power efficiency, under certain hypothesis.

Attacker Hypothesis The jammer:

e Has perfect knowledge of the system (e.g., BPSK), ex-
cept for the spreading sequences used by the nodes.

e Is synchronized (time) and in-phase (coherent) with
the SS of the system.

e Knows the SS of one node, i.e., a compromised node.

e Can not compromise the SS of other nodes.

Simulation The set-up is the same as the BBN jammer.
The jammer is modeled as a TX-node, which uses the SS
of one compromised node. We measure the BER of non-
compromised nodes for different values of JSR. The AWGN
channel has a Signal-to-Noise-Ratio (SNR) > 0 compared
with a TX-node and is negligible. We plot the BBN jammer
results for reference. The results are shown in Fig. 6.

Analysis Inall cases, the BER vs. JSR curve for individual
nodes shows similar behavior. Let J, be a threshold value
unique to a node,. Then, BER = 0 if JSR < J,; followed
by a steep positive slope at JSR = J,, from BER = 0 to
0.5 ; finally, a constant BER = 0.5 for JSR > J,+AJSR.
Not surprisingly, this threshold value J,, is related to the CC
value between the spreading sequences of the jammer and
the node,. Also, in most cases, we have JSR values that
correspond to intermediate BER ~ 0.125, BER ~ 0.25, and
BER =~ 0.375. In the cases that have the BER = 0.125 and
BER = 0.25 values for a given node, from JSRggr~0 125 tO
JSRpER~0.25 the AJSR < 0.5dB

In the following, we provide an informal explanation of
the relationship between CC and JSRpgg_go5 and refer
to [71] for a general analytical expression. This relation-
ship is valid for an integrate-and-dump DSSS correlator, and
BPSK modulation. In our case, the jammer is in phase and
frequency with the target signal. This maximizes the im-
pact of the jammer in the target signal. Suppose that (A)
the Normalized CC (NCC) of the SSs is 1 (i.e., is the same
sequence). In that case, a jammer with equal power as the
TX-node (J.SR = 0d B) sending random bits will achieve a
BER = 0.25 at the RX-node. This BE R value is explained

L = 1024
100 10°
L e
w 107" | 107
m F =
1072 1072
"o "o
100 10°
0 :
W 107! |- 107! |
10-2 | | | 102 | | |
0 10 20 30 0 10 20 30
JSR (dB) JSR (dB)

—e— BBN baseline —#— Node 1 —— Node 2 —— Node 3

Figure 6: Smart jammer resilience for different SS Lengths L.

because of the RX-node with equal probability = 0.5 decod-
ing either the TX-node’s bit or the jammers’ bit, which in
turn has a probability = 0.5 of being the same as the TX-node
bit. This gives a total probability of decoding the correct bit
of p = 075 - BER = 0.25. (B) In the other extreme
case, if the NCC is O (i.e., orthogonal sequences) theoreti-
cally there is no value for JSR that will affect the BER. (C)
In the most general case, for an NCC between 0 and 1, say an
NCC of a ratio —, the jammer needs N times more power
to achieve the same effect as a NCC = 1. We formalize
this relationship that derives from the work of [71], in the
following Eq. 6:

JSRpppe025(NCC) = 1010g10(N;CC)[dB] ©)
For example, if the NCC = 0.1 between the sequences of
a jammer and a node, a jammer needs 10 times more sig-
nal power than the TX-node (JSR = 10dB) to achieve a
BER = 0.25 at the RX-node.

For each node in our evaluation, we calculated the NCC
and the theoretical JSR for BER = 0.25. In Table 4, we
present these calculations along with the simulated results.
All the Node’s NCCs values fall in between the 10th and
90th percentiles from the corresponding distribution studied
in Sec. 5 (See Fig. 3) and no value is statistically rare (i.e.,
from an “extreme"” percentile, p ~ 0). In Fig. 6 we marked
the theoretical JSRppr_025 value with a vertical dashed
line from BER = 0.25 to 1. In all cases, the simulated re-
sults correspond to the predicted theoretical values with a
|AJSR| < 0.11dB.

Synthesis We want to characterize the insider smart jam-
mer resilience of a generic system implementing our pro-
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Table 4
Smart Jammer Experiment: NCCs, and Theoretical vs Simu-
lated

JSRBER:O.ZS'

Node | L ‘ Nece ‘ JS(RTBegff:U-ﬁ Js@fﬁﬁﬂﬁ |AJSR|
1 128 0.015625 18.062 18.000 0.062
2 128 | 0062500 12.041 12040 | 0026
3 128 | 0.187500| 7.270 7270 | 0.000
1 256 | 0.062500| 12.041 12040 | 0.001
2 256 | 0.109375|  9.611 9610 | 0.001
3 256 0.078125 11.072 11.070 0.002
1 512 | 0.097656] 10.103 10000 | 0.103
2 512 | 0078125 11072 11070 | 0.002
3 512 | 0.039063|  14.082 14000 | 0.082
1 1024 0.058594 12.321 (see Note) 0.029
2 1024 | 0.001953| 27.093 27100 | 0.007
3 1024 | 0.009766| 20.103 20100 | 0.003

Note: JSRpr0125 = 12.3200 < JSRprg2s < 12.3500 = ISR 5z rc0475

)
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Figure 7: Percentiles for nodes with predicted BER < 0.25 as
a function of an insider smart jammer power J SR, for different
SS lengths L € {27,28,...,214,215}.

posal. In order to do so, we use (1) the study of the NCC for
CSPR sequence sets from Section 5, and (2) Equation 6 that
analytically relates NCC «— JSRppr—oos5. With these
two elements, we can probabilistically describe the smart
jamming resilience of BPSK-DSSS systems that use CSPR
sequence sets. We transform the empirical values of NCC
of CSPR sequences from Sec. 5.3-5.4 (See Fig. 3) using
Equation 6.

The obtained results are shown in Fig. 7. With this
ECDF representation, we can quickly determine the percent-
age (i.e., percentiles P;) of the nodes in a generic system
that will have a BER < 0.25, for a given JSR and sequence
length L. Animportant observation is that contiguous curves
in Fig. 7, where L is related by a factor of 2, are approxi-
mately +1.5dB apart. In Sec. 6.5, we confirm this observa-
tion empirically, and results of Section 5.5 are used to vali-
date this relationship analytically.

Approximation of behavior for BER < 0.1 As stated
before, we defined an Al resilient system as havinga BER <
0.1 under a jamming attack. However, our study is rele-

vant for BER < (.25 because Eq. 6 relates NCC «—
JSRpERr-025- Nodes with BER values between (0.1, 0.25]
should be excluded in our study. We need an expression
that relates NCC «— JSRppr=o10- We were unable to
find an exact analytical expression that predicted the sim-
ulated BER = 0.10 as a function of NCC. Yet, we found
an upper-bound approximation. If we apply —0.5dB to the
analytical J.SRgpr—025 > in all simulated cases the corre-
sponding BER < 0.125. We use this approximation to pre-
dict JSRprr-0.10 ® (USRpgr—g2s — 0.5dB). Therefore,
results in Fig. 7 will approximate P(BER < 0.1), if we ap-
ply an horizontal-displacement A = —0.5d B to the ECDFs.
This approximation is used to draw general conclusions about
insider jammer Al resilience of our system in the next sub-
section.

6.5. AJ Evaluation: Empirical JSR and L
Relationship, and Asymptotic Behavior
With the results from this section, we can answer the
non-trivial question about a system facing an insider Smart
Jammer (SJ):

How much jamming resilience we add to the sys-
tem by increasing the SSs length L?

We use the results from Sec. 5.4, Sec. 6.3, and Sec. 6.4
to calculate percentiles for nodes with BER < 0.1 for the SJ
and BBN jammer scenarios. We present the results in Fig.
8 (in log-log scale).

For the BBN jammer (L > 128) the added resilience as
a function of L is JSR(L) =~ 3L + b, b being a constant. In
linear terms, if we double L the jammer needs double the
power (AJSR = +3d B) to achieve the same jamming effect
on the system. The BBN jammer affects all the nodes of the
network homogeneously (i.e., percentile P;).

The Smart Jammer (SJ) scenario is different. A SJ af-
fects each node differently. The way it affects each node is
related to the NCC between the jammer and node’s sequen-
ces (Eq. 6). The ECDF of the NCC entirely determines the
SJ case. As in Sec. 6.4, we use percentiles to describe the
system. Some counter-intuitive results happen on the P,
for L € {2°,768,210} due to the discrete nature of the NCC
values. Aside from that, with L > 219, for a given percentile
we observe that if we double the length L we gain =~ +1.5d B
(\/5 in linear terms) in jammer resilience. If we quadruple
L we gain = +3d B. The added SJ resilience as a function
of L (for L > 2'%)is JSR(L) ~ 1.5L + b, b, being a con-
stant depending on the percentile. For L(k) = k.Ly, k € N,
and L a length used as reference, we infer that the gain is
~R + (1.5 X1 ogz(k)) dB, for any percentile. Informally, this
can be observed in Fig. 7. Same percentiles for contiguous
SS lengths (i.e., double the L) are +1.5d B “apart".

To complement this empirical study of the relationship

between L and JSR, consider the analytical approximation
of the 50th-Percentile of NCC(L) (Eq. 5), i.e., the Median.

Using Eq. 6, we obtain J SR(NCC) = 10log,, (ﬁ \/§>.
We have JSR as a function of L for the 50-th percentile Ps,.
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Figure 8: (Empirical) Percentiles of nodes with BER < 0.1
for a Jammer with power JSR (dB), as a function of the SS
length L.

Then, for the parametrization L = k.L, we obtain:

ISR(L) = 101og,, (VIV2) = 1010g,, (VEL,V2)
ISR(L) = 101og,, (mﬁ) +101og, (ﬁ)

ISR(L) = ISR(L,) + 101log,, (\/E)

Further, 10log,,(v/k) % % m;W log, (k).

. 5 ~ ~ .
With om0 ~ (1.50 £ 0.01) ~ 1.5. This corroborates,

for Py, the empirical analysis of the gain in the SJ case
~ + (1.5 X log2(k)) dB.

Finally, JSR is in dB (log; scale). To explicit the AJ re-
silience and L relationship in a linear scale we should calcu-
late the inverse of the log, logl‘o1 (x) = 10* in both sides. We
notate LJSR the JSR in linear terms (LJSR = 109SR)). Then,
still for Psq, after some basic algebra in Eq. 6, we obtain:
LISRp, (L) = 10104/LV2 = co\/z with ¢, a positive con-
stant. The asymptotic behavior of the LISR p_, in big-O no-
tation is:

LISRp, (L) ~ O(VL) asL - oo

Note I. To obtain the same analytical results for other
percentiles, the quantile function —the inverse function of
the CDF- should be obtained for the NCC r.v. For the De
Moivre-Laplace approximation, it will be related to erf ~!.

Note 1I. The -0.5 dB method we use to approximate
JSRpERr=0.10 1S an additive constant in dB (log) scale and
does not affect the analytical analysis. In linear scale, it
transforms to a multiplicative constant and does not affect
the asymptotic behavior.

6.6. Evaluation Summary

Results from this section provide useful insights about
how a system implementing our proposal will perform a-
gainst jamming in general. We defined two scenarios that
represent a baseline and an upper bound for jammer power
efficiency. Any other effective jamming strategy against a
DSSS system will fall in-between these.

The length L of the SSs is the most important factor
for jamming resilience. Longer SSs provide better BER of
the overall system in both scenarios. However, increasing
L comes at a non-negligible cost: either bandwidth is in-
creased for a fixed bit-rate, or bit-rate is lowered for a fixed
bandwidth.

With the results from this section, we can quantify the
jamming resilience we add to a CSPR-DSSS system by in-
creasing L. With this information, a system designer can
choose an appropriate trade-off between AJ and bandwidth/-
bit-rate. For the BBN jammer, results are well-known from
DSSS theory: if we double L, the jammer needs approxi-
mately double the power (JSR +3d B). Also, BBN jammer
affects all the nodes of the network homogeneously indepen-
dently of the SS sequences. The insider smart jammer sce-
nario is different. The smart jammer affects each node differ-
ently. Hence, we can only give a probabilistic characteriza-
tion of the AJ capabilities of the system. The CC properties
of the CSPR SS are a fundamental factor that determines the
system resilience, Fig. 7 resumes the link between the sta-
tistical properties of CSPR SS and smart jammer resilience.

To summarize, the provided jamming resilience of our
proposal as a function of the CSPR sequences length L is:

e BBN Jammer resilience ~ O(L)
e Smart Jammer resilience ~ O(\/L) 13

Resilience performance against any other jamming attack
should fall-in between those values. For the sake of com-
pleteness, for a fixed bit-rate, the bandwidth of a DSSS sys-
tem is O(L); and for a fixed bandwidth, the bit-rate of a
DSSS system is O(1/L).

7. Discussion and Future Work

In this section, we discuss security-related issues, our
system proposal in the IoT context, deployment challenges,
and identify future work perspectives.

7.1. Discussion: Security, IoT, and Deployment
Challenges

The main novelty of our DSSS system proposal is that
it uses pairwise CSPR Spreading-Sequences generated in a
distributed and independent way. We also prioritize crypto-
agility; for example, our proposal can be instantiated
with software-based IoT-friendly crypto primitives like Cha-
Cha20.

The study of the CC properties of CSPR sequence sets
proved to be fundamental to evaluate the AJ resilience of
our proposal. First, we found that an in-depth study of the
CC of independent uniformly distributed random binary se-
quences was missing in the literature; thus, we provided both
an empirical statistical characterization of the CC values of
large CSPR sequence sets and a probabilistic study. Then,
we designed and evaluated our system in MATLAB; notably,

BJustification for the square-root relationship between smart jamming
resilience and L is given in Sec. 5.5 and Sec. 6.5.
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against a power-efficient insider jammer. Finally, we linked
the CC properties with the AJ resilience and characterized
the AJ resilience of a generic system implementing our pro-
posal.

Security-related issues of PRNG Sequence Sets. The Al
capabilities of a spread-spectrum wireless system depend on
the secrecy of the sequences used. A jammer with knowl-
edge of the spreading parameters can attack the system very
power-efficiently [32, 55]. In terms of security (i.e., keeping
the secrecy), the shortcomings of AJ solutions using legacy
PRNG sequences are twofold. First, LESR-based sequen-
ces (e.g., Gold codes for 3GPP-UMTS) can be brute-forced
in a computationally reasonable time (Berlekamp-Massey
[31, 55]); this affects the secrecy of only one sequence. Sec-
ondly, PRNG sequence sets are composed of not indepen-
dent sequences (e.g., to guarantee cross-correlation). Thus,
knowing one sequence leaks information about the others.
This second issue is very relevant to our insider attacker set-
ting; For example, the knowledge of one De Bruijn low-CC
code will ease the task of breaking the other codes in the set.
The first issue can be addressed by using non-LFSR codes,
and has been explored in the bibliography (e.g., De Bruijn,
AES-based codes). The second one can only be addressed
by sets where all the sequences are independent of each other
(e.g., no cross-correlation constraints). CSPR codes gener-
ated independently addresses both weaknesses. To the best
of our knowledge, our work is the first one to propose se-
quence sets for WCS composed of independent sequences,
which we called CSPR Sequence Sets.

Non-security impacts of CSPR Sequence Sets. Our pro-
posed CSPR-based sequence generation process prioritizes
as design factors cryptographically secure randomness and
independence of sequences. This has an impact in the CC
of the sequences in the sets. There are no hard-guarantees
about CC max values. We refer the reader to Sec. 5.6 about
the implications in comparison to other families of sequen-
ces. To complete the CC discussion, we add that one of
the main contributions of our work is the study in Sec. 5
of the CC properties of CSPR sequences sets that was lack-
ing in the bibliography. We have not fully-studied the con-
sequences they have for real systems in the current work
(i.e., we focused on their AJ capabilities and evaluated for
an AWGN-model). However, their statistical properties look
promising, specially for low-throughput and systems with
many nodes (or with potential rotation of codes per user as in
our proposal). For example, the mean value (1/2/x L) and
p-m.f. of the normalized cross-correlation as a function of
the sequence length L, can be used to have an estimation of
the performance of large IoT systems implementing MTD-
dynamic CSPR sequences. Also, because of the perpetual
rotation of the used sequences, the CC statistics properties
are relevant even for a single node. Regarding the perfor-
mance of the system when not under jamming, Hermanns
[53] studied AES-based sequences for systems with 1 to 40
nodes and found that they perform as Gold Codes.

Another trade-off could be the computational cost of gen-
erating CSPR sequences as compared to LFSR-based solu-

tions. Advances in hardware and software allow for suit-
able implementations of CSPRNG on IoT devices that make
this not being an issue. Most IoT SoCs have AES Hardware
Modules, and software-based solutions -like ChaCha20- are
fast on IoT devices [50].

Relevance of Proposal for IoT Systems. The Al resilience
against an insider jammer can only be measured in terms
of probability. The pseudo-randomness and independence
of sequences at the core of our system design are the main
causes. In contrast, classical wireless systems precisely de-
termine many properties a priori, i.e., with probability 1.
For example, maximal CC or max-bounds for multi-hop la-
tency. However, this lack of hard-values certainty is not a big
drawback for the MTD IoT systems we target. A large num-
ber of nodes and MTD-inspired rotation of sequences over
time are both properties that make any particular system to
converge statistically to the CC -and thus AJ- properties we
studied. Furthermore, the cyber-defense objective in our IoT
setting is not to protect a single (or limited number of) pri-
mary wireless targets, like a satellite link, a radar system, or
cellphone-users. Instead, the 10T system as a whole is the
target to defend. In other words, we care about the service
the IoT system provides, and not the individual IoT nodes.
For example, we can design a system to provide a given ser-
vice, even if only 10% of the IoT nodes (or any given node
only 10% of the time) will be resilient to a +25dB powerful
jammer. In constrained-node IoT networks “strength lies in
(big) numbers".

Key deployment challenges. A real-world implementa-
tion of our proposal will have to deal with the synchroniza-
tion of spreading-sequences for signal demodulation at the
RX-node. This problem can be solved because CSPR se-
quences have good auto-correlation properties [24]. Also,
the bootstrapping of the system (i.e., the pre-shared keys
and time synch.) is not a trivial problem. In this respect,
keyless jam resistance [65] techniques can be used to exe-
cute higher-layer communication protocols (e.g., key estab-
lishment). Another point to be discussed is the availability
of DSSS technologies in real-world IoT systems. IoT hard-
ware uses mostly narrow-band technologies, where FHSS
techniques are dominant. IEEE 802.15.4 has a DSSS mode,
but the spreading-sequences have length L = 16, which is
not long enough for robust AJ. However, Software-Defined-
Radio (SDR) technology has yet a bigger role to play in the
future of IoT [72]. Cost-affordable SDR technologies will
add to the synergy of new-services enabled by the IoT. In this
context, alternating between DSSS, FHSS, or Long-Range
radio will be a matter of executing some lines of computer
code in already-deployed IoT nodes.

7.2. Future Work

Future work perspectives include the definition of other
adversarial settings and a comparative study of AJ proposals
in these settings. Those adversarial settings can include dy-
namic attacker-system interactions. For those scenarios, our
proposal has the elements needed to design and implement
an adaptive AJ defense strategy. We are working on an SDR
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platform implementation of our proposal that will allow us
to explore IoT real-world use cases.

8. Conclusion

IoT systems are inherently exposed to jamming. State-
of-the-art IoT systems do not have AJ properties as one of
their main objectives. Moreover, insider attacks are a real
threat in the heterogeneous IoT ecosystem. Inspired by the
MTD paradigm, we provided an IoT-suitable DSSS AJ solu-
tion proactively resilient to insider attacks. The main novelty
of our solution is the use of spreading sequences indepen-
dently generated with CSPRNGs. We evaluated the AJ capa-
bilities of our system proposal using MATLAB. Inspired by
an insider attack, we exposed the system to a power-efficient
insider smart jammer. The experimental results validated
the insider jammer resilience claim of our proposal. They
are explained by the cross-correlation properties of CSPR
sequence sets, for which we provided an in-depth statistical
and probabilistic study that was missing in the literature.
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