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This work is part of the Windows Insight series. This series aims to assist efforts on analysing inner working principles, functionalities, and properties of the Microsoft Windows

Introduction

In this work, we discuss the early launch anti-malware (ELAM) technology implemented in Windows 10. This technology, implemented in a driver referred to as the ELAM driver, is used for checking drivers for malware and is part of the booting process of Windows 10. Therefore, it is critical for the security of the boot process of the system. We provide an overview of the decision-making process of the ELAM driver for categorizing an executable as benign or malicious. We also provide an overview of the structure of the malware database that this driver uses, and of the verification of the integrity of this database.

The ELAM driver is initialized before the majority of the other drivers and is used for checking for malware the drivers loaded after it. An ELAM driver implements anti-malware technology, for example, detection of known malicious driver images based on searching a database of properties of such images (e.g., image hashes). This is the ELAM database of malware signatures.

Any vendor may develop an ELAM driver following the development guidelines provided by Microsoft. 

The Windows Defender ELAM Driver

The Windows Defender ELAM driver is implemented in the %SystemRoot%\System32\drivers\WdBoot.sys executable. It is loaded by the Windows loader and initialized in the kernel. It is unloaded by the kernel when it has checked for malware all boot drivers. Figure 1 depicts the information on the Windows Defender ELAM Driver that the kernel maintains after loading it. The ELAM driver performs anti-malware verification in its function MpEbBootDriverCallback. This is a callback function invoked when the kernel notifies the ELAM driver that a driver image is to be initialized. The kernel notifies the ELAM driver that it initializes a driver image that needs to be verified. The notification is implemented in the PnpNotifyEarlyLaunchImageLoad kernel function. We refer to these categories as ELAM image categories. MpEbBootDriverCallback passes the integer set by EbLookupProperty back to the kernel.Based on the image categorization done by the ELAM driver, the kernel decides whether the image of a given boot driver will be initialized in the PnpDoPolicyCheck kernel function.

The kernel brings a decision based on the configuration of the ELAM group policy located at the policy path:

Computer Configuration -> Administrative Templates -> System -> Early Launch Antimalware. For example, users may configure this policy such that only known good images are initialized. 3 If the ELAM group policy allows for it, the boot driver is initialized.

[1]

[2] EbLookupProperty performs a binary search for specific properties of the verified driver image, for example, file hash values, in the ELAM database of malware signatures (MpBinarySearch, driverProperties in Figure 2). Each entry of this database is stored in an array (g_lookupList in Figure 2). This array is filled when the signature database is loaded into the driver's memory space.

The loading of the ELAM signature database is done when the driver is initialized and is performed in two steps ([2] in Figure 2): First, the function MpEbLoadSignatures (not depicted in Figure 2) using the ZwOpenKey routine4 loads the signature database. This database is stored in the form of a registry hive in the system's registry.

Then, the function EbLoadSignatureData verifies the integrity of the signature database by invoking EbAuthen-ticateSignatureData. It also stores each entry of the database (item in Figure 2) in the previously mentioned array of database entries (g_lookupList, addLookupEntryToList in Figure 2). The stored entries are later used in EbLookupProperty.

Figure 3 depicts this database loading operation. The ELAM signature database is loaded in the registry as the registry hive HKEY_LOCAL_MACHINE\ELAM (\REGISTRY\MACHINE\ELAM in Figure 3). We observed that this registry hive is unloaded when the ELAM driver is unloaded. The registry hive of the ELAM signature database is stored on the file-system at %SystemRoot%\System32\Config\elam (see Figure 3). This enabled us to analyze the contents of the registry hive after the ELAM driver and its signature database have been unloaded.

Figure 3: The ELAM signature database in the registry

The ELAM signature database is stored as binary data. This data has a specific format structuring it into multiple entries. Each entry, among other things, consists of a malware signature, an entry type, and a trust level. A malware signature is often, but not necessarily, a hash value. An entry type is a code value indicating the type of data representing a malware signature. A trust level is a code value corresponding to the ELAM image categories known good image, known bad image, known bad image of a boot-critical driver, and unknown image.

The trust level specifies the ELAM category of image associated with the malware signature.

We observed the above by parsing the signature database of the Windows Defender ELAM driver using a parser we developed. The code of this parser, implemented in the Python programming language, is placed in the Appendix, section 'ELAM Database Parser'. Figure 4 depicts the output of the parser, where EntryType, TrustLevel, and data mark an entry type, a trust level, and a malware signature, respectively. An example entry in the ELAM signature database is the hash value F4 27 86 [...] 9F 8E, which is a hash value of a known bad image.

Figure 4: The ELAM signature database

As we previously mentioned, the integrity of the ELAM signature database is verified in EbAuthenticateSignature-Data. The signature database of the Windows Defender ELAM driver is digitally signed for preventing unauthorized modifications. Figure 5 depicts pseudo-code of the implementation of EbAuthenticateSignatureData. This function verifies the signature of the ELAM signature database using the kernel implementation of the Cryptographic API: Next Generation (CNG) library. The ELAM signature database may be updated by system services, such as Windows Update. These services mount and modify the registry hive HKEY_LOCAL_MACHINE\ELAM. However, the updated signature database has to be properly signed since its integrity is verified by the ELAM driver as discussed in this work.5 EbAuthenticateSignatureData first hashes the signature database (BcryptHashData6 in Figure 5) using the Secure Hash Algorithm (SHA)-1 algorithm and the software-implemented Microsoft Primitive Provider (BcryptOpenAl-gorithmProvider in Figure 5). It then imports a public key (BCryptImportKeyPair, RSAPUBLICBLOB7 in Figure 5). Finally, EbAuthenticateSignatureData uses the Microsoft Primitive Provider and the imported public key to decrypt the signature of the ELAM signature database and compare it with the previously calculated hash value of this database (BCryptVerifySignature8 in Figure 5).

We observed that EbAuthenticateSignatureData imports a public key hardcoded in the WdBoot.sys driver executable, stored in the variable g_MpPublicKeyRaw. This indicates that the root of trust for verifying the malware signature database used by the Windows ELAM driver is the driver itself. Figure 6 depicts the passing of g_MpPublicKeyRaw to BcryptImportKeyPair for importing ([1] in Figure 6). It also depicts the declaration of g_MpPublicKeyRaw in the WdBoot.sys driver executable, which we observed with the IDA disassembler ([2] in Figure 6).

According to the Microsoft's ELAM driver development guidelines, vendors of ELAM drivers may store the ELAM signature database and related relevant data in the registry keys Measured, Policy, and/or Config, under the registry hive HKEY_LOCAL_MACHINE\ELAM. We observed that the Windows Defender ELAM driver stores its database in Measured.
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 1 Figure 1: Information on the Windows Defender ELAM driver
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 2 Figure2depicts a pseudo-code of the implementation of MpEbBootDriverCallback and relevant functions that it invokes([1] in Figure2). MpEbBootDriverCallback invokes EbLookupProperty, which sets an integer code indicating the category of the verified image. Adopting the Microsoft terminology on this topic, an image may be categorized as:• a known good image (code value BdCbClassificationKnownGoodImage in Figure2);• a known bad image (code value BdCbClassificationKnownBadImage in Figure2);• a known bad image of a boot-critical driver (code value BdCbClassificationKnownBadImageBootCritical in Figure2); or• an unknown image (code value BdCbClassificationKnownBadImage in Figure2).
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 2 Figure 2: Pseudo-code of MpEbBootDriverCallback and functions that it invokes
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  Figure 5: Pseudo-code of EbAuthenticateSignatureData
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 6 Figure 6: The public key used for verification of the Windows Defender ELAM signature database

  Windows 10 system is distributed with an ELAM driver that is part of the Microsoft's Windows Defender antimalware technology. 2
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Appendix ELAM Database Parser

This script can also be found in the folder files of the Windows Insight file repository, under the name elam_-defender_parser.py. MODULUS = i n t . from_bytes ( s t r u c t . pack ( " 2 5 6B" , * [ 0xb3 , 0x95 , 0xde , 0x5b , 0 xc2 , 0xe1 , 0x89 , 0 xf7 , 0x56 , 0 xc2 , 0x20 , 0 xbf , 0x27 , 0xd2 , 0x88 , 0x1a , 0x0a , 0xac , 0xdb , 0 xc7 , 0x19 , 0x36 , 0x7b , 0xce , 0x37 , 0x83 , 0xd1 , 0xec , 0x42 , 0xd3 , 0xab , 0x30 , 0x54 , 0xa5 , 0x51 , 0x11 , 0xd8 , 0 xcc , 0xec , 0x80 , 0xab , 0x89 , 0x5a , 0xae , 0x18 , 0x71 , 0x11 , 0 x7c , 0x85 , 0x1a , 0x1a , 0x53 , 0x54 , 0x46 , 0x3e , 0x55 , 0 x5c , 0x43 , 0x5d , 0x4b , 0 x9f , 0 xc7 , 0x54 , 0x57 , 0x75 , 0 xc5 , 0x02 , 0xe2 , 0x63 , 0xa9 , 0x94 , 0x56 , 0xa7 , 0x3b , 0xe0 , 0 xc3 , 0xed , 0 x5f , 0x66 , 0x9d , 0x60 , 0x78 , 0x1e , 0xac , 0x92 , 0x3d , 0x48 , 0xe9 , 0x51 , 0x5d , 0x79 , 0x2a , 0x22 , 0x9a , 0x9e , 0xd3 , 0xbc , 0x15 , 0xbe , 0x7a , 0x4e , 0x97 , 0xe8 , 0 x1f , 0 x9c , 0x80 , 0 xf5 , 0 xfb , 0x94 , 0x0b , 0 x5f , 0xb7 , 0 x6f , 0x0d , 0x57 , 0xa0 , 0x09 , 0x55 , 0x68 , 0x78 , 0 xf3 , 0x5d , 0x7b , 0x9a , 0x9b , 0x08 , 0xa3 , 0xa6 , 0x41 , 0x18 , 0 xf0 , 0x17 , 0x11 , 0x89 , 0x9b , 0x71 , 0x73 , 0x27 , 0xa2 , 0x55 , 0x51 , 0 xc0 , 0xee , 0xa5 , 0x70 , 0 x6f , 0xb8 , 0x40 , 0x2a , 0x85 , 0xe9 , 0x91 , 0x20 , 0x4b , 0 x0c , 0xd2 , 0x29 , 0xa2 , 0x01 , 0x36 , 0x96 , 0 x1c , 0xbb , 0xd5 , 0 xef , 0x95 , 0x68 , 0x43 , 0 xfb , 0x77 , 0x42 , 0x88 , 0x1a , 0xae , 0x60 , 0x14 , 0 xfe , 0x0b , 0x0d , 0xd3 , 0x28 , 0x04 , 0x98 , 0x15 , 0x71 , 0x3e , 0xba , 0xb3 , 0x80 , 0x65 , 0x6d , 0x2b , 0 x7f , 0x30 , 0 xca , 0 xf2 , 0 x6c , 0xa6 , 0x47 , 0xd3 , 0 x3c , 0x57 , 0x50 , 0x0d , 0xb3 , 0xbb , 0xed , 0x6d , 0x75 , 0 xf2 , 0 x0f , 0x26 , 0x29 , 0 xf7 , 0 xc6 , 0xe4 , 0x20 , 0x5e , 0 xaf , 0x87 , 0 xf1 , 0x8b , 0x8e , 0x57 , 0x99 , 0x00 , 0 xf3 , 0x84 , 0xe5 , 0x25 , 0x10 , 0x05 , 0 x2c , 0xeb , 0x77 , 0xa3 , 0xdb , 0xbd , 0x7e , 0xd4 , 0xb5 , 0x60 , 0xb6 , 0x6a , 0xa0 , 0x99 , 0x25 , 0x59 , 0 x2f , 0x10 , 0x69 , 0 xf4 , 0x62 , 0xe1 , 0 x8c , 0 x2b ] ) , ' big ' )