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A Φάση
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B Φάση

Μελέτη του τρόπου ανάλυσης της δικτυακής κίνησης ως 
μέθοδο εντοπισμού σύγχρονων ψηφιακών απειλών

Network Traffic 
Analysis

IDS/IPS
Demystification 
Malware Traffic

Encrypted Traffic 
Identification

postdoc…



Encapsulation in Action

• L4 segment contains part of stream of application protocol 

• L3 datagram contains L4 segment 

• L2 frame has L3 datagram in data portion





Attacks on Different Layers

Application

Session

Transport

Network

Data Link

Physical

Application

Transport

Internet

Network Access

Layer 2: ARP, Token Ring

Layer 3: IPv4, IPv6, ICMP, IPSec

Layer 4: TCP, UDP

Layer 5: SMB,NFS, Socks

Layer 7: DNS, DHCP, HTTP, FTP,
IMAP, LDAP, NTP, Radius, SSH,

Presentation SMTP, SNMP, Telnet, TFTP

Ping/ICMP Flood

TCP attacks, Routing attack,
SYN flooding, Sniffing

DNS Poisoning, Phishing,
SQL injection, Spam/Scam

ARP spoofing, MAC flooding



Flow-based Detection

• Once baselines are built anomalous activity can be detected

• Pure rate-based (pps or bps) anomalies may be legitimate or
malicious

• Many misuse attacks can be immediately recognized, even
without baselines (e.g., TCP SYN or RST floods)

• Signatures can also be defined to identify “interesting”
transactional data (e.g., proto udp and port 1434 and 404
octets (376 payload) == slammer!)

• Temporal compound signatures can be defined to detect
with higher precision



Detect Anomalous Events: SQL “Slammer” 
Worm*



How to Identify a Security Attack?

• Suddenly highly-increased overall traffic in the network

• Higher CPU and memory utilization of network devices

• Unexpectedly large amount of traffic generated by individual hosts

• Increased number of accounting records generated

• Multiple accounting records with abnormal content, like one packet per flow 
record (e.g. TCP SYN flood)

• A changed mix of traffic applications, e.g. a sudden increase of "unknown" 
applications

• An increase of certain traffic types and messages, e.g. TCP resets or ICMP 
messages

• An increasing number of ACL violations



A Large Scale DOS attack



What Does a DOS Attack Look Like?



Trends in Malware Evolution

• Botnets:
• Distributed Management (C&C Servers/anti–network forensics

techniques, such as randomized and encrypted packets that made
traffic filtering difficult.

• Full-Featured Control (remote access trojans (RATs), designed to
facilitate remote control of individual compromised endpoints.

• Sophisticated endpoint control with automated propagation
techniques, automated self-update mechanisms, and multilayer,
hierarchical, and/or peer-to-peer C&C channels.

• Also legitimate enterprise networks, including internal DNS, web,
email, and software update mechanisms.



Encryption and Obfuscation

• Hiding C&C Channels

• Maintaining Control

• Hiding and encrypted IRC

• Peer-to-Peer C&C

• Pool Ips

• Blind Redirection

• Fast-Flux DNS

• DGA domains

• Tor-based C&C



Tor-based Botnets and Tor Traffic Analysis

• The Tor network is operating in the Transport layer of the OSI, the
onion proxy software shows customers the Secure Socket interface
(SOCKS) which operates in the session layer.

• The Tor network can use the TCP port 443, which is used by the
HTTPS, so that the supervision and interpretation of a session
exclusively with the determination of the door cannot constitute a
reliable method.



Tor Traffic Analysis



How can an organization detect an attacker who has already 
entered the network with legitimate credentials?

Wolf in sheep’s 

clothing



Detecting Algorithmically Generated 
Malicious Domains

DGA Algorithm: Generates a domain by the current date  

1. defgenerate_domain(year, month, day): 

2.       """Generates a domain by the current date""" 

3.       domain = "" 
4. for i in range(32): 

5.       year = ((year ^ 8 * year) >> 11) ^ ((year &amp; 0xFFFFFFF0) << 17) 

6.       month = ((month ^ 4 * month) >> 25) ^ 9 * (month &amp; 0xFFFFFFF8) 
7.       day = ((day ^ (day << 13)) >> 19) ^ ((day &amp; 0xFFFFFFFE) << 12) 

8.       domain += chr(((year ^ month ^ day) % 25) + 97) 

9.       domain += '.com' 

10. return domain 

E.g., on June 18
th

, 2014, this method would generate the following domain names: 
 

 

k.com 
ka.com 

kaf.com 

kafp.com 

kafph.com 
kafpho.com 

kafphog.com 

kafphogv.com 

kafphogvi.com 
kafphogvif.com 

kafphogvifa.com 

kafphogvifah.com 

kafphogvifahu.com 
kafphogvifahut.com 

kafphogvifahutb.com 

kafphogvifahutbl.com  
 

 



WCry Ransomware Analysis



What Is PCAP?

• PCAP == Packet Capture
• PCAP is a straight copy of ALL* network traffic that flows through the pipe 

for as long as you keep recording.  That can be a LOT of data!
• Complete record of network activity

• Layers 2 – 7 

• Most common format is libpcap
• Things to think about

• How long do you need to listen?
• Can your NIC capture it fast enough?
• Can your hard drive store it fast enough?
• How long can you listen before you have  to free up 
space?

44



PCAP data
What does it look like?
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Γ Φάση

Ανάπτυξη ευφυούς πληροφοριακού συστήματος 
διαχείρισης και ανάλυσης δεδομένων μεγάλης κλίμακας

Big Data 
Tools

ML Tools Cloud IaaS
Crypto

Blockchain
Visual 

Analytics
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real-time anomaly detection 
over big data streams

-AutoAI
-Adaptive
-Scalable
-Portable

-Lightweight
-Secure
-Privacy
-Visual







IPFIXcol





CICFlowMeter

Template manager

IPFIXcol



CICFlowMeter

Feature Name Feature Name Feature Name 

fl_dur fl_byt_s ece_cnt 

tot_fw_pk fl_pkt_s down_up_ratio 

tot_bw_pk fl_iat_avg pkt_size_avg 

tot_l_fw_pkt fl_iat_std fw_seg_avg 

fw_pkt_l_max fl_iat_max bw_seg_avg 

fw_pkt_l_min fl_iat_min fw_byt_blk_avg 

fw_pkt_l_avg fw_iat_tot fw_pkt_blk_avg 

fw_pkt_l_std fw_iat_avg fw_blk_rate_avg 

Bw_pkt_l_max fw_iat_std bw_byt_blk_avg 

Bw_pkt_l_min fw_iat_max bw_pkt_blk_avg 

Bw_pkt_l_avg fw_iat_min bw_blk_rate_avg 

Bw_pkt_l_std bw_iat_tot subfl_fw_pk 

fw_urg_flag bw_iat_avg subfl_fw_byt 

bw_urg_flag bw_iat_std subfl_bw_pkt 

fw_hdr_len bw_iat_max subfl_bw_byt 

bw_hdr_len bw_iat_min fw_win_byt 

fw_pkt_s fw_psh_flag bw_win_byt 

bw_pkt_s bw_psh_flag fw_act_pkt 

pkt_len_min urg_cnt fin_cnt 

pkt_len_max cwe_cnt syn_cnt 

pkt_len_avg atv_avg rst_cnt 

pkt_len_std atv_std pst_cnt 

pkt_len_va atv_max ack_cnt 

idl_avg atv_min idl_max 

idl_std fw_seg_min idl_min 

 

















Secure Multi Party Computation

Homomorphic encryption

















Diffprivlib IBM
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2. Demertzis, K., Iliadis, L. & Bougoudis, I., 2019, Gryphon: a semi-supervised anomaly detection system based on one-

class evolving spiking neural network. Neural Comput & Applic (2019), (Impact Factor 4.774)
3. Xing, L., Demertzis, K. & Yang, J., 2019, Identifying data streams anomalies by evolving spiking restricted Boltzmann

machines. Neural Comput & Applic (2019), (Impact Factor 4.774)
4. Demertzis, K.; Iliadis, L.; Pimenidis, I., Geo-AI to Aid Disaster Response: Domain Adaptation with Memory-

Augmented Deep Convolutional Reservoir Computing, Integrated Computer-Aided Engineering, IOS Press (Impact

Factor 4.904) (in press).

5. Demertzis, K.; Kikiras, P.; Tziritas, N.; Sanchez, S.L.; Iliadis, L., 2018, The Next Generation Cognitive Security

Operations Center: Network Flow Forensics Using Cybersecurity Intelligence. Big Data Cogn. Comput. 2, 35, MDPI.
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7. Demertzis Κ., Iliadis L., Anezakis V. D., 2018, An innovative soft computing system for smart energy grids cybersecurity,
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9. Demertzis, K.; Iliadis, L., 2020, GeoAI: A Model-Agnostic Meta-Ensemble Zero-Shot Learning Method for
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Real-Time Threat Detection. In: Kůrková V., Manolopoulos Y., Hammer B., Iliadis L., Maglogiannis I. (eds) Artificial

Neural Networks and Machine Learning – ICANN 2018. ICANN 2018. Lecture Notes in Computer Science, vol 11139.

Springer, Cham,
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4. Demertzis K., Iliadis L., Pimenidis E., 2020, Large-Scale Geospatial Data Analysis: Geographic Object-Based Scene

Classification in Remote Sensing Images by GIS and Deep Residual Learning. In: Iliadis L., Angelov P., Jayne C.,

Pimenidis E. (eds) Proceedings of the 21st EANN (Engineering Applications of Neural Networks) 2020 Conference. EANN

2020. Proceedings of the International Neural Networks Society, vol 2. Springer, Cham.

5. Demertzis, K., Iliadis, L., 2018, A Computational Intelligence System Identifying Cyber-Attacks on Smart Energy

Grids, in: Daras, N.J., Rassias, T.M. (Eds.), Modern Discrete Mathematics and Analysis: With Applications in

Cryptography, Information Systems and Modeling, Springer Optimization and Its Applications. Springer International

Publishing, Cham, pp. 97–116. https://doi.org/10.1007/978-3-319-74325-7_5.

6. Demertzis, Konstantinos, Iliadis, L.S., 2018. Real-time Computational Intelligence Protection Framework Against

Advanced Persistent Threats. Book entitled "Cyber-Security and Information Warfare", Series: Cybercrime and

Cybersecurity Research, NOVA science publishers, ISBN: 978-1-53614-385-0, Chapter 5.



editor
• Special Issue “Advances in Machine Learning" Processes— Open

Access Journal, MDPI – IF 2.753

editor

• Special Issue "Bio-inspired Hybrid Artificial Intelligence
Framework for Cyber Security" Applied Sciences — Open Access
Journal, MDPI – IF 2.474

editor
• Special Issue "Sustainability Science and Technology"

Sustainability — Open Access Journal, MDPI – IF 2.576

editorial…



lecturer…

School of Civil Engineering, Democritus University of
Thrace, Postgraduate Program “Applied
Mathematics”, “Intelligent Models and Hybrid Soft
Computing Information Systems”







• Το πρότυπο Industry 4.0

 Περιλαμβάνοντας ευρεία χρήση σύγχρονων τεχνολογιών:

 τεχνητή νοημοσύνη (artificial intelligence),

 ανάλυση δεδομένων (data analytics),

 κυβερνο-φυσικών συστημάτων (cyber-physical systems),

 απλό ή βιομηχανικό διαδίκτυο των πραγμάτων (IoΤ)/(ΙΙοΤ),
 υπολογιστική νέφους (cloud computing)

 γνωστικών υπολογιστικών συστημάτων (cognitive computing),

 αποτελεί μια σημαντική αναβάθμιση αυτού που ονομάστηκε "έξυπνο
εργοστάσιο".



• Το πρότυπο Industry 4.0





Δεκαπέντε ειδικοί στόχοι στο πλαίσιο στοχοθεσίας της Εθνικής Στρατηγικής Κυβερνοασφάλειας 2020-2025



ΣΤΡΑΤΗΓΙΚΟΙ ΣΤΟΧΟΙ ΤΗΣ 
ΕΘΝΙΚΗΣ ΣΤΡΑΤΗΓΙΚΗΣ 
ΚΥΒΕΡΝΟΑΣΦΑΛΕΙΑΣ 2020-2025



The Next Generation Cognitive Security Operations Center
• Network Flow Forensics Using Cybersecurity Intelligence
• Adaptive Analytic Lambda Architecture Framework for Efficient Defense Against Adversarial Attacks
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2018 – 2019, “Cybersecurity Algorithms for Spiking
Neural Networks”, BrainChip - DUTh





current response
'EPSC'

Spiking Neural Network























Features of Akida NSoC
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prospects…School of Civil Engineering

Η μεταδιδακτορική έρευνα αποτελεί για το Τμήμα, πηγή συλλογικής αριστείας,
επιστημονικής συνεργασίας υψηλού επιπέδου και διεθνούς διάκρισης. Με αυτούς
τους τρόπους, συμβάλλει στην ποσοτική και ποιοτική αναβάθμιση της ερευνητικής
δραστηριότητας και στη μεταφορά τεχνογνωσίας σε νέα και δυναμικά ερευνητικά
πεδία προς όφελος της κοινωνίας και της εθνικής οικονομίας.

1. Ενίσχυση της γνωστικής περιοχής της ασφάλειας κρίσιμων υποδομών
2. Ενίσχυση της γνωστικής περιοχής της ψηφιακής ασφάλειας
3. Συνεργασία με το University of León (Erasmus, επίβλεψη διατριβών,

ερευνητικές συνεργασίες, κτλ)
4. Περαιτέρω συνεργασίες με αντίστοιχα πανεπιστημιακά ιδρύματα ή

ερευνητικούς φορείς
5. ΜΠΣ στην ανάλυση δεδομένων μεγάλης κλίμακας με μεθόδους τεχνητής

νοημοσύνης στο γνωστικό αντικείμενο του Πολιτικού Μηχανικού
6. Akiδa στο Τμήμα Πολιτικών Μηχανικών
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#whole-heartedness
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Lazaros Iliadis

Professor of Applied Informatics, Democritus University of Thrace, School of Engineering, Department of Civil

Engineering, Faculty of Mathematics, Programming and general courses, Lab of Mathematics and Informatics (ISCE)
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