Flow-based Detection

• Once baselines are built anomalous activity can be detected

• Pure rate-based (pps or bps) anomalies may be legitimate or malicious • Many misuse attacks can be immediately recognized, even without baselines (e.g., TCP SYN or RST floods) • Signatures can also be defined to identify "interesting" transactional data (e.g., proto udp and port 1434 and 404 octets (376 payload) == slammer!) • Temporal compound signatures can be defined to detect with higher precision Detect Anomalous Events: SQL "Slammer" Worm* How to Identify a Security Attack?

• Suddenly highly-increased overall traffic in the network 

Encryption and Obfuscation

• Hiding C&C Channels

• Maintaining Control • Hiding and encrypted IRC • Peer-to-Peer C&C • Pool Ips • Blind Redirection • Fast-Flux DNS • DGA domains • Tor-based C&C

Tor-based Botnets and Tor Traffic Analysis

• The Tor network is operating in the Transport layer of the OSI, the onion proxy software shows customers the Secure Socket interface (SOCKS) which operates in the session layer. • The Tor network can use the TCP port 443, which is used by the HTTPS, so that the supervision and interpretation of a session exclusively with the determination of the door cannot constitute a reliable method.

Tor Traffic Analysis

How can an organization detect an attacker who has already entered the network with legitimate credentials?

Wolf in sheep's clothing

Detecting Algorithmically Generated Malicious Domains

DGA Algorithm: Generates a domain by the current date 
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Ανάπτυξη ευφυούς πληροφοριακού συστήματος διαχείρισης και ανάλυσης δεδομένων μεγάλης κλίμακας Big Data Tools ML Tools Cloud IaaS Crypto Blockchain Visual Analytics postdoc… real-time anomaly detection over big data streams

  .g., on June 18 th , 2014, this method would generate the following domain names: PCAP == Packet Capture • PCAP is a straight copy of ALL* network traffic that flows through the pipe for as long as you keep recording. That can be a LOT of data! • Complete record of network activity

	1. defgenerate_domain(year, month, day): 2. WCry Ransomware Analysis What Is PCAP? -AutoAI -Adaptive Γ Φάση -Scalable """Generates a domain by the current date""" 3. domain = "" -Portable
	4. for i in range(32): 5. year = ((year ^ 8 * year) >> 11) ^ ((year &amp; 0xFFFFFFF0) << 17) 6. month = ((month ^ 4 * month) >> 25) ^ 9 * (month &amp; 0xFFFFFFF8) 7. day = ((day ^ (day << 13)) >> 19) ^ ((day &amp; 0xFFFFFFFE) << 12) 8. domain += chr(((year ^ month ^ day) % 25) + 97) -Lightweight • Layers 2 -7 -Secure • Most common format is libpcap • Things to think about -Privacy
	9. 10. return domain domain += '.com' • How long do you need to listen? • Can your NIC capture it fast enough? -Visual	
	• Can your hard drive store it fast enough?
	• How long can you listen before you have to free up
	k.com	space?	kafph.com	kafphogvi.com	kafphogvifahu.com
	ka.com		kafpho.com	kafphogvif.com	kafphogvifahut.com
	kaf.com		kafphog.com	kafphogvifa.com	kafphogvifahutb.com
	kafp.com	kafphogv.com	kafphogvifah.com	kafphogvifahutbl.com
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IPFIXcol CICFlowMeter Template manager IPFIXcol CICFlowMeter Feature Name Feature Name Feature Name

  

	editorial… lecturer…	fl_dur	fl_byt_s	ece_cnt
			tot_fw_pk	fl_pkt_s	down_up_ratio
			tot_bw_pk	fl_iat_avg	pkt_size_avg
	editor	tot_l_fw_pkt fw_pkt_l_max fw_pkt_l_min fw_pkt_l_avg fw_pkt_l_std • Special Issue "Advances in Machine Learning" Processes-Open fl_iat_std fw_seg_avg fl_iat_max bw_seg_avg fl_iat_min fw_byt_blk_avg fw_iat_tot fw_pkt_blk_avg fw_iat_avg fw_blk_rate_avg Δ Φάση School of Civil Engineering, Democritus University of Access Journal, MDPI -IF 2.753 Thrace, Postgraduate Program "Applied
		Bw_pkt_l_max Bw_pkt_l_min Bw_pkt_l_avg Bw_pkt_l_std • Special Issue "Bio-inspired Hybrid Artificial Intelligence fw_iat_std bw_byt_blk_avg fw_iat_max bw_pkt_blk_avg fw_iat_min bw_iat_tot subfl_fw_pk Homomorphic encryption bw_blk_rate_avg Secure Multi Party Computation Mathematics",
	editor	fw_urg_flag bw_urg_flag fw_hdr_len bw_hdr_len Diffprivlib IBM Διάχυση των αποτελεσμάτων της έρευνας bw_iat_avg bw_iat_std bw_iat_max bw_iat_min Framework for Cyber Security" Applied Sciences -Open Access subfl_fw_byt subfl_bw_pkt subfl_bw_byt fw_win_byt Journal, MDPI -IF 2.474
			fw_pkt_s	fw_psh_flag	bw_win_byt
			bw_pkt_s	bw_psh_flag	fw_act_pkt
			pkt_len_min	urg_cnt	fin_cnt
	editor	pkt_len_max pkt_len_avg • Special Issue "Sustainability Science and Technology" cwe_cnt syn_cnt atv_avg rst_cnt pkt_len_std atv_std pst_cnt pkt_len_va atv_max ack_cnt Sustainability -Open Access Journal, MDPI -IF 2.576
			idl_avg	atv_min	idl_max
			idl_std	fw_seg_min	idl_min

"Intelligent Models and Hybrid Soft Computing Information Systems" #prospects prospects…School of Civil Engineering

  

	Η μεταδιδακτορική έρευνα αποτελεί για το Τμήμα, πηγή συλλογικής αριστείας,
	επιστημονικής συνεργασίας υψηλού επιπέδου και διεθνούς διάκρισης. Με αυτούς
	τους τρόπους,

συμβάλλει στην ποσοτική και ποιοτική αναβάθμιση της ερευνητικής δραστηριότητας και στη μεταφορά τεχνογνωσίας σε νέα και δυναμικά ερευνητικά πεδία προς όφελος της κοινωνίας και της εθνικής οικονομίας.

  

	1. Ενίσχυση της γνωστικής περιοχής της ασφάλειας κρίσιμων υποδομών
	2. Ενίσχυση της γνωστικής περιοχής της ψηφιακής ασφάλειας
	3. Συνεργασία με το University of León (Erasmus, επίβλεψη διατριβών,
	ερευνητικές συνεργασίες, κτλ)
	4. Περαιτέρω συνεργασίες με αντίστοιχα πανεπιστημιακά ιδρύματα ή
	ερευνητικούς φορείς
	5. ΜΠΣ στην ανάλυση δεδομένων μεγάλης κλίμακας με μεθόδους τεχνητής
	νοημοσύνης στο γνωστικό αντικείμενο του Πολιτικού Μηχανικού
	6. Akiδa στο Τμήμα Πολιτικών Μηχανικών
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