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ou non, émanant des établissements d'enseignement et de recherche français ou étrangers, des laboratoires publics ou privés.

Recorded speech is encrypted into audio signal, adapted to transmission over voice channels with Voice Activity Detection.

The Session Key is freshly generated for each secure call, requiring a dedicated authenticated KE protocol. Figure : The VE device in encryption mode.

• long round-trip time (~ 2s)

• no Public Key Infrastructure
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The proposed ECDHE key exchange protocol is highly adapted to the constraints of real-world voice-channels and is based on wellestablished and easily implementable primitives.

The security of the protocol relies on a scrupulous and cooperative authentication of speakers. Careless signature distribution or vocal verification are the biggest security threats.

New advances in artificial speech synthesis pose risk to security of vocal verification. Level of authentication can be improved by introducing contextual questions.

  be decoded and decrypted only by a paired VE device sharing the cryptographic key.
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