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Privacy is an important issue on any open system, in particular for connected vehicles. These vehicles send continuously messages containing their locations in order to cooperate with their neighbors about what is happening on roads.

Privacy protection is highly required to deploy C-ITS (Cooperative Intelligent

Transport Systems) in order to avoid tracking drivers. For this reason, vehicles change frequently their identity in order to become anonymous. We need to consider the authenticity of senders in order to drop messages coming from untrusted drivers who may send fake events. To do so, each trusted vehicle should sign its message using a certificate. This certificate is provided by an adapted PKI (Public Key Infrastructure) which generates certificates to all trusted vehicles. The eco-system is considered as a trusted domain. However, if a vehicle uses only one certificate, it could be tracked. since a relationship between its identity and its certificate could be easily done. For this reason, it has to use a set of pseudonym certificates (PCs). Each PC is used for a limited period of time. When this period expires, the vehicle switches to another PC. When all PCs are used, the vehicle downloads another set of PCs from the PKI. This paper proposes a method which reduces the number of PCs used by vehicles. Indeed, when a certificate is used by a vehicle, in order to introduce a confusion against any tracker, this PC will be swap with another driver PC. A tracker will be confused since the former vehicle will not be the owner of the previous PC. This swap has to be recorded on the PKI with a simple process.

Introduction

Intelligent vehicles is a hot topic either for researchers or for car industry [START_REF] Zeadally | Vehicular ad hoc networks (vanets): status, results, and challenges[END_REF]. These actors work on various issues (autonomy, safety, security, connectivity, etc,...). The connectivity issue is considered at different levels: architecture, protocols, coverage, etc Some recent studies have detailed some real deployments of such systems [START_REF] Wealwee | X communication in Europe: From research projects towards standardisation and field testing of vehicle communication technology[END_REF], [START_REF] Santa | Deployment of vehicular networks in highways using 802.11p and IPv6 technologies[END_REF] and [START_REF] Wilhelm | Ayaida A C-ITS Central Station as a Communication Manager International Conference on Innovations for Community Services[END_REF] with various mechanisms. The well known ITS-G5 (based on WiFi IEEE 802.11p) is a dedicated WiFi to connected vehicles using a short range radio [2] . In such networks, each vehicle sends continuously Cooperative Awareness Messages (CAM) [START_REF]Intelligent Transport Systems (ITS); Vehicular Communications; Basic Set of Applications; Part 2: Specification of Cooperative Awareness Basic Service[END_REF] to its neighborhood.

When a vehicle needs to notify an event, it will send another type of message denoted DENM (Decentralized Event Notification Message) [START_REF]Intelligent Transport Systems (ITS); Vehicular Communications; Basic Set of Applications; Part 3: Specifications of Decentralized Environmental Notification Basic Service[END_REF] which will be forwarded to all relevant vehicles. CAM and DENM standards are proposed by the ETSI (European Telecommunications Standards Institute). Such an ecosystem is cooperative where various applications are deployed by car manufacturers (as collision avoidance, adaptive speed, etc) and some others are deployed by road operators (as traffic jam reduction, alternative road management, etc).

All messages are broadcasted to the neighborhood and are forwarded thanks to adapted routing protocols using multi-hop forwarding algorithms [START_REF]Vehicular Communications; GeoNetworking; Part 4: Geographical addressing and forwarding for point-to-point and point-to-multipoint communications; Sub-part 1: Media-Independent Functionality[END_REF] using port selection defined in in the Basic Transport Protocol [START_REF]Intelligent Transport Systems (ITS); Vehicular Communications; GeoNetworking; Part 5: Transport Protocols; Sub-part 1: Basic Transport Protocol[END_REF] . The system is open.

It has a major flaw: anyone can send messages to its neighbors. A misbehavior driver could send a message to notify a fake event. For this reason, we need to consider the authenticity of senders in order to avoid considering messages sent by untrusted drivers. Privacy is also required in order to avoid driver tracking.

These two issues are solved by using a PKI in charge of distributing pseudonyms certificates (PC) to all trusted vehicles in the eco-system [START_REF] Verheul | Issue First Activate Later Certificates for V2X. Presentation InterCor project[END_REF]. This paper proposes a method which reduces the number of PCs used by vehicles by using a swap mechanism. Indeed, when a certificate is used by a vehicle, this PC will be exchanged with another driver PC in order to introduce a confusion for any tracker. A tracker will be confused since the former vehicle will not be the owner of the previous PC. This swap has to be recorded on the PKI with simple processes. This mechanism protects privacy and introduces a novel PC change method. It also reduces the PC costs for drivers. This paper is composed as follows: Section 2 describes some works dedicated to vehicular networks In section 3 we present our model. Section 4 details our contribution. In section 5, we present an evaluation of the proposed solution.

Section 6 concludes the study and gives some ideas about future enhancements of our proposal.

Related works

The following works are dedicated to security issues on vehicular networks.

In [START_REF] Serrai | Towards an efficient and a more accurate web service selection using MCDM methods[END_REF] a study about performances of the selection of web services in a secure environment is proposed. This scheme could be combined with a vehicular cloud solution which manages pseudonym distribution over vehicles. [START_REF] Sedjelmaci | Predict and Prevent From Misbehaving Intruders in Heterogeneous Vehicular Networks[END_REF] tackles one crucial issue about C-ITS: detecting misbehavior drivers.

The authors propose a solution based on learning the behaviors of normal drivers and preventing the abnormal ones considered as misbehaviors. This work have been extended in [START_REF] Bouali | A Distributed Detection and Prevention Scheme from Malicious Nodes in Vehicular Networks[END_REF] in order to target malicious nodes over vehicular networks.

In [START_REF] Mabrouk | Signaling Game-based Approach to Improve Security in Vehicular Networks[END_REF], the authors have applied a game-based approach to specify security troubles on vehicular networks. A closer study is presented in [START_REF] Xua | A privacy-preserving mobile application recommender system based on trust evaluation[END_REF] where the authors propose a simple mechanism to preserve privacy on mobile applications.

They use recommender systems guided by an evaluation of the trust system.

[17] has worked on two privacy-preserving mobile application recommenda-tion schemes based on a trust evaluation. They have proposed recommendations on mobile applications which are generated from trust behaviors of mobile application usage. In these two schemes, user private data can be preserved by applying the proposed security protocols and using homomorphic encryption. [START_REF] Ramassamy | Classification of usual protocols over wireless sensor networks[END_REF] proposes a classification of different protocols which could be used on such networks for security issues. Many key performance indicators have been measured for various scenarios.

[19] has worked on a high level trust management system for vehicular networks. Their main idea is to propose a scheme accepted by all involved vehicles in the system. [START_REF] Bourass | Secure optimal itinerary planning for electric vehicles in the smart grid[END_REF] has proposed a scheme to secure planning of electric vehicle routes within smart grids. They mainly show how to guarantee to electric vehicles to drive through secured routes. [START_REF] Boualouache | A Survey on Pseudonym Changing Strategies for Vehicular Ad-Hoc Networks[END_REF] is one of the most recent survey about pseudonyms changing mechanisms. It gives a very large overview on pseudonym certificate changes for VANETs. Most of these mechanisms focus on choosing the most appropriate location or moment to change a pseudonym for a vehicle in order to ensure privacy preservation. [START_REF] Sun | An Efficient Pseudonymous Authentication Scheme with Strong Privacy Preservation for Vehicular Communications[END_REF][START_REF] Lu | Pseudonym Changing at Social Spots: An Effective Strategy for Location Privacy in VANETs[END_REF] are one of the well known algorithms dedicated to pseudonym changes. [START_REF] Sun | An Efficient Pseudonymous Authentication Scheme with Strong Privacy Preservation for Vehicular Communications[END_REF] has proposed an efficient pseudonym authentication scheme with strong privacy preservation for vehicular communications. Compared to traditional pseudonym authentication schemes, they mainly make the size of Certificate Revocation List (CRL) linear with the number of revoked vehicles. [START_REF] Lu | Pseudonym Changing at Social Spots: An Effective Strategy for Location Privacy in VANETs[END_REF] presents an effective pseudonym changing strategy at social spots (PCS) to achieve the provable location privacy. The aim of the paper is to find the relevant location to change the pseudonym since these locations are known as crowded and are able to guarantee confusion.

In [START_REF] Boualouache | PRIVANET: An Efficient Pseudonym Changing and Management Framework for Vehicular Ad-Hoc Networks[END_REF], the authors have developed a framework for changing pseudonyms when vehicles meet some other vehicles. Even the study presented in [START_REF] Kim | UDiPP: A Framework for Differential Privacy Preserving Movements of Unmanned Aerial Vehicles in Smart Cities[END_REF] focusses on Unmanned Aerial Vehicles, the mechanism shown in the study is the preservation of privacy based on differential privacy which is applied for urban environments. [START_REF] Fouchal | Secured Communications on Vehicular Networks over Cellular Networks[END_REF] has worked on integrating security schemes for vehicles communications within various types of vehicular networks mainly on WiFI or cellular channels.

[27] has proposed an original security mechanism for vehicular networks using a cloud approach and implementing a specific blockchain.

[28] has proposed a hybrid recommender algorithm that combines users' location and preferences and the content of the items located close to such users. The locations of users are tacked and the scenarios proposed, the privacy has been investigated with low efficiency. [START_REF] Jafarnejad | Towards a real-time driver identification mechanism based on driving sensing data[END_REF] and [START_REF] Hallac | Driver identification using automobile sensor data from a single turn[END_REF] have been dedicated to clustering algorithms which are able to detect driver profiles (and behaviors) on traces collected from vehicles driving on various types of roads. They show under some conditions that the anonymity could be broken. That means drivers could be tacked even if drivers use different pseudonyms during their journey.

All these studies show that trust, privacy and cost efficiency have never been studied together. None of these studies tackles the reduction of the number of pseudonyms. As far as we know, this study is the first one which considers that the whole eco-system is able to work with the same number of pseudonym certificates and where the privacy is preserved with higher efficiency.

Security architecture

Preliminaries

In the area of C-ITS (Cooperative Intelligent Transportation System), a protocol stack has been defined and standardized by the ETSI standardisation institute in Europe [2]. A similar stack has been adopted by the USA and asian countries. Over the Transport-Networking layer (defined as geo-networking layer), the Facilities layer has been designed in order to be an efficient interface between the application layer (close to the driver and the vehicle sensors) and the Transport-Networking layer.

Usual protocols

Many types of messages are defined at this layer. We will focus in this study only on 2 main messages: CAM (Cooperative Awareness Message) [START_REF]Intelligent Transport Systems (ITS); Vehicular Communications; Basic Set of Applications; Part 2: Specification of Cooperative Awareness Basic Service[END_REF] and DENM (Decentralized Environmental Notification Message) [START_REF]Intelligent Transport Systems (ITS); Vehicular Communications; Basic Set of Applications; Part 3: Specifications of Decentralized Environmental Notification Basic Service[END_REF]. The aim behind sending CAM messages is to give dynamic information about the vehicle (i.e. position, speed, heading, etc.). A vehicle sends CAMs to its neighborhood using Vehicle-to-Vehicle (V2V) or V2I communications. Depending on the vehicle speed, the frequency of CAM messages can vary from 1 Hz to 10 Hz. A vehicle sends DENM messages in order to notify any event (i.e. accident, traffic jam, etc.). The event could be triggered automatically thanks to the connexion to the vehicle CAN Bus. In fact, some smart rules are run on the OBU and generate automatically appropriate messages. They can also be generated manually for sensitive cases as animal on the road, etc.

Privacy and authenticity

C-ITS security considers two main aspects:

• Authenticity: this aspect allows to consider only messages coming from trusted drivers.

• Privacy: this aspect allows to protect drivers data and avoid driver tracking.

In order to solve these two issues, a PKI (Public Key Infrastructure) is required. Each involved vehicle in the eco-system has to subscribe to the PKI server. The subscription is achieved by providing a long term certificate (LTC) to this vehicle (signed by a root PKI).

A vehicle could sign its messages using this LTC by means of a TPM (Trusted Platform Module) which saves securely private keys This process ensures perfectly the authenticity but not the privacy. Indeed, from an LTC we could extract private informations which give the opportunity to external observers to identify driver's information and allows to track these drivers. The usual solution to protect drivers privacy is the use of pseudonym certificates (PC) for small periods. A vehicle has a valid pool of PCs in order to be able to switch to another PC in order to derive a kind of confusion to any tracker. On Figure 1, from the location A to the location B, the vehicle uses P C1 as a pseudonym for signing its messages and uses P C2 after this location until reaching C. If the vehicle changes its PC when it is alone on the road, any tracker will be able to follow it easily since the relationship between both PCs could be established. That is why many solutions on pseudonym changes are applied when a vehicle is close to other vehicles as in [START_REF] Lu | Pseudonym Changing at Social Spots: An Effective Strategy for Location Privacy in VANETs[END_REF].

In this paper, we assume that each vehicle uploads a pool of valid PC for a long time.

Pseudonym sharing mechanism

We detail in this section our contribution. Our aim is to reduce the number of PCs used by vehicles which reduces the PC cost. We will measure this cost in the last section. Indeed, each vehicle which has used a PC for a fixed period (some minutes or some hours for instance) denoted M ax delay will swap its PC with a PC of one of its neighbors. The PC swap occurs between vehicles which drive close to each other. This process will express a kind of confusion for a tracker since a vehicle will not be the owner of its previous PC even the PC is still used. This method ensures privacy and introduces an efficient PC change mechanism. In addition, it reduces the PC cost for drivers and for the PKI.

Our proposal is composed of the following steps: The swap of a PC between v A and v B could occur if both vehicles are in the same coverage range. We only consider a swap between vehicles having almost the same speed. If vehicles have different speeds, it will be easier to distinguish the vehicle behaviors and to detect their features (mainly their speed). Some interesting studies about driver profile detection have been undertaken since many years and are able to detect drivers id even if they use pseudonyms as in [START_REF] Jafarnejad | Towards a real-time driver identification mechanism based on driving sensing data[END_REF][START_REF] Hallac | Driver identification using automobile sensor data from a single turn[END_REF].

The minimum speed difference has to be fixed in order to know the most relevant value to choose in order to avoir driver tracking. This value could be set with accuracy with a long evaluation study through simulations or real experimentations. In addition to that, when a swap with a neighbor has been decided to be done, it could be done within a time slot which depends on the speeds of both vehicle. When the speeds of vehicles are almost similar, we have longer periods for vehicles to be close to each other.

In Figure 2, we observe the connectivity duration between a vehicle driving at 50km/h compared to a vehicle having various speeds. When the speed of the neighbor is 60km/h, the connectivity duration is around 18 seconds but when its speed is 130km/h the connectivity duration is 5 seconds. This parameter will be considered in the algorithm of neighbor selection. 

Selection of the swap instant

In our solution, a vehicle will change its PC after having used it for a minimum period of time (usually some hours). The idea is to find the best compromise between preserving privacy and getting the lowest cost of PCs. In this study we will use a fixed value denoted M ax delay (which varies from some minutes to hours) when reachable neighbors are around. Since no additional cost is required for these PCs, if the PC swap number increases, the privacy preservation increases as well. A special care should be taken about the neighbor to chose. A vehicle has to handle a list of neighbors in a continuous way. It has to consider the vehicles which are nearby for more than a stable duration (for instance one minimum duration). In fact we will avoid to swap a PC with a vehicle having a different speed from the current vehicle speed. In order to be sure that a vehicle is not very faster than ours, we will monitor the list of neighbors.

Neighbor selection algorithm

This step is the core of the contribution. Indeed, it intends to provide confusion among drivers. Our work is based on three different usual scenarios: a grouped set of vehicles driving followed one each other like a platoon; a vehicle driving through a group of vehicles faster than all of them and merging groups in one larger group coming from two roads.

Grouped vehicles

In Figure 3, two vehicle groups Group-1 and Group-2 are separated and are split into two platoons. This situation is quite usual over the highway. The PC swap is possible within the two groups. Since there is no traffic jam the groups may be kept separated for a long period. We can have the extreme vehicles (vehicle 3 in Group 1 and vehicle 14 in Group 2) of each group be connected together. In the algorithm of PC swap, we only permit to vehicles having a minimum number of neighbors to request a PC swap. Indeed, if a small group of vehicles drive together for a period of time, and if they swaps their PCs many times, it could be easy to recover their ids since the initial number of vehicles is low; 

Fast vehicle through grouped vehicles

In the scenario shown in Figure 4, Figure 5 and Figure 6, we illustrate a scenario where the key swap should not considered. When we observe the red vehicle v1 which will cross the two groups because its speed is higher than the vehicles of both groups. If v1 swaps with any vehicle of both groups, it could be easily tracked through driver profile detections mechanisms when they are based on speed analysis. Indeed, some well known studies about drive profile detection could be used on drivers involved in this highway. The vehicle v1 could be isolated since its speed is higher than all others even if its PC has changed many times. For this reason, in the PC swap algorithm, the difference speed with a vehicle is used as a relevant parameter to select the neighbor.

Merging vehicles

The situation where two groups of vehicles are merging on a joining road is useful, then we take profit from this location to start swaping the PCs. Usually, the trafic road is reduced, the confusion is guaranteed if the vehicles speed differences are lower than a threshold. The same situation is observed when a road is separated into two roads, this kind of location should be exploited with efficiency for the confusion that could be introduced. On Figure 7, we observe that vehicles reaching the merging road on Figure 8 will form a new group (red vehicles and yellow vehicles) for a period of time due to their merging process.

Then we have to speed up the PC swap at this location. As a conclusion from these scenarios, any vehicle could request a PC exchange but should cooperate with a vehicle having the closest behavior to it (mainly in terms of speed). If a neighbor B has almost the same speed and behavior as a vehicle A and if A is kept in its range coverage, A and B could swap their PCs. We should also keep in mind that this swap is done no more than once between A and B otherwise, we could undo the result of the swap if we execute another swap between these two vehicles.

Key swap algorithm

The algorithm 1 describes the actions to be run by any vehicle having in its neighborhood another vehicle. According to the reception of CAM messages, one is able to know about its neighborhood. Then, each node has to update continuously its neighborhood table . The key exchange will be run only if the receiver is detected as a neighbor for a sufficient period of time in order to ensure that the exchange will succeed. Indeed, if a vehicle is met for a quick period, the exchange process may abort.

The swap of a PC between v A and v B will be achieved as follows: The vehicle v A starts the exchange process by sending a signed exchange request to the destination v B (A sends in the message its certificate). If the later accepts the request, it will respond with a message containing its proposed PC denoted P C B which is encrypted in asymmetric way using A public key contained in the certificate. When A receives the response (which is considered as an acknowledgment of the request), it will choose a PC to exchange denoted P C A and sends it to B using an asymmetric encryption mechanism. When B receives the proposed PC, it has to acknowledge the reception to A. Both vehicles have to send a notification to the PKI server to inform it about this swap. The server needs to get both notification in order to record the new owners of PCs.

Figure 9 shows the protocol to be executed by two nodes in order to ensure a secure exchange. This process could be run with another vehicle in another slot time.

PKI notification algorithm

When the key swap has been run by two vehicles, they have to notify the PKI server about the exchange. These notifications should be sent immediately if the We notice that in our eco-system we assume that drivers respect the use of the PC mainly when they have run a PC swap. Indeed, since they still have the private key of their former PC even when they have swap it, they should never use it. This issue will not be discussed in the current study.

Performance evaluation

The evaluation of our proposal is based on measuring two key performance indicators: the confusion rate and the PC cost. Let have an eco-system composed of N vehicles for a period T . The confusion rate is defined as the number of vehicles which could be identified even with different pseudonyms. The PC 

Conclusion

In this paper we have proposed a simple solution to share a set of pseudonym certificates in the area of C-ITS. We have shown that this proposal has two main features:

• Reduction of certificate costs: In C-ITS, must current solutions suggest the use of a PC pool for a period. After that, a new pool is required.

• Enhancing the privacy: This solution allows to use one PC for various vehicles, which means that trackers will be confused to follow any driver.

As future works, we intend to test better the scalability of our system by launching larger simulations with various scenarios as all those described in section 4.3.

In the meantime we intend to analyse the security performances of signing and verifying processes.
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 1 Choice of the instant and location where the pseudonym change occurs 2. Selection of the more relevant neighbor 3. Effective swap of PCs 4. Notification of the PKI server 4.1. PrincipleWe consider a set V of N vehicles such as V = v 1 , v 2 , ..., v N . Each vehicle v i has a current pool of M PCs denoted P i such as P i = P C i1 , P C i2 , ..., P C iM .
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Algorithm 1 :

 1 Key exchange Algorithm 1: Begin -V : set of vehicles -v s : the sender vehicle -v r : the receiver vehicle -P C s : The sender PC -P C r : The receiver PC 2: v s and v r are in the coverage range of each other 3: v r receives an PC exchange request from v s 4: v r checks the validity v s 5: if (v s is valid ) then 6: v r sends a response R1 with P C r using asymetric encryption to v s 7: v s check the validity of R1 8: if (R1 is valid ) then 9: v s sends a response R2* with P C s using asymetric encryption to v r 10: if (R2 is valid ) then 11: v r acknowledge the reception v s ; 12: v r and v s update their PC sets accordingly; 13:v r and v s send a notification to the PKI server 14: End cost is the number of P Cs used by the eco-system during t.We have developed our proposal on the OMNET++ framework and a simple changing mechanism based on changing a pseudonym for a vehicle after it has signed a fixed number of messages. The results of our experimentation is shown below. In the Figure10and Figure 11, we have observed the behavior of vehicles during a period delta composed of 10 slot times. In each slot time we have run a classical PC change (from a local pool of each vehicle) and we have run our swap mechanism.
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 13 Figure 13: Rate of PC changing for 40 vehicles over 10 slots
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