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ABSTRACT

BringYourOwnDevice (BYOD) refers to theprovisionanduseofpersonalmobiledevicesby
employeesforbothprivateandbusinesspurposes.AlthoughtherehasbeenresearchonBYOD,little
attentionhasbeenpaidtoemployees’perceptionofthreatstotheirpersonalinformationsecurity
(ISS)whenusingaBYOD,especiallyinaprofessionalcontext.Thisarticleinvestigatesemployee
copingstrategiesrelatedtoBYODISSthreatsinFrance.Theresultsofasurveyof223employees
indicatethatwhileperceivedbehavioralcontrolexertsonlydirecteffectsonproblem-focused(i.e.,
disturbancehandling)andemotion-focused(i.e.,self-preservation)copingstrategies,ISSconcern
exhibitssignificantdirectandmoderatinginfluences.Severalsecurityparadoxescouldbeidentified,
namely,discrepanciesbetweentherespondents’ISSconcernandtheadoptedcopingstrategies.This
articleoffersthefirstinsightsintotheFrenchcontextandcanserveasabasisforcomparisonsin
futureresearchandtohelpimproveemployees’personalISSintheprofessionalcontext.

KeYwORDS
BYOD, CMUA, Coping, Employees, France, Paradox, Security

INTRODUCTION

Bring Your Own Device (BYOD) refers to the provision and use of personal mobile devices
(smartphones, tablets or laptops) by employees for both private and business purposes. This
phenomenonreflectsagrowing“consumerization”trendininformationtechnology(IT),i.e.,the
adoptioninaworkcontextofconsumermarkettechnologies(Harrisetal.,2012;Jarrahietal.,2017).
An increasingnumberof companies around theworld arebeing confrontedwithBYOD, as the
worldwidemarketcouldrepresent$318billionby2022(ResearchandMarkets,2017).Thus,BYOD
isofparticularinterestinthatitissaidtoincreaseemployees’motivation,satisfaction,innovation,
levels of comfort, and performance (Harris et al., 2012), offering new productivity gains at the
organizationallevel(Köfferetal.,2015)whilereducingtechnologicalcosts(Singh,2012).However,
thisphenomenonalsoraisestechnical,securityandlegalproblems(Harrisetal.,2012)andentails
actualrisksfortheinformationsecurity(ISS)ofendusers’dataanddevices.

Severalstudieshave investigatedsecurityandprivacy issuesrelated tomobiledeviceuse in
a leisure context (Keith et al., 2013, Wottricht et al., 2018). In a professional context, from the
organizationalpointofview,previousresearchhasinvestigatedBYODadoptionandpracticesby
employees(Fujimotoetal.,2016;Leeetal.,2017).ThedangersthatBYODposesfororganizations
havealsobeeninvestigated(Dang-Pham&Pittayachawan,2015).However,despitethesignificant
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personalISSconcernsexpressedbyBYODusers(Garbaetal.,2017),tothebestoftheauthors’
knowledge,nostudyhasaddressedemployees’protectivebehaviorsrelatedtotheirowninformation
andtoolsintheprofessionalcontextofBYOD,whichistheprimaryandmostimportantknowledge
gapaddressedbythispaper.

In thecontextofISS,numerousstudieshaveexaminedemployees’protectivebehavior(i.e.,
problem-focusedcoping strategies),which is separated into twostreams: ISSpolicycompliance
(Moodyet al., 2018) and the implementationof ISSprotectivemeasures (Barlette et al., 2017).
Previousstudieswerefocusedonthedeterminantsoftheseproblem-focusedstrategies.However,
noneexplainedwhathappenswhenanindividualdoesnotactandadoptsanemotion-focusedstrategy
(i.e.,passive)norprovidedinsightintothedeterminantsofproblem-focused(i.e.,active)vs.emotion-
focusedstrategies.Tofillthissecondgap,thispaperusesthecopingmodelofuseradaptation(CMUA).
TheCMUAhasbeencreatedtoexplorebehaviorsrelatedtotheperceptionofITevents(Beaudry&
Pinsonneault,2005).InthecaseofthreateningITevents,itpostulatesthatindividualscanadopttwo
distinctcopingstrategies,whicharebasedontheindividual’sperceivedcontroloverthisthreatening
situation.Inthecaseofhighcontrol,theadoptedcopingstrategyisproblem-focused(i.e.,conducting
threat-reducingactions);whennobehavioralternativeisperceivedasreliable,theadoptedcoping
strategy is emotion-focused (i.e., denial or passive acceptance) (Beaudry & Pinsonneault, 2005;
Moseretal.,2011).Therefore,throughtheuseoftheCMUA,adaptedtoBYODandISScontexts,
thispaperaimstobetterunderstandtheproblem-focusedandemotion-focusedcopingstrategiesthat
stemfromemployees’perceivedthreatsconcerningtheISSoftheirpersonaldataandmobiletools.

However,whenaddressingtheuseofmobilephonesandapplications(Pentinaetal.,2016;Wang
etal.,2016),numerousprivacy-securityparadoxeshavebeennoted:Despitesubstantialinformation
privacy-securityconcerns,individualshavedemonstratedoverlookingtheISSoftheirpersonaldata.
SuchparadoxesmayalsooccurinthecontextofBYOD(Harrisetal.,2012;Hovav&Putri,2016).
Consequently,ISSconcernmayalsoeitherinfluencetheadoptedcopingstrategyorhelprevealISS
paradoxesintheBYODcontext;inotherwords,despitesignificantsecurityconcerns,individuals
mayremainpassiveandfailtoimplementthenecessaryprotectivemeasures.Identifyingpotential
securityparadoxesintheadoptionofthreat-relatedcopingstrategiesthroughtheCMUAcorresponds
tothethirdgapthatthispaperintendstofill.

Inthemobilecontext,nationalculturehasbeenshowntoinfluencetheperceivedeaseofuseof
mobiletechnologies(Mesoetal.,2005;Pentinaetal.,2016).WithrespecttoBYOD,Frenchnational
cultureisspecific:Therearesubstantialsecurityandprivacyconcernsrelatedtotechnicalandsocial
constraints,mixedwithlegalobligations.Moreover,inFrance,whereBYODisindeedtopical,little
attentionhasbeendevotedtoeithertheperceivedthreatsassociatedwithBYODadoptionanduse
byemployeesorthecopingstrategiesstemmingfromthisthreatappraisal.Thispaperalsoaimsto
provideinsightsintotheFrenchcontexttoserveasabasisforcomparisonsinfutureresearch.

Giventheaboveconsiderations,theaimsofthispaperare(1)toaddressemployees’protective
behaviorsrelatedtotheirpersonalinformationanddevicesintheprofessionalcontextofBYOD,(2)to
offerabetterunderstandingoftheproblem-focusedandemotion-focusedcopingstrategiesstemming
fromemployees’perceivedthreatsthroughtheuseoftheCMUA,(3)toidentifypotentialsecurity
paradoxesintheadoptionofthesecopingstrategiesand(4)torealizetheseaimsinaFrenchcontext.

Themain theoreticalcontributionsof thispaperare its adaptationof theCMUAto the ISS
contextandtheidentificationofsignificanteffectsofperceivedbehavioralcontrolandISSconcern.
While perceived behavioral control exerts only direct effects on problem-focused and emotion-
focusedcopingstrategies,ISSconcernexhibitssignificantdirectandmoderatinginfluences.Several
securityparadoxescouldbeidentified,i.e.,discrepanciesbetweentherespondents’ISSconcernand
theadoptedcopingstrategies.Thispaper’smainmanagerialcontributionsareasfollows.First,this
articlehighlightstheimportanceofdevelopingemployees’perceivedbehavioralcontroltofosterthe
adoptionofmoreactivesecuritybehaviorsandtoreducepassivity,giventheimportanceofpersonal
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informationanddevicestoemployees.Second,thisarticleprovidesanoverviewoftheFrenchcontext
andhighlightsitsspecificitiesbothinEuropeandabroad.

Thepaperisstructuredasfollows.Section2reviewspreviousresearch.Section3introducesthe
modelandhypotheses.Section4presentstheadoptedmethodology.Section5givestheresults.After
discussingtheresults,Section6highlightsthispaper’stheoreticalandmanagerialcontributionsand
suggestsavenuesforfutureresearch.

LITeRATURe ReVIew

BYOD and Information Security
Severalstudieshaveinvestigatedtheadoptionanduseofpersonalmobiledevicesandapplications
inaleisureorprivatecontext(Shin&Choo,2012;Wakefield&Whitten,2006),mainlyaddressing
securityandprivacyissueswhenusingsocialnetworks,mobilecommerce,sensitiveapps(Chatterjee
etal.,2017;Pentinaetal.,2016;Wottrichtetal.,2018)orwebsitecustomization/personalization
(Khatwani&Srivastava,2017;Keithetal.,2013;Shengetal.,2008).Otherstudieshaveaddressed
therisksoflosingpersonaldataorthelossortheftofone’spersonaldevice(Tuetal.,2015).Ina
professionalcontext,fromtheorganizationalpointofview,previousresearchhasinvestigatedBYOD
adoptionbyemployees(Leeetal.,2017;Weegeretal.,2016)anditsimpactonneworganizational
practices(LeclercqVandelannoitte,2015).Employees’BYOD-relatedbehaviorhasbeenexamined
intermsofworkoverloadandblurringthefrontiersbetweenanemployee’sprivateandprofessional
life (Fujimotoet al., 2016;Yunet al., 2012).Studiesaddressing the impactofBYOD tools and
relatedpracticeshaveshownthatemployeesarenotawareoftheircompanies’BYOD-specificISS
policies(Crossleretal.,2014)andcanbereluctanttocomplywiththesepolicieswhenusingtheir
owndevices(Hovav&Putri,2016).ThedangersthatBYODposestoorganizationshasalsobeen
investigated(Dang-Pham&Pittayachawan,2015;Harrisetal.,2012).However,BYODusershave
expressedsignificantconcernsabouttheirowninformationanddevices(Garbaetal.,2017)because
adoptingBYODalsoresultsingreaterpersonalrisks.

NumeroustheorieshavebeenadaptedtotheITandISScontextstoexaminetheprotectivebehavior
ofemployees.Twodistinctstreamshaveinvestigatedcompliancewith(Moodyetal.,2018;Siponen
etal.,2014;Vanceetal.,2012)orimplementationof(Barletteetal.,2017;Bossetal.,2015;Lee&
Larsen,2009)ISSmeasuresandpolicies.Forthatpurpose,severalmodelsorframeworkswereused,
includingthehealthbeliefmodel(Ngetal.,2009),thetechnologythreatavoidancetheory(Liang&
Xue,2009),thedeterrencetheory(Straub,1990),andRogers’(1983)protectionmotivationtheory
(PMT), thathavebecomeverypopular in ISS(Lee&Larsen,2009;Moodyetal.,2018).More
specifically,severalstudiesadapted these theories to theeffectofsmartphone-related threats (1)
onBYODadoption(Weegeretal.,2016;Whittenetal.,2014),(2)oncompliancewithsmartphone
securitypoliciesfromtheorganizationalpointofview(Crossleretal.,2014),and(3)onsmartphone
protectioninaleisurecontext(Tuetal.,2015).Otherstudieshavefocusedmorespecificallyonthe
caseofsmartphone-relatedprivacy(Kehretal.,2015;Sutantoetal.,2013),stillinaleisurecontext.

Previous research investigated the determinants of engaging (or not engaging) in protective
behaviors(problem-focusedstrategies).However,noneofthepreviousstudiesusingcoping-based
models explain what happens when an individual does not exert protective behaviors (emotion-
focusedstrategies)orcompareemotion-focusedwithproblem-focusedstrategiesinauniquemodel
(seeAppendixF).Consequently,ithasbecomenecessarytoformulateanotherframework.

The Coping Model of User Adaptation
TheCMUAwascreatedbyBeaudryandPinsonneault(2005)basedonLazarus’(1966)copingtheory.
BeaudryandPinsonneault(2005)adaptedthecopingtheorytoITevents.Furtherstudieshavesince
confirmedtheinsightsofferedbytheCMUA(Beaudry&Pinsonneault,2010;Elie-Dit-Cosaque&
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Straub,2011).Copingisdefinedas“thecognitiveandbehavioraleffortsexertedtomanagespecific
externaland/orinternaldemandsthatareappraisedastaxingorexceedingtheresourcesoftheperson”
(Lazarus&Folkman,1984,p.141).Whenconfrontedwitheventssuchasopportunitiesorthreats,
individualsperformadaptivebehaviorsandusetwokeysub-processes.Theprimaryappraisalconsists
of evaluating thepotential consequencesof an event and thepersonal significanceof that event
(Folkman,1992).Thesecondaryappraisalreferstotheevaluationofthecopingoptionsavailable.
Individualscanadopttwokindsofcopingstrategiesorcopingefforts,categorizedasproblem-focused
oremotion-focused,dependingonthedegreeofcontroltheyexertoverthesituationandthepotential
copingstrategytheycanadopt.InthecaseofhighperceivedcontroloverathreateningITsituation
(Beaudry&Pinsonneault,2005,2010;Elie-Dit-Cosaque&Straub,2011),theadoptedcopingstrategy
isproblem-focused(i.e., it involvesthreat-reducingactions),andwhennobehavioralternativeis
perceived as reliable, the strategy is emotion-focused. Hence, the CMUA provides insights into
employees’threat-reducingactionsandwhentheydonotact,italsoprovidesinsightsintoemotion-
focusedstrategiessuchasdenial,passiveacceptanceortheminimizationofconsequences(Beaudry
&Pinsonneault,2005;Moseretal.,2011).

Primary Appraisal of a Threat
The implementation of BYOD-related practices increases the convergence between private and
digital lives.Priorresearchhasfoundthatemployeesfear thatparticipatinginaBYODprogram
willpotentiallycompromisetheirprivatelivesandharmthepersonaldatatheyhavestoredontheir
device(Weegeretal.,2016).Theriskofmobileloss(ortheft)andunauthorizedaccesstopersonal
informationstoredontothedeviceisalsoconsideredathreat(Tuetal.,2015).Thus,themaindanger
ofBYODforemployeesisreflectedbytheirpersonalinformationsecurity,whichcorrespondstothe
preservationoftheconfidentiality,integrityandavailabilityoftheirpersonalinformationanddevices.

Theconfidentialityofpersonalinformationpartiallyreflectsindividuals’desiretopreservetheir
informationprivacy,e.g.,toavoiddisclosureoftheirpersonalinformationtoundesiredthirdparties
withouttheirconsent(Hong&Thong,2013;Treiblmayer&Chong,2011).Integrityproblemsinclude
casesinwhichcertaintypesofpersonalinformationaredamagedorevenerasedfromapersonal
device.Availability issuescorrespond tosituations inwhich individualscannotaccess theirown
informationordevice(theftorloss),aproblemthatcancausesignificantsetbacksintheirdailylives
(Jones&Chin,2015).ThisconceptofpersonalISShasbeenwidelyhighlightedintheliteraturesince
the2000s(Fogel&Nehmad,2009;Hoadleyetal.,2010)andisbecomingincreasinglyimportant
(Kukard&Wood,2017).

BecausetheCMUAisbasedontheoriginalcopingtheory(seeAppendixF),itsuffersfrom
aweaknesswhenassessingtheprimaryappraisalofathreat.Indeed,thecopingtheoryis“mute
regardingwhatelementsofadisruptionareusedinprimaryappraisal”(Beaudry&Pinsonneault,
2005,p.498).Consequently,twoconstructswereborrowedfromanothercoping-basedtheory,i.e.,
thePMT(Rogers,1983).Thus,thethreatsrelatedtousingpersonaldevicesforbusinesspurposes
areassessedthroughtheindividual’sperceivedvulnerability(e.g.,theprobability)ofthepotential
eventandtheindividual’sperceivedseverity(e.g., theimpact)of theeventwhenitmaterializes.
Perceivedvulnerabilityistheconditionalprobabilitythatathreateningeventwilloccur,provided
eitherthatnoadaptivebehaviorisperformedorthatthereisnoadaptationofanexistingbehavior(Lee
&Larsen,2009).Severalstudiessupporttheeffectofperceivedvulnerabilityinthethreatappraisal
processanditsrelationshipwiththebehavioralintentiontoprotectone’sself(Lee&Larsen,2009;
Liang&Xue,2009;Siponenetal.,2014).Perceivedseveritycorrespondstotheperceptionofthe
severityoftheconsequencesofanISSproblembecausepreviousISSmeasureshavebeeneither
insufficientorineffective(Liang&Xue,2009).Perceivedseverityincreasestheperceptionofan
eventasathreat(Johnston,Warkentin,&Siponen,2015;Siponenetal.,2014;Vanceetal.,2012).
InthemodelinFigure1,thesetwoconstructsrepresenttheunderlyingformativedimensionsofthe
threatappraisalconstruct.Thisprimaryappraisalentailsasecondaryappraisal,dependingonthe
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perceivedcontroloverthesituationandpotentialcopingbehaviors(Beaudry&Pinsonneault,2005;
Lazarus&Folkman,1984).

Secondary Appraisal: Perceived Behavioral Control and Coping Strategies
Coping-based theories postulate that individuals’ perceived control over a situation shapes their
perceptionsofdisruptiveITeventsandinfluencestheirsubsequentstrategyofadaptation(Lazarus&
Folkman,1984;Beaudry&Pinsonneault,2005).Thus,incaseofathreateningevent(seeAppendix
F),highlevelsofperceivedcontrolareassociatedwiththreat-reducingactions(problem-focused,
i.e.,disturbancehandling),whileforlowlevelsofperceivedcontrol,whennobehavioralternativeis
perceivedasreliable,peopleadoptemotion-focusedstrategies(i.e.,self-preservation).

PerceivedcontroloveranITeventandanadaptationstrategyhasbeenadaptedtothecontextof
threateningISSeventsinthePMT(Lee&Larsen,2009;Siponenetal.,2014;Vanceetal.,2012).
PMTusesself-efficacythatcorrespondstothedegreeofmasteryindividualshaveoverITfeatures
andfunctionalities(e.g.,takingprotectivemeasuressuchasimplementinganantivirus,performing
backups, etc.). Vance et al. (2012, p. 190) define this perceived control as “the degree that the
individualbelievesitispossibletoimplementtheprotectivebehavior.”Inthisstudy,theunderlying
protectivebehaviorhasbeenadaptedtothecontextofBYODandcorrespondstoimplementingdata
protectionmeasuresontheuser’spersonaldevice.Therefore,ahighlevelofperceivedcontrolover
deviceprotectionwillleadindividualstopreventtheoccurrenceofthenegativeevent,i.e.,theywill
implementprotectivemeasures.Incontrast,whenindividualsfeeltheyhavelimitedcontroloverthe
threateningevent,theywilloptforanemotion-focusedcopingstrategy,i.e.,amorepassivecoping
strategy(Beaudry&Pinsonneault,2005).Workmanetal.(2008)investigatedtheomissionofISS
measures: Individualsmaybewell awareof ISS threats andhaveknowledgeaboutpreventative
countermeasures,butiftheybelievethattheydonothavetheabilitytotakeprotectivemeasures
topreventathreat,theyaremorelikelytoomitthesesecuritymeasures.Thus,whennobehavior
alternativeisperceivedasreliable,peoplemayadoptnonprotectiveresponses(Moseretal.,2011),
andthestressresultingfromthethreatisreducedbyadoptingseveraltypesofadaptationefforts,
suchastheminimizationofconsequences,passiveacceptance,denial,selectiveattention,positive
comparisonanddistancing(Beaudry&Pinsonneault,2005;Moseretal.,2011).

The French Context
Inthemobilecontext,nationalcultureplaysanimportantroleintheeaseofuseofmobiletechnology
(Mesoetal.,2005;Pentinaetal.,2016).InFrance,nationalcultureisspecific:Therearesignificant
securityandprivacyconcernsrelatedtotechnicalandsocialconstraintsmixedwithlegalobligations.
Onatechnicallevel,applicationdeploymentlinkedtolegalobligationsconstitutesanobstaclefor
manyFrenchfirmsthatgenerateslagsintheuseofpersonaldevices.Itisdifficultandoftentakesa
longtimeforthosefirmstodeploy,secureandmaintainprofessionalapplicationsonheterogeneous
mobiledeviceswhilerespectingemployeeprivacy.Onasociallevel,Frenchcompaniesmustnegotiate
theissueofwork-lifebalancewithsocialpartners,andBYODisoneofthewaystobreakthelink
betweenthesetwospheres.ItshouldalsobenotedthatFranceremainsaffectedbythephenomenon
ofworkstress(FranceTelecom,LaPoste,Renaultinparticular).

Theseconstraintsareallthestrongerbecausetheyaremixedwithlegalobligations,andlegislators
areincreasinglyvigilant.The“Righttodisconnect,”1whichenteredintoforceinFranceinearly2017,
isaimedatensuringthepreservationofemployees’familyandpersonallives.Withrespecttothe
protectionofemployees’personaldata,theFrench“DataProtectionAuthority”(DPA)notesthat
employersmustensurecompanydatasecurity,evenifthosedataarestoredonterminalsoverwhich
employershavenophysicalorlegalcontrolbuthaveauthorizedtoaccessandusetheirprofessional
resources.WithrespecttotheFrench“RighttobeForgotten”(RTBF),whichaffectsbothpersonal
andprofessionaldata,Franceisalsodifferent:Frenchpeoplearethesourceof20.4%ofURLdeletion
requestslinkedtotheirnames,eventhoughFrancerepresentsonly9%oftheEuropeanpopulation
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(Google, 2018). Germans and English people are also very concerned about this issue: France,
Germany, and the United Kingdom together generated 51% of URL delisting requests (Google,
2018).Bycomparison,intheU.S.,“legalforgivenessisnotofferedlightly”(Jones,2016,p.141),
becauselegalexpertsassertthatsuchalawwouldviolatetheConstitution’sfree-speechprotections
(Glazer,2015).

DataprotectionhasbeenstrongerinFrancesincetheEU’sApril2016adoptionofanewlegal
framework,the“GeneralDataProtectionRegulation”(GDPR),2whichwasintendedtoensurethe
protectionofEuropeanusers’privacyandwasmadedirectlyapplicabletothecountriesoftheEUin
May2018.TheGDPRalsoimposesEuropeandataprotectionrulesonallforeignfirmsthathandle
European consumers’ digital information.3 This development is new and important, as different
countriescurrentlytakedifferentapproachestodataprotection:Forexample,intheU.S.,privacy
isconsideredapropertyrightandcanbetradedonthemarket.Notethatmostcountriesoutside
Europehavebothastrongdigitalcultureandmuchmoreflexiblelegislation,whichtogetherfavor
thedevelopmentofBYOD,especiallyintheU.S.(Steelmanetal.,2016;Leeetal.,2017),Australia
(Imgrabenetal.,2014;Garbaetal.,2017),andIndonesia(Hovav&Putri,2016),withaslightadvance
(Bradleyetal.,2012)intheuseofBYODbytheU.S.andIndia.Incontrast,Internetaccessremains
highlyregulatedinMexicoandChina.However,BYOD-relatedpracticesareincreasinglydeveloping
inmostcountries,adevelopmentthatisparticularlyattributabletofirms’integrationofMillennials,
DigitalNativesandGenerationZ,allofwhomareaskingforcommunicationandflexibilityandmore
broadly,abetterbalancebetweentheirpersonalandprofessionallives(Dang-Pham&Pittayachawan,
2015;Nielsen,2016,2017).Manyinternationalcompanies,includingApple,CitrixSystems,Unisys,
Cisco,theWhiteHouse,Colgate-Palmolive,andFordMotorCompany,actinfavorofBYOD.Inthis
contextofstronginterestinpersonalmobiletools,securityparadoxesmayoccur.

From Information Security Concern to Security Paradoxes
Althoughseveralstudieshaveaddressedprivacyconcernsinthecaseofleisure-orientedsmartphone
use(Pentinaetal.,2016;Sutantoetal.,2013),priorresearchhasfoundthatinaBYODcontext,
employeesarealsoconcernedabouttheriskofmobileloss(ortheft)andtherisktothepersonal
informationstoredontheirdevices(Tuetal.,2015;Weegeretal.,2016).Therefore,inthispaper,
informationsecurityconcernisderivedfrom“privacyconcern,”whichisdefinedas“anindividual’s
generaltendencytoworryaboutinformationprivacy”(Lietal.,2011,p.5).ISSconcernmayenable
theidentificationofsecurityparadoxesbyjuxtaposingindividuals’expressedISSconcernwiththeir
primaryappraisal(threatening)andtheappropriatenessoftheiradoptedcopingstrategy.Pentinaetal.
(2016)haveexaminedthedirecteffectofpersonalinformationconcernonboththeintentiontouse
andtheactualuseofinformation-sensitivemobileapps.When“securityparadoxes”occur,specific
factorsmayoverrideotherfactorsandleadindividualstoendangertheirdatadespitetheirgeneral
concerns(Bailletteetal.,2018;Keithetal.,2013;Lietal.,2011).ISSconcernisthereforeimportant
whenassessingsuchsituations:Securityparadoxesmayoccurwhenthereisadiscrepancybetween
theadoptedcopingstrategyandtheindividual’sISSconcern.

HYPOTHeSeS DeVeLOPMeNT AND CONCePTUAL MODeL

Primary Appraisal and Perceived Threat
Previousresearchhasshownthattheperceptionofaneventasathreat(Siponenetal.,2014;Vanceet
al.,2012)leadsindividualstobehavemorecautiously(Bulgurcuetal.,2010).Inthecontextofmobile
devices,previousstudieshavealsofoundthathigherperceivedthreatsarepositivelyassociatedwith
theadoptionofproblem-focused(disturbancehandling)strategies,i.e.,theintentiontoimplement
countermeasures (Tuet al., 2015).Conversely, higherperceived threatsnegatively influence the
adoptionofemotion-focused(self-preservation)copingstrategies(Workmanetal.,2008).Therefore,
weproposethefollowinghypotheses:
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• H1a-b:TheperceptionofahigherBYOD-relatedthreatwill(a)positivelyinfluencetheadoption
ofadisturbancehandlingstrategyand(b)negativelyinfluencetheadoptionofaself-preservation
strategy.

Secondary Appraisal: Impact of Perceived Control
Whenasituationisperceivedasthreatening,theavailablecopingstrategiescreatetwoalternatives
(Beaudry&Pinsonneault,2005;Moseretal.,2011):Highlevelsofperceivedcontroloverinformation
protection are associatedwith threat-reducing actions (problem-focused coping),whilewhenno
behavioralternativeisperceivedasreliable,peoplechoosenonprotectiveresponses(emotion-focused
coping).

TheCMUAalsopostulatesthattheindividual’sbeliefinhis/herabilitytoadapttoaspecific
situationmoderatestherelationshipbetweenappraisalandcoping(Beaudry&Pinsonneault,2005,
p.520),i.e.,itexertsmoderatingeffectsontherelationshipbetweentheperceivedthreatandthe
problem-focused(disturbancehandling)andemotion-focused(self-preservation)strategies.

However,priorresearchinISShasfoundthatinthecaseofthreateningevents,increasedcoping
efficacy also exerted direct effects. Higher levels of coping efficacy exerted direct and positive
effectsontheadoptionofprotectiveresponses(Leeetal.,2009,Vanceetal.,2012)anddirectand
negativeeffectsontheadoptionofnonprotective,i.e.,emotion-focusedresponses(Moseretal.,2011;
Workmanetal.,2008).

Consequently,toidentifythetypeofeffect,H2wasaddedtoaddressapotentialdirecteffect,
whileH4wasaddedtoaddressapotentialmoderatingeffectthatissimilarinstrengthanddirection
(Figure1).Therefore,thefollowinghypothesesareproposed:

• H2a-b(directeffect):Whenindividualsappraiseasituationasathreat,themoreperceivedcontrol
theyhaveovertheirpersonaldeviceprotection,(a)themoreinclinedtheywillbetoadopta
disturbancehandlingstrategy,and(b)thelessinclinedtheywillbetoadoptaself-preservation
strategy.

• H4a-b(moderatingeffect):Whenindividualsappraiseasituationasathreat,thelevelofperceived
controltheyhaveovertheirpersonaldeviceprotectionwill(a)positivelymoderatetherelationship
betweenaBYOD-relatedthreatandadisturbancehandlingstrategyand(b)negativelymoderate
therelationshipbetweenaBYOD-relatedthreatandaself-preservationstrategy.

From Information Security Concern to Security Paradoxes
PriorresearchhasfoundthatpersonalISSconcernwaspositivelyassociatedwithanincreasein
perceivedrisk(Hong&Thong,2013;Kehretal.,2015;Malhotraetal.,2004).Previousliterature
hasalsoshownthatindividualswithstrongerprivacyconcernswerefoundtoadoptmorerestrictive
privacysettings(Utz&Krämer,2009)andmoreprotectivebehaviorsandprivacypolicyconsumption
(Stutzmanetal.,2011).Thus,thefollowinghypothesesareproposed:

• H3a-b (direct effect): When individuals appraise a situation as threatening, the higher their
personalinformationsecurityconcern,(a)themoreinclinedtheywillbetoadoptadisturbance
handlingstrategyand(b)thelessinclinedtheywillbetoadoptaself-preservationstrategy.

• H5a-b(moderatingeffect):Whenindividualsappraiseasituationasathreat,theleveloftheir
personal information security concern will (a) positively moderate the relationship between
aBYOD-related threat and a disturbancehandling strategy and (b) negativelymoderate the
relationshipbetweenaBYOD-relatedthreatandaself-preservationstrategy.

Contradictoryresultscanleadtotheidentificationofsecurityparadoxes.Thus,ahighlevelof
ISSconcernwithanimpactthatisoppositefromwhatwashypothesizedforH3a-bandH5a-b(for
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directormoderatingeffects)ontheadoptionofdisturbancehandlingandself-preservationstrategies
canrevealsecurityparadoxes.Otherparadoxicalsituationscanberevealedifspecificsubgroupswith
abnormalbehaviorscanbeidentified.

Control Variables
Threecontrolvariableswereincludedinthemodel.First,becausementendtoadoptmoreprotective
behavior(Lee,2011),Genderisexpectedtohaveanimpactonthechosencopingstrategy:Beingmale
willbesynonymouswithadoptingmoredisturbancehandlingandlessself-preservationbehaviors.
Second, anegative impact of ageonprotectivebehaviorswas identified (Anderson&Agarwal,
2010;Bossetal.,2015).Consequently,Ageisexpectedtonegativelyinfluencedisturbancehandling
behaviorandpositivelyinfluenceself-preservationbehavior.Third,becausethemosteducatedpeople
reportgreaterdifficultiesinmanagingprivacycontrolstoensuretheirpersonalISS(Madden,2012),
Educationisexpectedtonegativelyinfluencedisturbancehandlingbehaviorandpositivelyinfluence
self-preservationbehavior.

ReSeARCH MeTHOD

Research Design
The survey involved employees currently using or planning to use their own tablet, laptop or
smartphoneinworksettings.Thedetailsofthevariablesanditemsusedinthequestionnairecanbe
foundinAppendixA.Thoseitemswerefirstdiscussedduringthreeprofessionalworkshopsconducted
by theauthorsonBYODand thenpre-tested throughface-to-face interviewswithemployees (N
=14).Basedontheinterviewees’feedback,thequestions’readabilityandunderstandabilitywere
improvedthroughseveralrounds.Theweb-basedquestionnairewascreatedusingtheQualtricstool.
Atthebeginningofthequestionnaire,anintroductorysectionpresentedthepurposeofthestudy
anddefinedthemajorterms(BYOD,personaldevice,informationsecurity,etc.).Participationinthe
studywasvoluntary,andrespondentswereassuredthatindividualresponseswouldbetreatedwith
anonymityandconfidentiality.

Alinktothisquestionnairewasincludedinanemailpresentingthesurvey.Theadministration
ofthequestionnairewasoutsourcedbyacompanytoapanelof12,000employeesduringJuneand
July2017.Threehundredandtwelveresponseswerecollected.Afterremovingincompleteandinvalid
responses,223usableresponseswereobtained.ThecollecteddatawereanalyzedusingSmartPLS
3.2.7.

Figure 1. Research model (dotted arrows: moderating effects)



Journal of Global Information Management
Volume 28 • Issue 2 • April-June 2020

9

Construct Operationalization
Thescalesusedinthisstudy(seeAppendixA)weretakenfrompreviouslyvalidatedresearch:

• Theperceivedbehavioralcontroloverpersonaldeviceprotection(COSP)scaleswereadapted
fromVanceetal.(2012).

• Theinformationsecurityconcern(ISC)scaleswereborrowedfromMalhotraetal.(2004).
• Thedisturbancehandling(DH)andself-preservation(SP)strategiesscaleswereadaptedfrom

BeaudryandPinsonneault(2005),Workmanetal.(2008)andMoseretal.(2011).

Moderationeffectswereincludedusingthetwo-stageapproachwithstandardizedvalues(e.g.,
forinteractionplotsinFigure5).Usingstandardizedvaluesforindependentandmoderatorvariables
decreasesmulticollinearityinthestructuralmodelintroducedbyinteractionterms(Fassotetal.,2016).

AccordingtoHairetal.(2018),second-orderconstructsarebetterpredictorsofbroadlydefined
behaviors, and theyovercome the jangle fallacy.Theyalso enable a reduction in thenumberof
relationshipsinthestructuralmodel,makingitmoreparsimoniousandeasiertoapprehend(Hairet
al.,2018,p.40).Hence,“BYOD-relatedthreat”hasbeenoperationalizedasasecond-orderreflective-
formativeconstruct(Hairetal.,2017b)composedofperceivedseverityandperceivedvulnerability
(seeFigure1andAppendixA).

• Theperceivedseverity(SEV)andperceivedvulnerability(VULN)scalesusedmeasuresadapted
fromVanceetal.(2012)andSiponenetal.(2014)

Allitemsweremeasuredusing7-pointLikertscalesanchoredat1=“Stronglydisagree”and
7=“Stronglyagree.”

Withrespecttothecontrolvariables,Gender(GEND)wasincludedintheformofadummy
variable(male=0;female=1).Age(AGE)representstherespondent’sage.Education(EDUC)was
measuredthroughascaleanchoredfrom1“self-taught”to6“MS/MAandhigher”(AppendixA).

DATA ANALYSIS AND ReSULTS

Tovalidatethemeasurementsandtesthypotheses,theauthorsusedaPartialLeastSquaresStructural
EquationModeling(PLS-SEM)analyses.ThePLS-SEMapproachhasabroadscopeandisflexible
withregardtotheoryandpractice(Richteretal.,2016);itcanalsobeusedtoaddresssmallsample
sizes(Hairetal.,2017b)andsecond-orderconstructs(Hairetal.,2017a).Moreover,inlargeand
complexmodelswithlatentvariables,PLS-SEMis“virtuallywithoutcompetition”(Richteretal.,
2016;Wold,1985).

Descriptive Statistics
Inoursample,54.5%oftherespondentsweremale,and45.5%werefemale.Theproportionofsmall
andmedium-sizedenterprises(SMEs)vs.largercompanieswasapproximately44%vs.56%.The
respondents’averageagewas35.1years.

Model Assessment
Because moderator variables and reflective-formative second-order constructs were part of the
model,thetwo-stageapproachwasadopted(Hairetal.,2018,pp.53-54).Afirststage,usingthe
repeatedindicatorsapproach,computesthefirst-orderlatentvariablescores(i.e.,perceivedseverity
andperceivedvulnerability)andaddsthemtothedataset.Thisfirststagealsopermitstoobtainthe
scoresoftheindependentandmoderatorvariableswhicharesavedforfurtheranalysis.Thesecond
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stageuses the first-ordervariable scoresas indicatorsof the second-ordervariable (i.e.,BYOD-
relatedthreat)andbuildstheinteractiontermsforthemoderatorvariables.Themeasurementmodel
isthenassessed.

Overall Fit
Abootstrappingtestwasperformedon5,000iterations(Hairetal.,2017b;Henseleretal.,2016).
Themodelfitwastestedthroughastandardizedrootmeansquareresidual(SRMR)(Henseleretal.,
2016,p.12).Valuesof0.095forthesaturatedandestimatedmodels,underthethresholdof0.100,
indicateasatisfactoryfit(Hairetal.,2017b).

Measurement Model Analysis
IndicatorReliabilityandConstructs’InternalConsistencyReliability(AppendixB)

AllCronbach’sαvaluesexceed0.7,andallcompositereliabilityvaluesarewithintheinterval
[0.7-0.95],indicatingthattheymeetthe“satisfactorytogood”condition(Hairetal.,2017b).All
averagevarianceextracted(AVE)valuesareover0.5, indicatinggoodconvergentvalidityof the
constructs,aseachofwhichexplainsmorethan50%oftheindicators’variance(Henseleretal.,2016).
Discriminant Validity
InAppendixB,theFornell-Larckercriterionismetbecauseforeachconstruct,thesquarerootof
theAVEexceedsthehighestcorrelationwiththeotherconstructs(Fornell&Larcker,1981).All
theheterotrait-monotraitratiosofcorrelations(HTMT)aresmallerthan0.85(Henseleretal.,2015,
2016),showinggooddiscriminantvalidity.
Second-Order Construct Assessment
The second-order construct BYOD-related threat is modeled as reflective-formative (Tiwana &
Konsynski,2010).Thetwo-stageapproachresultsintoweightscorrespondingtothepathcoefficients
betweenthefirst-orderconstructsandBYOD-relatedthreat(Hairetal.,2018,p.55).Theyexhibit
high and positive values, highly significant and balanced (0.53 vs. 0.60), which is considered
satisfactory.Themaximalvarianceinflationfactor(VIF)valueforthefirst-orderconstructsis1.506,
i.e.,considerablybelowthethresholdof5,andthereforepotentialcollinearitybetweenthevariables
formingthesecond-orderconstructisnotacriticalissueforthismodel(Hairetal.,2018,p.62).
Moreinformationontheassessmentofthevalidityofthefirstandsecond-orderconstructscanbe
foundinAppendixD.

Structural Model Analysis
Themodel’spredictiveaccuracycanbeassessedusingR2(Figure2).R2valuesareclosetoadjusted
R2values(lessthan4%),thusindicatingthesatisfactoryqualityandstabilityoftheresults.

The bootstrapping test provides the estimates of standard errors for testing the statistical
significanceofthepathcoefficientsusingStudent’st-testsandpvalues.Figure3summarizesthe
results(seealsoAppendixC).

Disturbancehandlingbehavior(R2=0.32)ismainlytriggeredbyhighperceivedcontrolover
deviceprotection(β=0.47***)andISSconcern(β=0.22**).Self-preservationbehavior(R2=0.14)
isnegativelyinfluencedbyperceivedcontroloverdeviceprotection(β=-0.20*)andtheperceptionof
athreateningevent(β=-0.17*).ISSconcernexertsasignificantmoderatingeffectontherelationship
betweenBYOD-relatedthreatanddisturbancehandling(β=0.11*).
Effects of Control Variables (Appendix C)
Agehasnoeffectonthechosencopingstrategies.Mentendtoadoptmoredisturbancehandling
strategiesthanwomen(β=0.12*),inlinewiththeexpectedeffect.Education(β=-0.20**)isa
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factorthatdiminishestheadoptionofself-preservation(emotion-focused)strategies.Thiseffectis
theoppositeofwhatwasexpected.

Common Method Bias Assessment
Becausethesurveydatawereself-reportedandcanpotentiallybeconfoundedbycommonmethod
bias(Podsakoffetal.,2003)andbecausebehaviorwasself-assessedbyrespondentsandwasnot
actuallymeasured(Straub,Limayem,&Karahanna-Evaristo,1995),severalmeansofassessingand
minimizingthepotentialcommonmethodbiaswereused.

First, several a priori procedural remedies were used (Podsakoff et al., 2012), including
improvementstoscaleitemsthroughpreteststoeliminateambiguitiesandmixingLikertscaleswith
severalyes/noquestionsormultiple-choicequestions.

Second, the marker variable approach was adopted, following the best practices offered by
Simmeringetal.(2015,p.476).LindellandWhitney’s(2001)correlationaltechniquewasused,which
hasbeenrecentlyendorsedtoprovideanindicationoftheextenttowhichCMVmaybebiasingthe
resultsofPLS-SEMstudies(Malhotraetal.,2015).Forthatpurpose,theresearchmodelincludedan
aprioriidealmarkervariable(MV),the“blueattitude,”whichiscomposedofthreeitems(Appendix
A)thataretheoreticallyuncorrelatedwiththevariablesincludedinthemodel.Thecorrelationmatrix
anddetailedresultsarereportedinAppendixE.Theseresultsdemonstratethatthehighestsquared
correlationbetweenthemarkervariableandthelatentfactorsincludedinthemodeldoesnotexceed
2.37%,alevelthatiswellbelowthethresholdof9%(Tehseenetal.,2017).

Third,severalcrosscheckswereperformedtoincreasethereliabilityofthequestionnaire.Fourth,
theresultsofthestructuralmodeldemonstrateddifferentlevelsofsignificanceforthepathcoefficients.
Forallthesereasons,CMVbiasisunlikelytobeaseriousconcerninthisstudy.

Figure 2. R2 for the dependent variables

Figure 3. Results and significance of path coefficients4; *** p < 0.001, ** p<0.01, * p<0.05
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DISCUSSION

Interpretation of Results
Whole Sample Analyses (N = 223)

Effects of Perceived Control
Nomoderatingeffectoftherespondent’sperceivedcontrol(CtrldeviceprotectinFigure4)couldbe
identifiedontherelationshipbetweenthreatappraisal5andtheadoptedcopingbehavior.Conversely,
bothdirecteffectsofperceivedcontrolonproblem-focusedandemotion-focusedcopingbehaviors
wereobserved,witha strongpositiveeffecton theadoptionof thedisturbancehandlingcoping
strategy(H2a,β=0.47***)andanegativeeffectontheself-preservationstrategy(H2b,β=-0.20*).
Thissuggeststhatdirecteffectsshouldbepreferredtomoderatingeffectsforthreatappraisals,a
resultthatisinlinewithotherISS-relatedmodels(forexample,PMT)addressingproblem-focused
behaviors(Rogers,1983).
Effects of Threat Appraisal
Aneventperceivedasathreathasnosignificanteffectontheadoptionofthedisturbancehandling
strategy(henceH1aisnotvalidated),whileitnegativelyinfluencesself-preservationstrategy(H1b,
β=-0.17*).
Effects of Information Security Concern
ISSconcernexhibiteddirectandmoderatingeffects.Itexertsadirectandsignificanteffectonthe
disturbancehandlingstrategy(H3a,β=0.22**).Itshouldexertasignificantnegativeeffectonself-
preservationtodiscouragetheadoptionofemotion-focusedstrategies,althoughnodirect(H3b,β
=-0.09NS)ormoderating(H5b,β=0.09NS)effectcouldbeidentified.Moreover,thislastvalueis
positiveinsteadofnegative.Thisabsenceofeffectcouldindicateasecurityparadox.

However,ISSconcernpositivelymoderatestherelationshipbetweentheperceivedthreatand
theadoptionofadisturbancehandlingstrategy(H5a,β=0.11*),meaningthatthemoreconcerned
theindividual,themoreprotectivebehaviorsinwhichheorsheengages.Aslopeanalysis(Hairet
al.,2017b)wasconductedtohighlightthissignificantmoderatingeffectofISSconcern(Figure5).

Figure 4. Variable effects, hypotheses validation and security paradox
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ThethreelinesrepresenttheimpactofISSconcernontherelationshipbetweentheperceived
threatanddisturbancehandlingcopingstrategy.Thedottedlinerepresentstherelationshipforthe
meanvalueofthemoderatorvariableISSconcern.Inthiscase,thereisnosignificanteffect.However,
thehigherlineshowsthatthemoretheindividualisconcernedwithhis/herISS,themorehe/shewill
adoptdisturbancehandlingbehaviors(problem-focused),buttheoppositeisalsotrue,i.e.,forlow
levelsofISSconcern,anindividualislessengagedindisturbancehandlingbehaviors(lowerline).

Multigroup Analyses
AccordingtoHairetal.’s(2017b)guidelines,theminimumsamplesizeshouldbegreaterthan10
timesthelargestnumberofstructuralpathsdirectedataparticularconstructinthestructuralmodel.
Asthenumberofpathsdirectedatanycopingstrategyis6,thesampleshouldexceed60observations
foreachanalysis.Severalmultigroupanalyseswereperformed;onlythemostnoticeableanalyses,
i.e.,thoserevealingsignificantdifferencesamongsubgroups,arereportedbelow.

First,therespondent’sagewastestedconsideringwhethertherespondentdid(N=138)ordid
not(N=84)belongtothe“digitalnative”generation.ThistermwascoinedbyPrensky(2001)and
correspondstopeoplebornafter1980.Twosubgroupswerecreated,distinguishingdigitalnatives
fromolderrespondents.Theresultsshowthatforpeoplebornbefore1980,ISSconcernhasastronger
negativeimpactonself-preservationbehaviors(β=-0.30**)thanitdoesfordigitalnatives(β=
0.07NS).Peoplebornbefore1980aremorelikelytoprotectthemselves,asthreatappraisalexertsa
strongerpositiveimpactontheirdisturbancehandlingbehaviors(β=0.36***)thanonthoseofdigital
natives(β=-0.07NS).Fordigitalnatives(37+yearsold),ISSconcernisneversignificant,witheither
directormoderatingeffects.Theperceptionofathreateningeventhasnoinfluenceondisturbance
handlingandself-preservationstrategies(Prensky,2001;Palfrey&Gasser,2013;Wangetal.,2015).
Theadoptionofadisturbancehandlingstrategyisonlyinfluencedbytheperceivedcontrolofdigital
natives.Theseresultssuggestasecurityparadox,asthreatspertainingtopersonalinformationand
securityconcernsshould—butdonot—haveanyimpactonthispopulation.

Second,firmsizewastested,comparingSMEs(N=122)withlargercompanies(N=98).In
SMEs,respondentsconcernedwiththeirISSarelesslikelytoadoptself-preservationstrategies(β
=-0.23*)comparedwithemployeeswhoworkatlargercompanies(0.08NS).Otherresultswerevery
similartothefullsample.

Third,thelevelofISSconcernwasusedtodistinguishtwosubgroups(highconcern,N=94,vs.
lowconcern,N=786).Peoplebelongingtothe“highsecurityconcern”group,whohaveahighlevel
ofcontrolovertheirdeviceprotection,werelesslikelytoadoptaself-preservationcopingstrategy
(β=-0.32***)thanemployeesbelongingtothelessconcernedsubgroup(+0.10NS).

Figure 5. Interaction plots for high (+1 SD) and low (-1 SD) information security concern
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Notethatasubgroupanalysisbasedoneducationdidnotprovideanysignificantresults.

Highlighting Results in the French Context Compared with Other Countries
InBYODsettings,theresultsconfirmtheimportanceofindividuals’perceivedbehavioralcontrol
(Mesoetal.,2005;Thompsonetal.,2017;Tuetal.,2015)inexplainingprotectivecopingbehaviors,
aspreviouslyidentifiedintheUSAandAustralia.IntheFrenchcontext,perceivedbehavioralcontrol
overdeviceprotectionexertedthestrongestdirecteffectonthechoiceofdisturbancehandling(H2a,
β=0.47***)strategy.Anewinsightisthatperceivedbehavioralcontrolalsoexertsanegativedirect
effect(thethirdoneinmagnitude)ontheself-preservation(H2b,β=-0.20*)copingstrategy.

Inthisstudy,Frenchpeople’saverageISSconcernaboutBYODis5.21ona1-7scale.Pentinaet
al.(2016)alsomeasuredhighlevelsofpersonalISSconcernintheirstudyoftwocountries,namely,
theUSA(5.36)andChina(5.61).Inbothcountries,theindividual’sprivacyconcerndidnotappearto
playaroleineithertheadoptionofortheintentiontousepersonalinformationsensitiveapps.Their
findingwasfoundtosupporttheoccurrenceofaprivacyparadox,asconcerndidnotseeminglyaffect
eitherintentionoractualbehaviorswithregardtotheuseofmobileappsthatrequireaccesstosensitive
data,thusendangeringtheirpersonaldata.IntheFrenchcontext,ISSconcernwasshowntofoster
disturbancehandlingstrategies(i.e.,adoptingprotectivebehavior),withbothdirect(H3a,β=0.22**)
andmoderating(H5a,β=0.11*)effects.However,despitehighISSconcern,thisconstructexerted
nosignificantimpact,eitherdirectormoderating(H3bandH5b),onself-preservationstrategies.
However,anincreaseinISSconcernshouldnegativelyinfluencetheadoptionofself-preservation
strategies(i.e.,discouragingpassivity).Thiscouldalsoindicateasecurityparadox.

ApersonalISSparadoxphenomenonhasalsobeenidentifiedinastudyperformedinaBYOD-
enabled Australian university (Dang-Pham & Pittayachawan, 2015). Their study highlights the
influenceofperceived threatsonusers’ intention toperformprotectivebehaviors.Theseauthors
recommendthatacademicsandpractitionersraiseawarenessaboutthefactthatusersarenotalways
willingtocarefullyavoidmalware,evenwhentheyareengagedinpersonalactivities.IntheFrench
context,theperceivedBYOD-relatedthreatdidnotexertanysignificantimpactonthedisturbance
handlingcopingstrategy(H1a,β=0.04NS).Moreover,thesubgroupanalysisbasedonthelevelof
ISSconcerndidnotshowany impact,evenfor thehigher levelsof ISSconcern.Therefore, this
resultcouldalsorevealasecurityparadox.Conversely,anewinsightofferedbyamodelintegrating
self-preservationstrategiesisthatthenegativeimpactoftheperceivedthreatonpassivestrategies
isstrongerforthesubgroupwithhigherISSconcernthanforthewholesample(β=-0.32***vs.β
=-0.17*,forH1b).Thisresultdeservesfutureresearchinothercountriestoprovidecomparisons.

Theoretical Contributions
Thisresearchisthefirsttoaddressemployees’protectivebehaviorsrelatedtotheirpersonalinformation
anddevicesintheprofessionalcontextofBYOD.Forthatpurpose,theCMUAwasadaptedtothe
ISScontext,whichprovidedabetterunderstandingoftheproblem-focusedandemotion-focused
copingstrategies.

ThispaperisalsothefirstbothtomodelandoperationalizetheCMUAthroughstructuralequation
modelingandtoextenditviaexogenouslatentvariablestoassessindividuals’threatappraisal.The
CMUAwasextendedbyconstructsborrowedfromthePMT(Rogers,1983).The“perceivedcontrol
overdeviceprotection”constructwasoperationalizedwithmoderatinganddirecteffects.Theresults
showthatitseffectsareonlydirect,providinginsightsintohowtooperationalizethisconstructin
futureresearch.ISSconcernwasalsoaddedtothemodelwiththegoalofrevealingsecurityparadoxes,
asthisphenomenonhadnotbeenpreviouslyaddressedinaBYODcontext.TheresultsshowthatISS
concernhasdirectandmoderatingeffectsontheadoptedcopingstrategies.Severalsecurityparadoxes
couldbeidentified,i.e.,discrepanciesbetweenemployees’personalISSconcernandtheirchoice
ofproblem-focusedoremotion-focusedstrategies.InthefieldofISS,thisconcerndeservesmore
inclusioninmodelssuchasPMTormoregenerally,inallmodelsthatinvestigatecopingbehaviors.
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Finally,thisresearchhighlightsemployees’perceptionsofBYOD-relatedthreatsinFrance.ISS
concernisanimportantconstructintheFrenchcontextbecauseemployees,especiallytheyounger
ones,increasinglyrelyontheirowndevicesatworkandareparticularlyconcernedaboutpreserving
theirpersonalinformation.

Managerial Contributions
Thisresearchhighlightstheimportanceofperceivedbehavioralcontroloverdeviceprotection:It
positivelyinfluencesdisturbancehandlingstrategies(problem-focused),i.e.,toengageinprotective
measuresagainstpersonalISSissuesorunauthorizedaccesstopersonaldevicesinBYODsettings.
Incompanies,acharterthereforecouldraiseemployees’awarenessoftheneedforself-trainingon
mobiledeviceprotection.Althoughemployees’devicescanbeverydisparate,companiescanstill
provide employeeswithhints andbest practices for protecting their devices,which in turnmay
increasethecompany’ssecurity.

Inthesamevein,increasingtheperceptionofpotentialthreatsbyshowingthemostcommon
securityissuesandtheirpotentialimpactsthroughreal-lifeexamplescoulddecreaseself-preservation
(emotion-focused)behaviorscorrespondingtodenial(“Riskswillnotaffectme”)anddistancing(“I
cannotdoanything”)(AppendixA).Thisreductioninself-preservationbehaviorswouldalsoresult
inhighersecurityforemployeesandtheircompanies.

Thisstudyshowedthatwhenemployees’ISSconcernishigh,securityparadoxescanoccur.
Theimpactofsecurityparadoxescorrespondstoareductioninactivebehavior(problem-focused)in
favorofmorepassivebehavior(emotion-focused).ISSconcerncanbedevelopedthroughemployees’
trainingandawarenessraising,whichwillalsoreducethediscrepancybetweenemployees’ISSconcern
andtheirreportedbehaviors.Securityparadoxescouldbedecreasedthroughtheimplementationof
moreconstrainingmeasures,suchascharters,BYODpolicies,orspecificBYOD-relatedcontractual
requirements.

Finally,becausepreviousstudieshaveshownthatresultscanvaryaccordingtocountry,training
sessions,awareness-raisingcampaignsandcharterscouldbetailoredtovariouscountries’cultures.

Limitations and Avenues for Future Research
Despitethenumeroustheoreticalandmanagerialcontributionsofthisstudy,severallimitationsmust
beconsidered.First,respondents’actualBYODcopingstrategiesweresolicitedratherthanobserved:
Itispossiblethatactualandself-reportedcopingstrategiesdifferinpractice,evenifrespondentsare
guaranteedanonymity.Second,thisstudywasconductedsolelyinFranceand,consequently,theresults
werenotcomparedwiththoseofothercountries.Third,otherpersonalityfactorsandconstructsalso
playaroleintheformationofthreateningperceptionsrelatedtoBYOD.Theadditionofotherfactors
tothemodelwoulddefinitelywarrantfutureresearch.Fourth,atanorganizationallevel,companies
thatareparticularlysensitivetodatasecurityissuesmayimplementmorerestrictiveorganizational
protectivemeasures that increasingly threaten thepersonal information ofBYODadopters, thus
influencingemployees’BYOD-relatedbehavior.Fifth,theselectionoftherespondentswasleftto
theinterviewers,asrespondentswerepartofapanel.

Severalavenuesforfutureresearchcanbeexplored.Itwouldbeinterestingtostudythepopulation
of digital natives (37+ years old), as significant differences between older individuals could be
identified,leadingtopotential“generationalsecurityparadoxes.”Itwouldalsobeusefultocompare
severalgenerations(GenX,YandZ),asstudiesaddressingagedifferencesarestillrelativelyscarce
(Lai&Li,2005).Thecausesofsecurityparadoxesalsodeserveexploration,astheymayprovide
valuableinsightsintohowtoactontheirdriversandbarrierstoreducetheiroccurrence.Finally,
comparingBYOD-relatedissuesamongdifferentcountrieswouldprovideadditionalinsight,asthe
importanceofcountryculturewaspreviouslyobservedinthecontextofmobileapplicationsand
stemmingbehaviors.Inthesamevein,itwouldbeusefultoaddressthelevelofconcernexpressed
byemployeesindifferentcountriesabouttheprotectionofpersonaldataversusprofessionaldata.
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CONCLUSION

This paper aimed at better understanding coping strategies stemming from threats perceived by
employeesconcerningtheISSoftheirpersonaldatainaBYODcontext.Theresearchmodelwas
builtonthethreatappraisalpartoftheCMUA,complementedwiththePMT,toprovideinsights
regarding the determinants of problem-focused and active strategies (i.e., disturbance handling)
comparedwithemotion-focusedandmorepassivestrategies(i.e.,self-preservation).Inaccordance
withtheCMUAandpreviouscoping-basedstudies,perceivedbehavioralcontrolwasmodeledas
havingpotentialdirectandmoderatingeffects.ISSconcernprovedtobeeffectiveonthedetection
ofsecurityparadoxesinleisurecontexts,andtherefore,thisconstructwasaddedtothemodelto
identifysecurityparadoxesintheprofessionalsettingofBYOD.Asurveywasconductedamong223
employeesintheFrenchcontext,representingaspecificareaofstudy.

This article offers several theoretical and managerial contributions. The main theoretical
implicationofthispaperisthisnewmodel,allowingtoinvestigateemployees’protectivebehaviors
relatedtotheirowninformationandtoolsintheprofessionalcontextofBYOD.Themodelallows
determinantstobeidentifiedandproblem-focusedandemotion-focusedstrategiestobecompared.
Second,theresultsshowthatperceivedbehavioralcontrolexertsonlydirecteffectsonbothcoping
strategies,whileISSconcernexertsbothdirectandmoderatingeffects,butonlyonthedisturbance
handling(problem-focused)strategy.Third,theresultshighlightsecurityparadoxes,i.e.,discrepancies
betweentherespondents’ISSconcernandtheadoptedcopingstrategies.

Thispaper’smainmanagerialcontributionshighlighttheimportanceofperceivedbehavioral
controltotheadoptionofmoreproblem-focusedandactivecopingbehaviors,leadingtoimprovement
inemployees’personalISS.

TheliteraturereviewstatesthatFrenchnationalcultureplaysanimportantroleintheadoption
ofBYODduetosecurityandprivacyconcernsrelatedtotechnical(securingapplicationsonmobile
devices)andsocial(negotiatingwithsocialpartners)constraintsmixedwithlegalobligations(DPA,
RTBF,andGDPR).Therefore,whenconductingfutureresearchinothercountries,itwillbeimportant
totakeintoaccountFrenchspecificitiesbeforecomparingtheresults.Frenchcultureshouldalsobe
takenintoaccountinthedevelopmentoftrainingsessionsandawarenessraisingcampaigns.

Finally,becausethispaperidentifiedaveryimportantgapbetweendigitalnativesandolder
generationsthatleadstosecurityparadoxes,theauthorssuggestconductingfuturestudiesinthis
direction and obtaining comparisons between France and other countries when studying coping
strategiesinthecontextofBYODandpersonalISS.
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6 SubgroupsaresmallerbecausevaluesclosetotheaveragevalueofISSconcernwereremoved.
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APPeNDIX A: QUeSTIONNAIRe AND DeTAILeD CONSTRUCTS
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APPeNDIX B: MeASUReMeNT MODeL ANALYSeS

Table 1. Construct reliability and validity and inter-construct correlations

Squared root of AVE in bold, along the diagonal.
DVs: Dependent variables, IVs independent variables,
LOCs: Lower order constructs, forming the “Threat” higher order construct (HOC).

Table 2. Discriminant validity: HeteroTrait-MonoTrait ratio of correlations (HTMT)

CVs = Control variables
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APPeNDIX C: BOOTSTRAPPING ReSULTS FOR PATH COeFFICIeNTS

Table 3. Discriminant validity: Cross-loadings
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APPeNDIX D: SeCOND-ORDeR CONSTRUCT ASSeSSMeNT

Assessment of lower-order constructs (LOCs)formingthehigher-orderconstruct(HOC)“Threat”:

1. AsadvisedbyHairetal.(2018),bothLOCshaveanequalnumberofindicators;
2. TheLOCs’internalconsistencyreliabilityissatisfactory(seeTable1inAppendixB),as(1)all

Cronbach’sαvaluesexceed0.7,and(2)allcompositereliabilityvaluesarewithintheinterval
[0.7-0.95].Averagevarianceextracted(AVE)valuesareover0.5,indicatinggoodconvergent
validityforbothconstructs;

3. BothLOCsalsosatisfydiscriminantvalidity(seeTable2andTable3inAppendixB),between
eachotherandotherconstructs,excludingtheHOCtheyform:(1)AllHTMTaresmallerthan
0.85(2)theFornell-Larckercriterionismet,asthesquarerootofeachconstruct’sAVEexceeds
thecorrelationwithotherconstructs;and(3)indicators’loadingsoneachconstructarehigher
thanthecross-loadingswiththeotherconstructindicators’loadings;

4. Themaximalvarianceinflationfactor(VIF)valuefortheLOCsis1.506,i.e.,considerablybelow
thethresholdof5,andthereforepotentialcollinearitybetweenthevariablesformingtheHOC
isnotacriticalissueforthismodel(Hairetal.,2018,p.62).

AssessmentofLOCsweightsandtheirsignificancefortheHOCBYOD-relatedthreat:

TheLOCsweightscorrespondtothepathcoefficientsbetweentheLOCsandthereflective-formative
HOC(Hairetal.,2018,p.55).Theyarestrong,positive,highlysignificantandbalanced(0.53vs.
0.60),whichisconsideredsatisfactory(Hairetal.,2018).

APPeNDIX e: COMMON MeTHOD BIAS ASSeSSMeNT

Highestsquaredcorrelation:0.1542=2.37%
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APPeNDIX F: COMPARISON BeTweeN THe PMT AND THe CMUA

Theelementsintegratedintheresearchmodel(inFigure6)areshowningray.
TheCMUAisbasedonthecopingtheory,whichis“muteregardingwhatelementsofadisruption
areusedinprimaryappraisal”(Beaudry&Pinsonneault,2005,p.498).
Inthismodel,theprimaryappraisalisthethreatappraisal,whilethesecondaryappraisalisthecoping
appraisal.Thereisonlyoneadaptationstrategy,theprotectionmotivation.
The twoconstructs addedbyRogers (1983)permit anassessmentof the threat appraisal that is
missingfromtheCMUA.
Because it is exclusivelyproblem-focused, thePMTdoesnotpermit anexplanationof the self-
preservationstrategies(emotion-focused).

Figure 6. The coping model of user adaptation: adapted from Beaudry and Pinsonneault (2005)

Figure 7. The protection motivation theory: Adapted from Rogers (1983)
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