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Abstract—The complexity and the decentralization of Micro-
Grids have led to management and diagnosis issues because of
using distributed power sources, especially the renewable
energy sources. Wireless Sensor Networks can substitute part of
the communication infrastructure of the Micro-Grid, it deploys
between its elements in order to ensure data flow in real time. It
allows energy management applications to have more
interesting cost and efficiency. The present work discusses the

Wireless Sensor Networks usage dedicated to energy
management and default diagnosis in Micro-Grids.
Keywords—Micro-Grid,  Sensor  Network, Energy

Management, Default Diagnosis.

1. INTRODUCTION

The present power grid is going through an enormous
transformation which has emerged a new approach: the
Micro-Grid (MG) [1]. It comprises Distributed Sources (DS),
storage devices and loads [2], and it became the fundamental
subcomponent of the power grid. The MG interest rises
because of its structure, the perspective of a scalable and
viable approach to integrate DS which increases the
apportionment over a wide area [3]. Between different types
of DSs, renewable energy sources become more widespread
in MG because of environmental factors and the unavailability
of fossil fuels [2]. Thus, MG deployment leads to an enormous
increasing and complex structure which need a particular
interest for the energy management issues.

In general, there are two management types for electric
grids: centralized and decentralized. In a decentralized
management, the control system is based on a network of
autonomous local controllers, each responsible for an entities
which are controlled in harmony with the system goals [4].
This increases the communication speed and fault tolerance,
the wrong decisions of the devices may affect locally, but not
as a whole grid when an operator is responsible to run the
entire system, it is the case of centralized control [5]. Because
of the distributed character of MG, traditional management
systems, which are designed to manage large production units
operating under a centralized way, can hardly manage a MG.

Thus, the management mechanism of MG must be done in a
decentralized way [3].

In previous works we discussed the efficiency of several
techniques use in MG energy management. We took into
account the decentralized way of the MG operation and the
different management objectives [3]. From a perspective view
of management, the primary intention of MG is to ensure
energy delivery to loads, reducing operational cost and
environmental emissions while stabilizing the electrical
infrastructure [3,6]. The Multi Agents Systems (MAS)
technique is very useful to manage and control MG elements
and operation because of its decentralized working even when
the MG is connected to the main grid or islanded [7]. These
intelligent algorithms need the availability of information to
be collected in real time. To do this, MG is richly interwoven
with several sensors connected through a Wireless Sensor
Network (WSN) [8].

WSN becomes an important part of MGs as its use is
considered as cost effective solution for many purposes: to
control, to monitor, to measure in MG [1]. WSN is widely
used in several fields: military [9], agriculture [10], medicine
[11], industry [12] and in electric energy applications [13].

In this paper, we will discuss the uses of WSNs for the
management and he default diagnosis of MGs. The paper is
organized as follows: in Sections II, we started with the
definition of the MG, its structure and its operation modes. In
section III we introduce the basic concepts of WSNs.
Thereafter, a review of their uses in MG, in the interest of both
issues, respectively, management and control, and default
diagnosis. Finally, we concluded the paper in Section IV.

II.  MICRO-GRID

A. Micro-Grid Definition

The MG is a power grid subcomponent which delivers
electrical energy to a small community. According to the U.S.
Department of Energy (DOE), MG is defined as “a group of
interconnected loads and distributed energy resources within
clearly defined electrical boundaries that acts as a single
controllable entity with respect to the grid” [14].
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B. Micro-Grid Structure

MG structure is not always the same, whether it operates
in Direct Current (DC) or Alternating Current (AC) depending
on the utilities, each MG includes an electrical infrastructure
superimposed with a communication one.

The electrical infrastructure ensures the power flow in the
MG and consists typically of three types of components:
Distributed Sources (DS), distributed storage devices, and
different loads [2]. DSs are the generators of electric energy in
the MG. They can work with fossil fuels (diesel, gas turbine,
etc.) or with renewable resources (photovoltaic, wind turbine,
etc.). Distributed storage devices (flywheels, energy
capacitors, batteries, etc.) ensure the energy storage in order
to provide it to loads if necessary [2]. Loads are the
consumption devices of the MG which can be linear or
nonlinear.

The communication infrastructure of the MG is the WSN
deployed on the system in order to ensure the data flow. It
gathers different measurement as for example consumption,
weather conditions, power production, etc. These
measurements are very important for the control of the MG
[15].

An example of residential MG that can be connected to the
main grid is illustrated in Fig. 1.

. Communication grid

Photovoltaic
panel

Electrical grid

= = == Microgrid limit

—
Wind turbine ﬂ
’/9
Fuel cell

Battery

Electric Vehicle

House loads

Fig. 1. An example of Micro-Grid structure

C. Micro-Grid Operation Modes

MGs are localized grids that can disconnect from the main
grid to operate autonomously. There are two operation modes
for MG:

e Grid-connected mode: where MG exchanges electric
energy with the upper level grid which is called the
main grid.

e [slanded mode: electrically isolated, MG has no energy
exchange with main grid [7].

III. WIRELESS SENSOR NETWORKS FOR MICRO-GRIDS

MG operation needs to be equipped with tools able to
communicate with MG elements and environment in order to
collect information about the energy consumption behavior,
energy production, environment condition and the storage,.
The collected data facilitate the enhance of the reliability of
the MG and the management of energy balance by means of
different algorithms applied to the demand response balancing
[16]. The data collect about the different elements of the MG
can be accomplished using sensing, metering, and
communication services [17].

In MGs, sensors are used for detecting faults, component
failures, malfunctions, and sensing environmental conditions.

WSN is a group of sensors that could communicate with
wireless  technology having low operational and
implementation costs [18].

In fact, sensors are battery-powered devices with limited
resources. For that, characteristics as storage capacity,
processing speed, and communication bandwidth need to be
taken into account when developing WSN; particularly, in the
context of MG, where extensive communication among
sensors is needed [15].

A. Challenges of Wireless Sensor Network in Micro-Grids

Most electric MG infrastructure has only the minimum
level of monitoring and automation and the majority of critical
equipment of the MG is not even monitored, because the
existing remote sensing, monitoring, and fault diagnostic
solutions are still expensive to be applied on a large-scale and
pervasive basis [13]. In order to cognize the equipment
condition which enables MG to respond to the changing
conditions in an appropriate manner and proactive way. The
WSN submitted the cost and energy effective solution to do
that [19].

WSN can be used for DS that located in harsh
environments to control the MG energetic behavior and
monitor intermittent energy production [1]. Their un-
predictable behavior breeds more challenges in the MG
management and operation. Various parameters of DS and
loads can be effectively measured and communicated using
WSN, in order to control the energy balance in MG.

The great interest in WSN technologies due to having a
number of advantages as interesting cost, energy economic,
easy deployment and flexibility [13]. Otherwise, there is
several challenges of implementing WSNs in MG
communication:

e Environment- in MG environments, the sensors may
be subjected to Radio Frequency (RF) interference,
corrosive or caustic environment, dirt, dust, and other
conditions that affect their performances [20].

e Security- this plays a definitive part in the design of
WSN to prevent attacks and interventions. These
include external attacks, eavesdropping, or jamming

attacks and other active attack techniques (node
capturing, routing attacks, flooding) [1].

e Remote access- integration with the internet and other
sensor networks became necessary to access data or
control of WSN, that complex the architecture as there
is a protocol translation needed for all data packets.

e Reliability and latency requirements- The control and
management of an islanded mode of MG is a time-
sensitive operation. It becomes a difficult issue to
achieve quality-of-service requirements and other
network specifications such as latency, packet loss,
congestion control etc. [19].

e Deployment and autonomy- WSNs will have a large
number of nodes spread over MGs. In most instances,
the placement of these nodes can be random, this
requires the WSN nodes to establish connections and
maintain network connectivity autonomously.

B. Wireless Sensor for Micro-Grid Management

The literatures is rich with examples of WSNs
implementation in MGs for the management and control.
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Indeed, WSN in MG for management purposes and control
has been presented in [17], [21], [22], and surveyed in [23].

The study in [17] focused on residential energy
management in order to reduce cost by managing the loads
through optimization scheme uses, whereby proposing an
energy management tool based on IEEE 802.15.4 protocol.
The tool performance under various scenarios was evaluated
such as priority-based scheduling. By simulation, a ZigBee
sensor network has been used to control loads, Apart from
providing an optimizing scheme, this simulation study does an
initial analysis of sensor network parameters such as delay,
delivery ratio, and jitter, in consideration of monitoring
application with fixed and varying packet sizes. Network
topology is presented in Fig. 2 where ZigBee allows two types
of devices: Full Function Device (FFD) which can
communicate with their peers and Reduced Function Device
(RFD) which are simpler as edge nodes. As a result, WSN
performances decreased with increasing packet size and the
jitter was negligible.

Home room 1

Home room 3 Home room 2

@O RFD @ FFD @ 802.15.4 communication module

wireless connection

Fig. 2. Wireless Sensor Home Area Network topology [17]

In [15], the authors investigated the same communication
protocol used in [17] by comparing two routing topologies in
the context of MG (Fig. 3), in order to make energy and cost
more effective. Simulation results showed that the reliability,
service quality, packet loss, delay, and energy consumption
issues, can be achieved by used topology. Mention that, in
order to keep the WSN in longer duration energy constraints
parameters for the sensors as the listening of the channel,
routing protocol frames exchange, retransmission when error
and the number of nodes to reach the coordinator, should be
degraded by the network.

Remote Node

Star Topaology Mesh Topology

Fig. 3. Wireless Sensor Network different topology [15]

Another type of communication has been used in [24],
where low power, wide area network (LoRaWAN) proposed
to achieve a higher coverage range in MG, allowed the
integration of sensors that can be located far away from the

MG core. By implementation, LowRaWAN node should
obtain online voltage and current reading of several MG
sources by using modules and energy meter. In order to
monitor and optimize the management of MG, which can be
done by obtaining information from heterogeneous data
sources, and evaluated both packet loss and quality of signals.
WSN has been implemented to increase the capabilities of the
existing monitoring system that allowed remote management
for the MG.

C. Wireless Sensor for Micro-Grid default diagnosis

MG breakdown may be caused by element faults (PV
disconnect or DS failure, battery problems, etc.),
environmental factors (solar radiation, wind speed, etc.), or
incorrect operation (DS dismiss, unbalance demand side
management, etc.).

In [25] authors proposed decentralized voltage quality
monitoring architecture based on employment of self-
organized Sensor Networks. Each node could detect local
voltage quality anomalies automatically, through this
paradigm, each node can get access to performances of the
monitored site (acquired by local data) and global
performances of the MG (computed by data exchanges
among neighbor nodes). Thus, it makes inclusive monitoring
architecture highly scalable, self-organizing and distributed.

A fault diagnosis meter was developed in [26] based on a
ZigBee WSN for photovoltaic DS in order to reduce the
hardware size and conduct remote fault diagnosis. The
proposed approach required extracting the energy data, real-
time solar radiation and module temperature. It has the
advantages of less learning time, higher accuracy, and less
memory consumption. The fault diagnosis method discussed
is to obtain current radiation and module temperature, both
together used with the characteristics captured for the DS,
which including the maximum output power, the voltage and
current at that point and open-circuit voltage for the module
array during the operation, then identify whether it is under
normal operation or a fault has occurred. By experiment,
results showed that mobile fault diagnosis meter based on
intelligent method has a high level of accuracy in fault
identification.

An experimental study [13] has presented a WSN
implemented in different environments including industrial
power control room, and underground network transformer
vault. The study uses a communication tool that supports
IEEE 802.15.4, and focused on how to characterize and
measure link quality in WSN deployed in MG environment
by using two different radio-hardware link-quality metrics
one for energy signal, the other for chip error rate. It was
concluded that the background noise changes with
temperature and interference levels.

Experiments in [27], for Packet delivery measurement in
intensive WSN deployment in three realistic environments,
by using linear topology with a single sender for about 60
sensor nodes showed that the packet loss in the physical layer
was about 10-30% and 50-80% communication energy is
wasted in overcoming packet collisions. The study found that
packet delivery performance is a function of sensor
characteristics, environment, and physical layer coding
scheme.
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IV. CONCLUSION

WSNss consist of hundreds of sensor nodes that may be

deployed in a relatively complex environment such as in the
MG one. They are considered as a cost-effective solution for
MG data collecting, and they are being used for several
purposes. In this paper, we discussed the uses of WSNs for
the management and the default diagnosis of MGs.
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