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Abstract In this paper, we investigate the possibili-
ty of using optical injection to efficiently suppress the
time-delay (TD) signatures of chaotic signals in a large
experimentally accessible parameter range of semicon-
ductor ring lasers (SRLs). We also study how this opti-
cal injection can improve the signal bandwidths. The in-
jection signal is obtained from a master SRL with either
optical self- or cross- feedback. For optical self-feedback
configurations, it is found that the suppression of TD
signatures is similar to what has been found in injected
Fabry-Perot semiconductor lasers, i.e., narrow range of
parameters with respect to the detuning and injection
strengths. For cross-feedback configurations, however,
the TD signatures can be suppressed in a wide range of
parameters meanwhile the bandwidths are significant-
ly improved for the same range of parameters. This is
particularly useful for the security in chaos-based com-
munications and also for generating random bits with
improved properties.
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1 Introduction

Semiconductor lasers with optical feedback [external-
cavity semiconductor lasers (ECLs)] have been the ob-
ject of intensive research given their potential applica-
tions in chaos-based communications, reservoir comput-
ing, compressive sensing, and random number genera-
tion (see [1-5] and references therein). Recently, howev-
er, there has been a marked growth in research on the
optimization of their dynamical regimes such as chaos.
In particular, the suppression of the time-delay (TD)
signature related to the periodicities of the external-
cavity modes determined by the external-cavity length
has attracted considerable attention (see [2] and ref-
erences therein). The exposure of a key parameter in
ECLs, i.e., feedback TD, is deemed to be a security
vulnerability for chaos communications [6]. The exis-
tence of noteworthy autocorrelation features around the
feedback TD reduces the randomness and increases the
post-processing complexity in random number genera-
tion [7]. Particularly for chaos-based communications,
early works on chaotic lasers with feedback showed that
even when the TD signature is concealed in the inten-
sity dynamics I(¢) [8], it may in some cases still be
inferred by applying the same identifiers to the optical
phase dynamics ¢(t) [9]. For these reasons, novel ap-
proaches for suppressing the TD signature in chaotic
sources have been reported [10-19]. Optical injection
has been shown as a possible way to generate enhanced
chaotic signals, exhibiting suppressed TD signatures,
improved chaos bandwidth and dynamical complexi-
ty. For example, TD signature suppression in both I(t)
and ¢(t) has been achieved by unidirectionally inject-
ing the output of a “master” ECL into a “slave” semi-
conductor Fabry-Perot laser. But, the injection param-
eter space region allowing for such signature suppres-
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sions is rather narrow for linewidth-enhancement fac-
tors less than 5 [18]. This means that the suppression
of TD signatures in large parameter ranges would be
hardly achieved in optically injected Fabry-Perot lasers
because linewidth-enhancement factor is typically less
than or equal to 5 in lasers. It is therefore of interest
to explore whether the suppression of the TD signa-
tures can be obtained in other lasers under the optical
injection in a large parameter space regions even for
moderate linewidth-enhancement factors (i.e., < 5).

In this paper, we choose to carry out such a study
using semiconductor ring lasers (SRLs). Our choice is
motivated by the fact that, among the different lasers,
SRLs are characterized by a cavity with a circular ge-
ometry, and thus can support two counter-propagating
modes: a clockwise (CW) and a counter-clockwise mod-
e (CCW) [20,21]. Such unique features can allow the
implementation of different feedback configurations: a
single SRL can be used to implement a self-feedback
configuration (a part of the output signal from one di-
rection is injected back to the same direction) [22] or a
cross-feedback configuration (a part of the output sig-
nal from one direction is injected back to the oppo-
site direction) [23]. With cross-feedback configuration,
it has been proven that it is possible to generate chaot-
ic signals with extremely weak TD signatures both in
the intensity and the phase dynamics [23]. However,
this simultaneous TD concealment both in the intensity
and phase dynamics is possible only either for relative-
ly large values of linewidth enhancement factor (i.e.,
> 5 while the typical value is &~ 3.5) or for self-and
cross-saturation values which are about 10 times less
than the typical values. In addition, chaos bandwidth
is typically low in SRLs as compared to Fabry-Perot
lasers. These constraints would limit the use of a single
SRL with feedback for achieving high speed applica-
tions. To improve this performance, we numerically in-
vestigate here whether a “slave” SRL (S-SRL) optical-
ly injected by a “master” SRL (M-SRL) under optical
self- or cross-feedback can generate chaotic dynamics
with improved properties. In particular, we investigate
the ability of this system for simultaneously achieving
TD concealment and improved bandwidths in a large
range of experimentally accessible parameters even un-
der moderate linewidth enhancement factors. We show
the results of the TD signatures both for the intensity
and phase dynamics when the M-SRL is under either
self-feedback (SOF) or cross-feedback (COF). To illus-
trate the benefit of enhanced dynamics features on a
specific application, we show the randomness features
of two bitstreams generated one from a master dynam-
ics and another from the slave response to this master’s
dynamics for substantial slave SRL parameters where

the TD concealment and improved bandwidths are ob-
tained.

The paper is organized as follows. The theoretical
model for an optically injected SRL is presented in Sec-
tion 2. Section 3 presents the results for the suppression
of TD signatures, and compares the cases of M-SRL un-
der SOF and COF. In Section 4, the enhancement of
chaos bandwidth is studied briefly. In Section 5, we ap-
ply the time series with and without TD signatures to
random bit generation, and discuss their performance.
And finally, a basic conclusion is given in Section 6.

2 Numerical model

The system consists of a “slave” SRL optically injected
by a “master” SRL with either SOF [Fig.1(a)] or COF
[Fig.1(b)] feedback. For each configuration, a part of
the output signal of M-SRL directional mode is inject-
ed into the same directional mode of the S-SRL, i.e.,
CW-to-CW and CCW-to-CCW. Figure 2 shows the full
scheme under investigation.

The dynamics of the system can be obtained by
simulating the two-mode rate equation model assuming
that SRLs operate in a single longitudinal mode [24],

Erq =6(1 4 ia) [g1aNg — 1]E1q — k(1 — 6k)e™® Ey,

+mFi(t), (1)
Esq =k(1 + ia) [g2a Ny — 1]Eaq — k(1 + 0k)e'® E1,

+ maFa(t), (2)
Ey =k(1 +ia) [g1sNy — 1]Eyy, — k(1 — 6k)e™ By,

+ 'YEla (t o Tinj)efiwannj+i2wAft, (3)
Fay =k(1 4+ ia) [gap Ny — 1] Eop — k(1 + 5k)ei¢E1b

+ Y Egq(t — Tinj)e WaTing Ti2mAft (4)

Nab =ynltt = Nap = g1a,16Nap [ Era,10]
— 92a,26Nap |E2a,2b\2]- (5)

where the subscript a, b stands for the M-SRL (S-SRL),
FE, and FE are the slowly varying complex envelopes of
CW and CCW modes, and N is the carrier population
inversion. The last terms in Egs.(1) and (2) account for
the feedback. For SOF configuration, Fi(t) = E1(t —
m9)e'? and Fy(t) = Eq(t — 71)e?. For COF configura-
tion, Fi(t) = Eo(t—m2)e and Fo(t) = Ey(t—11)e?.
and 72 are feedback rates, 71 and 75 are delay times, and
0 is the constant feedback phase. Note that n =1, = 12
and 7 = 7y = 7o are assumed for the case of SOF. The
last terms in Eqgs.(3) and (4) account for the optical in-
jection, w, being the solitary laser frequency of the M-
SRL, 7 the injection rate, 7;,; the coupling delay time
and Af frequency detuning. g; = 1 — s|E1|? — ¢|Es|?



Enhancing optical-feedback-induced chaotic dynamics in semiconductor ring lasers via optical injection 3

(a) SOF (b) cor

)

clay

ine

Delay|
line

Delay
line

Fig. 1 Schematic of the master SRL with (a) SOF and (b)
COF. CW: clockwise mode, CCW: counter-clockwise mode.
The slave SRL is similar to the master SRL but does not have
feedback.
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Fig. 2 Schematic of an optically injected SRL. SRL, semi-
conductor ring laser; M-SRL, master SRL; S-SRL, slave SR-
L; CW, clockwise; CCW, counterclockwise; EDFA, erbium-
doped fiber amplifier; VOA variable optical attenuator; OC,
optical circulator; PC, polarization controller; FR, optical
fiber reflector.

and gy = 1 — s|E3|? — ¢|E1|? are the differential gains
in which s and ¢ are phenomenological self- and cross-
saturation coefficients, p is the renormalized injection
current (u = 0 at transparency and pu = 1 at lasing
threshold), x is the field decay rate, vy is the car-
rier decay rate, and « is the linewidth enhancement
factor. The linear coupling between the two counter-
propagating modes is added through the backscattering
rate ke'® modeled by an amplitude k& and a phase shift
¢. The intrinsic backscattering is, in general, asymmet-
ric due to unavoidable imperfections introduced during
device fabrication [25]. Therefore, an asymmetry dk is
added in the backscattering amplitude, but this asym-
metry does not have significant effect on the TD signa-
tures.

In our simulations, we assume identical internal pa-
rameters for the two SRLs and we neglect spontaneous-
emission noise: o = 3.5, p = 2.5, s = 0.005, ¢ = 0.01,
k=100ns"t vy =0.2ns" ! k=044 ns~ !, 5k = 0.2,
¢p=0=15n =5ns"1 1 =6ns"1,n=25ns"1,
Tm =5mns, 7 =7mns, T =6ns, w, = 2.22 x 101°
rad-s~!, and Tinj = 0 ns. These parameters are typi-
cal of laser diodes consisting of a cavity with a circular
geometry [22,23]. Our control parameters are therefore
the injection strength and the detuning Af. With these
parameters, the relaxation period of the free-running
SRL is Tro = 27/+/2(p — 1)ynk = 0.81 ns, which is
much smaller than the feedback delay times (i.e., long-
cavity regime). Note that the feedback strength 7 has
been chosen such that all the time-delays can be readily
retrieved by computing the known delay identifiers from

the M-SRL signals. Thus, for different values of v and
Af, we will systematically investigate the conditions
under which the S-SRL suppresses the TD signatures
identifiable on the M-SRL signals. While other TD i-
dentifiers exist, we will use the autocorrelation function
(ACF) which has proven to be efficient [8,13]. It will be
computed from the intensity time series I(t) or from the
phase time series ¢(t), and the peaks around the delay
times and their multiples will be identified as TD signa-
tures when they can be clearly distinguished from the
background noise. The ACF measures how well a time
series z(t) matches in the linear sense its time-shifted
by At version x4(t) [9]. It is defined as

C(At) =
(fze () — (e O o () —{mas D) (g
\/ (120 (8) = (@a ()7 ([o0,s (8) = (w06 ()]7)

with a = b, z5(t) = z(t + At), and < - > the time
(i.e., t) average. To quantify the correlation between
two different time series (i.e., a # b), we define the
cross-correlation coefficient p(At) in the same way. The
value of the correlation coefficient lies in the range —1 <
p(At) < 1 with higher value of |p(At)| meaning better
synchrony.

3 Numerical results

The rate equations have been integrated using a stan-
dard fourth-order Runge-Kutta method with the fixed
time step of 1 ps. We only consider the cases for which
the M-SRL yields chaotic dynamics in both modes.

3.1 M-SRL under self-feedback

Figure 3(al) shows a typical temporal profile of the
intensity I(t) for CW (blue) and CCW (red) modes
of the M-SRL under SOF while Fig. 3(a2) shows their
associated optical spectra. The broadband featureless
nature of both indicates the master laser operates in a
chaotic regime. Figure 3(b1) and 3(b2) display the ACF
computed from I(t) and ¢(t), respectively. As expected,
pronounced peaks are observed close to the TD position
and its multiples, i.e., 7 and T = 27, in the ACF of I(¥)
and ¢(t). In particular, it can be noted that the peaksize
at 7 is higher than that at 7. This means that 7 is
the time-delay which dominates the dynamics of each
mode. Also, only a moderate feedback level of n = 2.5
ns~! has been considered. More obvious TD signature
is observed for larger values of 7. So, the TD signatures
can be always inferred both from the intensity and the
phase dynamics of M-SRL under SOF.
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Fig. 3 (al) CW and CCW intensities in M-SRL under SOF,
(a2) their associated optical spectra, (bl) ACF computed
from I(t), and (b2) ACF computed from ¢(t). Red: CCW;
blue: CW. Vertical dashed lines indicate the different delays.
The time traces for CW mode are vertically shifted for better
visual clarity, whereas the spectra are overlapped.
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Fig. 4 ACF computed from I(t) (left) and ¢(¢) (right) in the
S-SRL for (a) Af = 0 GHz and v = 35 ns~ !, (b) Af = 10
GHz and v = 35 ns™ !, (¢c) Af =20.4 GHz and v = 84 ns 1!,
and (d) Af = 25 GHz and v = 85 ns~!. Red: CCW; blue:
CW. Vertical dashed lines indicate the different delays.

When the master is unidirectionally coupled to the
S-SRL, the latter’s response depends on its parameters.
Figure 4 shows examples of TD signatures of the S-SRL
for different injection conditions. In (a), the S-SRL is
locked to the chaotic optical injection from the M-SRL
such that the outputs of the two lasers are highly cor-

Fig. 5 ACF Peaksize computed from I(t) of CW (left) and
CCW (right) as functions of v and Af in the S-SRL for (al)
and (a2) 7, (bl) and (b2) T

related. In such a case, the S-SRL shows similar TD
signatures as the M-SRL. However, for substantial val-
ues of v and Af, significant reduction of all the TD
signatures is found [see Figs. 4(b)-(d)].

In order to identify the parameter range for which
the S-SRL can successfully suppress the TD signatures,
we extract the peaksize in the autocorrelation i.e., the
maximum autocorrelation peak (absolute value) in time
windows around time-delay z, W(x) = [z — 0.02z,z +
0.02z], where x = {7,T}. The ratio 0.02 was chosen
such that the considered range is large enough to in-
clude its own delay peak and should also remove in-
terference from the ACF peak of other delays in the
system. Figure 5 displays the results for the peaksize
computed from I(¢) in (Af, v)-plane for T (al,a2) and
T'(bl, b2) considering the CW and CCW dynamics of
the S-SRL. As in optically injected edge-emitting laser-
s (EELs) [18], it is seen that a very narrow range of
~ and, mostly positive, Af values (dark blue) ensures
weak TD signatures both in CW and CCW modes.

3.2 M-SRL under cross-feedback

Figure 6(al) displays some typical temporal profiles of
I(t) for CW (blue) and CCW (red) modes of the M-SRL
under COF, and Fig. 6(a2) shows their associated op-
tical spectra. Figures 6(b1) and 6(b2) display the ACF
computed from I(t) and ¢(t), respectively. It is seen
that only the delay signature related to T can be in-
ferred from the ACF from ¢(t). However, pronounced
peaks are observed close to the TD positions and their
multiples, i.e., 71, 79, and T' =~ 7 + 72 when the ACF
is computed from I(¢), as also shown in [23].

Figure 7 displays several distinct examples of the
TD signatures of the S-SRL under various injection
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Fig. 6 (al) CW and CCW intensities in M-SRL under COF,
(a2) their associated optical spectra, (bl) ACF computed
from I(t), and (b2) ACF computed from ¢(t). Red: CCW;
blue: CW. Vertical dashed lines indicate the different delays.
The time traces for CW mode are vertically shifted for better
visual clarity, whereas the spectra are overlapped.
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Fig. 7 ACF computed from I(t) (left) and ¢(¢) (right) in the
S-SRL for (a) Af = 0 GHz and v = 20 ns™!, (b) Af =5
GHz and v = 10 ns~ !, (¢) Af = 15 GHz and v = 48 ns ™1,
and (d) Af = —15 GHz and v = 15 ns~!. Red: CCW; blue:
CW. Vertical dashed lines indicate the different delays.

conditions. Three cases can be distinguished: i) Time-
delays can be readily retrieved as in the master when
the S-SRL is locked to the M-SRL [Figs. 7(al) and (a2)];
ii) all TD signatures are strongly attenuated as a re-
sult of the interaction between the optical injection and
the relaxation oscillation of the slave laser [Figs. 7(b1),
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Fig. 8 ACF (left) and DMI (right) computed from I(t) in
the S-SRL for (a) Af = 17 GHz and v = 52 ns—!, and (b)
Af = 20 GHz and v = 57 ns~!. Red: CCW; blue: CW.
Vertical dashed lines indicate the different delays.

15 20 0 5 10
At (ns)

15 20

(b2), (1) and (c¢2)]; iii) only the TD corresponding to
the total delay T and its multiples can be identified
from the ACF of I(t) or ¢(t) [Figs. 7(dl) and (d2)],
while the signatures of the feedback delays (71 and 72)
are strongly suppressed both in I(¢) and ¢(t). From the
time series (not shown) of the intensity and phase dy-
namics, however, we have found that the slave dynamics
becomes very weakly chaotic for the values of Af and
v used in Fig. 7(d) [i.e., Af = =15 GHz and v = 15
ns~!]. This may explain why the TD corresponding to
the total delay T' can be readily inferred in this case.

To further confirm the strong suppression of all TD
signatures involved, we employ another TD identifier,
delayed mutual information (DMI), which is a statistic
measure based on information theory, measuring the
nonlinear dependence of two variables; see [8,9] for the
definition. We consider two additional sets of the in-
jection parameter and present the results for ACF and
DMI computed from I(t) in the S-SRL in Fig. 8. (The
results for ¢(t) are not shown, since the phase variable
always embodies better concealment of TD signatures;
see Fig. 7.) A comparison between these ACF and DMI
plots shows excellent agreement between both identi-
fiers as expected, indicating that, on the one hand, all
TD signatures are effectively suppressed, and on the
other hand, we have ample reason to just use the single
tool, ACF, for detecting T'D signatures throughout this
study.

Figure 9 shows a full scan in the (y, Af)-plane of
how the peaksizes around the time-delays 71, 72, and T
evolve. Here the peaksizes are retrieved in time windows
around a delay time z, W(z) = [z — 0.02z, z + 0.02z],
where x = {7, 72, T}. Again, only the results of the
ACF from I(t) are displayed here because Fig. 7 has
shown that the ACF computed from I(t) is more suit-
able to identify the time-delays for COF configuration.
It turns out that CW and CCW modes have similar
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Fig. 9 ACF Peaksize computed from I(t) of CW (left) and

CCW (right) as functions of v and Af in the S-SRL for (al)
and (a2) 71, (bl) and (b2) 72, (c1) and (c2) T.
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Fig. 10 (top) pmaz between the two SRLs and (bottom)
PE of the S-SRL as functions of v and Af. Left: CW; right:
CCW.

TD features [Fig. 9(al-a2,b1-b2)]. The regions for the
suppression of the TD signatures with respect to the
two delays (71 and 7o) are clearly overlapped mean-
ing that the same sets of parameters can be used to
generate signals with simultaneous TD concealment in
both directions. As compared to Fig. 5, the range val-
ues in which 71 and 75 are simultaneously concealed is
broad, and is extended over both positive and negative
frequency detuning Af. Interestingly, there also exists
regions where the signatures of all time-delays includ-
ing the total delay (T') are very weak. We have verified
that, in addition, none of the time-delays can be de-
termined from the cross-correlation between the CW

and CCW modes. The results in Fig. 9 reveal that the
significant reduction of TD signatures can be achieved
in a large parameter range from the S-SRL when it is
injected by a M-SRL subject to COF configuration.

It has been found that the complexity of the slave
laser can increase when the master and the slave are
unlocked. This further complexity can be benefit for
obtaining weak TD signatures [18,26,27]. In order to
determine the similarity between the system complex-
ity and the injection-locking, we show in Fig. 10 the
peaksizes in the cross-correlation p,,., and the sys-
tem complexity characterized by permutation entropy
(PE) [27-29]. To estimate PE, we choose the embedding
dimension D = 5 and the embedding delay 7. = 71§24
(with 2, = 1 ps™! being the sampling rate) for the
sampled time series [18,22]. It is worth noting that the
estimation of PE is very sensitive to the choice of the
embedding delay, which accounts for the time scales of
the underlying dynamics [29]. Again similar results are
obtained for the CW and CCW modes. When compar-
ing to Fig. 9, there is a clear overlap between the region
where TD signatures are well reduced and the region
where the complexity of the system is larger (higher
PE), outside the injection-locking region (pma. < 0.85).
This further confirms that the suppression of TD signa-
tures and complexity enhancement are achieved, pro-
viding that the operation of the master-slave system
stays away from injection locking. This has also been
previously observed and explained for other optically
injected laser systems [16, 18]. Moreover, one can also
notice the difference in complexity between the region-
s where all time-delays are effectively suppressed and
where only the delay multiples can be identified [see
Fig. 10(b)].

cw
100 cov 30
- (a1) (a2)
2 50 25
= 20
2 0
2100 15
S 1) . (b2) 10
2 50
£ 5
0

-30 -15 0 15 30 -15 0 15 30
Frequency detuning Af (GHz)

Fig. 11 Bandwidth of the S-SRL when its M-SRL under
SOF (top) and COF (bottom). Left: CW; right: CCW.
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Fig. 12 Examples of rf spectrum: (a) the M-SRL under
COF, (b) the S-SRL when the injection parameters are
Af = 5 GHz and v = 10 ns~!, and (c) the S-SRL when
the injection parameters are Af = 15 GHz and v = 48 ns— 1.

4 Bandwidth enhancement

In the previous section, we have shown the conceal-
ment of TD signatures in an S-SRL optically inject-
ed by an M-SRL. In the parameter plane of injection
rate and frequency detuning, an improvement in TD
suppression and complexity has been found, especial-
ly when the M-SRL subject to COF. Now we explore
whether enhanced bandwidths can be obtained in (Af,
v)-plane where TD concealment occurs. To this end,
we define the value of the bandwidth as that for which
the range between the DC and the frequency contain-
s 80% of the spectral power. Figure 11 shows in the
(Af, v)-plane of how the calculated bandwidths of the
S-SRL evolve, for both the cases of the M-SRL under
SOF and COF. The color maps clearly indicate that
the chaos bandwidth of the S-SRL can be significant-
ly enhanced when the injection parameters are chosen
outside the injection-locking region. It is worth noting
that the calculated bandwidths are very sensitive to the
value of the frequency detuning. This is because there is
a peak around the detuning in the radio-frequency (rf)
spectrum which represents a frequency resulting from
strong beating between the S-SRL field and the inject-
ed light from the M-SRL, as will be shown below. An
example of bandwidth comparison between the M-SRL
under COF and the S-SRL is presented in Fig. 12; Fig.
12(a) shows the rf spectrum of the M-SRL as reference.

As shown in Figs. 12(b) and (c), broader and more flat
rf spectra are obtained in the S-SRL indicating that, for
appreciate parameters, the S-SRL exhibits faster oscil-
lations than the master. A careful comparison to Figs.
7(b) and (c) shows that chaos bandwidth enhancement
and very good TD suppression are simultaneously re-
alized, which represents a vivid example of enhanced
chaotic dynamics generated in the S-SRL.

Table 1 Results of NIST statistical tests for bit se-
quences based on the M-SRL. The results have been
performed using 1000 samples of 1 Mbit data. The
significance level , for Success, i.e., the P value (u-
niformity of p values) should be larger than 0.0001
and the proportion should be in the 0.99 + 0.0094392
range [30]. For the tests that produce multiple P val-

ues and proportions, the worst case is shown.

Statistical test P value Proportion Result
Frequency 0.469232  0.9940 Success
Block frequency 0.019993 0.9780 Failure
Cumulative sums 0.765632 0.9930 Success
Runs 0.160805 0.9840 Success
LongestRun 0.994720  0.9910 Success
Rank 0.130369  0.9950 Success
FFT 0.919131 0.9870 Success
NonOverlappingTemplate 0.019188  0.9910 Success
OverlappingTemplate 0.382115 0.9830 Success
Universal 0.184549  0.9840 Success
ApproximateEntropy 0.002778 0.9760 Failure
RandomExcursions 0.001425 0.9902 Success
RandomExcursionsVariant 0.164844  0.9935 Success
Serial 0.000064 0.9520 Failure
LinearComplexity 0.284024  0.9860 Success

Table 2 Results of NIST statistical tests for bit se-
quences based on the S-SRL.

Statistical test P value  Proportion  Result
Frequency 0.311542  0.9920 Success
Block frequency 0.846338  0.9920 Success
Cumulative sums 0.428095 0.9890 Success
Runs 0.151190  0.9940 Success
LongestRun 0.620465 0.9850 Success
Rank 0.618385  0.9900 Success
FFT 0.743915  0.9910 Success
NonOverlappingTemplate 0.010606  0.9860 Success
OverlappingTemplate 0.626709  0.9940 Success
Universal 0.167184  0.9840 Success
ApproximateEntropy 0.355364  0.9880 Success
RandomExcursions 0.053926  0.9889 Success
RandomExcursionsVariant  0.036868  0.9857 Success
Serial 0.316052  0.9910 Success
LinearComplexity 0.866097  0.9940 Success
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5 Potential Benefit of Improved Chaotic
Dynamics

In order to link the enhanced chaotic dynamics to the
improvement in the performance of a potential appli-
cation, we now compare the randomness properties of
two bitstreams constructed from the master and slave
output signals simultaneously recorded. Concretely, we
apply the same post-processing to master signals and
slave signals that are the response output signals of the
slave to the same master signals. The parameters are
the same as in Figs. 12(a) and (b), where the TD signa-
ture in the master signal is very obvious while that of
the slave signal shows strongly attenuated TD signature
and also an improved bandwidth. In order to achieve
efficient generation of random bits, we adopt the high-
order finite differences (HFD) procedure (see [5] and
references therein), which is efficient to extract random
bits from any source of randomness with nonsymmetric
distribution. One benefit of this post-processing is that
it is not necessary to operate under the optimal con-
ditions regarding the chaotic dynamics and acquisition
process. This is because the calculation of HFD reduces
dependence on these properties. It is highly efficient to
generate bit sequences of 1 Gbits for randomness test-
ing with the help of this approach, which leaves out
the time-consuming procedure of generating very long
chaotic signals with Eqgs. (1)-(5).

For the two sequences, we carried out the 30th-
order finite differences of a sequence of the floating-
point numbers were calculated. The choice of the order
of 30th is somewhat arbitrary, but this means that only
about 4 x 107 digitized samples are needed for generat-
ing 1 Gbits sequences. We test the random properties
of our sequences using the NIST tests (NIST Special
Publication 800-22 [30]). We found that an extraction
of 25 least significant bits (LSBs) from each sample for
the S-SRL passes all the NIST statistical tests for ran-
domness (see Table IT), while three tests (block frequen-
cy, approximate entropy, and serial) are not passed for
the case of the M-SRL (see Table I). The reason for
extracting only 25 LSBs is that strong correlations ap-
pear in the bit stream after the calculation of HFD and
one should discard certain most significant bits to e-
liminate these correlations. When 28 LSBs out of 30
are retained from each sample (the results of the NIST
tests are not shown here for this case), only 5 out of
the 15 NIST tests passed for the sequence from the
M-SRL signal while up to 12 tests passed for the cor-
responding sequence from the S-SRL signal. These t-
wo examples evidence that the injection of SRLs, as
for other types lasers, can allow to improve the chaotic
features (reduction of TD signatures, improved band-

widths, etc..) useful for random bit generation. We have
also tested simpler post-processing, say, LSB selection
and bitwise exclusive-or (XOR) operation as that used
in [31], based on the shorter bit sequence (160 Mbits).
Again, we found that it is much easier for the bit se-
quence from the S-SRL signal to pass the NIST tests
than for that from the M-SRL signal (not shown here)
confirming the way of enhancing chaotic dynamics of
SRLs through chaotic optical injection.

6 Conclusion

We have numerically investigated the conditions under
which the optical injection into an SRL is helpful for
the suppression of the TD signatures in chaotic signals
generated by an SRL subject to feedback. Although our
system requires the use of two different SRLs, it offers
some attractive benefits including better the suppres-
sion of the TD signatures and enhanced chaos band-
width in a wide region of the injection parameters.
More importantly, these features can be obtained even
for moderate values of linewidth enhancement factors
and also with typical values of self-and cross-saturation
terms as compared to [23]. In this study, we have consid-
ered two different feedback configurations: self-feedback
and cross-feedback. When the slave SRL is injected by
a master SRL subject to self-feedback, similar results
as those obtained with optically injected EEL laser [13]
and injected vertical-cavity surface-emitting lasers are
obtained. Only a narrow range of injection rates and
the detunings can be used to reduce significantly the T-
D signatures in this configuration. When the slave SRL
is injected by a master SRL subject to cross-feedback,
there exists a large range of injection rates and, positive
and negative, detunings for which the two main time-
delays embedded in the model can be suppressed. In
addition, we have identified ranges of these parameters
for which all the time-delays, including the total time-
delay can be effectively suppressed. These features are
unique for an SRL subject to chaotic optical injection
from another SRL under cross-feedback. Moreover, our
numerical results have also shown that the injection is
suitable to obtain more broader signals the slave SRLs.
To appreciate the impact of our results, we have used
the NIST tests to compare the randomness of the bit
sequences constructed using the output signals of the
master SRL and the slave SRL. It has been evidenced
that, unlike the bitstreams constructed from the mas-
ter SRL signals, those constructed from the slave SRL
signals with improved chaotic features passed all the
NIST tests. Thus, our results contribute to further im-
prove the randomness properties of chaos-governing bit-
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streams and also to enhance the security in chaos-based
communications.
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