Equilibrium axisymmetric halo model for the Milky Way and its implications for direct and indirect dark matter searches