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Temporal framing of a finite memory observer for network control
systems applied to measurement losses and integrity recovery

Julien Thuillier, David Delouche, Jacques Fantini and Frédéric Kratz

Abstract— This paper focuses on a tool to estimate lost data
on network control systems. The tool is also able to detect loss of
data integrity and estimate the correct value. A new formulation
of the Finite Memory Observer using a finite collection of
measurements and input is proposed to achieve these goals.

First, the realisation of this tool is based on a Markov
chain used to implement an event triggering mechanism applied
to models of lost network measurement packets. The Finite
Memory Observer (FMO) is based on a continuous time system
model which corresponds better to time management in further
works. The new formulation, dealing with loss of measurement
packets, uses timestamping of data received to adjust the
data estimation-predictions generated. The propagation of data
loss in the observer’s window and its effect on the estimate
is presented. Finally, on a simple packet loss scenario, the
accuracy of this prediction-estimation observer is presented.

Secondly, the FMO is used to detect modification of data.
Given the packet strategy, when a data modification is de-
tected, the associated measurement will be not used for its
estimation/prediction.

I. INTRODUCTION

Emerging industries reveal new challenges especially to
digital communication. The correct functioning of production
lines relies on reliable communication networks. However,
today, most industrial systems face communication problems,
such as packet losses and delay. The system safety and
reliability becomes doubtful.

This paper focuses on two of the most frequent communi-
cation disturbances of real time systems: measurement loss
and integrity loss. Packet losses of measurements drastically
impact the control and diagnosis of these systems.

The packet loss behaviour model in communication net-
work has been well explained in [1], [2], [3] and [4]. The
impact of perturbation on performance of system tools is
analysed in [5], [6], [7], [8] and [9].

Therefore, it is proven that the loss of data in the commu-
nication network disturbs the performance and diagnosis of
the system.

Given the complexity of network control systems, the
perturbation model has to be defined for each communication
system structure ([10] and [11]).

First, the characteristics of time-triggered transmission
network are modified (Fig. 1).

J. Thuillier is with INSA Centre Val de Loire, Laboratory PRISME EA
4229, France julien.thuillier@insa-cvl.fr

D. Delouche is with HEI campus Centre, Laboratory PRISME EA 4229,
France david.delouche@yncrea. fr

J. Fantini is with University Orleans, Laboratory PRISME EA 4229,
France jacques.fantini@univ-orleans.fr

F. Kratz is with INSA Centre Val de Loire, Laboratory PRISME EA
4229, France frederic.kratz@insa-cvl.fr

{ Event Trigger

Mechanism ETM 1

Decentralized
controller

Fig. 1: Even trigger transmission scheme

Sensors are triggered with constant sampling period Ts €
S ={Ts,2+Ts,...,k x Ts} in N. Communication over the
network follows the same period, therefore some data in S
will be lost on the network at the sample time.

In this paper, a tool based on a FMO is proposed to
estimate the lost data and recover the data integrity. FMO
[12][13] has been adapted to many applications such as fault
detection [14], diagnosis [15] and hybrid system [16]. Based
on these work, a FMO to predict and estimate packet losses
is developped.

This paper is organized in four parts. First, the systems
used here are presented and the system behaviour after packet
loss is analysed. Secondly, the FMO used for measurement
prediction and estimation is introduced. Thirdly, a method for
recovering the system integrity using FMO is developped.
Section IV provides numerical simulations to illustrate the
recovering methods of packets losses and system measure-
ment integrity.

II. FINITE MEMORY OBSERVER

The aim of this work is to demonstrate the ability of the
FMO to respectively, estimate and predict correct values
with or without data losses. The prediction can be used
by the controler to continue working in a proper way or
complementary to a subsequent diagnosis. For this reason,
the FMO is formulated in a time vector collection form.
Analysis of the prediction’s accuracy in function of packet
loss behaviour is also studied. The effectiveness of using the
previous prediction will also be treated.

In the next sections, the temporality of differential equa-
tions is used to formulate the FMO in a way concording with
packets losses and integrity losses.



A. Dynamic Finite Memory Observer

Given the linear state-space representation system defined
by equation (1):

Ax(t) + Bu(t)
Calt) + v(t) M

where, A, B, C are the state space representation matrices
with appropriate dimensions. x € R™ is the state vector,
u € R™ the input vector, y € RP the measurement vector
and v € RP the gaussian noise measurement vector with
E(v) = 0 and E(v)E? (v) = R.

State x(t) at a time ¢ can be expressed in function of a
previous time state ¢ — g, written z(t — to) in (2).

t
z(t) = eMox(t —to) + / A Bu9)dd  (2)
t—to

Extracting z(t — to) from (2), and multiplying by e~4(~t0)

gives:
t

2t —to) = e~ AMog(t) — / AC-10-0 Bu(0)do  (3)
t—to

The delayed measurement can be expressed in function of
the current state by multiplying (3) by C' and adding the
noise measurement.

y(t —tg) = CeAox(t)

t 4
eAt=t0=0) By (0)dl + v(t — to) @

t—to

-C

Thus, the previous time measurement y(t — to) is expressed
in function of the current state x(t). Let Y (¢) be the time
t collection (or window) of data composed of previously
available measurements (5). The window’s length is size L
and steady through time. The window contains the L last
data’s measurement collected and timestamped at time £.
Let T be the time vector associated to Y. (¢,T) : T =
[to,tl, ~~~7tL71] with tg < t1 < ... <tp_1.

Then, the window of available measurements with times-
tamp 7' used to estimate or predict a value at a time t is
YL (f, T)

y(t —to)
t—11

v = | " )
y(t —tr-1)

The equation (4) is applied to Y7,(¢, T') given the following
system of equations (6).

t
Yt — to) = Ce=Abog(t) — C / eAU=10-0) By (9)dp
t—to

+v(t —to)
t
y(t —t1) = Ce Miz(t) — C eAt=t1=9 By(9)do
t—t1
+ U(t — tl)

y(t —tp_1) = Ce Me=1a(t) +v(t —tp_y)
t

-C eAt=t-1=) By (9)dh

t—tr—1
(6)

The dimensional expression of (6) is:

YL(ta T) = WL(T)m(t) - (I)L(ta T) + VL(t’T) (7)

with,

Ce~Ato v(t — tg)
Ce=At1 v(t —t1)

WL(T) = 7VL (tv T) = .

Ce At ’U(t - thl)
C [i,, et Bu()do
C [ eAt=t=0)By()do
wery= | e

C [, ettt Bu(h)d
Given Zp(t,T) = Y (t,T) + L (t,T),
Zy(t,T) — Vg (t,T) = Wr(T)x(t). ®)

Py, is the covariance matrix of the Gaussian noise component
VL (t, T)Z

P =E[VL(t, T)VE (t,T)] 9)
with
R 0 ... 0
=Y
: . .0
0O ... 0 R

The solution of the equation (8), &, (¢|T) is obtained using
the least square method [15]:

EL(tT) = (Wi (T)P; ' Wi (T) "' W (T) Py Zo(t,T) (10)

Choosing Q' = (W} (T)P;*Wy(T))~" simplified the
form of (10).

The estimation error and its variance are ([15],[17]):

E@(t) —y(t) =0  war(j(t) —y(t)) =Q;" (1)



ITII. PROBLEMATIC OF SYSTEM WITH
MEASUREMENT PACKET LOSSES

Next, the temporality of differential equations to formulate
FMO (Finite Memory Observer) is applied on systems with
packet losses.

The model of a network control system subjected to losses
of packets presented by [1] is used. This model allows the
use of a set number of successive packet losses. Given system
subject to network disturbances is defined as:

(t) = Ax(t) + Bu(t)
y(t)= Cz(t)+ov(t) ifeo=1 (12)
y(t) = empty if =0

where the boolean variable ¢ = 1 when the packet is

received, and ¢ = 0 when the packet is not received. The
variation of ¢ can be modelled by a Markov chain (Fig.
2) where the probability of the state of the next packet
reception state is only determined by the current packet
reception state. Using this model, the probability of a certain
number of successive packets losses can be computed using
the stationary distribution of the Markov chain.

Pac%(gt rec)eive

Packet lost
= (¢=0)

P, Py

Fig. 2: Behaviour of measurement packet loss

Then, this paper studies the behaviour of the values
estimated using the observer in the case of packet losses.

This section presents the strategy of FMO dynamic es-
timation based on previously received data, as well as the
dynamic of the observer’s matrix computed using measure-
ments.

Table I represents the behaviours of the FMO’s structure
in a three packet loss scenario example. In the first case, at
time ¢ = 2 the FMO window (green area) of size L = 3
is composed of three data received previously (with 7' =
[0,1,2]T). The FMO estimates the system state at ¢ = 2.

In the second case, the measurement at ¢ = 3 is lost so that
y(3) is empty and the data window of the observer has to
use the “old” measurements with timestamp 7' = [1,2, 3]T.
In this case, the observer will provide a prediction of the
measurement at ¢ = 3 (grey zone). The dynamical structure
of the FMO will take into account only the timestamp of
the available data as present in the associate table, which
means that the measurements contained in the window will
not be updated.

Finally, the measurement data corresponding to timestamp
(t = 4) is received from the system. The data at ¢t =
3 previously predicted (in the grey area) and considered

TABLE I: Dynamical structure of FMO for a specific sce-
nario of packet loss

Case 1: Time t = 2

T T T
45| ° received data
] lost data
observer’s window
° 4+ e 3 ° ° ° -
=
<
>
s
<
= 35 . = 8
3+ = ° -
Il Il Il Il Il
0 2 4 6 8 10

y(t) y(2) 3.5
Yo, T)=(y(t-1) | =y@)| =1 4
y(t—2) y(0) 4

Case 2: Time t = 3
T T T

45l . received data ||
: ] lost data
observer’s window
o 4+ e ° ° ° ° -
=
<
-
8
<
S35 ° . -
3 | ) |
Il Il Il Il Il
0 2 4 6 8 10
time
y(3) = empty

Case 3: Time t = 4
T T T

a5l ° received data ||
: ] lost data
observer’s window
© 41 e ° 3 e 3 —
=
<
>
s
<
< 35 ° . =
3 | ) =
| | | | |
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time

y(3) = empty, y(4) =3
y(t) y(4) 3
Ve T) = (y@-m) _ (y@)) _ ()
y(t—3) y(1) 4

continuously non available will be ignored. The measurement
window of the FMO will be updated by adding the new




data and deleting the oldest data so that T = [0,2,3]T.
The numerical structure of the FMO changes in accordance
with the numerical values of the measurement and associated
timestamp.

The evolution of the T" vector packet of the FMO is:

-0-00-0) -

IV. PROBLEMATIC OF MEASUREMENT
INTEGRITY LOSS

Besides the situation of packet loss where no data is
received, the proposed FMO-based strategy can also be
applied to ensure diagnostic of system functioning with
data received but modified also called integrity loss. After
packet loss, integrity loss is one of the biggest causes of
the insecurity of network control systems. Today, integrity
modification by external attacks is a major security issue
(CIA - Confidentiality Integrity Availability, Fig. 3), leading
to abnormal functioning of network systems and risk for
industrial plants.
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Fig. 3: Cyberattacks on a communication network [18]

Data integrity loss can cause serious consequences ([19],
[20] [21D).

In this case, the output data y is modified over the com-
munication network. The modification of the measurement
is represented by a variable v (¢) added to the output:

y (t) = y(t) + (1)

where 1 (t) = 0 when the received data is correct; otherwise,
the received data has been modified by attack on the network.
The value and variation of v is bound to the attack method
[22] and [23].

Given a modification of y at each instant ¢, after reception
of a new measurement y(t) (¢ = to), the difference (residual)
between y(¢) and its FMO estimation §(¢)) using the previ-
ous data collection Y (¢t,T), T = {t1,...,tr} is computed.

(14)

If the residual gets out of the previously set interval, a
modification on measurement is detected.

Only data previously checked by the detection tool are
used to guarantee the quality of prediction (Z(t), §(t)).

V. NUMERICAL SIMULATIONS

In this section, the estimation-prediction accuracy of FMO
in different packet loss and integrity loss scenarii is illus-
trated.

A. System studied

Given the following four tank system ([24], [25], [26])
(Fig. 5): the system is controlled by a decentralized LQG
controller while measurement are communicated through a
network.

Tank 3 Tank 4

— —

Tank 1 Tank 2

'
i

Pump 1 ... oo Pump 2

— —

Fig. 4: Quadruple tank system

The linear state space representation of the system is given
by (1):

z(t) = Az(t) + Bu(t)
y(t) = Cux(t)+o(t)
where
= 0 0 1
A = 0 O 1 ,B - 0 3
0 -0.05 -0.7 0.1

(t) = y1(t) = Level in tank 1
v = yo2(t) = Level in tank 2

x € R? is the state vector, u € R the input vector, y € R?
the measurement vector and v € R? the noise measurement
vector with var(v) = 0.1. The simulation is built using a
continuous time representation and the measurements are
discretized at sampling time 7 = 0.1s.

A window length L = 5 FMO is placed near the controller
and receives the system data from the network as does the
controller (Fig. 5).
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Fig. 5: Locations of FMO and controller around the quadru-
ple tank system

B. Scenario of packet loss

First, the evolution of the FMO estimations with different
packet loss behaviours is presented. Moreover, the propaga-
tion of this event corresponding to Table I is described.
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Fig. 6: Original measurement and estimation with and with-
out packet loss

Fig. 6 shows the evolution of received measurements and
their estimations. Packet losses on both measurements are
observed at ¢t = 2.9s, t = 3.1s and t = 4.1s. When
measurement packets are lost, the FMO tool is able to
provide correct estimations and keep the system working
correctly and continuously. Moreover, the FMO formulation
is able to dynamically adapt its structure to realize correct
estimation - prediction (Fig. 7).

0.02 T T T

O Estimation error y — i

o

Error estimation y, — 9

Fig. 7: Estimation error

C. Scenario of integrity loss

During the simulation a modification of output integrity
occurs from ¢t = 1.1s to t = 1.4s

In this paper the threshold is defined as |§(¢t|T) — y(¢t)| >
3y/max(eig(Q; ")) with eig(Q; ") the eigenvalues of Q*,
the received measurement y(¢) is considered modified, then
estimated value §(¢|T") replaces the received measurement.

Fig. 8 illustrates an attack on data integrity. Then, the FMO
is able to detect measurement modification and compute an
estimation of the attacked measurement.
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Fig. 8: Estimation error with and without packet loss

The different results presented in this section illustrate the
ability of the FMO to predict data loss and modification.
Moreover, the estimate error increases when a successive loss
of packet happens but remains within an acceptable interval.



VI. CONCLUSIONS AND PERSPECTIVE

In this paper, a new formulation of a finite memory
observer based on a finite collection of measurement is
proposed to deal with packet loss and data integrity problems
on network control systems.

This FMO is able to estimate and predict a system’s state
using an appropriate sliding window of measurements. A nu-
merical simulation provides a correct estimation-prediction
in the case of packet loss and data integrity loss. The
simulation results confirm the ability of the FMO to detect
the integrity and availability of data.

These two points are key aspects of the risk analysis for
network control systems.

This paper confirms the efficiency of a FMO in the case
of network system security breach.

Works in progress involve the computational simplification
aspects and the use of this observer in real-time applications.
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