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ABSTRACT 

In future networks, with the advent of massive machine type com-

munications (mMTC), physical layer security is becoming a signif-

icant research area in the fifth generation (5G) and beyond 5G (B5G) 

communication systems. Device fingerprinting is a widely con-

cerned technology to enhance the security of radio frequency (RF) 

based wireless systems. Meanwhile, visible light communication 

(VLC) is developing rapidly due to its remarkably high throughput 

performance in indoor situation and its security advantages for both 

privacy and health. In this paper, a VLC device fingerprint extrac-

tion and identification method are presented to improve the security 

of Visible Light Communication (VLC) in the 5G network. This 

method is based on the fingerprint of Light Emitting Diodes (LEDs) 

has been investigated theoretically and verified experimentally. 

Moreover, laboratory demonstration result shows that the finger-

prints of five identical white LEDs could be extracted and identified 

successfully. The best identification accuracy was up to 98.8%. 

CCS CONCEPTS 

• Security and privacy → Mobile and wireless security. 
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1 Introduction 

With the enormous growth of wireless devices and the deep in-

tegration of information technology into numbers of industrial 

applications, the 5G network is expected to support massive user 

connections and exponentially increasing wireless services. In 

addition, due to a tremendous amount of Internet-of-Things (IoT) 

featured by the massive Machine-Type Communications 

(mMTC) extensive application in the 5G network, high data rates, 

high connection density, ultra-reliable low latency communication 

(URLLC) and security must be urgently provided by the future 5G 

network [2]. Hence, traditional radio frequency (RF) networks, 

which are already crowded, are arduous to satisfy these high de-

mands [20]. One of the new communication technologies that has 

been proposed as an auspicious solution for the 5G and beyond is 

visible light communication (VLC) [3]. VLC provides the nomadic 

access in hundreds of terahertz (THz) of unlicensed optical spec-

trum, immunity to electromagnetic interference, safety and security, 

simple implementation and deployment of systems [19]. These ex-

citing assets generate considerable research and industrial interests 

for indoor VLC, especially with the approval of the IEEE 802.15.7 

standard [10] and the European H2020 project Internet of Radio 

Light (IoRL), which was the first to propose a hybrid indoor opti-

cal-radio network in convergence with the 5G Era [4,17,18]. The 

advantage of VLC compared to RF communication system [3] and 

its applications scenarios [1,27] has been discussed widely in the 

VLC literature. The security capacity of a VLC or Li-Fi network is 

proved to be at least an order of magnitude higher than a Wireless 

Fidelity (Wi-Fi) network due to the internet characteristics of the THz 

band [24]. Due to the line-of-sight light propagation and the 

impermeability for non-transparent objects, the VLC channel ex-

hibits higher security in a single-user or private room scenario. 

However, in public areas such as classrooms, libraries, hallways, or 

planes, security of the transmitted signal cannot be guaranteed [13]. 

Meanwhile, device fingerprinting, the process of gathering 

device information to generate device-specific signatures and 

using them to identify individual devices, has emerged as a poten-

tial solution for the 5G network to reducing the vulnerability of 

wireless networks to node forgery or insider attacks [23]. Its low-

complexity and difficult or impossible to forge property could be 

perfectly matched with the security requirements of the 5G net-
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work. Notably, Wireless device identification via Radio Frequency 

(RF) fingerprint becomes a widely concerned physical layer se-

curity mechanism [26] and has  been  investigated  in  Wi-Fi, LTE 

and Zigbee systems. It provides a probability to accomplish the 

access authentication and target device identification in the 

physical layer. Recently, a RF fingerprint-based device-identifi-

cation method successfully demonstrated 92.29% identification 

accuracy on a set of seven 2.4 GHz commercial ZigBee devices 

[12]. Device fingerprinting schemes can also be applied in the 

same spirit to VLC systems. However, the distinctive transmis-

sion protocols and modulation schemes of VLC systems such as 

intensity-modulation direct detection (IM/DD), direct current 

(DC) biased optical orthogonal frequency division multiplexing 

(DCO-OFDM) [6] necessitate the development of  new device fin-

gerprinting methods specific to VLC systems. 

There is little research on VLC device identification. 

However, drawing lessons from the successful works on device 

identification via RF fingerprint provides the possibility to pro-

pose the appropriate and efficient device identification method for 

VLC systems. The conception of RF fingerprint was firstly pro-

posed by Hall et al. in 2003 [8]. This device identification method 

is featured by the detection of the transient signal emitted by the 

transmitter. Until 2008, Kennedy et al. was the first to introduce 

the device identification method based on the steady state signal 

[11]. Afterwards, a large body of  literature is  dedicated to the gen-

eral issues of design, implementation and identification algorithm 

relevant to many kinds of RF identification systems [14–16,22]. 

A comprehensive overview of high-level issues in the context of 

device identification method via RF fingerprint is summarized by 

Xu et al. [23]. 

In this paper, an LED fingerprint-based device-identification 

method is proposed for VLC communication systems. The inher-

ent characteristics of LEDs are used as their fingerprints to iden-

tify each of them. Based on the proposed LED fingerprint model, 

the corresponding extraction method for device identification is 

designed and experimentally verified. The main contributions of 

this paper can be summarized as follows: 

• The LED fingerprint model is established. Based on an 

LED equivalent circuit, the parameters, which represent the 

LED’s inherent and stable characteristics are chosen to es-

tablish the LED feature vector. The feature vector of each 

LED is defined as its fingerprint. 

• An LED fingerprint extraction and identification method 

are designed. By fitting the power spectrum of the received 

signal, the LED feature vector can be extracted. Meanwhile, 

a K-means clustering based classifier is employed to per-

form the registration for authorized devices. According to 

the comparison with the registered fingerprints, an access 

device can be identified. 

• A simulation-based demonstration of the proposed device 

identification method is employed. The fingerprints of five 

commercial white LEDs were extracted and identified by 

the proposed method. The accuracy of the identification can 

reach maximum 98.8%. 

The rest of this paper is organized as follows: section II illus-

trates the methodology of the proposed approach. The simulation-

based demonstration results and analysis are detailed in section III. 

Finally, discussion and future work are contained in section IV. 

2 METHODOLOGY OF DEVICE 

IDENTIFICATION 

A block diagram of a typical VLC multi-access scenario using our

 proposal is shown in Fig 1. The physical layer of a VLC system c

an be simplified by a baseband, a front-end circuit and an LED. B

y using our proposal, the received signal from a device will be sam

pled and the LED fingerprint will be extracted. If it is positively v

erified by the device identification module, this device will get the

 access permission, otherwise it will be denied. 

2.1 LED Fingerprint Model 

It is noteworthy that there is little difference between the compo-

nents of the system except for the LEDs. The nonlinearity and sat-

uration characteristic support the possibility to distinguish LEDs 

even those from the same batch [25]. Thus, an LED fingerprint 

model has been established to characterize the distinctive feature of 

each device. 

A small-signal equivalent circuit model of an LED in the VLC 

system is depicted in Fig 2. According to the equivalent circuit, 

𝑝𝑠𝑖𝑔𝑛𝑎𝑙  is the power of input signal, and 𝑝𝑜𝑢𝑡 is the power of the 

Figure 1: A block diagram of A Typical VLC Multi-access Scenario Using Our 

proposal 
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output optical signal. 𝑅𝑠 and 𝐿𝑠 are the parasitic resistance and par-

asitic inductance. 𝐶𝑑 and 𝐶𝑏 represent the diffusion and the barrier 

capacitance of the LED, respectively. 𝜂 is the photoelectric conver-

sion efficiency and 𝑟𝑑  is the small-signal diode resistance of an 

LED. The equations defining these elements using SPICE parame-

ters are the following [5,21]: 

 

 

Figure 2: A Small-Signal Equivalent Circuit Model of an LED 

in the VLC System 

Poptical = ηPelectric (1) 

gd =
1

rd
=
dId
dVd

=
𝑞𝐼𝑠
𝑁𝑘𝑇

𝑒𝑞𝑉𝐷/𝑁𝑘𝑇 ≈
𝐼𝐷
𝑁𝑉𝑡ℎ

(2) 

Cd = TT ⋅ gd (3) 

𝐶𝑏 =

{
 

 
𝐶𝐽0

(1 − 𝑉𝐷/𝑉𝐵)
𝑀
                                              𝑉𝐷 < FC ∙  𝑉𝐵

𝐶𝐽0
(1 − 𝐹𝐶)1+𝑀

[1 − 𝐹𝐶(1 + 𝑀) +
𝑀𝑉𝐷
𝑉𝐵

] 𝑉𝐷 ≥ FC ∙ 𝑉𝐵

(4) 

C = Cb + Cd (5) 

λ = [C, η] (6) 

The values of the diffusion capacitance Cd, the barrier capaci-

tance Cb and the photoelectric conversion efficiency η are the in-

herent and stable values of an LED. Once the fabrication of an LED 

accomplished and the quiescent operation point was set, these val-

ues were fixed. Due to the industrialized and standardized produc-

tion of LEDs, the dissimilarity of parasitic resistance and induct-

ance values are too slight to distinguish different LEDs. Therefore, 

the values of  η  and C constitute a two-dimensional feature vector 

λ. It can represent the inherent characteristics of an LED. As a 

result, we define the feature vector of an LED is its fingerprint. 

2.2 Extraction and Identification Mechanism 

In this section, the proposed LED fingerprint extraction and identi-

fication will be introduced. The extraction and identification Mech-

anism are illustrated in Fig.3. 

The LED fingerprint extraction of device-𝑖 will be detailed as 

an example to illustrate the proposed method. The signal transmit-

ted from device-𝑖 will be sampled by performing a Fast Fourier 

Transform (FFT) to calculate the power spectrum at the receiver. 

By fitting this measured power spectrum with its theoretical func-

tion, the feature vector results as the LED’s fingerprint.  

  Before the identification, the registration of authorized devices 

should be processed first. The feature vector of each authorized de-

vice will be extracted several times by the above method. All the 

extracted feature vectors will be stored in a database and automati-

cally classified into different classes by using a K-means 

 

Figure 3: Figure 2: LED Fingerprint Extraction and 

Identification Mechanism 

clustering classifier. All vectors of one class form a cluster repre-

senting an authorized device. Meanwhile, the classifier will also 

calculate a centroid for each cluster as its reference feature vector. 

However, there random errors can occur during the measurement 

and extraction. In order to adapt to this reality, a judgment threshold 

is introduced to avoid an erroneous decision. 

When a device requests accessing, its feature vector will be ex-

tracted. By comparing the distance between its feature vector 𝜆? 

with each centroid, the nearest centroid-𝑖 will be chosen to decide. 

If this distance is within a prescribed limit, we consider that it is the 

device corresponding to the centroid 𝑖. If not, we consider that it is 

a foreign device and deny its access. 

Although some well-known classifiers can provide excellent 

performance, for example the artificial neural networks (ANN), 

support vector machines (SVM), in this paper, we focus on propos-

ing a feasible method of device identification for a VLC system. 

Hence, a simple minimum-distance-based K-means clustering clas-

sifier is employed. 

2.3 Implementation of Extraction and 

Identification 

As described above, the signal transmitted by a device will pass 

through an optical wireless channel and be captured at the receiver. 

The power spectrum of this received signal will be fitted with its 

theoretical function to extract the feature vector as its fingerprint. 

The theoretical power spectrum function at the receiver 𝑝𝑅𝑥(𝑗ω) is 

derived as follows: 

𝑃𝑅𝑥(𝑗𝜔) =  H𝐿𝐸𝐷 ∗ Hchannel ∗ GPD ∗ 𝐺𝑐𝑖𝑟𝑐𝑢𝑖𝑡 ∗ 𝑃𝑖𝑛𝑝𝑢𝑡(𝑗𝜔) (7) 

𝜔 =  [2𝜋𝑓1, 2𝜋𝑓2, 2𝜋𝑓3, … , 2𝜋𝑓𝑛] (8) 

𝐻𝐿ED(𝑗ω) =
η𝑟𝑑𝑍𝑖𝑛

((𝑗ω𝑟𝑑𝐶 + 1)(𝑅𝑠 + 𝑍𝑖𝑛 + 𝑗ω𝐿) + 𝑟𝑑)
2

(9) 
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𝐻𝑐ℎ𝑎𝑛𝑛𝑒𝑙 =
𝐴𝑑𝑒𝑡(𝑚 + 1)𝑐𝑜𝑠𝑚(ϕ)

2π𝐷2
(10) 

where,  𝐻𝐿𝐸𝐷 is the power transfer function of the LED. It can be de-

rived from the proposed LED equivalent circuit model. 𝐻𝑐ℎ𝑎𝑛𝑛𝑒𝑙  is 

the power-loss function of the wireless optical channel [7]. 𝐺𝑃𝐷  and 

𝐺𝑐𝑖𝑟𝑐𝑢𝑖𝑡  are the power gain of the photodiode and the VLC front- end 

circuits, respectively. In this paper, the lights from transmitter are 

considered to propagate only through line-of-sight (LOS), the non-

line-of-sight (NLOS) propagation of lights is ignored. 

  Based on the theoretical power spectrum function 𝑃𝑅𝑥 and the 

practical measurement 𝑃𝑟𝑥, optimization can be employed to fit the 

feature vector 𝜆 as defined by (11): 

min
𝜆

∑ [𝑃𝑅𝑥(𝑗𝜔) − 𝑃𝑟𝑥(𝑗𝜔)]

2𝜋𝑓𝑛

𝜔=2𝜋𝑓1

(11) 

Afterwards, the authorized devices will be registered. The fea-

ture vectors of devices 1 to 𝑘 will be extracted by the proposed 

method. The extraction result will be saved into a set 𝛿 as an input 

parameter for the typical K-means clustering classifier employed in 

this work [9]. By using this classifier, all extracted feature vectors 

will be classified into different clusters and the centroids 𝜇𝑖 of each 

cluster will be computed out. Subsequently, the identification will 

be carried out by comparing the distance between the feature vector 

of accessing device with each centroid (12): 

Δ =

{
 
 

 
 
0     𝑎𝑟𝑔𝑚𝑖𝑛 𝑖∑∑𝐷𝑖𝑗

𝑘

𝑗

𝑛

𝑖

> 𝜖

n    𝑎𝑟𝑔𝑚𝑖𝑛 𝑖∑∑𝐷𝑖𝑗

𝑘

𝑗

𝑛

𝑖

≤ 𝜖

(12) 

where, Δ is the identification result, 𝜖 is the value of the threshold, 

and Dij represents the distance between the feature vector 𝑖 to the 

centroid 𝑗. If the feature vector of an accessing device is nearest to 

the centroid 𝑛 and their distance is within the threshold 𝜖, the iden-

tification result will return 𝑛. It represents that the accessing device 

is the authorized device 𝑛, otherwise, it will return 0 which means 

that this device is a foreign device. 

3 DEMONSTRATION RESULTS 

In order to evaluate the feasibility and accuracy of the proposed 

extraction and identification method, an experimental demonstra-

tion was implemented. The extraction results and the accuracy of 

identification are presented below. Moreover, the covariance of 

each LED’s feature vectors was analyzed to evaluate the extraction 

quality. The identification accuracy under different threshold val-

ues has also been simulated to find out the optimum value of the 

threshold. 

 

Figure 4: The Experimental Setup 

 

Figure 5: LEDs for Experiment 

Table 1: Parameters of the Experiment. 

Symbol Value Unit 

Psignal 0 dBm 

f 1-30 MHz 

rd 37 𝛀 

Rs 2.8 𝛀 

Ls 10−18 H 

D 0.1 m 

ϕ 0 rad 

Gcircuit 40 dB 

m 1.5 None unit 

K 5 None unit 
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3.1 Experimental Setups 

A block diagram of the experimental setup is shown in Fig.4. It 

consists of two parts: (i) the LED feature vectors extraction, (ii) the 

off-line simulation in a computer (security server). Five identical 

white LEDs (shown in Fig 5) were used to do this demonstration. 

A. Extracted the feature vectors of 5 LEDs:  

 An Agilent E5061b Network Analyzer generated a swept sig-

nal passed through a driver, an LED, an optical wireless channel 

and a commercial receiver to calculate the power spectrum. Each 

LED was measured 100 times in this way. The feature vectors of 

the 5 LEDs were extracted from the measurements and did the nor-

malization. 

B. Registered the authorized devices:  

For each LED, its feature vectors were randomly selected a half 

to save into the training set. They were regarded as the feature vec-

tors of authorized devices. After the execution of the K-means clus-

tering classifier, the training set were classified into 5 clusters and 

each cluster was calculated a centroid. The threshold was primarily 

set as 0.1. 

C. Simulated the device identification: 

Since the above registration had been accomplished, the rest 

feature vectors as the testing set was identified. The parameters of 

this experimental demonstration are shown in Table 1. 

3.2 LED Feature Vector Extraction Results 

The LED feature vector extraction results of the 5 LEDs are shown 

in Fig 6 (a). Each point of the diagram represents an extracted fea-

ture vector which is normalized and projected to a 2D coordinate 

system. 

According to the extraction results, the feature vectors of each 

LED are clearly distinguishable. Furthermore, it is evident that for 

each LED, its theoretically unique and constant feature vector 

changed for each measurement and associated extraction. These 

(a) Feature Vectors of the LEDs extracted from 100 times 

measurements 

 
(b) The standard deviation of feature vectors vs. Numbers of 

measurements 

Figure 6: LED Fingerprint Feature Vectors Extraction Results 

 
(a) The trained classification model by k-means clustering 

classifier 

 
(b) The accuracy rate of device identification in different threshold 

Figure 7: The Simulation Results of VLC Device Identification 
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variation of feature vectors comes from the random error of meas-

urements which are mainly caused by the noise of the VLC com-

munication link such as: thermal and shot noise of devices, back-

ground noise of the optical wireless channel, distortion of diodes, 

etc. Here, the covariance of each LED’s feature vectors was used 

to evaluate the random error of the extraction results (13): 

cov(λ) =
1

N − 1
∑(Ci − 𝐶̅)

N

i=1

∗ (𝜂i − 𝜂̅) (13) 

where 𝑁 represents the extraction numbers, 𝐶 and 𝜂 are correspond-

ing to the values of the feature vector. Fig 6 (b) shows the covari-

ance value of each LED’s feature vectors. The closer the value is to 

zero the lower the random error introduced during the measurement 

and extraction. Thus, LED-2 and LED-4 have the least interference 

of random error, while, on the contrary, LED-5 suffered the most 

impact from random errors. 

3.3 Simulation of Device Identification 

Based on the above extraction results, a simulation of device iden-

tification was carried out. The five clusters and the corresponding 

centroids of the training set obtained from the K-means clustering 

classifier are shown in Fig 7 (a). By using these centroids to identify 

the feature vectors in the testing set, the accuracy rate was 83.2% 

while the threshold was set to 0.1. 

Moreover, Fig 7 (b) represents the relation between the accu-

racy and the threshold values. According to the comparison, it is 

evident that the best threshold value equals to 0.2. At this threshold 

value, the accuracy rate reaches 98.8%. 

4 DISCUSSION AND FUTURE WORK 

In this paper, a device identification method based on a LED’s fin-

gerprint specific to VLC systems is proposed. This method extracts 

the unique LED fingerprint to identify the devices in a multi-access 

VLC scenario to further strengthen the network security. This pro-

posal provides a potential solution of accessing devices manage-

ment and avoiding node forgery for VLC system in the 5G network. 

The development of the LED fingerprint model and the correspond-

ing extraction method are detailed. Additionally, a K-means clus-

tering classifier-based identification method is investigated theoret-

ically and verified experimentally. The extraction results and the 

accuracy of identification are presented in this paper. Moreover, the 

covariance of each LED’s feature vectors was analyzed to evaluate 

the extraction quality. The identification accuracy under different 

threshold values has also been simulated to find out the optimum 

value of the threshold. The demonstration results show that the pro-

posed method had an up to 98.8% accuracy rate to identify the ac-

cessing devices of VLC system. This accuracy indicated that this 

method has strong potential to strengthen the security for VLC sys-

tem in the 5G network. 

Future work will focus on evaluating and optimizing this 

method in a more complete system and realistic environment. The 

proposed LED fingerprint extraction and identification method will 

be integrated in the SDN-based integrated security framework for 

the Internet of Radio Light (IoRL) system. To simplify our test and 

focus on the validation of our proposal, the experimental environ-

ment is set as ideal as possible, where only Line-of-Sight light is 

considered. The illuminance is set as a constant also. In our future 

work, we are planning to test the reliability of our method under 

different ambient light environments by changing the transmitter 

and receiver distance and adding None line-of sight propagation of 

light. Finally, there is still plenty of room for improvement by using 

more advanced classifier, such as the artificial neural networks 

(ANN), support vector machines (SVM), etc. 
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