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Abstract—The Internet of Things (IoT) is driving research
and innovation in the areas of security and device management.
The bootstrapping procedure is yet another security problem
that needs to be solved. At the bootstrapping period, a newly
deployed device is performing a set of actions that allows it to
join a network as a trusted party. One of the currently proposed
methods in the Internet Engineering Task Force (IETF) EAP
Method Update (EMU) Working Group (WG) is employing the
Extensible Authentication Protocol (EAP) to enable the authenti-
cation of IoT devices in more efficient and scalable ways. In this
sense, we select and investigate the suitability one of the newly
proposed EAP method in LoRaWAN, a Low-Power Wide-Area
Network (LPWAN) technology. EAP-Nimble out-of-band (EAP-
NOOB) method works without pre-established configuration and
enables an out-of-band channel to improve authentication. In
this paper, we analyse how the EAP-NOOB method can be
employed in LoRaWAN networks, we then propose the use of
two mechanisms that can be used to reduce the message size of
the EAP-NOOB exchange.

Index Terms—EAP, Authentication, IoT, EAP-NOOB, Boot-
strapping, Enrollment, IoT onboarding, LoRaWAN, LPWAN,
CoAP-EAP, LO-CoAP-EAP

I. INTRODUCTION

Security in the Internet of Things (IoT) is an ongoing subject
of research and development by the research institutions,
manufacturers and standardisation organisations. Among the
different approaches that tackle IoT security, bootstrapping is
the process that allows a secure joining for new IoT devices
to a deployed and operating network. In this sense, a typical
approach in bootstrapping is to provide a tailored solution to
the technology, which opens the door to the development of
solutions that enable interoperabilty, regardless of the technol-
ogy being used in IoT.

Some of the efforts in this line are done in the context of
the Extensible Authentication Protocol (EAP) [1]. This is due
to the possibility of running—rvirtually—any authentication
method and having the support of Authentication Authori-
sation and Accounting (AAA) infrastructures [2], which are
currently being used by Telcos go provide support to mobile
phones subscribers. The efforts can go towards providing a
lightweight alternative to the existing related protocols (e.g.,
developing lightweight EAP lower layers), or providing a
more scalable solution to ease the process of deployment

of the devices. The EAP-Nimble out-of-band (EAP-NOOB)
method aims to the later, providing a suitable alternative to
IoT deployments during the bootstrapping period. Relieving
thus the deployment of having to program each device with
unique credentials.

The reminder of this article is as follows: Section II provides
the necessary technical background. Section III provides the
rationale for the work, presenting the starting point of the
work. Section IV presents the proposal, while in Section V,
we elaborate the conclusions and future work.

II. BACKGROUND & TECHNICAL OVERVIEW
A. CoAP-EAP and LO-CoAP-EAP

Once an IoT device is deployed and powered on, it should
perform a bootstrapping process to become a trusted party
on the network and, thus, part of the security domain. The
bootstrapping process entails running security procedures such
as authentication, authorisation and key management. This
process is of considerable importance for operators that have
to manage large numbers of IoT devices in IoT deployments.
Bootstrapping should ensure that it is lightweight, based on
standard protocols and is interoperable to facilitate a stan-
dalone solution to any IoT technology.

Constrained Application Protocol EAP (CoAP-EAP) is a
promising solution to tackle with the previously presented
issue, an EAP lower layer implementation that is designed
considering the constrains of IoT [3]. CoAP-EAP provides
a lightweight CoAP-based bootstrapping service for the IoT.
CoAP-EAP leverages three current standards to provide a
lightweight service:

1) CoAP, a lightweight Representational State Transfer
(REST)-based web transfer protocol, employed for the
bootstrapping, and for the EAP lower layer design.

2) EAP, an extensible protocol with native integration of
AAA that supports a large number of authentication
methods. It includes new EAP methods currently con-
sidered in the Internet Engineering Task Force (IETF)
EAP Method Update (EMU) Working Group (WG).

3) AAA is used in massive deployments, where user iden-
tity management is typically required, such as the ones
from Telcos for mobile phone subscribers authentication.



Another use case is the Eduroam, where users from
universities and research institutions, within Eduroam,
can have Internet access.

LPWAN WG discussed the deployment of LPWAN net-
works in conjunction with AAA infrastructures for access
authentication. Since LPWAN is similar to existing cellular
deployments but with constrained resources, it can be a
candidate for massive deployments of devices such as [oT [4].

A step further in the optimisation of the EAP lower layer for
IoT, is the redesign of CoAP-EAP[3]. Low-Overhead CoAP-
EAP (LO-CoAP-EAP) [4], is a redesign of CoAP-EAP that
considers the limitations of LPWAN. It reduces not only the
size of the messages, but also the messages that are optional
according to the EAP standard.

Having in mind that we investigate the possibility of using
a new EAP method in LPWAN, LO-CoAP-EAP will be
considered for this purpose. LO-CoAP-EAP allows to run any
EAP method by reducing the overhead of current EAP lower
layers. This solution is more suitable for very constrained
IoT environments, unlike other proposals such as Protocol for
Carrying Authentication for Network Access (PANA), which
is the current standard proposed as EAP lower layer for IoT.

B. EAP-NOOB Method

The extensive use of EAP for bootstrapping turns it into an
interesting case of study by providing a solution for all kind of
devices; including IoT devices. Among all the EAP methods,
EAP-NOOB [5] provides some exciting properties that make
it a suitable solution for IoT.

The network enrollment with EAP-NOOB allows a device
or EAP peer to establish a security association without authen-
tication. Constrained devices do not need any pre-configured
information. In terms of security, we do not pre-establish any
identifier or security credentials. It means that the devices do
not depend on any manufacturer or third party.

This method exchanges a shared secret key between the peer
and server by using an Elliptic-curve Diffie—Hellman (ECDH)
key agreement protocol.

A particular feature of this authentication algorithm is that
it includes an Out-Of-Band (OOB) channel to ensure that
security information is not sent through a single channel.
A channel assisted with a third actor sends a nonce called
Noob and a cryptographic fingerprint (Hoob) from the peer
to the server or backwards. To carry out this procedure, the
constrained device must contain at least one input or output
interface (e.g. camera, screen, blinking LED).

EAP-NOOB is divided into several phases, where each
phase is an EAP conversation. Thus, there are multiple EAP
conversations:

o Initial Exchange: It initiates a handshaking process to
negotiate the configuration parameters. The device and
the server exchange the peer identifier for the current and
future EAP conversations. They exchange nonces, and the
ECDH exchange is performed to provide a shared secret.
This EAP conversation intentionally ends with an EAP-
Failure.

o Waiting Exchange: Once the association between the
device and the server is created, a third party, typically the
user, must complete the OOB step. The protocol awaits a
particular time and tries to reconnect with the server using
EAP-NOOB. If the out-of-band procedure is completed,
it will start with the Completion Exchange. Otherwise,
the communication ends with an EAP-Failure; the device
waits again until the timeout expires and repeats this
exchange.

o Completion Exchange: Here, both entities exchange mes-
sage authentication codes to verify that the shared cryp-
tographic materials are trusted. As a result, if the infor-
mation is reliable, the conversation ends with an EAP-
Success, and both devices maintain a persistent EAP-
NOOB association.

It also implements a Fast Reconnect Exchange to avoid re-

peating OOB step again [5]. It allows a device to reconnect by
using the cryptographic material from a previous association.

C. Concise Binary Object Representation (CBOR)

The Concise Binary Object Representation (CBOR), spec-
ified in [6], is a data format that allows obtaining a small
message, while having a considerable small code size.

CBOR uses the JSON data model as its underlying data
model and has a set of goals such as:

1) Unambiguously encode the formats most commonly

used in Internet standards.

2) It should be usable in constrained devices with very

limited memory and processing power.

3) The date should be decoded without the need of a

schema description.

4) Obtain a compact serialisation.

5) It should be usable in constrained and non-constrained

applications.

6) Should be compatible with JSON, to convert CBOR to

and from JSON.

7) Must be extensible.

Hereafter, we provide a simple example that demonstrates
the capabilities of CBOR.

Listing 1. Example of JSON document

{

“name” :” Variable _Name” ,
”data”:70123456789”

The previous JSON Object example has a 44 Bytes size.

Listing 2. Example of CBOR from the JSON document in Listing 1

A2 # Map(2)
64 # Text(4)
6E616D65 # "name”
6D # Text(13)

5661726961626

C65204E616D65 # “Variable Name”
64 # Text(4)
64617461 # "data”
6A # Text(10)

3031323334

3536373839 # 70123456789



The CBOR format has a size of 36 Bytes, which implies
to 18.18% of a reduction, in this simple instance. This is a
potential tool to reduce bytes sent over the air when JSON is
the current format in use.

D. LoRaWAN

The increasing proliferation of devices with limited memory
and battery consumption led to the emergence of several Low-
Power Wide-Area Networking (LPWAN) technologies [7]. In
this sense, the creation of IETF LPWAN WG has the aim of
standardising protocols that allow the use of CoAP, UDP and
IPv6 packet over LPWAN networks.

LPWAN technologies allow transmission of packets of
up to several kilometres with battery-powered devices. The
scientific community and industry, supported by companies
like Semtech, have good acceptance of LoRaWAN, an LP-
WAN technology. It uses unlicensed frequency bands. Its link-
layer protocol is based on LoRa module, while LoRaWAN
defines the Medium Access Control (MAC) over its physical
layer [8], [9]. Due to the low-transmission rates, LoRaWAN
imposes further limitations. It allows sending messages with a
payload of up to 51 Bytes or 222 Bytes in the best conditions,
depending on the Spreading Factor (SF) [10], [11], [12].

LPWAN WG members work on optimising CoAP with
protocols like SCHC [13]. However, there are also efforts
dedicated to the integration of AAA Infrastructures protocols
(e.g. RADIUS [14]). The use of CoAP-EAP in conjunction
with EAP-NOOB brings together the efforts to provide a
solution that meets the requirements of an AAA Infrastructure.

III. PROBLEM STATEMENT

Following the efforts of providing adequate levels of se-
curity to the massive deployments in IoT, we evaluate the
suitability of EAP-NOOB method, one of the ongoing efforts
of the IETF EMU Working Group. We evaluate EAP-NOOB
for use in LPWAN IoT technologies and, more specifically,
we employ the LoORaWAN technology. The current work on
EAP-NOOB is evaluated using the theoretical values from the
draft [5] and the values from the works of CoAP-EAP [3] and
LO-CoAP-EAP[4]. We first evaluate the work on CoAP-EAP
as a baseline, since the structure of the exchanges resembles
a canonical EAP exchange which considers EAP REQ/ID and
EAP REP/ID. After evaluating its use with CoAP-EAP, we will
contrast these values with the use of LO-CoAP-EAP instead.
We further explore optimisations in the message format of the
EAP-NOOB method with CBOR, replacing thus the JSON
content with a more concise representation of the exchanged
information.

A. EAP-NOOB over CoAP-EAP

In this section, we show the operation flow of EAP-NOOB
carried over CoAP-EAP. In Fig. 1, the exchanged messages
are depicted, while in Table I, we list the message size.

The communication entails 18 exchanged messages, divided
in 2 phases. The first phase, called Initial Exchange, runs on
steps 1-10, and the second phase, called Completion Exchange,

it

[

NON, MID:0, POST, TKN:01, /boot

; ! CON, MID:1, POST, TKN:f9 92 4a 5d, /boot

3 ACK, MID:1, 2.01 Created, TKN:f9 92 4a 5d, /boot
4 CON, MID:2, POST, TKN:f9 92 4a 5d, /boot/2

5 ACK, MID:2, 2.04 Changed, TKN:f9 92 4a 5d, /boot
6 | CON, MID:3, POST, TKN:f9 92 4a 5d, /boot/2

7 ACK, MID:3, 2.04 Changed, TKN:f9 92 4a 5d, /boot
8 CON, MID:4, POST, TKN:f9 92 4a 5d, /boot/2

9 ACK, MID:4, 2.04 Changed, TKN:f9 92 4a 5d, /boot
10' NON, MID:5, POST, TKN:f9 92 4a 5d, /boot/2
11 NON, MID:0, POST, TKN:01, /boot

12 CON, MID:1, POST, TKN:87 94 dd 26, /boot
13' ACK, MID:1, 2.01 Created, TKN:87 94 dd 26, /boot
14‘ CON, MID:2, POST, TKN:87 94 dd 26, /boot/3
15 ACK, MID:2, 2.04 Changed, TKN:87 94 dd 26, /boot
16‘ CON, MID:3, POST, TKN:87 94 dd 26, /boot/3
17’ ACK, MID:3, 2.04 Changed, TKN:87 94 dd 26, /boot
18 NON, MID:4, POST, TKN:87 94 dd 26, /boot/3

Fig. 1. CoAP-EAP flow for EAP-NOOB

runs on steps 11-18. In each phase, there are two differentiated
stages. First, a CoAP association between the Smart Object
with the Controller and, secondly, an EAP conversation with
the server.

The first three messages (steps 1-3) enables the association
of the client with the CoAP Controller. This process is repeated
in steps 11-13 due to EAP-NOOB multiple EAP conversations.
After the initial trigger, CoOAP-EAP follows the systematic pro-
cess of an EAP exchange, sending the EAP Request/Identity
to the Smart Object, which responds to the Controller with the
EAP Response/Identity (steps 4-5). This message is then sent
to the EAP server, which chooses the EAP method to be used.
For the sake of simplicity, the exchange with the EAP server
is not shown in this case. Thus, we observe that the beginning
of each conversation requires 5 message exchanges (steps 1-5
and 11-15).

During the Initial Exchange, the peer and the server agree
on configuration parameters (steps 6-7). It includes the infor-
mation needed for the ECDH exchange in steps 8-9. Later, the
Smart Object initiates a new connection with the server. In this
example, we assume that the OOB step has been completed on
time between the step 10 and step 11. Therefore, it sends the
corresponding message for the Completion Exchange phase
(steps 16-17). Eventually, the data is validated locally and the
exchange is successfully completed in step 18. In case the
OOB step is not carried out on time, steps 16-17 would be
part of Waiting Exchange indicating that it should await more.
Step 18 would end up in an EAP-Failure.



B. CoAP-EAP Message Sizes

The last column in Table I shows the size in Bytes of
each CoAP-EAP message. The messages that initiate the EAP
conversation (1-5 and 11-15), as well as the messages that
return the EAP state (10, 18) take less than 51 Bytes each.
Therefore, there is no need for optimisation for a LoRaWAN
network. Nevertheless, CoOAP-EAP requires 101 Bytes (1-5)
and 126 Bytes (11-15), respectively, to start the conversation.
The remaining messages in the Table include specific data for
the EAP-NOOB method. Each EAP-NOOB message includes
the EAP header and a text in JSON format. Considering the
limitations of LoRaWAN, message size of 8 and 9 are beyond
the limitations of the specification. Besides, the large size
of messages 6, 7, 16 and 17 can also degrade the network
performance. Note that EAP-NOOB relies on timers during
the authentication process. Therefore, reducing the message
Time-on-Air (ToA) may become the crucial factor that allows
authentication to be done without taking too much time.

IV. ADAPTATION OF EAP-NOOB METHOD
FOR LORAWAN

As we presented in the previous section, some of the EAP-
NOOB messages are too long to be employed in LoRaWAN.
Thus, there is room for optimising the protocol and, thus,
reducing the number of bytes sent Over-The-Air. In this paper,
we propose two optimisation strategies:

o Using LO-CoAP-EAP as EAP lower layer.
o Using CBOR to reduce the JSON Objects sent in the
EAP-NOOB messages.

A. Transporting EAP-NOOB over LO-CoAP-EAP

The use of LO-CoAP-EAP allows us to reduce the size
of the EAP lower layer used. Some of the improvements, as
explained in the original work are:

1) Reduce the URI length that represents the bootstrapping
service to the lowest instance.

2) Eliminate EAP messages that are not mandatory: EAP
Request and Response Identity.

3) Reduce Token to the minimum instance: O bytes.

4) Embed nonce values in other messages instead of using
specific messages.

Table I shows the result of applying the reductions proposed
above. As an example, we see that to initiate the conversation
(the trigger message Client init), LO-CoAP-EAP requires only
one message to send as opposed to the 5 messages that CoAP-
EAP transmits. This is because LO-CoAP-EAP gathers the
nonce and EAP-Identity in the same message.

B. Reducing the EAP-NOOB content with CBOR

Converting JSON objects to CBOR format offers the pos-
sibility to reduce the size of the EAP messages exchanged in
EAP-NOOB. Listing 3 illustrates an example of EAP-NOOB
Type 1 message in JSON object format. The size of the object
is 181 Bytes.

TABLE I
EAP-NOOB MESSAGE SIZE WITH COAP-EAP AND LO-COAP-EAP
CoAP With With
N message nIi‘?sls)s;:eOt(;]I:e LO-CoAP-EAP | CoAP-EAP
type (Bytes) (Bytes)
1 NON POST | Client init 27 10
2 CON POST | Controller init - 18
3 ACK POST | Ack CoAP init - 20
4 CON POST | EAP ID req - 21
5 ACK POST | EAP ID resp - 32
6 CON POST | Type 1 196 203
7 ACK POST | Type 1 150 154
8 CON POST | Type 2 258 265
9 ACK POST | Type 2 239 243
10 | NON POST | EAP Failure 13 20
11 | NON POST | Client init 52 10
12 CON POST | Controller init - 18
13 | ACK POST | Ack CoAP init - 20
14 | CON POST | EAP ID req - 21
15 | ACK POST | EAP ID resp - 57
16 | CON POST | Type 4 137 153
17 | ACK POST | Type 4 103 112
I8 | NON POST | EAP Success 4 20
TOTAL 1202 1397

Listing 3. Example of Type 1 EAP-NOOB in JSON.

{
"Type”: 1,
”"Vers”: [1],
“Peerld”: ”vnybKEHIpmuhSP8dJaclXD”,
"Cryptosuites”: [1],
”Dirs”: 3,
”ServerInfo”: {
”Name”: ”Example”,
”Url”: “https://localhost:8080/sendOOB”
'
”Realm”: ”noob.example.com”
}

The new size of the JSON object after converting to CBOR
format is 149 Bytes. In the process, we gain a reduction of
17.68%. Listing 4 shows the result parsed for the convenience
of the reader.

Listing 4. Example of Type 1 EAP-NOOB message content after applying
CBOR.

AT # map (7)
64 # text(4)
54797065 # "Type”
01 # unsigned (1)
64 # text(4)
56657273 # "Vers”
81 # array (1)
01 # unsigned (1)
66 # text(6)
506565724964 # "Peerld”
76 # text(22)
766E79624B45
486C706D7568
535038644 A61

636C5844 # "vnybKEHIpmuh



# SP8dJaclXD” TABLE III

6C # text(12) LORAWAN PARAMETERS TO GET THE TIME-ON-AIR OF THE EXCHANGE
43727970746F Parameter Value
737569746573 # "Cryptosuites” LoRaWAN [ -
81 # array (1) Head'ef size
01 # unsigned (1) E::;lecrn yes
64 # text(4) Low DR
44697273 # "Dirs” optimization | '
03 # unsigned(3) g;iﬁil?te 45
6A # text(10) symbols 8
536572766572 Bandwidth 125kHz
496E666F # “ServerlInfo” §§£f§fing SF7
A2 # map(2)
64 # text(4)
4E616D65 # “Name” TABLE 1V
67 # text(7) TIME-ON-AIR OF THE EXCHANGE
4578616D Parameters | Message size | Time (ms) | Duty Cycle 1% (s)
o6Css 4 “Example” A
63 # text(3) 113 356,26 75.626
55726C #7Url” 222 431,54 43154
78 1E # text(30) 206 450,82 45,082
68747470 % 353 T
733 A2F2F 126 286,98 28,698
T
2536i63§;g TOTAL 1022 2337,8 255,78
38302F73
2;2§6i4F hitps ://localhost :8080/ Applying the aforementioned reductions, we would have the
#  sendOOB” results in Table II.
65 # text(5) In this section, we achieve a noticeable reduction in mes-
5265616C6D# ”Realm” sage size and the number of messages using LO-CoAP-
70 # text(16) EAP as opposed to CoAP-EAP. Using CBOR, we reduce the
6E6F6F622E EAP-NOOB size, without losing information. Through these
6578616D70 changes, we achieve the required reduction, so the largest
6C652E636F6D  # "noob.example . com” message of all fits into the largest LoRaWAN frame (i.e., 222
Bytes). Overall, we reduce the exchange to 10 messages and
a total of 1022 bytes for the whole exchange.
TABLE 11 C. Theoretical Transmission Time
EAP-NOOB MESSAGE SIZE AFTER APPLYING LO-COAP-EAP AND
CBOR TO THE JSON CONTENT OF EAP-NOOB In terms of the time required to complete the exchange,
Contont Tongth since the largest message surpasses the LoORaWAN limit, we
N | Message (LO-CoAP-EAP + EAP-NOOB) | (Bytes) have to account for the final version with the optimisations of
| NON POST Client trigger _ 27 LO-CoAP-EAP and CBOR. Be it for the 222 Bytes limit if
S CONFOST ¥;§enlm-lcjesgﬁ _Idceg‘g}’{ =5 the transmissions are done with proxy, or 242 Bytes if they
3 T ACK Type T - JSON - CBOR 13 are done without a proxy. The theoretical values of the Time-
4 | CON POST | Type 2 - JISON - CBOR 222 On-Air are based on the Semtech tool [15]. Table III lists the
5 | ACK Type 2 - JSON - CBOR 206 configuration parameters of the tool, and Table IV lists the
6 | NON POST g‘ﬁp Failure 13 Time-On-Air values for the EAP-NOOB exchange. Analysing
7 | NON POST Witin;éﬂcgege;nd Identity 52 the latter table, we can see the transmission time for each
8 CON POST | Type 4 - JSON - CBOR 126 message in ms and the duty cycle of 1% expected to wait
?0 281151 5OST g‘f’; g'u;ii?N - CBOR ?g after sending the message. We can observe that the time of
TOTAL — 073 transmission is ~2.35 seconds and the waiting time due to

duty cycle /235 seconds. Thus, we could run the EAP-NOOB
exchange with LO-CoAP-EAP in less that 5 minutes.



While this time may be considered high, we have to consider
that the bootstrapping process will take place only once
when the device is turned ON, or when we need to do a
re-bootstrapping. In such technologies, these values are not
considered excessive.

V. CONCLUSIONS AND FUTURE WORK

Due to the popularity of the constrained devices in IoT, it
requires adaptation of the existing bootstrapping processes to
allow a secure joining of a new device to an existing and
running network. To this end, we investigate a lightweight
standalone solution to be applied to any IoT technology.
In this paper, we reviewed one of the EAP methods. We
considered the EAP-NOOB method, since it does not require
to pre-establish the credentials on each device. We provide
a theoretical analysis of the size reductions we can achieve
in order to adjust EAP-NOOB in LoRaWAN. Therefore, we
applied two distinct techniques to reduce the number of bytes.
Firstly, we propose the use of an EAP lower layer design
for the Internet of Things, LO-CoAP-EAP as opposed to
CoAP-EAP. Secondly, we use CBOR to reduce the size of
the messages sent over the air without losing information. By
employing these changes, we achieved a reduction in size for
all the messages. Thus, it allows all of them to fit into the
largest LoRaWAN frame.

As for the future work, we plan to explore new techniques
towards further reducing the size of the messages. Moreover,
we plan to perform real experiments to validate our proposal
and to evaluate how the different timers affect the entire
authentication process, i.e. EAP-NOOB timers and Waiting
Exchange, EAP protocol timers, AAA timers, and CoAP
retransmission timers.
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