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Abstract— In this paper, we design and implement an
Efficient and Lightweight Intrusion Detection (ELID) framework
based on a new detection technique. This later relies on the fact
that nodes that are located within the same cluster have almost a
similar behavior. This fact is demonstrated by both simulation
and experimental studies. According to the obtained results, ELID
exhibits a high detection rate, low false positive rate, low energy
consumption and requires less time to detect the following attacks:
Selective forwarding, Black hole, Sinkhole, Wormhole and Denial
of Service (DoS).
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I. INTRODUCTION

Wireless sensor networks (WSNs) are applied in both
civilian and military application. These networks represent an
attractive target for the attackers due to their characteristics
such as restriction on energy and their deployment in a hostile
environment. Thereby, an effective security mechanism against
different kinds of threats is primordial for WSNs.
Cryptographic technique has been used to ensure the
authentication and data integrity. It is very useful to prevent an
external attacker to penetrate a network. However, such
technique has not the ability to detect the insider attack. On
other side, Intrusion Detection System (IDS) is very useful to
protect the network against internal and external attacks.
Detection techniques applied by the IDS agent can be classified
into three main approaches [1][2][3]: (i) Misuse detection
relying on comparing the behavior of a node against a set of
predefined attacks. This technique detects only known attacks,
and new attacks require new rules to be constructed [4]. (ii)
The anomaly detection builds a model of normal profiles and
attempts to track deviations from normal behavior that may be
subject to a possible intrusions. Such technique has the ability
to detect novel attacks. However, the main disadvantage of
such technique is the high false positive rate that can be
generated [4]. (iii) Specification-based detection that aims to
combine the advantages of anomaly and misuse detections [2].
However the weakness of this detection technique is the
necessity of a continuous rules’ update to build the normal
behavior.

In this research work, we design and implement a new
detection technique that fixes all the issues occurred by the
previous ones. The concept of detection relies on the fact that
nodes that are located within the same cluster should have
almost similar behaviors. A node is considered as malicious if
its behavior significantly differs from the behaviors of its

neighbors. This statement is demonstrated in our simulation
and experiment when the maximum size of a cluster is two
hops. Based on this result, we developed an Efficient and
Lightweight Intrusion Detection (ELID) framework that relies
on this concept to detect the most dangerous attacks that
attempts to damage the network. To the best of our knowledge,
none of the existing detection frameworks have proposed a
detection policy based on the nodes’ behaviors within the same
cluster.

The remainder of this paper is organized as follows: In
Section 2, we give some related work about intrusion detection
in wireless networks based on neighbors’ behaviors. In Section
3, we highlight some simulation and experiment results
corresponding to the nodes' behaviors distribution, afterward
we explain our detection policies based on nodes’ behaviors to
identify the most dangerous attacks. Section 4 gives more
details about ELID framework and Section 5 provides
simulation and experimental results. Simulations were carried
out using TOSSIM simulator [5] and experiments using a
platform composed of a set of MICAZ motes. Finally, we
conclude the paper and give some future perspectives that we
envisage to carry out in Section 6.

II. RELATED WORK

Intrusion detection technique is most reliable technique
since it has the ability to detect internal and external attacks
with a high accuracy, unlike cryptography technique which
assures only the not penetration of an external attack to the
network. As stated above, there are three detection approaches
applied by the IDS agent: misuse detection, anomaly detection,
and specification-based detection. Each one of them has its
own advantages and weaknesses. Recently, a new efficient and
lightweight detection approach proposed by the authors in
[6][7] outperforms the previous ones in terms of attacks
detection and energy consumption. This approach is based on
neighbors behavior to detect the malicious node and explores
the fact that nodes in close proximity tend to have a similar
behaviors.

In [6], the authors proposes an intrusion detection schema
for wireless sensor networks in order to detect selective
forwarding, jamming and hello flood attacks. In their schema,
the IDS agent collects and computes a set of features from their
neighbors such as received signal strength, packet dropping
rate, packet sending rate and packet receiving rate. These
features are then transmitted to the detection module that uses a
set of rules, i.e. the node with the highest signal strength is
suspected to be hello flood attack, the node with the number of
packet sending or packet dropping is very important compared



to its neighbors is defined as jamming or selective forwarding,
respectively. According to simulation results, all attacks cited
above are detected with a high accuracy. However, the major
weakness of their schema is that the energy consumption of
their approach is not evaluated.

In [7], the authors aim to group sensors in the same cluster
according to the sensed data, i.e. all sensors that have the same
sensed data are grouped in the same cluster. In addition, they
propose a detection policy based on the fact that nodes located
close to each other have almost the same value of monitoring
attributes such as sensed data, packet sending rate, packet
dropping rate, packet mismatch rate, packet receiving rate and
received signal strength. According to experimental results, the
authors claim that by using the sensed data as main attribute the
attack that aim to alter the information is detected with a high
accuracy. However, the other attributes are unused which leads
to make the network vulnerable to other attacks such as black
hole.

Our proposed detection framework is based on node's
behaviors to detect a set of dangerous attacks against WSN. In
the following, we describe a new detection approach based on
the normal distribution concept and detection rules related to
each attack. Afterward, we provide a design of ELID
framework and its working.

III.  INTRUSION DETECTION TECHNIQUE BASED ON NODES'
BEHAVIORS

In this section, we demonstrate according to our
simulation and experiments results that when the number of
hops at each cluster does not exceed two hops, nodes that are
located within a same cluster their behaviors (Received Signal
Strength Intensity - RSSI, Packets Forwarding Ratio - PFR
and Packets Sending Ratio - PSR) follow a normal
distribution. According to this interesting result, we propose
new detection policies to detect the most dangerous routing
attacks, which are: Selective forwarding, Black hole, Sinkhole,
Wormhole and Denial of Service (DoS).

We organize this section into two subsections: In the first
one, we highlight some simulation and experiment results
corresponding to the nodes' behaviors distribution. We note
that, simulations are carried out under TOSSIM simulator [5]
and real experiments are performed using 10 MICAZ sensors.
In the second subsection, we describe the characteristics of
some routing attacks with explaining a set of detection policies
based on normal distribution related to each one of them.

A. Node's behaviors based on normal distribution

In a normal distribution concept data are correctly
distributed if they vary within an interval [mean- 3*STD,
meant 3*STD] [8], where STD is a standard deviation. In
both simulation and experimental studies, we varied the
number of hops at each cluster from 1 to n hops and study the
variation of the following behaviors: RSSI, PFR and PSR. We
note that, to get accurate results no attacks occurred in the
network. According to our simulation and experimental
results, we found that when the number of hops is equal at
most two hops RSSI, PFR and PSR related to each node
located within the same cluster follow a normal distribution
i.e. each behavior of normal node lies within three standard
deviations of the mean as illustrated in Fig. 1.
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Fig. 1. The normal distribution of the behaviors: simulations and experiments
results under two-hops cluster configuration

According to these results, we provide new detection
policies to identify malicious nodes with a high accuracy. Our
detection policies explore the fact that the nodes that are
located within the same cluster, their behaviors (cited above)
should follow a normal distribution. Thereby, to determine a
malicious node that has a behavior different compared to other
nodes located within the same cluster, we compute the
Euclidean distance [6].

The IDS agent monitors the behaviors of its neighbor’s
nodes by computing the RSSI, PFR and PSR related to each
one of them. Afterward, to determine if a node s; exhibits an
attack or not, the IDS computes the Euclidean distance related
to each behavior from f,(s;) to the center of the set f,(s;),
wos fm(Sn), which is defined as ED(f;,(s;)) (see equation 2).
Here i= {l,...n}, where n is the number of nodes that are
monitored by the IDS, m is a selected behavior and the center
of this set is determined by computing the arithmetic mean
(AM) of its elements. In addition, we note that the monitoring
behaviors of node s; observed by IDS are modeled by the
following function: f(s;) = f1(sy), f2(s1), fz(s;), where
fi(s;) =RSSI,  f,(s;) =PFR and f,(s;) =PSR, and
m={1,...3}. In case when ED(f;,(s;)) is greater than a certain
threshold &, the node s; is considered as an attacker. We note
that, each attack has it corresponding threshold &, in
subsection V.A we carry out a set of simulation to determine
an optimal threshold related to each attack.

AM(f(5)) = B, 220 (1)

ED(fm(Si)) = fm(si) _AM(fm(S)) (2)
B. Routing attacks and their corresponding detection policies

In our research work, we attempt to detect and prevent the
most dangerous routing attacks that have a high severity
damage in the network such as: Selective forwarding, Black
hole, Sinkhole, Wormhole and Denial of Service (DoS) attacks.



To detect these attacks, we apply detection policies based
on the concept that within a cluster, all nodes that are located
within the same cluster should have almost the same behaviors.

Selective forwarding and Black hole attacks. The Selective
forwarding is performed by an attacker that refuses to forward
certain packets and simply drops them [6]. However, the
Black hole drops all the received messages. The node that
carries out one of these attacks, its Packets Forwarding Ratio
(PFR) will be lower compared to a legitimate node. Therefore,
we can conclude that all nodes that are located within the same
cluster their PFR must follow a normal distribution. The rule
of Selective forwarding and Black hole attacks detection is
illustrated in Fig. 2 (a).

Sinkhole and Wormhole attacks. The common feature
between the two attacks is that the attacker will use a high
power transmission to convince a legitimate node that is at one
hop away from the sink or cluster-head [9][4]. As a result, the
Received Signal Strength Intensity (RSSI) of each node
located within the same cluster should follow a normal
distribution. The rule of Sinkhole and Wormhole attacks
detection is illustrated in Fig. 2 (b).

Denial of Service (DoS) attack. The intruder aims to
exhaust an energy resource of a legitimate node by sending a
considerable number of unwanted traffic [10]. Therefore, in
case when no one of DoS attacks are occurred in the network,
the Packets Sending Ratio (PSR) of each node located within
the same cluster follows a normal distribution. The rule of
DoS attack detection is illustrated in Fig. 2 (c).

// Rulesfor Selective forwarding and Black hole attacks
If PFRs of nodes s; don't follow a normal distribution within a cluster K
if ED(PFR(s)) = 845
/[ node s; performs a Selective forwarding attack
Send Distress message (node_id, ottack type);
else

if ED(PFR(5.) = 8y,

// node s; performs a Black hole attack

Send Distress message (node_id, attack type);

(a)
// Rules for Sinkhole and Wormhole attacks
If RSS5Is of nodes s5; don't follow a normal distribution within a cluster K
if ED(RSSI(5)) > 64
/[ node s; performs a Sink hole attack
Send Distress message (node_id, ottack type);

alse
if ED(RSSI(s)) > 8,0
[/ node s; performs a Wormhole attack
Send Distress message (node_id, attack type);
(b)
[/ Rulesfor Dos
if P5SRs of nodes s; don't follow a normal distribution within a cluster K
if ED(PSR(s)) > 84,2
/[ node s; performs a Dos attack
Send Distress message (node_id, ottack type);

(c)

Fig. 2. Detection rules for (a) Selective and blackhole attacks, (b) Sinkhole
and Wormholes attacks, and (c) DoS attack

IV. ELID FRAMEWORK AND ITS WORKING

Our aim in this research work is to propose an efficient
detection framework that is reliable in terms of attacks
detection and lightweight in terms of computation and
communication processes i.e. exhibits low energy
consumption.

Our detection approach is based on the concept that all
nodes that are located within the same cluster should have
similar behaviors. The following features defined in the
previous sections represent these behaviors: NPD, NPS, RSSI.
In our research work, we used a cluster-based topology since it
leads to extend the network lifetime compared to a flat
topology. In this research, we used HEED protocol [11] for
the cluster formation and CH election. In order to satisfy the
requirement that within the same cluster all nodes should have
the same behaviors, we fix the number of hops at each cluster
equal to maximum two hops. We note that, in our application
sensors are randomly distributed on a grid-like area and are
continuously sensing the environment to send reports to the
CH, which aggregates and forwards them to a base station. In
this section, we detail the mains components of ELID
framework.

A. Intrusion detection and reaction agents

In our schema we propose two kinds of agents for the
intrusion detection and decision purpose, which are running at
two level: Intrusion Detection Agent (IDA) and Decision
Making Agent (DMA). The former applies a behavior-based
detection to identify malicious nodes, which is activated at a
cluster members level. The later aims to check whether a
suspected node detected by IDA is malicious or not and
mitigates the number of false positives that occurred when the
IDA suspects the normal node as an attacker. This agent is
activated at each CH.

1) Intrusion Detection Agent (IDA). The activation strategy
of IDS agents is an important issue, since increasing the
number of agents in the network leads to a high computation
and communication overhead and hence a decrease of the
network lifetime. Therefore, the proposed strategy should
consider nodes’ energy constraint. Our solution activates an
IDA to monitor each two links in a promiscuous mode as
illustrated in Fig. 3. This strategy allows getting an overview
on all packets that circulate in the network by a low number of
detection agents. In addition, when energy consumption of
IDA is important, the process of a new IDA selection is
launched as explained below. As a result, this strategy leads to
detect all malicious nodes with a low overhead. The IDA is
equipped with the following modules as illustrated in Fig. 4.

——» Packets send

————» Packetscaught by IDA in g promiscuous mode

Fig. 3. Activation strategy of IDA
a) Data collection module. Each IDA collects the
packets within its radio range, stores the id of monitored nodes
and computes the following behaviors related to each node:
RSSI, PFR and PSR.



b) Intrusion detecion module. This module applies the
detection policy based on the fact that at each cluster, the
following behaviors: RSSI, PFR and PSR should follow the
normal distributions (as proved in our simulation and
experimental results, see subsection III.A). The IDA monitors
the nodes that are located within its radio range by computing
the Euclidean distance of their behaviors (see subsection I11.B
for attacks detection rules). Furthermore, an attacker could
attack the cluster-head since it contains a relevant information.
In order to avoid this issue, an IDA monitors the behavior of
the CH.

¢) Reaction module. When IDA detects a node as an
attacker it forwards a Distress _ message to its corresponding
CH for further confirmation. This message includes: the id of
suspected node and attack type. Furthermore, when a CH
exhibits an attack, the IDA broadcasts a CH _ Distress
message (containing the id of suspected CH and attack type).
In case when more than half of CH's IDA neighbors claim that
a CH is malicious, the process of new CH election is launched,
which is based on three parameters: (i) IDA's vote: selection
of the nodes that are identified as less malicious by IDAs, (ii)
Node proximity: select the nodes that are on the neighborhood
of the older CH, and (iii) energy consumption: the node that
exhibits a high residual energy is designed as a new CH.

d) IDA election module. 1f the IDA has been detected by
DMA (located at CH) as malicious node (see subsection
IV.A.2) or has consumed more than 60% of the overall
energy, it will be designated as ordinary node and a new IDA
will be elected. We note that, this maximum energy, i.e. 60%,
is determined by carrying out several simulation, which is an
optimal one as it satisfy our requirement, i.e. high detection
rate and an increase on the network lifetime. The election of
new IDA relies on two mains parameters: (i) IDA's node
proximity: the nodes that are located in the same radio range
of the older IDA are selected, (ii) energy consumption: the
node that exhibits a high residual energy among these selected
nodes is elected. The election of a new IDA must assure the
condition that at each two links, there is one agent that
monitors the behaviors of its neighbors.

2) Decision Making Agent (DMA). At each CH the DMA
is activated. This agent is equipped with two main modules as
illustrated in Fig. 4 and detailed in the following

a) Data collection module. This module receives a
Distress_message from its IDA members and forwards it to a
Decision-making module in order to take a final decision, i.e.
whether the malicious node claimed by the IDA agent is an
attacker or not and also check the reliability of message
provided by this agent. Such message contains the id of
suspected node and attack type.

b) Decision-making module. When a CH receives a
Distress_message, it stores the id of the suspected node in a
blacklist database. In case when more than half of IDAs within
a same cluster claim that a suspected node is malicious, it will
be ejected from the cluster. In other hand, the IDAs that
provide a false detection i.e. claim that a normal node is
malicious, they are stored in a black list and a malicious
counter related to each one of them is increased. When this

counter exceeds the threshold T;p,, defined as a number of
IDAs per cluster over two, the IDA will be designed as
ordinary node, in other words not being able to play the
detection agent role and a new one will be elected as explained
above. Data

Ll

Data collection module

RSSI) | PFR PSR

Intrusion detection
module

o Raisi o
CH_ Distress message ﬂ s e

—Hﬂistress_ message
IDA< Reaction module

Data collection module

neighbors
Consume U
more | ; Decision-making ;
IDA election module Black list
than 60% — module
Election of new Eject Malicious
iDA node

IDA-Cluster member level DMA-Cluster head level

Fig. 4. Architecture of detection agents

V. SIMULATION AND EXPERIMENTAL RESULTS

In our study, we use TOSSIM simulator [10], a simulator
of TINYOS sensor nodes to evaluate the performances of
ELID framework. In the simulation phase, we study the
variation of the thresholds related to the Euclidean distance
and their impact on the detection and false positives rates. All
simulation parameters are summarized in Table 1.

TABLEI. SIMULATION PARAMETERS

Simulation time 680 seconds
Simulation area 80*80m?
Number of nodes 200
Number of clusters 8
Radio model Lossy radio model
Routing HEED protocol
Radio range 15m
Sensor initial energy 5 Joules

We then embed our detection framework into real MICAZ
sensor nodes and study the required time of an intrusion
detection agents to detect the attacks (defined as Average
Efficiency), detection and false positives rates. In addition, we
evaluate the energy consumed during the execution of our
application. All these metrics are defined hereafter:

Detection Rate (DR): Measures the rate of correctly
identified attacks over the total number of attacks,



False Positives Rate (FPR): Computed as the ratio
between the number of normal node that are incorrectly
classified as an attacker and the total number of normal node,

Energy consumed (EC): Defined as the total amount of
energy consumed by all nodes over the total number of nodes
in the networks,

Efficiency (E): Determines the required time for an
intrusion detection agent to detect the occurrence of one
attacker [12]. It is computed as follow:

ED — ET
Sampling frequency

Where ED is the detection time of the attacker and ET is
the start time of an attack. To determine the required time for
an intrusion detection agents to detect all attacks in the
network, we compute the Average Efficiency (AE), which is
defined as follows:

Where n is the number of attackers.

A. Simulation results

In the simulation phase, we insert the attacks cited above
separately and vary the number of malicious nodes from 0 to
45% of overall nodes. Afterward, we varied the Euclidean
threshold & related to each attack detection and compute the
detection and false positive rates. Therefore, the optimal
threshold corresponds to a high detection and low false positive
rates when the attacks occur. We note that to identify these
optimal thresholds, we carry out a set of 50 simulations in
order to determine the accuracy thresholds that allow us to
detect these attacks with a high detection and low false
positives rates. These thresholds are specific for configuration
where the number of hops in a cluster is not more than two.
Table 2 summarizes all the optimal Euclidean thresholds of
RSSI, PFR and PSR.

TABLE2. THE OPTIMAL EUCLIDEAN THRESHOLDS

Thresholds Definition Values

Osr Euclidian distance's threshold of 9.2
PFR Under Selective forwarding

Spn Euclidean distance’s threshold of 52.4
PFR under Black hole

Ssn Euclidean distance’s threshold of 9 dBm
RSSI under Sinkhole

Ony Euclidean distance’s threshold of | 7.25dBm
RSSI under Wormhole

Sdos Euclidean distance’s threshold of 35
PSR under DoS

B. Experimental Results

When the optimal thresholds related to the Euclidean
distance of each behavior are founded, we use these thresholds
in the detection policies (see Fig. 2) and embed our detection
framework in a testbed composed of 10 Micaz. In this section,
we study detection rate, false positives rate, energy
consumption, and the average efficiency. When the clusters
are formed, we inject separately different attacks: Selective
forwarding, Black hole, Sinkhole, wormholes and DoS.
Afterward, we investigate the effect of each attack in the
network in isolation by varying the number of attackers from 1
to 3.

Selective forwarding and Black hole attacks. According
to Fig. 6, we show that that the detection and false positives
rates are equal to 100 % and 0%, respectively and these rates
remain constant even when the number of attackers is
important. In addition, as shown in Fig. 5 (a), ELID requires
less time to detect these attacks. The required time of the
detection framework to detect all Selective forwarding is close
to 3 seconds. For Black hole attacks, it is equal to 2 seconds.

Sinkhole and Wormholes. When the Sinkhole or
Wormhole attacks occur, the average efficiency of ELID is
equal and close to 2 seconds, respectively as shown in Fig. 5
(b). Furthermore, the detection of these attacks is achieved
with a high accuracy (i.e. Detection Rate=100% and False
Positive Rate =0%) as illustrated in Fig. 6.

DoS. As mentioned above, our aim is to detect a specific
kind of DoS attack , that attempts to exhaust the resource of a
legitimate node by sending a considerable number of
unwanted packets. As shown in Fig. 6, when the DoS attack
occur, ELID exhibits a high accuracy detection. In addition,
the average efficiency under DoS attacks is close to 2 second
(see Fig. 5 (a)). As a result, our detection framework has the
ability to detect a DoS attack with a high accuracy and a less
times.
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Fig. 5. Experimental detection performances: (a) Average Efficiency under
Selective forwarding, Black hole and DoS attacks, (b) Average Efficiency
under Sinkhole and Wormhole attacks.



100 ” &
H —8— False positives rate
—&— Detection rate

Detection and false positives rate (%)

&
1
Number of attackers

Fig. 6. Experimental detection performances: Detection and False positive
rates for each attack

According to these experimental results, we prove the
efficiency of our detection framework in terms of attacks
detection and required time to identify them. In the following,
we evaluate the energy consumption of our detection
framework to detect these attacks

Energy consumption. In this section, we study the energy
consumption caused by our detection framework and compare
it with EIDF framework proposed by the authors in [12] and
eHIDS framework proposed by the authors in [2]. In order to
measure the energy consumed at each node, we use the
approach that uses a shunt resistor [13]. In this approach, two
voltages are measured: the first is over a MICAZ, which is
constant and equal to 2.7V. The second is over the resistance,
which is varying over time. In this section, we compute the
energy consumption when each attack occurs separately.
Afterward, the average of these energies is computed. As
shown in Fig.7, our detection framework exhibits a low energy
consumption compared to the frameworks proposed by the
authors in [2] and [12]. In addition, we found that, the energy
consumed by all nodes remains constant even when the
number of nodes increases. These results are achieved since
our intrusion detection agents (IDA and DMA) generate a low
computation and communication overhead to detect theses
attacks.
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Fig. .7 Energy consumption

V. CONCLUSION

In this paper, we propose an efficient and lightweight
approach to detect the attackers based on the nodes’ behaviors.
In particular, our research shows that the nodes belonging to
the same cluster have almost a similar behaviors. Furthermore,
we have extended our approach and applied this concept to
detect more dangerous attacks against WSNs such as:

Selective forwarding, Black hole, Sinkhole, Wormhole and
DoS attacks. The process of intrusion detection is carried out
at the cluster-members (IDA) and the cluster-head (DMA) to
eliminate any security threat that may disrupt the network.
These agents collaborate with each other’s to detect malicious
nodes with a high accuracy. According to our simulation and
experiment results, we found that when the optimal thresholds
related to the Euclidean distance are selected, ELID
framework spends a short time to detect these attacks while
achieving a lower false positive rate and full detection rate.
These results are achieved with very low energy consumption.

In the near future, our aim is to extending our approach to
identify other malicious attacks. In addition, we will carry out
simulation and experimental studies within a mobile WSN.
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