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Distribution and Polynomial Interpolation of the
Dodis-Yampolskiy Pseudo-Random Function

Thierry Mefenza!? and Damien Vergnaud!

1 ENS, CNRS, INRIA, and PSL, Paris, France
2 Department of Mathematics, University of Yaounde 1, Cameroon

Abstract. We give some theoretical support to the security of the cryp-
tographic pseudo-random function proposed by Dodis and Yampolskiy
in 2005. We study the distribution of the function values over general
finite fields and over elliptic curves defined over prime finite fields. We
also prove lower bounds on the degree of polynomials interpolating the
values of these functions in these two settings.

Keywords. Dodis-Yampolskiy pseudo-random function, discrepancy,
polynomial interpolation, finite fields, elliptic curves.

1 Introduction

A cryptographic pseudo-random function family is a collection of functions
that can be evaluated in polynomial-time using a secret key but for which no
polynomial-time algorithm can distinguish (with significant advantage) between
a function chosen randomly from the family and a truly random function (i.e.
whose outputs are sampled uniformly and independently at random). In 2005,
Dodis and Yampolskiy [DY05] proposed an efficient pseudo-random function
family which takes inputs in {1,...,d} (for some parameter d € N) and outputs
an element in a group G (multiplicatively written) of prime order ¢ with gen-

erator ¢g. The secret key is a scalar x € Z; and the pseudo-random function is
defined by:

Ve {l,....d} — G
m+— Vy(m) = gﬁ if £+ m # 0 mod t and 1g otherwise.

The Dodis-Yampolskiy pseudo-random function family has found numerous
applications in cryptography (e.g., for compact e-cash [CHL05] or anonymous
authentication [CHKT06]). Dodis and Yampolskiy showed that their construc-
tion has some very attractive security properties, provided that some assumption
about the hardness of breaking the so-called Decision Diffie-Hellman Inversion
problem holds in G [DYO05]. This assumption is non-standard and Cheon [Chel0)]
proved that it is stronger than the classical discrete logarithm assumption in G.

In practice, two interesting choices for the group G are a subgroup of the
multiplicative group of any finite field (in particular, for the so-called verifiable
Dodis-Yampolskiy pseudo-random function in groups equipped with a bilinear



map [DY05]) or a subgroup of points of an elliptic curve defined over a prime
finite field. Very few results supporting the Decision Diffie-Hellman Inversion as-
sumption hardness were proven in these settings (contrary to the Naor-Reingold
pseudo-random function family [NR04] for which numerous results are known,
e.g. distribution [LSW14], linear complexity [GGI11] and non-linear complex-
ity [BGLS00]). This paper deals with the distribution of the Dodis-Yampolskiy
pseudo-random function over finite fields and over elliptic curves and proves
lower bounds on the degree of polynomials which interpolate these functions.

Contributions of the paper. As a first contribution, we prove that for al-
most all values of parameters, the Dodis-Yampolskiy pseudo-random function
produces a uniformly distributed sequence. This simple result is based on some
recent bounds on character sums with exponential functions. Shparlinski [Shp11]
has obtained in 2011 an explicit bound for exponential sums with consecutive
modular roots over a prime finite field. Ostafe and Shparlinski [OS11] obtained
an analoguous result for exponential sums over multiples of a point on an elliptic
curve defined over a prime finite field. Following the method from [Shpll], we
obtain readily a bound for such sums over any extension of a prime finite field
(Proposition 1). This new bound allows us to give results on the distribution
of the Dodis-Yampolskiy pseudo-random functions over finite fields (Theorem
1). We use the bounds from [OS11] to give results on the distribution of the
Dodis-Yampolskiy pseudo-random functions over elliptic curves (Theorem 2).

In order to break the security of the Dodis-Yampolskiy pseudo-random func-
tion, it would be sufficient to have a polynomial over a finite field of low degree
which reveals information on the function values. From the known lower bounds
on the polynomial interpolation on the discrete logarithm in finite fields and
elliptic curves (e.g. [CS00,LW02,KWO06])), one can prove that a low-degree uni-
variate polynomial cannot reveal the secret key « when evaluated at V,,(m) (for
some integer m € {1,...,d}) for all . However, the security of the Dodis-
Yampolskiy pseudo-random function would also be broken if such low-degree
polynomial revealing a value V,(m') were proved to exist (for some integer
m’ € {1,...,d} \ {m} and many different keys ). Our main contribution is
to prove lower bounds on the degree of polynomials interpolating the values of
these functions over finite fields (Theorem 3) and elliptic curves (Theorem 4 and
Theorem 5). These results can be regarded as first complexity lower bounds on
the pseudo-randomness of the Dodis-Yampolskiy function families.

Both contributions are motivated by earlier results of the same flavour on
the Naor-Reingold pseudo-random function family.

2 Auxiliary Results

In this section, we collect some statements about finite fields, exponential sums
over finite fields and elliptic curves. We provide explicit upper-bounds for expo-
nential sums with consecutive modular roots over a finite field and for analogous
exponential sums over elliptic curves [Shp11,0511]. The bound for exponential



sums with consecutive modular roots over a general finite field is easily derived
from [Shpll] and may be of independent interest.

2.1 Finite Fields and Exponential Sums

Let p be an odd prime number. We denote FF; = F,,- the finite field with ¢ = p”
elements (r > 1). For an integer ¢, denote by Z; the residue ring modulo ¢ and by
Z; the group of units of Z,. For an integer m > 0, we put e,,(2) = exp(2miz/m).
Let g € F}, of order ¢ (with ¢ | p" — 1), and ¢ be a non-trivial character of F.
For a € F, and b € Z;, we define the sum:

Sap =Y (ag"™ei(bn).

nery

Throughout the paper, the notation U <« V is equivalent to the inequality
|U| < ¢V with some constant ¢ > 0. In the following lemmas, the implied
constants in the symbols ” <” may occasionally depend on the integer parameters
k,¢ and are absolute otherwise.

In [BS08] Bourgain and Shparlinski proved, when r = 1, that for any ¢ >
0, there exists 6 > 0 such that for ¢ > p°, we have the bound S,; < 19,
Shparlinski [Shpl1](Theorem 3.1) gave an explicit form of this result (again
when 7 = 1) for relatively large values of t; in the case t = p't°(1) it takes the
form S, , < t127/128+0(1) Using Shparlinski’s methods, we generalize this bound
on S, for any r > 1 (see Appendix A for a proof which follows [Shpl1]):

Proposition 1. For any integers k > 2, £ > 1 we have for t > ¢'/?(log q)?:
Sup < tl—wk,zq,@k,z-‘rO(l)7

_ 1 _ 1 -1
where ay, ¢ = 202k+0) — ke and P = 12k+0)

2.2 Elliptic Curves and Exponential Sums

We will also consider the setting of an elliptic curve E defined over F,, (where p
is a prime number), that is a rational curve given by the following Weierstrass
equation y? = 23+ Az+ B with A, B € F,, and 443+27B? # 0. The set E(F,) of
the points of the curve defined over F, (including the special point O at infinity)
has a group structure (denoted additively) with an appropriate composition rule
where O is the neutral element. Given P a point of the curve E with prime
order ¢ (with ¢ | |[E(F,)|), we denote [n|P the scalar multiplication, i.e. in fact
the adding of the point P to itself n times (for n > 0).

Let E be an elliptic curve and G € E(F,) be a point of order ¢ > 1. For
a € Fy and b € Z, we define the sum:

e X e (o (2] ) et

nery



where X (P) denotes the abscissa of a point P € E(IF,).
~ In [OS11, Theorem 6], Ostafe and Shparlinski obtained an upper-bound on
S, (with H(X) = X! following the notation from [0S11]):

Proposition 2 ([OS11],). For any integers k > 2, £ > 1 we have for t >
q1/2<10gq)2:
S'a p < tl—ak,lpﬂk,l"ﬂ)(l)’

_ 1 _ 1 -1
where ke = sy — e ond Bre = k10"

2.3 Division Polynomials over Elliptic Curves

In this section, we recall some basic facts on division polynomials of elliptic curves
(see [Was08,BSS99]). The division polynomials 1., (X,Y) € F,[X,Y]/(Y?—X3—
AX — B), m > 0, are recursively defined by:

Yo =0
P =1
Yo =2V

Y3 =3X* +6AX% +12BX — A?
Yy =4Y (X% 4+ 54AX* +20BX? —54%X? — 4ABX —8B? — A?)
Voma1 = U + 202, — V¥ 1, m>2
Pom = Um (Pmi2¥im—1 — Ym—2Vimy1) /2, m >3,

where 1,,, is an abbreviation for ¥, (X,Y"). If m is odd, then ¢,,(X,Y) € F[X]
is univariate and if m is even then ¥,,(X,Y) € 2YF,[X]. Therefore, we have
¥2(X,Y) € FplX] and ¢p—1(X, Y )41 (X,Y) € F,[X]. In particular, we may
write Pom11(X) and 2 (X).

The division polynomials can be used to calculate multiples of a point on
the elliptic curve E. Let P = (z,y) € E with P # O, then the abscissa of [m]P
is given by 0,,(z)/v2,(z) where 0,,(X) = X2, — m_19m11. The zeros of the
denominator ¥?2, (X) are exactly the first coordinates of the non-trivial m-torsion
points, i.e, the points Q = (z,y) € EQ \ {O} on E with [m]@Q = O. Note, that
these points occur in pairs Q = (z,y) and —Q = (x, —y), which coincide only if
2Q = O, i.e, if x is a zero of Y3 (X).

We recall that the group of m-torsion points E[m], for an elliptic curve E
defined over a field of characteristic p, is isomorphic to (Z/mZ)? if pt m and to
a proper subgroup of (Z/mZ)? if p | m. If m is a power of p then E[m] is either
isomorphic to (Z/mZ) or to {O}. Accordingly, the degree of 2,(X) is m? — 1 if
p 1 m and strictly less than m? — 1 otherwise. In particular, for p = 2 and m a
power of 2 we have deg(12,) = m — 1 if E is not supersingular and deg(¢)2,) = 0
otherwise. By induction one can show that 6,,(X) € F,[X] is monic of degree

m2.



3 Distribution of the Dodis-Yampolskiy Pseudo-Random
Functions

For a real z, we use the notation e(z) = exp(2miz). For a sequence of N points
I' = (Yo,ns-++sVs—1,n)nef1,..,N} in the s-dimensional unit cube, we denote its
discrepancy by Dp:

Tr(B)

Dy = sup N

BC[0,1)®

- |B|

)

where Tr(B) denotes the number of points of the sequence I" in a box B (i.e. a
polyhedron [ag, Bo) X+ - - X [as—1, Bs—1) C [0,1)*) of volume | B| and the supremum
is taken over all such boxes. For an integer vector a = (ag,...,as—1) € Z°, we
define |a| = mamue{o,_.,7s_1}|ay| and r(a) = Hi;(l) max{|a,|, 1}.

In order to show that a sequence I" is uniformly distributed, we need to show
that its discrepancy Dp is very small (i.e. tends to 0). The following lemma
is our main tool for finding non-trivial upper bound for the discrepancy. It is a
slightly weaker form of the Koksma-Sziisz inequality [DT97, Theorem 1.21]. The
implied constant in the symbol ”<” depends on the integer s.

Lemma 1. For any integer L > 1 and any sequence I' of N points, we have

N s—1
S (z 7> ,
v=0

11 1
Dr<i+w 2 ==

L 0<la|<L r(a) n=1

where the sum is taken over all integer vectors a € Z° with 0 < |a| < L.

We also need the well-known orthogonality relation:

m—1 .
Zem(nk){o if A% 0 mod m (1)
n=0

m otherwise

and the inequality [[IK04], Bound (8.6)] (which holds for any integers m and M
with 1 < M <m):
m—1

< mlog m. (2)

M
Z em(nA)
A=1

3.1 Distribution of the Dodis-Yampolskiy Pseudo-Random Function
over Finite Fields

Let ¢ = p" be a prime power for some integer r > 1, let g € F; be an element
of prime order ¢. For x € Z; and d < t, we denote by D,(d) the discrepancy of
the points (Vy1(n)/p,...,Ver(n)/p) for 1 <n < d, where V;(n) = gT € Fpr
and Vy(n) = Vy1(n)B1 + -+ - + Vi (n) By, where {81, ..., B} is an ordered basis
of F,r over F,,. We identify F,, with the set of integers {0,1,...,p — 1}.



Theorem 1. For any x € Z;, any integers k > 2, £ > 1 and 1 < d < t, we have:

tl—ak1 gBri+o(1)
Dy(d) € —————,

_ 1 1 _ 1
where ag, = 202k+l) Akl and Py = I2kFD) "
Proof. From Lemma 1, we derive
11 1|
Da(d) < 2+ 5 > @ Z > aiVei() ||,
0<|al<p n=1 j=1

where @ = (a1,...,a,). Set

d r
Sa(a) = e,(d_ a;Va j(n))
n=1 j=1

Let {d1,...,0,} be the dual basis of the given ordered basis {51, ..., 3,}. For
je{l,...,r} and n € {1,...,d}, we have V, ;(n) = Tr(6;V,(n)), where Tr
denotes the trace of F,r over F,, (namely Tr(z) = z+2P+- - +27""). Therefore,

d r d
:Zep Tr Zajéjvx(n) :Zep(Tr(aan(n)))

where o, = 37, a;0; € Fpr
Let x be defined by x(z) = e,(Tr(2)). Then x is a non trivial additive character
on Fp,-. Since there exists j € {1,...,r} such that a; # 0, then a, # 0. We have:

d
Z Ve(n)) with a4 # 0.

n=1
We have
z+d 1 t—1 z+d
560 = 3 X =1 Y xa M x Y S efeln—o)
n=x+1 nEZ* c=0v=zx+1
neLy vEZY
1 t—1 x+d
= Z X (aagl/") et(cn) | x Z et(—cv).
c=0 nezLy v=x+1
’UEZ:
By applying Proposition 1 and (2), we obtain
1 t—1| z+d
Sd(a) < - Z Z et(_cv) % tlfak‘eqﬁk‘e+0(1) < tlflllc,zqﬁk,wro(l).
c=0 |v=x+1
vELY



By applying this bound to D, (d), we have

1 tl—an 1 oBr.et+o(1) 1 1 tl—ak.e gBr e+o(1)
D, (d) P b Z 7<<7+q—logrp
P o, @ P d
al<p
1—ak,e 4B8k,0+0(1)
P
- d

With the choice k =4, [ = 8, t = ¢*°(1) and d = ¢13 ¢, we obtain

Dx(d) < pr(—e+o(1)) _ q—a-i-o(l).

3.2 Distribution of the Dodis-Yampolskiy Pseudo-Random Function
over Elliptic Curves

Let E: y? = 23 + Az + B, be an elliptic curve over F,. For P € E(F,) of prime
order t, for x € Z;, and for 1 < d <t we denote by D (d) the discrepancy of the
points (X (V;(n))/p) for n € {1,...,d} where V,(n) = {w_m} P e E(F,). We
obtain the following theorem.

Theorem 2. For any x € Zy, any integers k > 2,1 > 1 and 1 < d < t, we have:

1=k e pBr eto(1)
Dydy<—F "
d
_ 1 1 - 1
where oy, o = 3@RTD TN and  Bre = 4(ak+0) "

Proof. From Lemma 1, we derive

D(d)<<]19+g Z

0<la |<p

(aX(Wx(n))],

where a is an integer. Set Sy(a) = Eizl ep(aX (W, (n))), we have

o 8 a2

ne’y
1 t—1 z+d
-1 (x(H )) S S efeln—u)
ne”zy c=0v=z+1
vEL]
1 t—1 1 z+d
=3 Z ep <aX ([} P>) et(cn) | x Z et(—cv)
c=0 nezr n v=x+1
vELY



By applying Lemma 6 and (3), we obtain

t—1 x+d

1 Cu )
Sa(a) < EZ Z er(—cv)| x tiomepfretold)

c=0 |v=x+1
vEZLY

< tl—ak,fpﬁkl"ro(l)

By applying this bound to D,(d), we have

1 11—« Br,e+o(1) 1 1
Dw(d) < 5 + ¢ k,ep kL X & Z P

lal

0<|a|<p
1 1—ak e, Br,1+o(1) 1
< ]; +t Pk, X Elogp
1

< tl—ak,zpﬂk,z+0(1) %

a

With the choice k = 4, £ = 16, t = p*°() and d = ¢356 7, we obtain D, (d) <
p—s—i—o(l).

4 Polynomial Interpolation of the Dodis-Yampolskiy
Pseudo-Random Function over Finite Fields

Let g € ;. for some integer 7 > 1, be an element of prime order ¢ | p" — 1.
In this section, we prove a lower bound on the degree of univariate polyno-
mial interpolation of the Dodis-Yampolskiy pseudo-random function over finite
fields. We consider polynomials that interpolates values of the Dodis-Yampolskiy
pseudo-random function for a fixed secret key x € F;. The values considered are
evaluation of the function at integers n € {1,...,d} for some integer 1 < d <t
and translates of these values by some fixed constants A € N. This setting is
interesting for applications in cryptography [CHL05,CHK™06]. Note that if one
value n is larger than d then, the Dodis-Yampolskiy function is not necessarily
defined at n + A. In the following, we consider simple sets where all translates
belong to the function domain but our method can be adapted to other settings.

Theorem 3. Let A be a fized integer and let A C {1,...,d}. For some x € F},
let F(X) € Fy[X] be such that F(gﬁ) = g#m > for alln € A. We have

deg(F) >

t—2s £\ /2
> (= ——
) and w(F) > (45) where A =t —s

In the proof of Theorem 3, we use the following lemma [LW02] where the
weight w(F') (or sparsity) of a polynomial F(X) € F,[X] is the number of its
non-zero coefficients.



Lemma 2 ([LWO02]). Let v € F,, be an element of order £ and F(X) € Fp[X]
be a non-zero polynomial of degree at most £ — 1 with at least b zeros of the form

~¥* with 0 < o <€ —1. The weight of F(X) satisfies w(F) > ¢/(£ —b).

Proof (Theorem 3). Let R = {(n+ x)modt : n € A}. Then R C F; and {R =

t —s. We have F(gn) = g7 for all n € R. Noticing that n—_}_)\ =1(1- ﬁ),
we obtain F(g*) = g%(l_ﬁ) forallu= 2, n e R.

n

Let Rp ={u=2:n€R\{0}} and T = {u € Ry : 2u+1 € Ry}. Since

n

fRy =t — s, we have T >t — 2s. Then

2u+1

F (g X ) — g%(l_ﬁ) = g%(%""%(l_%ﬁ—l)) = g% X g%(l_ﬁ)

for all w € T. We thus have
F? (gLAH> = g% x g%(l_ﬁ) = g% x F(g~), foralluecT.

Let H(X) = F2(gx X2) — gx F(X). The polynomial H(X) is a non-zero poly-
nomial and deg(H) < 4deg(F’). Since H(X) has at least 7" = t — 2s zeros, we
have 4deg(F) >t — 2s and then deg(F) > =25, Moreover, if deg(H) <t — 1,
since the zeros of H are the powers of gi then we have by Lemma 2, w(H) >
t/(t — (t — 2s)), and since w(H) < 2(w(F))?, it follows that w(F) > (t/4s)'/2.
O

Remark 1. Theorem 3 is non-trivial only when §A4 > ¢/2. It remains an open
question to obtain non-trivial lowers bounds for smaller sets A.

5 Polynomial Interpolation of the Dodis-Yampolskiy
Pseudo-Random Function over Elliptic Curves

In this section, p is an odd prime number, E is an elliptic curve defined over I,
and P is a point of the curve E(F,) with prime order ¢. We prove lower bounds on
the degree of polynomial interpolation of the Dodis-Yampolskiy pseudo-random
function over elliptic curves defined by V,(n) = X ({ 1 ] P) for a secret key

z+n
x € F} and an integer n € {1,...,d}, with 1 <d <+t.

Theorem 4. Let S C {1,...,d}, 8S =t —s. We suppose X (P) # 0. For some
x € F}, let F(X) € Fp[X] be such that ¥3(F(X(P))) # 0 and F (Vy(n)) =
Va(n+1) for alln € S. We have

t—2s
deg(F) > .
es(F) = —5

Proof. Let R = {(n+x)modt : n € S} C F;. We have 1R = ¢ — s. Let us
denote zj, = X ([k]P) and Ry = {1 : n € R}, then we have F(z,) =z,__1_ for

1+4+u



all u € Ry. We consider the set T'= {u € Ry : 2u+ 1 € Ry}, then T >t — 2s.
For all uw € T, we have:

F(2out1) = 1

T T1/241/2(1—1/(u+1)) and  F(z,) = T1-1/(u+1) (3)

Using division polynomials (see Section 2.3), we can write:
. B(F(z2ur))
0 Y3(F(2u+1))

Using the elliptic curve addition law, we have

(4)

Liy1—

o) T 2 «
P w where a(X) = 21 X% + (27 + A)X + Aw1 + 2B,
and for any polynomial G of degree m > 1, we have
u(xa) - yav(x

(ma _ $1)2m

G(x14a) = ) and le(u) = G(x1)

with uniquely determined polynomials w(X) and v(X) with deg(u) < 2m (deg(u) =
2m if G(x1) # 0) and deg(v) < 2m — 2 and where lc(u) is the leading coefficient
of the polynomial u(X). Since F(z,) = x,_ 1., we can rewrite (4) as:

a(F(xu)) - y1y17u¥Jrl . 92(F($2u+1))
(Flza) —21)?  $3(F(r2041))
,yl,L) € E(F,) and F(z,) = zy_ 1, the poly-

nomial y3(F(x,)® + A - Fl( w) + B)z/JQ( (z2u+1)) is equal to the polynomial
[(F(z4) — 71)202(F(22us1)) — a(F(24))%3(F(22441))]?. We thus obtain

Since the point (z,_

P1{T2u) — Y2uP2\T2u
y%(F((Eu)?) + A : F(SIJ“) + B) X ((3321 - 1'1)1250 ) = Q(xua x2u7y2u)7

where dg = deg(F) and Q(zy, Zou, Y2.) denotes a polynomial of the form

zps(ﬂfzu) — yzup4($2u) p5($2u) - yzupﬁ(xzu) 2
(F(zy) — 1) (T2 — 21)80 —a(F(zy)) (20 — a1)0D

such that deg(p1) < 6do, deg(p2) < 6dy — 2, deg(ps) < 4do, deg(ps) < 4dp — 2,
deg(ps) < 3dp and deg(pg) < 3dy — 2. We obtain:

Y1 (F(24)* + AF (2,) + B) (220 — 1) (p1(v20) — y2ub2(T21)) = P(Tu, Tous Y2u),

where P(, T2y, you) = [(F(2u) — 21)°p3(22u) — a(F () (220 — 21)*%ps(22u)
— y2u((F () — 21)*pa(@20) — a(F(24)) (w20 — 21)*®ps(224))]>-
We then proceed as previously by trying to eliminate ys,. We obtain an

expression in function of x, and z9, and we replace x2, by 0 ((z“)) We finally

obtain a rational function in z, of the form:

W() =0, where Q(X) € F,[X] and deg(Q) < 88dp.
2 Ty

10



Claim. Q(X) # 0 if ¥3(F(z1)) # 0 and x1 # 0

Proof (Claim). We have deg(Ps) = 3dy iff 93(F(x1)) # 0. If deg(P5) = 3do,
One can then verify that the leading coefficient of @ is the leading coefficient of

the numerator of the rational function obtained from [(F(z,) — #1)*p3(224) —
92(Iu

a(F(xy)) (w2, — x1)?%ps(12,)]* after replacing x9, by Y
HEN
Therefore, if deg(Ps) = 3do, then the leading coefficient of @ is (f? x x1 X
¥3(F(z1)))* which is non zero if z; # 0 since deg(Ps) = 3dy iff ¥3(F(z1)) # 0,
where f is the leading coefficient of F. Then if 1)3(F(z1)) # 0 and x1 # 0, Q(X)

is a non-zero polynomial. a

If Y3(F(z1)) # 0 and 21 # 0, Q(X) is a non-zero polynomial with at least
7 /2 different zeros. We thus have 88dy > (¢t — 2s)/2 and the claimed result. O

The condition X (P) # 0 in the statement of Theorem 4 holds obviously for
almost all point P. The lower bound then holds if the group order §E£(F,) is odd
since in this case, the technical condition 3 (F(X(P))) # 0 is always satisfied.
However, we obtain a weaker lower bound for the polynomial degree which holds
for every curve F.

Theorem 5. Let 1 < d <t be a fized integer and let A C {1,...,d}, fA =1t —s.
For some © € Fj, let F(X) € F,[X] such that F (Vy(n)) = Vy(n+ 1) for all
x € A. We have deg(F) > (t — 3s)1/2/6.

In the proof of Theorem 5, we use the following simple lemma:

Lemma 3. Let E : y?> = 2% + Az + B be an elliptic curve over F,, with A # 0
and B # 0. Let F(X) € Fp[X] be a non-constant polynomial with F(X) # X.
Then there exists o € F), such that ¥3(F(a)) =0 and ¥3(a) # 0.

Proof. There are exactly three distinct zeros aq,as, a3 € F, of ¥3(X). For all
index i € {1,2,3}, there exists at least one 3; € F, such that F(8;) = a,
because F' is not a constant polynomial. Since for all ¢,5 € {1,2,3}, i # j, we
have a; # «;, then the system F(X) = «; and F(X) = «; has no solution. It
follows that the polynomial ¥3(F (X)) has at least three different zeros.

Let d denote the degree of F' and let us suppose that there does not exist
a € F, such that ¥3(F(a)) = 0 and 92(a) # 0. Then we have that 2(F (X))
has exactly three zeros which are the zeros of ¥3(X). If d = 1, then it will
imply that F(X) = X which is impossible. If d > 2, for all ¢ € {1,2,3}, the
equation F(X) = «; has exactly one solution ~; of multiplicity d which is one
of {a1,as,a3}. Then 1 and 9 are the zeros of the (d — 1)-derivative of F(X)
which is of degree 1 and this is impossible because ; # 7. Hence in all cases,
we obtain a contradiction. So there exists a € F,, such that: ¥3(F(a)) = 0 and

V3(a) £ 0.

Proof (Theorem). Let R = {(n+z) modt : n € A}. Then R C F; and §R = t—s.
The equation F (V.(n)) = V,(n + 1) then becomes:

e (7)) = ()
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for all n € R. Denoting z, = X ([k]P) = X ([k mod t]P) and considering the set
T={n€ R/n/2,n+1 € R}, we have

92(1‘#2)
Fle3) = F o) = 2o =2t = gt
(92(F(asnjrl )
- w§<F(x%+1))
Oo(F(F(z1)))

hence we have

, forallm e T.

g ) _ 6EFEEL))
Vi(w) ) U3(F(F(z1)))

Finally, we consider the polynomial

o 02do (32 92(X)> _ 92(F(F(X)))>
w06) = 0o (7 (555) - oty )

The polynomial H(X) has at least T/2 zeros. We have F(F (X)) # X and
by Lemma 3, it will imply that there exists a € F,, such that ¢2(F(F(a))) =0
and 13 (ar) # 0. Hence, we have H(a) = —05(F(F(a)))y2% (o) # 0, since f5(X)
and 93(X) have no common zeros. Therefore, H(X) is a non-zero polynomial
and deg(H) < 9d3. Then we get that 9d3 > #R/2 and the result follows. O

6 Conclusion

We studied the distribution of the Dodis-Yampolskiy pseudo-random function
values over finite fields and over elliptic curves. We also proved lower bounds
on the degree of polynomials interpolating the values of these functions in this
two settings of practical interest. As future works, it would be interesting to
study the distribution of k-tuples (V(m),...,Vy(m + k)).,, and to study the
linear complexity and minimal polynomials of the sequence generated by the
Dodis-Yampolskiy functions over finite fields and over elliptic curves.
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A Proof of Proposition 1

The classical Weil bound for exponential sums can be found in [Weid8, NWO00).

Lemma 4. Let F(zx) be a non constant polynomial in F,lz] such that F(x) #
h(z)P — h(z) for any h(z) € Fy(x). We have

Z Y(F(x))| < (deg(F) — 1)(]1/2

z€F,

We deduce the following simple lemma:

Lemma 5. For any pairwise distinct positive integers 1 < ri,...,1, < R, we
have
t v
max P aig"" || < Rq¢'/2.
(a1,0100) EFYr ; (; '

(a1,...,a,)#(0,...,0)

Proof. Let s = (g —1)/t. We have g = 6°, where 6 is a primitive root in F, and

> (Z ag> e (Z a9> SIS, (Z a9>

i=1

Applying Lemma 4, we obtain :

n=1 i=1

max
(111-,-~~7a1;)€FZr

(a1,...,a4)#(0,...,0)

1
< —((Rs— 1)¢'/? +1) < Rg*/2.
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Proof (Proposition 1). For any integer k > 2, we have

k k
Sast= > W a_;g”"f e b;nj
J= J=

ni,...,n, €LY

For m € Z;, we collect together the terms with ny +---+nx = m mod t, getting:

k
ERLES Sl D SRS P g7
j=1

MELy N1,...,NEELY
ni+-+ng=m mod t

By the Cauchy inequality, we can upper-bound \Sa’b|2’c by
2

k 2k
S SIS SEE] 05 STLh | RETAND SE P AT
j=1 j=1

mEZLy ni,...,nE €LY (n1,...,n2K)ENg
ni+--+ng=m mod t

where the outside summation is taken over the set of vectors
Ni ={(n1,...,n91) € (Z’:)Qk iny 4+ nog—1 =na+ng+ -+ ng, mod t)}.
One can see that for any m € N with ged(m,t) = 1, we have

2k

2k
)DRRTY ) 3 @RI OHIZTN RN SR P o AR
j=1

(n1,...,n28)ENg j=1 (n1,...,n2)EN

Let us fix some parameter @ with @ > 2logt. Let Q be the set of primes m < Q
with ged(m,t) = 1. Averaging over all m € Q, we obtain

2k
|Sa,b|2k§ﬁig SOy v azl(fl)jgm/nj
p

meQ (n1,...,n2x) €Ny

The number w(t) of prime divisors of ¢ satisfies w(t) < (1+0(1))(logt)/(loglogt)
(which can be seen from the trivial inequality w(¢)! < ¢ and the Stirling formula).
By the prime number theorem, we have (since Q > 2logt):

log t
o8t 505 9

10> (14 o)) o — (o) ot o = 05

log @

provided that ¢ is large enough. We have #N;, < =1, Using the Holder inequal-
ity and then extending the region of summation, we obtain that for any integer
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£ > 1, we have:

20
2k

|Sap " < ﬁQ%(ﬁN DY STwlad (-1)7gm/m

N1,..., N2k €LY meQ 7=1

2¢
t4k£72k+1 10g2€

t
< O < Z YU GZ g™

onop=1|meQ

_ t4kezk;;10g2€Q Zt: Z zk:i: yith gman;
j=1h=1

ni,...,nap=1 mhm,mzzEQ

2k

1AkE—2k+1 log% Q
AT

X (sxce)

For O(1Q%)=0(Q* log™* Q) tuples (my, ..., mop) € Q> such that the tuple of the
elements on the odd positions (myq,...,mor—1) is a permutation of the elements
on the even positions (mae,...,mar), we estimate the inner sum trivially as t.
For the remaining O((4Q)%) = O(Q**(log Q)~%) tuples, we use the bound of
Lemma 5. Therefore,

mi,...,mag€Q

t4kl—2k+l 10g2£ Q

o7 (Q"log™" Qt** + Q* 10g™*" Q(Qq'/*)*)

_ t4k€—2k+1(Q—€ logl QtQk + Qquk)~

‘Sa,b|4kz <

Taking Q = 2t2k/(2k+0) ¢=k/Ck+0) (1og )¢/ k+0) and if t > ¢'/?(log q)?, one can
see that Q > 2logt and we obtain

‘Sa,b|4k£ & AR (2RE=2K=0) (2ot 0) R (2h+E) ) 2+ 0)

log q

and the result follows. O
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