N

N

A Taxonomy of Cyber-attacks on Computer Networks
Ali Sajid

» To cite this version:

Ali Sajid. A Taxonomy of Cyber-attacks on Computer Networks. [Research Report] university of
bradford. 2020. hal-02561057

HAL Id: hal-02561057
https://hal.science/hal-02561057
Submitted on 3 May 2020

HAL is a multi-disciplinary open access L’archive ouverte pluridisciplinaire HAL, est
archive for the deposit and dissemination of sci- destinée au dépot et a la diffusion de documents
entific research documents, whether they are pub- scientifiques de niveau recherche, publiés ou non,
lished or not. The documents may come from émanant des établissements d’enseignement et de
teaching and research institutions in France or recherche francais ou étrangers, des laboratoires
abroad, or from public or private research centers. publics ou privés.


https://hal.science/hal-02561057
https://hal.archives-ouvertes.fr

A Taxonomy of Cyber-attacks on Computer
Networks

Sajid Ali
Faculty of Engineering and Informatics
University of Bradford
Bradford, UK
Salil73@bradford.ac.uk

Abstract — Computer networks in the current state of the
world have become an inevitability all around the world ever since
it was put in motion. It has constantly gained users within
businesses and organisations, and the users will tend to increase
as more technology is invented. We need computer networks day-
by-day, as it uses different computers within the same network to
share files, resources and significant data. It is used within
businesses and schools or could be part of the network which may
be connected to the internet. When computer networks start
growing as a whole, then the chances of cyber-attacks also starts
to increase and the attack can happen when it is least expected.
This is due to the fact that solutions aren't as effective as such. For
example, resources, tools and framework cannot detect cyber-
attacks that affect the organisation, before the attack is carried out
[1]. Alongside this, when there is a large number of users on a
specific network, then the network can become slow as it is sharing
resources with more users, which could eventually lead it to shut
down.
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. INTRODUCTION

As studies have taught us, there is a high demand for
technologies that are used for computer networks within the
interaction and business industries. A lot of cyber-attacks have
occurred where businesses, as well as individuals, have made
a great loss. There are a lot of cyber-attacks out there, but a
few are known as denial-of-service (DoS), Man in the Middle
(MitM), Cross-site Scripting (XSS), and etc. [2]. Attacks tend
to happen due to the vulnerability of the system, but as the
system learns about the different attacks, it classifies it and
learns it for the future. The classification file is called a
taxonomy which embraces a variety of consequences such as
digital harm, physical or psychological harm, reputational
harm, and societal harm [3]. Assailants will also use the above
attacks in order to steal sensitive information such as
identities, to sell on the dark web for other crimes to be
committed by different assailants [4]. This journal will contain
the different types of cyber-attacks, how they are carried out,
and ways of preventing it for future use. Also, this journal with
finish with a conclusion to conclude the effects that
cybercrimes have.

Il.  TAXONOMY OF CYBER-ATTACKS

In 2018, over 9 billion records were accessed and
tampered with by hackers [7]. Hackers will hack anything that
benefits them in some way to either gain money or something
else that will benefit them in the future. Some of the types will
be explained below such DDoS, Man in the middle and etc. it

is helpful to know what the types of attacks are and how they
can be prevented to the maximum possible ability [7].

A. DDoS Attack

Around 28,700 different attacks happen daily around the
world, which is just under 2000 attacks an hour [9]. In order
for a DDoS attack to be established, the assailant must create
a connection and gain control of the oppositions system for the
attack to be successful. The way DDoS attacks work is,
malware is sent to the oppositions system and installed, which
in turns blinds the individual computer from seeing anything
and turns it into a robot, which means the computer is unable
to do anything [6]. This is also known as bots, and once the
assailant has turned a group of PC's into bots then it is known
as a botnet. After botnet has been achieved, this is how the
attacker knows that the attack is becoming successful. As soon
as the botnet stage has been created, the assailant will be able
to send traffic to the user's computer remotely through the IP
address by the use of bots and at this stage, it is very difficult
to realise which part of the traffic is normal or harmful. Within
this, bots will randomly send traffic to the server of the chosen
IP address causing it to process more than it can handle which
will eventually shut down due to it over flooding. This is
called the denial of service because the attacker is literally
denying the service to legitimate traffic [10].

B. Man in the Middle Attack

Man in the Middle attacks is a great threat to businesses as
well as organisations because, in 2018, 35% of exploitation
activity happened as attackers were using man in the middle
attacks [12]. A Man in the Middle is a very devious attack that
intercepts the communication between two parties by placing
himself in the middle to imitate to the other user, making it
look like the messages are being sent and received as normal.
The main aim of this attack is to thieve personal information
and sensitive data such as login credentials, account details,
credit card numbers and etc. this type of attack usually takes
place with e-commerce websites that look fraudulent [8].
Most of the time, Man in the Middle attacks are hard to notice
as there is hardly any evidence to tell that anyone is spoofing.
Identity theft is the highest possible chance of happening,
alongside financial theft and unauthorised password change,
but there are many purposes alongside this, as each individual
attacker has his own intentions [11]. In different terms, Man
in the Middle is like someone opening up your mail which
contains your bank statement to copy your bank details and
financial information [13].

C. Cross-site Scripting Attack (XSS)

An example of an XSS attack could be, if a hacker was to
send a victim a suspicious or unorthodox email containing
code that the victim cannot account for and is clicked on, then
a chain of custody could be introduced and would lead to a



misleading web-page for harmful reasons [15]. In basic terms,
cross-site scripting is when the assailant/hacker places
harmful and malicious code into a defenceless website or send
it within emails to gullible victims. Within this, the users are
targeted before and can have devastating consequences, which
may be at the mercy of the attacker [14]. If successful, data
could be modified, account details can be bypassed and
gullible users can evasively give private data. In conjunction
with this, cookies can be penetrated to imitate valid users and
abuse the data that they're most protective of. There are two
types of cross-site scripting which are known as stored and
reflective, stored cross-site scripting (persistent XSS) is more
dangerous than the two as it places harmful code directly into
the webpage. On the other hand, the reflected script uses the
link rather than the content to inject malicious code and harm
can only occur once clicked on [16].

D. Drive-by attack

IBM states that the time frame to detecting a breach within
2019 is 206 days [18]. This is because cyber attackers tend to
look for sites that are insecure and is easy for it to insert
malware. As this is a method used by many attackers to insert
malware, it is inserted into the HTTP or PHP part of the
webpage [17]. When the site is visited, the malware within the
code could be automatically downloaded or can direct the user
to another site that is controlled by the assailants that directed
the victim. Drive-by attacks can happen in ordinary places like
emails and website which makes it least expected. With this
being said, the assailant doesn’t have to depend on the user to
do anything in order to take control of his/her computer, this
is very rare and most cyber-attacks can’t do what drive-by
attacks can [19]. If the victim doesn’t have to depend on the
user to do anything, then the victim doesn’t have to click or do
anything in order to become infected, which means advantage
can be taken of apps and operating systems or even web
browsers that haven’t had successful updates. There are many
ways to be protected from drive-by attacks but the main ways
are to keep everything updated [21].

E. Password attack

Throughout 2019, there has been a breach of 5.3 billion
records due to password attacks which took home addresses,
phone numbers, credit cards number and etc. [22]. Passwords
are used for nearly everything we own digitally, so for hackers
to obtain passwords is their primary goal which is most likely
effective for them. Some of the time, victims could leave
passwords lying around on desks in which the attacker will
sniff around. The attacker will use other means such as social
engineering, password databases or basic guessing to obtain
unencrypted passwords, which can either be done at random
or systematically [20]. There are two ways of obtaining
passwords which are Brute Force and dictionary attack. A
Brute Force attack means trying random passwords differently
and guessing that one will work. This uses a trial and error
method and utilises passwords that are affiliated with the user
such as the users name, address, job title and etc. in dictionary
attacks, this method uses passwords that have already been
utilised by a password database that has been gained
unlawfully, this also uses a trial and error method that guesses
passwords from the database.

I1l.  REQUIREMENTS FOR TAXONOMY

When using a taxonomy, the system will need to know
which sector of the data is to be recorded and how similar or

different the samplings are to be figured out. When creating a
taxonomy, there are certain requirements that need to be
achieved in order for the taxonomy to be successful and for it
to be universally accepted [23]. Also to make a new
taxonomy, previous taxonomies need to be researched and
understood fully before moving on. The requirements are, as
follows [25]:

«  Accepted — which means that methods are used from
previous work that is well accepted.

. Mutually exclusive — when detection of several
attacks has occurred, it is fit into one classification, rather than
overlapping with another sector.

. Comprehensible — this means, that it can be
understood by computer scientist and anyone a little less
educated.

. Complete/exhaustive — the categories that are
already available have to be complete and thorough within
each group and is assumed to be complete.

. Unambiguous — this means that the classification has
to be precise of what attack belongs to the classification
without a doubt.

. Repeatable — this should be repeatable.

» Terms well defined — the categories that belong to the
taxonomy should be defined really well and precise
terminology so the system understands and be within the laws
of security.

. Useful — it is used to gain awareness into a specific
field of study in which the interest lies within the field of
study.

IV. ATTACK TAXONOMIES

One form of taxonomy that was proposed from the
Computer Emergency Response Team (CERT) for cyber
intrusions by Kjaerland [27]. This type of system focuses
more on user profiling to capture the cybercriminals and
victims. Within this taxonomy, attacks were used using facet
theory and multidimensional scaling (MDS) with the method
of Operation, target, source and impact. This means that it
checks the similarity levels of individual cases [35] and the
systematic approach to coordinating theory and research [36].
Each feature contains a certain number of elements with a
thorough explanation. The creator used these features to
compare the commercial side against the government side.
Kjaerland's method focuses more on user behaviour and
figures out what their intentions are to find out why and how
the attacks take place, and where the attack would take place
from [26]. Like others, this method also contains dis-
advantages which is that it has a high-level view of the
taxonomy of operations which doesn't include a further
description to the methods that can be used in recognising the
foundation of the attack.

Another taxonomy was proposed, where the method could
use four unique dimensions that provide an all-inclusive group
by covering network and computer attacks which were created
by Hansman and Hunt [29]. Their type of taxonomy gives help
in improving computer and network security, moreover, it
uses regularity in language with an explanation of the attack.
An attack vector is the first part of the method that is used to
put the attack in a group, the second part of the method puts



the target in a group. The third dimension states the
vulnerability classification number and the final dimension
highlights the effects that are involved within the attack. In
each dimension of the taxonomy, there is a detailed
description provided of the attack, which is a disadvantage
within their method [28]. A final disadvantage to this method
is that it doesn't provide enough information, which doesn't
allow to capture information in protecting a system from
attacks.

Mirkovic and Reihner [30] proposed a taxonomy that
deals with Distributed Denial of Service otherwise known as
DDos attacks and defence tools used in order to put the attacks
in groups and various defence strategies involved. This
specific method gives an overview of the features and attacks
strategies that are used within the method. Strategies are an
important factor as a defence mechanism. This method uses a
degree of automation, exploited weaknesses, source address
validity, attack rate dynamics, the possibility of
characterisation, persistent agent set, victim type, and impact
on the victim which is used to classify the DDoS attacks. The
creators also created a defence which provides activity level,
cooperation degree, and deployment location. The grouping
that is used within this method is used to group DDoS attacks
and defence within a method provides a form of
communication between researchers to discuss solutions.

Validation Exposure Random Deallocation Improper
Conditions Taxonomy otherwise known as VERDICT is a
more focused taxonomy that is used on attacks that were
created by Daniel Lough [32]. There are four parts that this
method focuses on, which are shown as security errors. These
are improper validation, improper randomness, improper
exposure, and improper deallocation. These four types are
easy to notice as they are labelled with improper, which means
that the attacks are within an improper environment. When
validating attacks within this taxonomy, it can be done
incorrectly or with biased data, this also embraces physical
security [31]. The improper exposure, which is the second part
to the taxonomy, which can be used to expose attack directly
or indirectly depending on its vulnerability. The third part
which is randomness deals with the cryptography of the attack
and in inconsistent use of randomness involved. The final part
is improper deallocations which refer to the inaccurate
demolition of data, or residuals of data, which also include
dumpster diving. There is more than one way within this
taxonomy that can explain the wvulnerability within the
method. A disadvantage to this method could be that it doesn't
have the grouping of the types of attacks such as virus, Trojans
and etc.

A final taxonomy that can be provided is a taxonomy that
groups attacks based on events, which could be an attack that
may be successful that is heading towards a target that can end
up changing the result in a state. In order to work out the event,
the action of the attack is needed as well as the target. The
creator includes all the phases in the detection of the attack
and how the attack grows. Within this taxonomy, to use event
management, the creator included five steps that an attacker
must do in order for the method to receive a result. The chosen
phrases are tools, vulnerability, action, target, and
unauthorised result [34]. The first part of the taxonomy refers
to the tools that are used in order to carry out the attack, the
second part is vulnerability which used to define the type of
exposed mechanism used to carry out the attack. The third part
is an action which shows the method used to carry out the

attack, the fourth and fifth part of the taxonomy is the intention
the attack is attempting to damage and the unauthorised result
in the aftermath of the attack that has left it vulnerable. One
disadvantage for this is that it doesn't provide enough of a
report of the attack that has been performed [33].

V. CONCLUSION

To conclude this journal, the taxonomy of cyber-attacks
on computer networks has been explained to the maximum. In
the introduction, the different cyber-attacks have been
explained briefly alongside the different type of taxonomies
which are also known as existing systems, different cyber-
attacks and another type of taxonomy which explains the
damages caused to users after the attack has been carried out.
After this the different types of cyber-attacks were explained
in more detail such as DDoS attacks, password attacks and etc.
when creating a taxonomy, there are certain requirements
which have to be met in order for anyone with knowledge of
taxonomies can understand was understood and written after
the cyber-attacks but before the attack taxonomies. Attack
taxonomies are basically methods or existing systems that are
used in order to detect and deal with attacks, but mainly to
classify them into different groups that can be dealt with at the
next phase. There are different taxonomies which were
explained, some attacks are detected by events and some by
human behaviours and the list goes on. To finish, computer
networks are becoming more secure day-by-day from cyber-
attacks using taxonomies.
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